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Countermeasure Against Quantum Hacking Using Detection Statistics
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Detector blinding attacks have been proposed in the last few years, and they could potentially threaten
the security of quantum key distribution systems. Even though such attacks are technically challenging
to implement, it is important to consider countermeasures to avoid information leakage. In this paper, we
present a countermeasure against these kinds of attacks based on the use of multipixel detectors. We show
that with this method, we are able to estimate an upper bound on the information an eavesdropper could
have on the key exchanged. Finally, we test a multipixel detector based on superconducting nanowire
single-photon detectors to show it can fulfill all the requirements for our countermeasure to be effective.
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I. INTRODUCTION

Since its first proposal by Bennett and Brassard in 1984
[1], quantum key distribution (QKD) has attracted a lot of
interest for securing communications. Indeed, with QKD,
two distant parties, Alice and Bob, can securely exchange
a key to encrypt their communications. QKD does not
require making assumptions on the computational power
of the eavesdropper Eve, making this technology theoret-
ically secure. However, imperfections of physical systems
can potentially be exploited by Eve to break the security
and obtain some information on the key without being
noticed. Several attacks have already been proposed, such
as the photon-number splitting attack [2], detector effi-
ciency mismatch attack [3], and Trojan horse attack [4–6],
as well as potential countermeasures such as the use of
decoy states [7–9] to estimate the amount of information
shared with Eve.

In this paper, we are interested in detector control attacks
such as blinding attacks [10–13]. When no countermea-
sure is in place, this attack could possibly allow Eve to
gain full information on the key exchanged by Alice and
Bob without being noticed. Some protocols such as device-
independent protocols [14–18] or measurement-device-
independent protocols [19–28] are secure against these
attacks but their current performances and certain technical
challenges could hamper their deployment in a large-scale
QKD network in the near future. For other protocols, like
prepare-and-measure protocols, several potential counter-
measures have been proposed like monitoring the state of
the detector [29,30], measuring some statistical properties
[31–33], bit-mapped gating [34], using a variable optical
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attenuator [35–37], or using a specially designed readout
circuit [38–41]. These countermeasures are often designed
for a specific type of detector or make assumptions on the
attack that can be difficult to meet in practice, potentially
compromising the effectiveness of the countermeasure. For
example, a countermeasure based on the randomization of
Bob’s detectors’ efficiency (using for example a variable-
intensity modulator) was proposed in Ref. [42], but it was
later shown to be ineffective against a modified version of
the initial attack [43]. Here, we propose a method solely
based on detection statistics using multipixel detectors to
estimate the maximum information that Eve can have on
the key exchanged.

In the next section, we detail the scheme of the attack
considered and we present the security principle of our
countermeasure using a simple case. Then, we give the
results of our analysis in more realistic conditions. Finally,
we test a two-pixel detector under blinding attack and show
that it can fulfill the requirements for our countermeasure.

II. COUNTERMEASURE

Blinding attacks have been shown to potentially threaten
the security of QKD. Indeed, they give the possibility to an
adversary, Eve, to change the behavior of Bob’s detectors
such that she can send what is usually called a “faked state”
that can only be detected if Bob chooses the same basis as
hers [44]. In this way, Eve can reproduce her measurement
outcome without introducing errors in the key. As a coun-
termeasure, we propose to split Bob’s detectors into two
pixels. Other implementations such as a beam splitter with
two detectors could be possible, but we show in Sec. III
that the two-pixel detector is a good way to do it. As both
pixels correspond to the detection of the same state, our
main assumption is that Eve’s faked state cannot be used to
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control each pixel independently and that the coincidence
detection probability in the presence of the faked states will
inevitably increase, revealing Eve’s attack. More precisely,
we show that the measurement of the probabilities of sin-
gle and coincidence gives enough information to Alice and
Bob to estimate the maximum amount of information that
an eavesdropper can have on the key.

The scheme of the attack is shown in Fig. 1.Alice sends
weak coherent pulses with a mean photon number μ. Bob’s
measurement setup is composed of a basis choice (active
or passive) and two detectors each split into two pixels.
Eve is in the middle and can either perform the blinding
attack or simply let the pulse from Alice go through to
Bob. We note that pa is the probability of attack. If Eve lets
Alice’s pulse go through, Bob’s pixel i ∈ {1, 2} will click
with a probability pB1 = (1 + α)pB or pB2 = (1 − α)pB,
where pB is the average pixel detection probability and α

is a coefficient known by Bob characterizing the efficiency
mismatch between the pixels. If Eve chooses to intercept
Alice’s pulse, she measures it using a copy of Bob’s setup
(called “fake Bob”) and she resends her faked state if she
detected something. Bob’s pixel i will detect this faked
state with a probability pdi only if his basis choice is the
same as Eve’s. Otherwise, he will not detect anything.
Therefore, the detection probability when Eve carries out
her attack depends on the probability that Alice’s pulse
contains at least one photon 1 − e−μt (t being the transmis-
sion coefficient between Alice and Eve’s detectors) and on
the probability q that Bob and Eve choose the same basis.
We call this probability pE:

pE = (1 − e−μt)q. (1)

By naming ps1 and ps2 the probabilities of detection of both
pixels measured by Bob, we then can write

ps1 = papE

∑

λ

pλpλ
d1 + (1 − pa)(1 + α)pB,

ps2 = papE

∑

λ

pλpλ
d2 + (1 − pa)(1 − α)pB.

(2)

We give Eve the possibility of using different strategies λ

from one pulse to the other, each with a probability pλ. We
suppose both pixels are independent from each other. Thus,
the probability that a faked state generates a coincidence is
pd1pd2. The probability of coincidence for the two pixels is
then

pc = papE

∑

λ

pλpλ
d1pλ

d2 + (1 − pa)(1 − α2)p2
B. (3)

By analyzing the coincidence probability between both
pixels, we show how Alice and Bob can bound the infor-
mation leaked to Eve.

A. Asymptotic case

In this section, we first want to convey the idea behind
this countermeasure by considering a simple case where
we are in the asymptotic limit and both pixels are perfectly
identical (pλ

d1 = pλ
d2 and pB1 = pB2). The attack scenario

defined by Eqs. (2) and (3) can be rewritten as

ps = papE

∑

λ

pλpλ
d + (1 − pa)pB,

pc = papE

∑

λ

pλ(pλ
d )2 + (1 − pa)p2

B.
(4)

We define the ratio r = pc/p2
s (note that this is similar to

a second-order correlation measurement g2; we call it r
simply because, with the attack, it is not really a measure-
ment of the photon statistics). In the limit pa = 0, r = 1 as
expected for coherent states. On the other hand, if pa = 1,
we have

r = pc

p2
s

=
∑

λ pλ(pλ
d )2

pE
(∑

λ pλpλ
d

)2 ≥ 1
pE

> 1. (5)

As we can see, the value of r induced by the attack is lim-
ited by the probability pE , which depends on the vacuum
probability in Alice’s pulses and q. Let us now see how
we can estimate Eve’s information per bit IE on the raw
key in the case she attacks only a fraction of the pulses,
i.e., 0 < pa < 1. As Eve knows the measurement outcome
of Bob only when he detects a faked state, we want to
maximize

IE = papE
∑

λ pλpλ
d

ps
, (6)

given pE , ps, and pc. Using the Lagrangian multiplier, we
can show that Eve’s best strategy is to always resend a
pulse with the same probability of detection pλ

d = pd, ∀λ,
and we find her maximum information is given by (see
Appendix A 1)

IE,max =
√

pE(
√

pc − ps)

ps(1 − √
pE)

=
√

pE

(1 − √
pE)

(√
r − 1

)
. (7)

As expected, Eve’s information increases with the ratio
r = pc/p2

s measured by Bob and IE,max = 1 when r =
1/pE .

In a more realistic scenario, Bob’s pixels will not be
perfectly identical. This is the scenario described by Eqs.
(2) and (3). Without additional constraint on pλ

d1 and pλ
d2,

Eve can alternatively target pixel 1 (p (1)

d1 � p (1)

d2 ) and pixel
2 (p (2)

d2 � p (2)

d1 ) to reduce her coincidence probability and
hide her presence from our countermeasure. On the other
hand, a complete characterization of all detectors under
all possible attack conditions in order to find bounds on
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FIG. 1. Scheme of the attack. Alice sends pulses with a mean photon number per pulse μ. Eve intercepts the pulse with a probability
pa. If she gets a conclusive event with her “fake Bob,” she resends a pulse to force Bob’s detector to click; otherwise, she does nothing.
Bob’s apparatus is unchanged except for his detectors being split in two. Coincidences between the two pixels are kept to generate the
key.

pd2 given pd1 seems an unpractical task. We circumvent
this problem by adding the assumption that one pixel will
always detect Eve’s faked state with an equal or higher
probability than the other. This constraint on the attack can
be written as

pλ
d2 ≥ pλ

d1, ∀λ. (8)

In this way, we prevent Eve from targeting preferably pixel
1. We show in Sec. III that this condition can be realized
with a two-pixel detector. By applying the Lagrange mul-
tiplier with this additional constraint, we can calculate all
the extrema of IE to find the maximum of Eve’s infor-
mation IE,max. Here, we limit the number of strategies to
two as increasing the number of strategies does not give
much more information to Eve if the difference between
ps1 and ps2 stays small. Indeed, in that case, Eve is forced
to make both pixels click with the same probability most
of the time to keep the probabilities of detection close. In
a real system, the protocol can be aborted if the difference
between ps1 and ps2 exceeds a certain threshold. Details of
the calculations are given in Appendix A 2.

B. Finite key analysis

In order to take into account finite key length effects,
we need to bound the probabilities of single and coin-
cidence measured by Bob. Usually, QKD proofs rely on
Hoeffding’s inequality to calculate upper and lower bounds
on measured values. However, in our countermeasure, the
probability of coincidence will drop very quickly with
the quantum channel length and in this case, Hoeffding’s
inequality is no longer tight. This would lead to an overes-
timation of Eve’s information making our countermeasure
usable only for short distances. In order to have a tighter
bound on Bob’s probabilities, we can use the equations
given in Ref. [45]. The upper and lower bounds on psi and
pc are given by

pu
c = 1 − I−1

ε [N (1 − pc), Npc + 1],

pl
si = I−1

ε [Npsi, N (1 − psi) + 1],
(9)

where N is the total number of pulses sent by Alice,
ε our confidence factor, and I−1 the inverse incomplete

beta function. By inserting these bounds in the calculation
of IE,max, we obtain an upper bound on Eve’s informa-
tion I u

E,max, which can be reduced to zero after privacy
amplification.

Figure 2shows simulations of I u
E,max for a BB84 proto-

col. We run the simulations for different acquisition times
(ATs) for Bob. As the quantum channel length increases,
the probability of coincidence measured by Bob decreases
rapidly requiring longer ATs to limit the uncertainty. If the
uncertainty is too high, Alice and Bob may overestimate
I u
E,max, which impacts the final secret key rate. Therefore,

the factor ultimately limiting our countermeasure is the
AT allowed by Alice and Bob. For most applications,
an AT over 24 h becomes impractical [9], allowing our
countermeasure to be efficient for distances of around 250
km, which is close to the limit of many current QKD
implementations.

III. EXPERIMENTAL RESULTS

In this section, we show that actual detectors can ful-
fill the condition given by Eq. (8) for our countermeasure
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FIG. 2. Upper bound on Eve’s information of the raw key as
a function of the channel length between Alice and Bob for dif-
ferent AT and ε = 10−9. The protocol used is a BB84 with a
passive basis choice. Alice sends pulses with a mean photon
number μ = 0.5 at a rate of 5 GHz. Losses in the channel are
0.2 dB/km. Bob’s pixels have a quantum efficiency of 25% each
giving a total efficiency of 50% for the whole detector.
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FIG. 3. (a) SEM image of a two-element molybdenum silicide
SNSPD. Each pixel has its own bias current and readout circuit.
The nanowire width is 100 nm with a fill factor of 0.6 [46]. The
two pixels are separated by 600 nm to avoid thermal crosstalk
between them. (b) Efficiency curves at 1550 nm of the two pixels
of the detector operated at 0.8 K versus the bias current.

against blinding attacks. To do so, we fabricate and test
multipixel superconducting nanowire single-photon detec-
tors (SNSPDs), as depicted in Fig. 3(a).The two pixels are
separated by a gap of 600 nm in order to avoid thermal
crosstalk. This gap has a small impact on the performances
of the detector as we measure an overall quantum effi-
ciency of 70% [see Fig. 3(b)]. We also note that both
pixels have very similar efficiency curves (except for the
optimum efficiency, which is probably due to a misalign-
ment with the fiber). The main advantage of this design is
that both pixels are illuminated by a single fiber, limiting
the dependency of the light distribution on the wavelength
used by Eve for her attack compared to an implementa-
tion with a beam splitter and two distinct detectors [47].
For even better security, the addition of a mode scrambler
could prevent Eve from using smaller wavelengths where
the fiber becomes multimode [48].

To illustrate how a blinding attack on a QKD system
using this kind of detector works, we take as an example a
BB84 protocol in polarization. In normal operation, when a
photon hits the SNSPD, it will break the superconductivity
inducing a rapid increase of the resistance of the nanowire.
This sudden change of resistance will divert the bias cur-
rent of the detector toward the readout circuit to generate

FIG. 4. Schematic representation of the blinding power distri-
bution on detectors DH and DV during the attack on a BB84 QKD
protocol based on polarization. By changing the polarization of
her blinding light, Eve can let the detector of her choice partially
recover its bias current to force it then to click.

a click. In order to blind Bob’s detectors, Eve sends unpo-
larized light of a few hundreds of nanowatts inside Bob’s
setup such that her blinding power is equally distributed
over all detectors. This forces the SNSPDs to stay in a
resistive state where they are insensitive to single photons.
When Eve wants to force Bob to detect the state of her
choice, say |H 〉, she polarizes her blinding light vertically
for a time �t. During this time, the optical power arriving
on detector DH will be greatly reduced (around 20 to 30 dB
depending on Bob’s components) while keeping the other
detectors blinded.

By unpolarizing her blinding light after �t, the opti-
cal power PH arriving on the detector DH will increase
suddenly, forcing it to click as part of the current would
have returned to the nanowire (see Fig. 4).Eve can control
the probability p to force the detector to click by allow-
ing more or less current to return to the detector via �t.
Many parameters have an influence on the probability of
detection of the faked state. Some are controlled by Eve
(blinding power Pblind, �t) and some are controlled by Bob
(bias current). However, as we mentioned in Sec. II A, if
we can find a regime where one pixel always clicks with
a probability greater than the second one (whatever are
the parameters of the attack) then this gives enough con-
straints on Eve to ensure she cannot steal the key without
being noticed. As the probability of click depends on the
amount of current that returns to the nanowire, we want
one pixel to recover its current more rapidly such that it
will detect the faked state with a higher probability than
the second pixel. For that, we set pixel 2 at its maximum
bias current (15 μA) while pixel 1 is set at a bias current
of 12.5 μA. This way, the current will return more rapidly
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FIG. 5. (a) Probability of detection of the faked state as a func-
tion of �t. Pixel 1: Ib1 = 12.5 μA; pixel 2: Ib2 = 15 μA. We vary
the blinding power between 39 and 399 nW as it is the work-
ing range for the blinding attack. (b) Comparison between the
measured coincidence probability and the coincidence probabil-
ity calculated from the faked-state detection probabilities of both
pixels.

to pixel 2 without impacting the overall efficiency of the
detector [49].

We measure the probabilities of detection of both pix-
els as a function of �t by sending the faked state at a
frequency of 500 kHz and recording the detection rates
with a counter. These measurements are made for blind-
ing powers ranging from 39 nW (minimal blinding power)
up to 399 nW. For higher Pblind, the pixels start to click in
an uncontrolled way before �t making the attack unfea-
sible as it would increase the error rate. We can see in
Fig. 5(a)that pd2 ≥ pd1 for the whole range of working
Pblind and �t as we assume in our model. We then ver-
ify that the probabilities of detecting the faked state are
uncorrelated. For that, we measure the coincidence prob-
ability pc due to the faked state and compare it with the
product of the individual detection probabilities pd1pd2
(value expected if the pixels are independent). Results are
shown in Fig. 5(b). As we can see with the error bars,
both values are in the uncertainty range of each other. No

statistically significant signature of correlations is observ-
able, validating the assumption made in our analysis. Thus,
this multipixel detector fulfills all the requirements for our
countermeasure.

This countermeasure could also work with single-
photon avalanche diode detectors as the core idea behind
our proposal does not rely on the working principle of the
detectors. Further tests with this kind of detector need to be
done to validate that it fulfills all the necessary conditions.

IV. CONCLUSION

In this paper, we propose a countermeasure against
detector control attacks based on multipixel detectors,
which, unlike previous works [31,32], does not assume a
binary response of the pixels (i.e., pdi is equal to either 0
or 1) under the blinding attack. With this countermeasure,
we take advantage of Eve’s lack of knowledge on the state
prepared by Alice when the incoming pulse contains zero
photons. Because of this method, we are able to estimate
an upper bound on the information leaked to the adver-
sary solely using the single and coincidence probabilities
measured by Bob. The effectiveness of our countermea-
sure over long distances is ultimately limited by the key
exchange time between Alice and Bob. Nevertheless, we
show that communications close to 250 km can be secured
against attack with acquisition times of less than 24 h.
Finally, we experimentally demonstrate that a multipixel
SNSPD operated in the right conditions by Bob can satisfy
the assumptions made in our analysis.
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APPENDIX: LAGRANGE MULTIPLIER
CALCULATIONS

1. Simple case

In order to find Eve’s best strategy, we want to maxi-
mize the number of detections coming from faked states
na = NpapE

∑
λ pλpλ

d (with n being the total number of
pulses sent by Alice) over the total number of detections
n under the constraints given by Eq. (4). As n and N are
fixed values, we can maximize the function f defined by

f = papE

∑

λ

pλpλ
d . (A1)
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We define the following equations representing our con-
straints:

g1 = papE

∑

λ

pλpλ
d + (1 − pa)pB − ps,

g2 = papE

∑

λ

pλ(pλ
d )2 + (1 − pa)p2

B − pc,

g3 =
∑

λ

pλ − 1.

(A2)

We can then define our Lagrange function:

L(pa, pλ, pλ
d , pB, �1, �2, �3) = f − �1g1 − �2g2 − �3g3.

(A3)

The function f is maximum if

∇L = 0. (A4)

To show that Eve’s best strategy is to always send the faked
state with the same probability of detection, we take the
derivatives:

∂L
∂pλ

d
= papEpλ − �1papEpλ − 2�2papEpλpλ

d

= papEpλ
(
1 − �1 − 2�2pλ

d

)

= 0.

(A5)

This expression is valid only if 1 − �1 − 2�2pλ
d = 0, ∀λ

(we neglect the case pa = 0 as it would mean that Eve
never does the attack and the case pλ = 0 as it would be
a strategy Eve never uses). Therefore, either pλ

d is a con-
stant or �1 = 1 and �2 = 0. The latter case is impossible
as we can see by looking at an another derivative:

∂L
∂pB

= −(1 − pa)(�1 + 2�2pB)

= 0.
(A6)

The solution pa = 1 is possible only if pc/p2
s ≥ 1/pE .

Otherwise, �1 + 2�2pB = 0, which is incompatible with
(�1, �2) = (1, 0). Consequently, Eve’s best strategy is to
use the same pλ

d = pd, ∀λ. These results simplify our
problem that we can rewrite as follows:

f = papEpd,

g1 = papEpd + (1 − pa)pB − ps,

g2 = papEp2
d + (1 − pa)p2

B − pc,

L = f − �1g1 − �2g2,

∇L = 0.

(A7)

This system has a unique solution:

pB = √
pc,

pd =
√

pc

pE
,

pa =
√

pc − ps√
pc(1 − √

pE)
,

(A8)

which finally gives us

IE,max = na

n

=
√

pE(
√

pc − ps)

ps(1 − √
pE)

.
(A9)

2. General case

In the general case given by Eqs. (2) and (3), we can
apply the same method where our problem is described by
the following equations:

f = papE

∑
pλ(pλ

d1 + pλ
d2),

g1 = papE

∑
pλpλ

d1 + (1 − pa)(1 + α)pB − ps1,

g2 = papE

∑
pλpλ

d2 + (1 − pa)(1 − α)pB − ps2,

gc = papE

∑
pλpλ

d1pλ
d2 + (1 − pa)(1 − α2)p2

B − pc,

L = f − �1g1 − �2g2 − �cgc,

∇L = 0.
(A10)

The optimization is done taking into account the physical
constraints on the attack parameters: all probabilities must
be between 0 and 1 and pλ

d2 ≥ pλ
d1, ∀λ. The resolution of

the system gives us all the extrema of the function f . By
discarding nonphysical solutions and taking the highest of
the remaining values, we obtain the maximum of Eve’s
information on the key.
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