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High-dimensional entanglement promises to increase the information capacity of photons and is now
routinely generated, exploiting spatiotemporal degrees of freedom of single photons. A curious feature of
these systems is the possibility of certifying entanglement despite strong noise in the data. We show that
it is also possible to exploit this noisy high-dimensional entanglement for quantum key distribution by
introducing a protocol that uses multiple subspaces of the high-dimensional system simultaneously. Our
protocol can be used to establish a secret key even in extremely noisy experimental conditions, where
qubit protocols fail. To show that, we analyze the performance of our protocol for noise models that apply
to the two most commonly used sources of high-dimensional entanglement: time bins and spatial modes.
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L. INTRODUCTION

Quantum communication is one of the most mature
areas of quantum technologies, with quantum key distri-
bution (QKD) [1-5] as its most prominent example. QKD
is a cryptographic primitive allowing two parties, Alice
and Bob, to securely establish a shared secret key in the
presence of an adversary, Eve.

One of the primary scientific challenges in the transition
to commercial QKD applications is the relatively low key
rate and the high susceptibility to noise. Contrary to clas-
sical communication with light, the information encoded
in quantum states can neither be copied nor amplified,
meaning that only a few photons survive long-distance
transmission. Furthermore, single photons are challenging
to detect and hard to isolate, leading to a lot of noise in the
data.

The problem of successfully performing a QKD proto-
col over noisy channels is also connected with the basic
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task of distributing entanglement. Essentially, if the chan-
nel is too noisy to distribute entanglement, it is also
too noisy for QKD [3,5]. This correspondence points to
a possible solution to the above challenges—the use of
QKD protocols that utilize high-dimensional (HD) entan-
glement. HD entanglement is known to feature high resis-
tance to noise according to theoretical noise models (e.g.,
white noise). At the same time, HD states can encode
more bits per photon. Another reason for considering
entanglement-based QKD protocols is that they are less
prone to practical attacks [6] compared to their prepare-
and-measure counterparts, thus also providing higher prac-
tical security. Indeed, using entanglement based systems,
one can relinquish trust in the source and place it in
the hands of an untrusted node. Furthermore, entangle-
ment distribution is a necessary step toward (partially)
device-independent implementations. Currently, HD QKD
protocols are becoming practical, because HD quantum
states of entangled photons can be routinely produced in
the laboratory using temporal [7—22], frequency encod-
ing [23,24], or multiple ones simultaneously in a so-called
hyperentangled state [25-29].

© 2021 American Physical Society
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Unfortunately, putting this idea into practice is not
straightforward, as the physical nature of the carriers and
the actual noise become very important. HD quantum
systems are not as easily controlled and measured as polar-
ization qubits and all implementations come with their own
limitations and additional sources of noise. While used
for proof-of-principle experiments in QKD before [30-53],
they have never been competitors to regular qubit encoding
and the majority of practical QKD implementations still
use binary encoding of quantum states in photons, such as
polarization [54] or time-bin qubits [55]. In fact, perhaps
surprisingly, even the theoretically predicted higher noise
resistance of HD entanglement has only recently been
demonstrated in realistic scenarios [56]. There, the data
obtained from measuring HD states distributed over realis-
tic very noisy channels can be used to certify the presence
of entanglement. However, such noisy data are not neces-
sarily useful for QKD. This is because correction of the
errors on the outcomes obtained using multiple-outcome
measurements is more demanding than the correction of
binary outcomes and it conventionally comes at a cost that
can obliterate the advantage of using HD entanglement.
Hence, the question of whether such noisy HD entan-
glement can actually be useful remains open. In other
words, ‘can we still harness the HD nature of entangle-
ment in situations where noise dominates the signal and
qubit-based QKD would be impossible?” In this work, we
answer that question in the affirmative and provide an
entanglement-based HD QKD protocol with simultaneous
subspace coding. We provide detailed noise models for
two paradigmatic implementations of HD entanglement
to showcase the suitability of our protocol for practical
advantages in QKD.

II. THE PROTOCOL

The general idea is to use a (d x d)-dimensional entan-
gled quantum system to perform multiple instances of
a QKD protocol simultaneously in nonoverlapping sub-
spaces. The choice of subspaces is arbitrary but to simplify
the notation we formulate the protocol using subspaces of
equal size k. The protocol requires two measurement set-
tings—the computational-basis measurement and a mea-
surement in a basis mutually unbiased with respect to
the computational in each subspace of size k. There-
fore, let {4} }ff;(l) and {B‘f };l;l denote the projectors on the
computational basis of H, and Hjp, respectively, and let
{A)z‘}f;(l), {B“;};l;(l) be a tensor product of projectors on the
mutually unbiased basis vectors in subspaces of size &k
(see Appendix A for details). Alice’s measurement out-
come x = mk + i is interpreted as outcome i in the mth
subspace. Bob’s measurement outcome y 1is interpreted
analogously.

The protocol consists of the following steps:

Protocol 1 Subspace QKD

1: Distribution. A source distributes a state pp to Alice
and Bob.

2: Measurement. Upon receiving the state, Alice and
Bob choose independently at random bits w, and
wp, respectively, suchthatp(wy = 1) =p(wp = 1) =
e L 1. If wy =0, Alice performs a measurement in
the {4] }ff;é basis, otherwise she measures in {A’z‘}f;(l).
Similarly, Bob measures his part of the state in {B] }f;(l)

or {B) };’;(1), accordingly. They record the outcomes x
and y in the register X and Y, respectively. Steps 1 and
2 are repeated N times.

3. Sifting and subspace selection. Through a classical
public authenticated channel, Alice and Bob reveal for
each iteration their basis choice and the values m, and
mp of the subspaces that their outcomes belong to.
(a) If my = mp = m and w4 = wg, Alice and Bob set
M=m,x' =x —mkandy =y — mk.

(b) If my # mp or wy # wpg, they set M =1, x' =
¥’ =1, and discard the round.

4: Parameter estimation. Alice and Bob use the second
measurement-basis outcomes (test rounds) and some
of the key first measurement-basis outcomes (gener-
ation rounds) to estimate correlations for each block
M = m. The remaining measurement results form the
raw key.

5: Information reconciliation and privacy amplifica-
tion. Alice and Bob proceed with information recon-
ciliation and privacy amplification in each subspace
and extract the final key.

To assess the efficiency of the protocol, we calculate
the achievable key rate K in the asymptotic limit. Ini-
tially, we assume that Eve is restricted to collective attacks,
i.e., at each iteration she attacks identically and indepen-
dently of the previous, and she can perform a measurement
on her ancillary system at any future time. This assump-
tion can be dropped later with a de Finetti—type argument
[57,58] and thus security against any general coherent
attack can be obtained. Note that since we derive our
results in the asymptotic setting, we can safely use the de
Finetti theorem without degrading the key-rate expression.
Furthermore, we assume that Eve prepares the entangled
states that Alice and Bob share. Proving security under
this assumption implies security for any implementation of
the protocol. Besides these security assumptions, we also
assume a detector model with fair sampling and access of
the legitimate parties to randomness and to a classical pub-
lic authenticated channel, as is usual in QKD protocols.
Under these assumptions, the asymptotic key rate is given
by [59,60] K > H(X|E7) — H(X|Y), where H(X |E7) is
the von Neumann entropy of Alice’s key round outcome
X, conditioned on the total information available to the
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eavesdropper Eve at the end of Step 4, given that Eve
holds a purification of the state pyp, and H(X|Y) is the
conditional Shannon entropy between Alice’s and Bob’s
key-round outcomes.

The asymptotic key rate of Protocol 1 is given by

-1

Kot = Y P(M = m)K,, (1)
m=0

where P(M = m) is the probability that both Alice and
Bob obtain an outcome in subspace m and K, is the corre-
sponding rate, given by K, = H(X'|Er);m — H(X'|Y") pm,
where p” is the state effectively shared by the parties in
the subspace m. The proof of Eq. (1) is based on tech-
niques similar to those used in protocols with advantage
distillation [61—64]. For the definition of the state p™ and
the detailed proof of this result, see Appendix A.

To compute K, for the subspace m, we lower bound
the conditional entropy H(X'|Er);» by the conditional
minimum entropy: H(X'|Er)sm > Hpyin(X'|ET)m, Where
Hin(X'|E7) jm = —log P;" and Pg’ is the average probabil-
ity that Eve can guess Alice’s outcome computed using the
effective state ™. To determine Py', for a subspace m from
measurement results, we use the correlations of Alice’s and
Bob’s outcomes in the second basis, expressed as

k—1

=Y P(iil22,m), )

i=0

where P(ii|22,m) = [P(x = mk + i,y = mk +i|22)/P(M
m)] is the probability that Alice and Bob obtaln equal
outcomes when they measure in {A"} and {By } and
obtain outcomes in the subspace m. In Appendlx B we
present and solve the optimization problem that enables us
to show that Eve’s guessing probability for the subspace m
can be expressed as a function of the subspace dimension
k and the correlation W7}, as

2
, Wi+ (k—1)(1—WT)
Huin(X'|E7) jn = —log, <( kk D) ) 3)

The conditional entropy H (X'|Y") s for subspace m can be
estimated dlrectly from the measurement outcomes in the
basis {4}}7_) and {B}}!_;.

Note that a 51m11ar technique of subspace encoding has
been used previously to encode qubits using HD systems
[43,44]. However, our protocol is intrinsically different.
Our construction allows us to explore subspaces of arbi-
trary sizes and the encoding is simultaneous in all the
subspaces. Moreover, our protocol, as well as the noise
analyses presented in the following sections, are designed
for an entanglement-based implementation, which offers a

higher level of practical security compared to prepare-and-
measure protocols, the noise robustness and feasibility of
which have been considered in Ref. [45].

A. Isotropic state example

First we investigate a paradigmatic noise model, i.e.,
a maximally entangled state mixed with white noise,
pa() = vIY V(W |+ [(1 —v)/d*]1, ® 1, with visibil-
ity v. We calculate the asymptotic key rate for k=
d, i.e., Alice and Bob use standard QKD and derive
the key from the full Hilbert space. Measuring p;(v)
in the second basis for both Alice and Bob leads to
Wi=v+ (1 —v/d) and thus via Eq. (3) H(X|Er) >

— log, ((\/vd—k l—v+d—1DJV1 - v)z/aa). To deter-

mine H(X|Y), we observe that, given p;(v), the prob-
ability distribution for Alice obtaining result x and
Bob obtaining result y in the key rounds is given
by Piey(xy) = v(0yy/d) + (1 — v /d?) and the respective
conditional probability distribution is Piey (x|y) = vy, +
(1 —v/d).

Similar calculations can be done in the case in which
Alice and Bob perform Protocol 1 with subspaces H,, ®
Hp,, of size k x k. In such a case, they effectively measure
the state p; (V) in each subspace m, which can obtained by
projecting py(v) onto this subspace. Because of the sym-
metry of pg(v), the state p["(v) is independent of m and
its density matrix is equivalent to o (V) = T)Iwk )(xﬁk | +
[(1 — 8)/K 11 ® 1y, where |y;7) = (1/v/k) Yy lid) and
v =v(d,v, k) := vd/(vd + k — vk).

For each subspace H (X'|E7)s» and H(X'|Y") jm, we can
now set 0" = pr(v). Measurements of this state in the sec-
ond basis lead to W}’ = (vd + 1 — v/vd + k — vk), which
[using Eq. (3)] results in

k(vd+k—vk)

HX'|Er)pm > — log, ((m+<k INEn) ) W

Evaluating H(X'|Y’), ) and summing over all subspaces
leads to

Kiot (d, v, k) = (%) log, ((m+l;k—1)@2>

+ (%) log,(vd +1 —v)
+ DAY o0, (1 — v). (5)

For each d and v, which are known experimental param-
eters, one can optimize K{;f(d, v, k) over the subspace
size k to determine the protocol implementation with the
optimal key rate. Another interesting quantity is the crit-
ical visibility, i.e., the visibility beyond which one can
no longer obtain a positive key rate. This is generally
a complicated function of £ and d. However, consider-

ing even d and k = 2, it can be shown that the key rate
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is positive for v > (1/1 4 0.0893d). For constant v, one
can always obtain a positive key rate by increasing the
global dimension d. This is in accordance with the previ-
ously observed fact—the robustness of entanglement in the
isotropic state increases with the dimension. In practice,
however, the v is not a constant but, rather, a function of
d and strongly depends on the particular implementation.
To infer whether our protocol actually holds the potential
to outperform qubit-based protocols, it is thus essential to
take the experimental specifications into account. In what
follows, we study two different state-of-the-art implemen-
tations of our protocol with dimension-dependent noise
models. The first employs temporal and the second spa-
tial degrees of freedom of photons for the generation of
HD entanglement. The motivation for using these particu-
lar setups is that they have recently been shown to provide
an advantage for entanglement certification [56].

III. REALISTIC NOISE MODELS

A. Implementation using temporal degrees of freedom

To start with the temporal implementation, we con-
sider a hyperentangled state of the form |¥) = ‘qﬁ_) 3 ®
f dif () |t)4 ® |t)z. The part of the state entangled in
energy-time space is produced by a laser source via spon-
taneous parametric down-conversion and the interference
of photons in the temporal domain is subsequently enabled
by introducing entanglement in polarization by means of
|¢_> 5 Alice and Bob measure the time of arrival, ¢, of
the photons, i.e., the time when the detectors click. The
maximum resolution with which they can detect photons
arriving at the same time is given by the duration of a
time bin, #,, and with respect to it, they determine a time
frame, F, outside of which any photon that arrives is con-
sidered “lost.” They choose F = dt;, for d € N, effectively
discretizing the energy-time space to obtain a space of
dimension d; the encoding space. The frames in which they
both have one click are postselected and used for the key
rate. In Appendix C, we present in detail a noise model for
this setup, in which we take into account noise effects due
to the interaction of the photons with the environment and
due to the imperfect detectors. In particular, photons might
be lost before arriving in the laboratory and other photons
coming from the environment might enter and make the
detectors click. The environmental photons are the main
source of noise for this implementation. Moreover, we con-
sider dark counts, i.e., detector clicks in the absence of a
photon and, finally, that the detectors might not click in the
presence of a photon. We can, then, express the key rate as
a function of the dimension d and the visibility v, which
is the probability that, given that both Alice and Bob have
one click, this click is due to a photon coming from the
laser source and not due to an environmental photon or a
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FIG. 1. The achievable key rate versus the signal-to-noise ratio
for the temporal domain. The signal-to-noise ratio is the aver-
age number of nonentangled photons that arrive in the laboratory
(including singles and taking into account detector inefficien-
cies) divided by the overall average number of clicks per second,
assuming that these quantities are the same for both parties.
For this implementation, this quantity is dimension independent.
Since we vary the frame sizes but not the bin sizes, the end points
are independent of the total dimension and the optimal noise
resistance is always achieved in two-dimensional subspaces,
which includes the traditional qubit encoding (d = 2,k = 2). The
plot illustrates the fact that choosing k& > 2, however, can signif-
icantly increase the total key rate at lower noise levels. Another
fact one can directly observe is that the best key rate for a given
noise level can be obtained by fine tuning values of d and &.

dark count. For this model, the visibility is given as
v(d) = 1/(1+dyTuTpy ™) (6)
and the production rate of postselected frames/s is
R(d,v) = e N AT Ty +y),  (7)

where T,,p and y are experimental parameters incorpo-
rating all quantities that are independent of d. T,/ is
the average number of uncorrelated clicks per second,
coming from dark counts, environmental photons or laser
photons when one of the parties is affected by losses
or detector inefficiencies; y is the average number of
detected entangled photons per second, i.e., the photons
coming from the laser source that are not lost and pro-
duce a click. The achievable key rate expressed in bits/s is
K(d) = R, v)Ktigi’ (d, v, k). In practical implementations,
this number is further multiplied by (1 — ¢)?, i.e., the prob-
ability that both Alice and Bob use the first measurement.
Since here we are dealing with the asymptotic key rate,
we can choose ¢ arbitrarily close to 0, hence we disregard
it. In Fig. 1, we plot K(d) versus the signal-to-noise ratio
for different subspace-dimension choices & in various total
dimensions d.
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B. Implementation using spatial degrees of freedom

We move to photons entangled in spatial degrees of
freedom. Due to spatial symmetry, the state produced by
the laser source is of the form |¥) = Zz—— clh41-0) g,
where / denotes momentum modes and ¢; depends on
the source specifications. This state is subsequently pro-
jected in a space spanned by a finite subset of modes, /,
with cardinality d; our encoding space hence arises from
an effective discretization with respect to the finite reso-
lution of the detectors. In our noise model, we consider
noise effects originating from losses, environmental pho-
tons, detector inefficiencies, and dark counts. For the key
rate, Alice and Bob postselect the rounds in which they
both obtain one click and, just as in the previous implemen-
tation, the visibility v includes the rounds where the clicks
come from a source photon pair. In this implementation,
each party needs a detector for each mode, resulting in dark
counts contributing the most to noise through more fre-
quent accidental coincidences. We calculate the visibility
to be

i1
e —
vid) = 4 e AN
ez_1+d[1 ~(w1+3 )}[1_6 (ﬂ3+7)]
®)
and the rate of postselected rounds/s is given by
R(d,v) = Ce 01 S
g £8
cfei- e T[]
Y
ra(er 1)L ©)

where u/8 is the average number of dark counts per detec-
tor, £4/8 is the average number of uncorrelated photons due
to the environment, losses, and detector inefficiencies, y is
the average number of detectable correlated photons, and
finally C is a related, also dimension-independent, param-
eter (for details, see Appendix D). We can now express the
achievable key rate in bits/s as K (d) = R(d, v)Kt‘gf (d,v, k).
In Fig. 2, we plot K(d) versus the total dimension d for
different choices of subspace size k.

IV. CONCLUSIONS

We present a simultaneous subspace coding
entanglement-based HD QKD protocol. Using two noise
models for the most paradigmatic platforms for pho-
tonic HD entanglement, we showcase that the protocol
can indeed provide a viable pathway toward practically
improved QKD. Most of the improvement comes from

1400
1200 - k=2
—_ k=3
» 1000
k2 k=28
S 800 = full space
2 N
o 600‘
q>; | 200
¥ 400 150
| 100 s
200 53
2 4 6 8 10
0
0 500 1000 1500
Dimension

FIG. 2. The achievable key rates versus the dimension for
different subspace encodings in the spatial domain. The parame-
ters that we use here are as follows: detector efficiencies Pc =
60%, losses for one party P, = 98,4%, dark counts u = 600
clicks/s, environmental photons v = 21000 photons/s, coinci-
dence window At = 10""s, average laser photons (at source)
A = 200000 photons/s. Increasing the Hilbert space by adding
detectors imposes a natural limit beyond which the extra dimen-
sions are not useful, but in fact detrimental. Also, different sub-
space sizes are optimal for different total dimensions. Except for
small dimensions, the subspace encoding tremendously increases
key rates over traditional full encoding.

the fact that encoding in subspaces of HD systems is
more resilient to physical noise [56], compared to directly
encoding in a comparable dimension. It seems counter-
intuitive that a qubit subspace reaches the highest noise
resistance, when the entire premise is that HD systems are
inherently more resistant to noise. The principal reason
is that for the most common experimental implementa-
tions, the entanglement of the HD state is also present
in two-dimensional subspaces, where the cost of error
correction is the lowest. So, while larger subspaces fea-
ture more entanglement, smaller subspaces have a smaller
error correction overhead, leading to this intricate inter-
play between noise, rate, and subspace dimension that we
observe. And in the cases of extremal noise, they are the
smallest subspaces that yield the highest (or any) key.
Surprisingly, the optimal subspace size in noisy scenar-
ios often goes beyond two dimensions. The actual value
of achievable key rates highly depends on the implemen-
tation and specific noise parameters, from dark counts and
background to losses and device fidelities. For all parame-
ter ranges, HD encodings lead to improved key rates. We
believe that our noise models together with the semidef-
inite programs (SDPs) for computing key rates for our
protocol will be useful for optimizing system parameters
for a broad family of future setups. The security analysis
and the noise models can be further refined and adjusted
accordingly to account for other sources of noise and dif-
ferent noise regimes. For instance, at the noise regime that
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we consider, multiphoton detection events are negligible;
therefore, we discard them without affecting the security of
the protocol. However, in different noise regimes, simply
discarding these events might open up a security loop-
hole and the security analysis should account for them,
e.g., by treating them as additional noise (decreasing the
key rate) depending on the implementation. Last but not
least, the theoretical predictions for the achievable key
rates presented in this paper have recently been success-
fully verified in a proof-of-principle implementation of our
protocol using photons entangled in the path degree of
freedom [65].

ACKNOWLEDGMENTS

We would like to thank Mateus Aratjo for his com-
ments. M.H. acknowledges funding from the Austrian
Science Fund (FWF) through the START Project No.
Y879-N27. C.V. acknowledges support from the Belgian
Fonds de la Recherche Scientifique (FNRS), under Grant
No. R.50.05.18.F (“Quantum Algorithms and Applica-
tions,” QuantAlgo). The QuantAlgo project has received
funding from the QuantERA European Research Area
Network (ERA-NET) Cofund in Quantum Technologies
implemented within the European Union’s Horizon 2020
program. C.V. also acknowledges support from the Fun-
dagdo para a Ciéncia e a Tecnologia (FCT) through
the FCT projects “Quantum primitives for privacy pre-
serving data mining” (QuantumMining) POCI-01-0145-
FEDER-031826 and “Development of a quantum ran-
dom number generator network server” (QuRUNNER)
UIDB/EEA/50008/2019 supported by national funds, by
the European Regional Development Fund (FEDER),
through the Competitiveness and Internationalization
Operational Programme (COMPETE 2020), and by the
Regional Operational Program of Lisbon. G.M. is funded
by the Deutsche Forschungsgemeinschaft (DFG) (the Ger-
man Research Foundation) under Germany’s Excellence
Strategy—Cluster of Excellence Matter and Light for
Quantum Computing (ML4Q) EXC 2004/1—390534769.
M.D.,, M.Pi.,, and M.Pl. acknowledge funding from
Vedecka Grantova Agentura project 2/0136/19. M.Pi. and
M.PI. additionally acknowledge Grant Agency of Masaryk
University project MUNI/G/1596/2019.

APPENDIX A: KEY RATES OF THE
SUBSPACE-QKD PROTOCOL

Here, we prove the key-rate expression for the subspace-
QKD protocol, Protocol 1. The key rate can be computed
using the key rates of each subspace, as stated in the
following theorem.

Theorem 1. The asymptotic key rate of the subspace-QKD
protocol, Protocol 1, is given by

-1
Kiw = Y p(M =m)[HX'|E)m — HX'|Y)m], (A1)
m=0

where the conditional entropies are evaluated on the states
Py iven by

Prrye = ExTycap ® ldE)(‘ ABE) (A2)
and ‘&/’I”BE> is the purification of the state
m HWI ® HWI(IOAB)HVH ® Hl’ﬂ
Py = ——— (A3)
pM =m)
with
pM =m) =Tr(IT§ ® I p4p). (A4)

Proof: The protocol explores multiple subspaces of size
k, where d = ¢ x k. Then, both H 4 and Hp can be divided
into ¢ subspaces of size kas Hy = Hy, @ - -- ® Hy, , and
He=Hp, ®--- D Hs, ;.

The QKD protocol involves two measurement settings:
{A"}”"_1 and {By }”‘7_1 denote the computational bases of

‘H4 and Hp, respectively, and {Ax}x 0> {By } _0 are sums
of mutually unbiased measurements in subspaces of size
k. Formally, 43 = UA*U" and B, = U*B|U", where U =
S fi;:lo wy |mk + i) (mk +j | and w = e*7/0_ Note
that the two measurements of the parties are block diago-
nal with blocks of size k. Therefore, Alice’s measurement
outcome x = mk + i is interpreted as outcome i in the mth
subspace. Bob’s measurement outcomes are interpreted
analogously.

The subspace-QKD protocol, given in the main text, can
be divided into the following maps:

E SubspaceQKD

R-PA
K KpE" <ABE (pagE) = KAKBE”<—X/Y/E’ o 5)( 'Y'E' < XYE

o (Exyap ®id)(papr), (AS)
where E.,» ® idg represents the measurements imple-
mented in Step 2, 5;‘}; & xye corresponds to the subspace
selection implemented in Step 3 and, finally, £} 15?19”
describes the classical postprocessing applied to the raw
key consisting of information reconciliation and privacy
amplification.

The difference between the subspace-QKD protocol,
Protocol 1, and a standard high-dimensional QKD proto-
col is in the subspace selection described in Step 3. The
selection of subspaces, Step 3 in Protocol 1, corresponds
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to Alice and Bob applying a local projection described by
{I'I”’}fn_= 10 with elements
k=1

n” = Z \mk + i) (mk + i|
i=0

(A6)

and selecting the cases where both get the same outcome.
This step resembles the procedure called advantage dis-
tillation that has been studied in the classical setting [61]
as well as in QKD protocols [62—64]. Indeed, the sub-
space selection in Step 3 aims to select the rounds in which
higher correlations between Alice and Bob are observed.
This is exactly the objective of advantage distillation pro-
cedures such as those studied in Ref. [62—64]. However,
the procedures studied in Ref. [62—64] consist of pro-
cessing several rounds together (corresponding to a joint
quantum operations in several copies of the state) while the
procedure given by Step 3 only involves one copy of the
state (and corresponds to a single copy-filter operation).

Now, note that the map implemented in Step 3 is a pro-
jection into subspaces and this operation commutes with
both Alice’s and Bob’s measurements. Therefore we can,
instead, describe the QKD protocol as, first, Alice and Bob
performing the projection and then proceeding with the
measurements in the resulting state:

SubspaceQKD __ ¢IR-PA M P
gKAKBE”eABE(pABE) = SKAKBE”eX’Y/Ef o (ExTy —ap ® idp)

o j}lgE/eABE(pABE) (A7)

So, in order to perform the security analysis, we will use
this alternative description. Our goal is to determine the
state shared by the parties after the action of the map
55’}‘5 4pg- Initially, Eve distribgtes a state P4 to Alice
and Bob such that she holds a purification of it:

pag = Tre|VYape) (Ve (A8)
Application of the map E51%,, _,-(1¥) 45;) leads to
Evpw app(PABE) = PABEM, (A9)

where the register M records the result of the projec-
tion, i.e., M takes value m if my = mp =m, and M =1
otherwise:

-1
PA'BEM = ZP(M = m)pygr ® |m)(mlu

m=0
+pM = 1)L L)L L|;p® pr® |L){L|um,
(A10)
where
o T ® My @ Ie (1Y) (Vupe DT @ Ty ® I
ABE p(M = m)
(A11)

and p(M = m) is the probability that Alice and Bob get
outcome m in the projection, given by

pM =m) =Tr(IT} ® N & Ig|VYape)(Vael). (Al2)

Now, Alice and Bob will perform measurements on the
state given in Eq. (A10) in order to generate a key:

pxrvEm = Ext g @ ide (ParpEM) (A13)

The entropy of Alice’s outcome after measuring the state
pu B EM, conditioned on the information available to the
eavesdropper, is given by

—1
HWX'|EM),,,,. = Y p(M =mHX|EM =m),,,
m=0
(A14)
-1
=Y pM=mHX'|E),  (Al5)
m=0
-1
> ) pM =mHX'|E)z, . (A16)

m=0

The first equation follows from the properties of condi-
tional von Neumann entropy for classical-quantum states.
In the last step, we consider the entropy evaluated on
the state that results from Alice and Bob applying the
measurements to 045 £y, Where

—1
Punew = Y p(M = m)jze ® Im)(mly
m=0
+pM = D)L L)L 1 ® pp ® | L)( Ly
(A17)
and
Plsr = TrelVise) (Wisgl, (A18)

where |¢2"BE) is the purification of pj;. Giving Eve the
purification of p’f, before the measurements only increases
her power, which proves the lower bound. Similarly, for
the required information to be exchanged for information
reconciliation,

{—1
HX'NYM)py =D pM =mHX|YM =m),,,,.
m=0
(A19)
£—1
=Y p(M =mHX'|Y),n, = (A20)

m=0

-1
= p(M =mHX'|Y)m

X'y

(A21)

m=0
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and the last step follows from the fact that o, = p7;. W

APPENDIX B: SOLUTION OF THE SDP AND THE
CHOICE OF W

In this appendix, we present in detail the optimization
problem for calculating the average guessing probability
of Eve and its solution. The average guessing probability is
obtained by maximizing, over all possible tripartite states
pape (recall that Eve holds a purification of p4pg) and all
possible measurements of Eve {£¢}., the probability P,
that Eve guesses Alice’s outcomes and then performing a
weighted average of these probabilities:

Pg= max ZTr (papeAs ® B) ® E°)

PABEJE‘)}Z:O ey
such that Tr (WpA 3) =W,

pae > 0,
Tr (oue) =1,
E® > 0 Ve,

ZEezn,
e

where A; and B, stand for the computational basis and Wis
the yet-to-be-defined operator, with I its measured value
that constrains the optimization. W will be constructed
depending on which target state the experiment is trying
to produce. Here, we consider ' to be the average value
of equal outcomes that Alice and Bob get in the second
basis, W = Y. P(xx]22), which is the average value of the
operator W =) A5 ® B}. Our goal now is to express the
guessing probability as a function of W and d, by solving
the following optimization problem, which we obtain from
the previous one by substituting p, := Trg (048£E°):

(B

d—1

P,(W,d) = r{r;a}x Z Tr (,oeAi ® ]ld)
eje e=0

d—1
such that Tr (WZ pe) =W,

e=0
pe>0,Vee{0,...,d—1},

d—1
Tr (Z p€> = 19
e=0
the dual of which is
miny + SW,
)

such that y 1 p + SW > le){e|] ® 1,4, Ve.

The nonzero eigenvalues of SW— le)(e] ® 14, as a func-
tion of S and the local dimension d, for a given

eare Ay =[S —14./(S—1)2+4S(d — 1)/d/2] (each
one with degeneracy d) and the optimization now reads

min y + SW,
y,8
such that y + A_>0 Ve,
Y + )\,+20 Ve.

Since A, > A_, for all S,d, and A are the same for all e,
we can relax the constraints to

min y + SW,
)

such that y + A_>0.

We finally solve (3/0S)A_ = W, which gives

1
W:_<1
2

s 2 1+1—2W d—1 d
=-— an
d d w1 —-w)

L d—1 w /| d-1
T d d\ wa —wy’

and obtain the form of the guessing probability as a
function of W and d:

~ 25 +2—4/d
2/ =12 +4Sd—-1)/d)’

(VP + v@=na—m)
d

2

Py(W,d) = —)_+SW =

APPENDIX C: IMPLEMENTATION WITH
TEMPORAL DEGREES OF FREEDOM

We start by considering a hyperentangled state of the
form

W) = |p7), ® / af 010, ®105.  (Cl)

This is the state of two entangled photons (one for Alice
and one for Bob), with two degrees of freedom: the time
of arrival ¢ of the photons at Alice’s and Bob’s respective
laboratories and their polarization. The time of arrival, i.e.,
the time at which the detector clicks, is a continuous vari-
able, which can be discretized by considering time bins of
size t;. Setting a time frame F outside of which a photon
is “lost” and taking F' to be a multiple of #;, we effectively
have a discrete system of dimension d = (F/t).

The probability that at the frame [0, F'] exactly » pairs
of entangled photons are produced is given by the Poisson
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distribution:

(A‘F)nef}LF
Prp(n) = —

where A is the production rate of the photon pairs. Both F
and A are tunable parameters and we assume that A is small
enough such that multiphoton events in the same frame are
negligible. In particular, we choose XA such that

Prp(n>2)=1—Pp(0) — Pr(1)
=1—(14+rF)e <e.

The average number of photons per frame is AF and for
M < 0.2 we obtain Pr(n > 2) < 0.015, which is small
enough with respect to the noise scale in our model. Note,
though, that by decreasing the production rate A we are
also decreasing the key rate [see Eq. (C3) at the end of
this section]; therefore, we should tune these parameters
carefully.

We consider two types of noise, namely the noise due
to the interaction of the photons with the environment
before entering Alice’s and Bob’s laboratories and the
noise introduced due to the detector inefficiency. Because
of'its interaction with the environment, a photon can be lost
with probability P;. Given n photons, the probability that
ny, of them are lost while the rest arrive at the laboratory is
PrE(1 = Pp)"™" ().

Moreover, photons from the environment may be intro-
duced in the system. We assume that the environment
produces, on average, v photons per second. The number
of photons arriving within the frame from the environ-
ment will then follow the Poisson distribution, Pg(n) =
(WEF)"e " /(n!).

As far as the noise due to the detectors is concerned,
each detector has probability P¢ of clicking when a pho-
ton arrives and probability per second w of clicking when
no photon is present. These events are called dark counts
and they also follow the Poisson distribution, Pp(n) =
(WF)"e [ (n!).

The probability that both Alice and Bob receive (i,;)
photons in their laboratories in a time frame F is

n

Pij)=Y Y, > Pr(n)

n=0 ny=max{n—i,0} np=max{n—;j,0}

x P} (1= Py~ (: )PZZ(l — Py (}Z)
1

Peg(i—n+n)Pg(j —n+ny).

Given that i photons enter, the probability of obtaining
exactly one click in a frame F is

P(click]i) = (1 = Pc)' ™! [PePp(0)i + (1 — P)Pp(1)]

=e (1 —Pe)
e " ( C)<1—P

P
re +,uF>,
C

and the probability that both Alice and Bob obtain one
clickis P(11) = Zz;):o P(click|i)P(click|j )P (i,j ).

After applying the approximation Pr(n > 2) ~ 0, we
can calculate P(11) to be

P(l 1) ~ e_F[z(MJ’_VPC)-’_A]Fﬂ,

where § := [mz FF(u+ uPC)z] and o« == [Pc(1 — Py)

+ F (1 + Pev)Pp + F (4 vPe) (1 — Po) (1 — P)].

In the above expressions note that, if only a photon pair
is produced, the probability that it passes and gets detected
is Pc(1 — Pp), the probability that it passes but does not
get detected is (1 — P¢)(1 — Pp), and the probability that it
gets lost is P, and an environmental photon or a dark count
is making the click instead, with probability [F (i 4+ vP¢)].
The term e~ 2P g the probability that all the extra
photons of the environment are not detected and there are
no dark counts. If there is no pair in the frame, the click
must have come from the environment or it is a dark count.

If the setup is asymmetric (one detector is close to the
source, the other is far away), we can modify the formula
to include different parameters for Alice and Bob:

P(l 1) ~ e—(uA+uB+vAP’é+vBPg+A)FF

x [,\aAaB FFuA + v P (UE + vBPg)].

In our noise model, we do not consider finite-size effects
(the number of rounds is sufficiently large) and neither bor-
der effects on the frame (F is sufficiently large, so the error
of the clock that decides when the frame begins and ends
is negligible) nor errors related to the relaxation time of the
detectors (which is the time a detector needs before being
able to detect another photon—if the frame was approx-
imately the same size as the relaxation time, this effect
would be important, but we choose F to be sufficiently
large for this purpose). We also assume that the interac-
tion with the environment can only destroy a photon and
that the photon pairs coming from the environment are
uncorrelated. Furthermore, F and the production rate A are
chosen such that the probability of observing two or more
entangled photons during a single frame is negligible. With
these assumptions, we have a model that gives us the rate
of “valid” rounds per second, as a function of F', which, in
turn, is proportional to the local dimension d:

R(d) = P(11)/F = e FPtvPOtilg, (C2)
For large F =dt,, we have B~ F(u+vPc)*[(1+
PcPp — Pe)* + AF] « F.

We can also estimate the visibility, i.e., the probability
that—given that both parties have exactly one click—the
photons that click are the entangled ones coming from the
laser source and not the environment or dark counts. First,

034003-9



MIRDIT DODA et al.

PHYS. REV. APPLIED 15, 034003 (2021)

we calculate the probability that a photon pair will survive
and get detected,

Ps = Pr(1)(1 = Py)*Ple 2070,

which gives the visibility as a function of the dimen-
sion d to be v(d) = Ps/P(11) = A(1 — P1)*PZ%/B, while
for an asymmetric setup we have v(d) = A(1 — Pf)(l -
PHPLPE/B.

Finally, for large d, A o 1/F and B o F, thus making
the visibility scale as d 2.

In order to take multiphoton events into account, we
write & and P(11) as

a(n) = (1 = Pc+ PcPp)" ' [nPc(1 — Pp)
+ F(u + vPc)(1 — Pc + PcPyp)],

oo
P(11) = ¢ Wi n PG EOE N2 prmyar (mer (n)
n=0

and obtain

P(11) = e FTat T (F2T, Ty + Fy) and

R = e Tty (FT Ty + ), (C3)

where S = 1 — Pc+ PcPp, O =+ vPc, Typ = QY8 +
ASBA(1 — 8§48y and y = A(1 — S*)(1 — SB).

Accordingly, the
becomes

generalized success probability

Pg = e F@'+0% > Pr(m) (185" (1 — (1 — SPn
n=0
— e—F(TA+TB+)/) )/F

The maximum of Ps is for F = 1/(T4 + Tz + y) and the
visibility becomes v = 1/(1 + FT Ty ).

APPENDIX D: IMPLEMENTATION WITH
SPATIAL DEGREES OF FREEDOM

A basic parameter of our model is At the coinci-
dence window in which two events, for Alice and Bob,
are considered coincident. Note that multiple clicks in
the same coincidence window are treated as a single
event. Another parameter is related to the projection of
an infinite-dimensional entangled state of the form |W) =
Z;’i_oo ¢/ |1y 4 ® | 1) into a finite dimensional space. This
is the probability Pp(d) := Tr(1,|W)(¥|1,), which we
assume to be constant, thus providing lower dimensions
with an advantage. One could give an advantage to higher
dimensions by dropping this assumption.

In our model Fig. 3, we consider that a click can
come either from the laser or from the environment
or from the dark counts. We start with the laser pho-
tons, by assuming that they follow a Poisson distribu-
tion, factorized by the probability Pp(d) of being within
the modes —d/2 and d/2. The probability that the laser
produces j detectable photons given that n in total

are emitted is (A7x)"(e" 2 /n)PL(d)[1 — Pp(d)]"~ (jn)

Entanglement source (a)

—k 4

ac4

Detectors (d)

FIG. 3.

Environmental
photons (c)

Bob

A schematic representation of the noise model: a laser source (a) produces entangled pairs distributed in time with a Poisson

distribution, with A as the average number of photons per second. The pairs are distributed to the parties and suffer from party-
dependent losses (b) with probability P;. On top of the entangled photons, the parties receive v environmental photons (c) per second
on average, distributed as well with a Poissonian. For each of the modes that are being measured, there is an associated detector (d),
which comes with an average number of dark counts p per second and an efficiency Pc.
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Given j photons produced from the laser, the probability they produce no click in one of the laboratories is

J .
PO =Y P —PLY(’F)U —Pc)r<g) =[1 = Pc(1 = PpY = (1 = TV, where T = Pc(1 - Py),

r=0
while the probability that they produce one or more clicks in a single detector is

1

J - ) j r—r | —r r d
PA) = ZP/L 1(1 — P <i1> Z (%) 2 (1 —Pp)y1— (%}) 2 [1-qQ —Pc)r2]<1><7'2>

7
r1=1 r2=1 1

:d[(1—T+§)’ —(1—7y}.

In the above, P; reflects the losses affecting the entangled photons, and we further assume that all modes suffer the same
losses; therefore, we absorb them in Pc. In the case in which one would like to further refine the noise model, different
losses for different modes could be taken into consideration. We also calculate the probability that, given j photons are
produced, Alice and Bob both get one click from a laser photon in different detectors, as in this way we account for
entangled photons. We have

J Jj—1 )
P@#)=dd—-1) Y Y W x (PLPYC[PF(1 = POIM[PL(1 — PHT?[(1 — PH(1 = PD)]?

r1,r2,r3=0 rg=0
rot+ritrtra=y

L fd—1\"h " (1) & [(d—1\?" 1\? (1,
E i 1 — PAyn—h [ Z - 1 — PBy2—h|_
Xh:o( d ) ( o (d) (11) * Z( d ) ( 2 d )

L=0

& 1\ (d—2\" 13! S
x Z (a) ( y ) (1 — PByssta3(1 — plysta

S3 ! 3 ! 3 !
53,03,43=0 P3q
$3+tp3+q43=r3

x [1 = (1 = PHITSI — (1 — PE)21P3)]

J
=d(d — 1){[(1 -THa =17 + [(1 -Ha-1%+ fl[TAa -+ 10 - Tﬁ]}

J

- [(1 -1 -1+ T”/d)]j — [(1 -1 -1+ TB/d)} }

Similarly, the probability that, given j photons, Alice and Bob both get one click from a laser photon in the same detector
is

j—1

J .
— ) — gt ApByrorpB (1 _ pAyITi _ pBYI21(] _ pB\3
Pe=l=d ), ) oS x (PIPD P = PRI P = PDY*[(L = P(1 = P)]
rl,rz,r3:0 }’0:0
rotrHratr3=j

1 d—1 ri—h . 1 11 " ] d—1 r—l . 1 153 .
() e (@) ()25 e @) ()
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S d—1\""5 1\"? r
x> (7> <3> (1— P53 —Pé)rs—%(h) x [1— (1= PEHIFBI1 — (1 — PP

J
= d{[(l -1 -T7 + [(1 - -1%+ }Z[TA(l -+ 180 -1+ T”“TB]1|

J

= [(1 T+ T /d)(1 — TB>]] - [(1 T - TP+ TB/@} }

We can now proceed to the clicks due to dark counts. Again, their distribution is Poissonian, with multiple clicks in the
same detector counting as one. Therefore, the probability of no clicks in a single detector is =2, while the probability
of one or more clicks in one detector is 1 — e~4"*. In total, the probability of n dark counts in all d detectors is Pp(n,d) =
(e~ Atmyd=n(] — g=Almyn (‘:), which also gives another quantity that we need: the probability that, given that a detector
already clicked because of a laser photon, all other detectors do not click because of dark counts. Denoting this probability
by P(0,d — 1), we have

1
PO,d—1) = PD(I’d)a + Pp(0,d) = o@D

Finally, we consider the last type of clicks that Alice and Bob register, the ones coming from environmental photons. We
assume that they are produced according to a Poisson distribution. Given 7 photons in the same mode, the probability that
at least one of them clicks is 1 — (1 — P¢)". Furthermore, the probability that » out of ¢ photons go in the same mode, one
of them clicks, while all the others do not click is

(=1 Y Ped—1)7"
Z (T) (1 =P <6—1> [1 —(1 - Pc)r] (j) = [1 — %} — (1 = Po)*

r=1

and we multiply it with the Poissonian distribution of environmental photons and the number of modes to obtain

qe—vAt oo e
] dy (WA (1 — Pyt

g

—VAt

Pce(d—1)
d

Pe(l,d) = dZ(vAt)q[l -
q=0 q'

q=0
— dPE(O*,d) (1 _ 67PCVA’/d) ,

with Pz (0%, d) = e FcvAd=D/d which is the probability that, in the case in which a detector already clicked because of a
laser photon or a dark count, » out of ¢ environmental photons end up in this detector, while the remaining ¢ — » end up
in the other detectors and none of them clicks. Note that losses affecting environmental photons are absorbed in v.

With all the above in place, we can now calculate the quantities of interest, namely the visibility and the key rate. We
start with the probability that, given j photons locally, a single detector clicks,

P(1) = P(1j)Pp(0,d — 1)Pg(0*,d) + P(0}j )Pp(1,d)Pe(0*,d) + P(0]j )Pp(0,d)Px(1,d)
J
= dPp(0,d — l)PE(O*,d)[ (1 —T+ g) —(1-— nfe—MHPC”/d)],

and we continue with the probability that both parties get a single click,

P1) = i i(AM)”

n=0 j=0
x {[P(1j)Pp(0,d — 1)P(0*,d) + P(0ln)Pp(1,d)Pg(0%,d) + P(0|n)Pp(0,d)Px(1,d)]*

x [P(1j)Pp(0,d — 1)Px(0*,d) + P(0|n)Pp(1,d)Pg(0*,d) + P(0|n)Pp(0,d)Pg(1,d)]?
+[Pp(0,d — DPp(0*, ) '[Pp(0,d — 1)Pp(0*, d)IP[P(#]j) + P(= |j) — P*(1j)PP(1]j)]}

efAt}\
n

!

Po(d)[1 — Pp(d)]" (7)

— de— M@= @A +E BB jd) — Aty { d (1 _ e—At(u*‘+sA/d>) <1 _ e—Ath+sB/d>> 1 ebir/d _ 1}’
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where
g8 = PUBVAIE 4 pp(@)a PP (1 = PYY(1 = PP 4+ PP PPy and

are all experimental constants independent of d. Note that y is the same as in the previous implementation of temporal
encoding and represents the average number of detectable entangled photons, while & represents the environmental and
laser photons that click independently in the laboratories. We are now able to write that the rate of “valid” rounds per
second is

P(11

Ce—dw+uP) e<sA+sB>/d{ dz[l _ efwhsf‘/d)] [1 _ e*(uBJréB/d)] +d(e 1) }
where C = oA +1°—6=60=y) /Ay

Finally, in order to obtain the expression for the visibility, we need the probability that an entangled pair clicks at
both laboratories, while all other detectors do not click. However, once the detectors click because of the entangled pair,
they might also receive any number of other photons and register dark counts. We can work around this cumbersome
calculation by directly considering the probability that the same detector clicks for both Alice and Bob (which is due to
the correlated photons and the noise) and subtracting the probability that different detectors click (which is due to the
noise only). Essentially, we subtract the P( |j) contribution in P(11) from its P(= |j) contribution to obtain

Py = de™ M=V HHEY P88 gty (Diy/d 1)

which, in turn, gives us the visibility

o(d) = —3

1

By rescaling with Af, we can also write

“PAD 14 d (1 — e~ S +6T7d) (1 — o= AP HEP /) (Ary/d — 1)1

er/d — 1

v(d) =

er/d — 1 4+ d[1 — e W+ /D][1 — e~ WP +8/D]

Note that for large d and small At, the visibility scales as v(d) ~ (1/1 + d>Atp By ~1).
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