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Atmospheric free space and fiber have been widely exploited as the channels for quantum communi-
cation, and have enabled intercontinent and intercity applications. An air-sea free-space channel, being
capable of linking the satellite-based quantum resource and underwater vehicle, has now become the last
piece of the puzzle in building a global quantum communication network. Here, we present an experimen-
tal demonstration of air-water decoy-state quantum key distribution against high loss, meanwhile keeping
a low quantum bit error rate less than 2.5% for different distances. We are able to reach a long-distance
quantum key distribution in water channel that can enable real-life air-sea quantum-communication tasks.
The demonstrated distance, even in coastal water of Jerlov type II1, is up to 30 m, about one-order improve-
ment over the proof-in-principle demonstrations in the previous experiments, and the channel loss is
equivalent to 345-m-long clean seawater of Jerlov type I, representing a key step forward to practical

air-sea secure communication.
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I. INTRODUCTION

Quantum key distribution (QKD), as an ingenious com-
bination of traditional cryptography and quantum mechan-
ics, allows remote individuals to share secrets with uncon-
ditional security. The first QKD protocol (known as BB84)
was proposed in the mid 1980s and implemented over a 32-
cm-long free-space air channel [1], after which worldwide
researches ensued [2—6]. So far, satellite-based quantum
resource [7-9] and fiber-linked quantum network [10—14]
are applicable for intercontinental and intercity QKD, leav-
ing only the links between the airborne quantum resource
and the underwater vehicles unbuilt.

Compared with the 3-dB attenuation by aerosphere [15],
only tens of meters of underwater free space will cause
orders of magnitude higher photon loss. One of the core
problems of air-sea QKD is to overcome the huge chan-
nel loss while still possessing security. Another problem
is to directly share the time frame between the under-
water terminal and the air-borne part. Fortunately, the
proposal of the decoy-state method [16—18] makes it pos-
sible for practical QKD to overcome high channel loss up
to 4050 dB and at the same time remain unconditionally
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secure [19-21]. In addition, we also develop a time-
synchronization method using blue-green optical signals
through underwater channel, which allows the air-borne
terminal and its underwater counterpart to directly share
the precise time reference.

It has been proved that photonic polarization and entan-
glement can be well maintained through a water channel
[22,23]. Progresses have also been made in theoretical
analysis [24-26] and underwater experiments using polar-
ization encoding [22,23,27,28] and twisted photons [29—
31], however, they are still limited as a proof-of-principle
demonstration, in which the longest water channel is
merely several meters.

In this work, we successfully implement quantum key
distribution through a long and high-loss air-water channel
with an average quantum bit error rate (QBER) less than
2.5%. The advantages of our self-developed high-speed
blue-green QKD system and three-intensity decoy-state
protocol allow our system to tolerate total high loss up
to 35 dB and the underwater channel to reach 30 m long.
Moreover, the channel loss of the underwater part is 27 dB,
as high as in 345-m-long clean seawater of Jerlov type I,
which is comparable with the ordinary submergence depth
of underwater vehicles, thus making our results a useful
step towards practical air-sea quantum links.

© 2021 American Physical Society
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II. EXPERIMENTAL SETUP

In order to reach a long-distance underwater channel
similar to a natural field situation, we choose a large-
scale marine test platform to implement our experiment.
As shown in Fig. 1(c), the whole platform is in a semiopen
environment with a water pool measuring 300 m long,
16 m wide, and 10 m deep, which is close to a real field
condition. Considering the impact of the air-sea interface
on QKD, our experiment is designed to be the air-water
way that involves 2-m-long free-space channels in both
ends and the underwater channel [denoted by the dashed
red line in Fig. 1(c)] between the air channels. The pho-
ton incident angle at the air-water interface is set to
near 90°.

For the transmitter’s end (referred to as Alice), we
design a compact transmitter system for generating the
quantum signals. The Alice end mainly contains two parts:
a self-made BB84-encoding module of size 30 x 30 cm?
[see Fig. 1(a)] and a self-assembled laser system. We
use four blue laser diodes to prepare decoy states and
a green laser diode for time synchronization. An eight-
channel arbitrary-wave generator (AWG) producing the
key patterns is linked to the laser modulating port.

For the receiver’s end (referred to as Bob), we use a two-
lens system to collimate the laser beam and detect the pho-
tons using five silicon single-photon detectors (D1-D5)
after the polarization measurement. As shown in Fig. 1(b),
the BB84-decoding module mainly consists of a 50:50
beam splitter (BS), a half-wave plate (HWP), and two
polarization beam splitters (PBSs).

II1. FAST MODULATION AND POLARIZATION
ENCODING IN THE BLUE-GREEN WINDOW

Like the wavelength around 1550 nm is usually used
in fiber [12,13], the blue-green optical window (generally
refers to 400500 nm) is preferred involving underwater
channel, wherein photons experience less loss and there-
fore can be utilized for cross-medium communication.
Here, we choose the center wavelength at 450 and 520 nm
for signal and timing pulses, respectively. According to the
results of the previous researches [15,22,23], polarization
encoding is suitable for QKD in underwater free space as
well as in atmosphere because of its high fidelity through
these channels. A big challenge is that unlike the telecom
wavelengths, where polarization modulating (PM) tech-
nology (e.g., high-speed electro-optic modulator) is mature
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Experimental setup. (a),(b) Illustration and photograph of the Alice and Bob end. At the Alice end, four blue laser diodes

(450 LDs) are driven by the arbitrary wave generator (AWG) to emit short pulses (3 ns, 50 MHz). Their light beams are overlapped at
the (polarization) beam splitters (PBS, BS). A green laser diode (520 LD) is used for synchronization. A dichroic mirror (DM) is used
to combine the 450-nm and the 520-nm beams. The combined laser beam goes through a 2-m-long free-space channel and is guided
to the underwater channel by two mirrors. At the Bob end, the laser beam is collimated and led to the BB84 decoding module by
mirrors and lens. Blue and green bandpass filters (BP) are used for spectrum filtering. Photons are detected by the five single-photon
detectors (D1-D5) and the time is recorded by the time-to-digital converter (TDC). Alice and Bob use the local area network for
classical communication. (c) Photograph of our experimental site. The underwater channel is denoted by the dashed red line. HWP,
half-wave plate; QWP, quarter-wave plate; Pol, polarizer; APD, avalanche photodiode.
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FIG. 2. (a) Power stability tested over 150 min. The average

power is 1.242 mW and the variation is less than 0.017 mW
(1.5%). (b) Temporal shape of the signal pulse. We use the
single-photon detectors and time-to-digital converter to record
the photon counts and reconstruct the temporal shape of the sig-
nal pulse. The pulse width is approximately 3 ns and the time
window we pick in the experiment is 5 ns. (c),(d) Optical atten-
uation in different types of water. The corresponding optical
wavelength: (c) 450 nm, (d) 520 nm. The attenuation of the water
(denoted by the asterisks) in the experiment is between Jerlov
type HI(1C) and Jerlov type III(3C).

[32,33], there is no such effective PM modulator for the
blue-green region in prior art.

To produce the high-speed and narrow pulses required
by our experiment, we use voltage signals to directly mod-
ulate four independent laser diodes at a repetition rate up
to 50 MHz. Each laser then goes through a HWP and a
polarizer to precisely normalize its intensity and define its
polarization. The laser diodes are integrated with a closed-
loop temperature control so that their output powers and
spectrum are stabilized. The stability performance of our
self-assembled laser system and the optical signal pulse
are presented in Figs. 2(a) and 2(b). The power variation
of our laser system is less than 1.5% over the test time
of two and a half hours. The temporal shape of the signal
pulse we obtain is near Gaussian and its width is narrow
enough to be covered by the 5-ns time window for the
signal coincidence and noise filtering.

IV. EXPERIMENTAL PROCEDURE

We first characterize the underwater channel loss in sev-
eral different distances, i.e., 23, 30, 40, and 60 m with 450-
and 520-nm lasers and the obtained water attenuation listed
in Table 1. Referring to Jerlov’s definition of water types
[34,35], we plot the results in Figs. 2(c) and 2(d), from
which we can see that our water is between Jerlov type
II(1C) and Jerlov type III(3C) [36]. Here, the Jerlov water

TABLEI. Measured attenuation of the water in the experiment.
Distance/m 23 30 40 60

450 nm 25.13dB  27.15dB 4257dB 54.54dB
520 nm 20.60dB  23.17dB 3398dB 49.72dB

type (I, II, or III) is a parameter usually used for describing
the clarity of water. For the 450-nm wavelength, the atten-
uation coefficient of Jerlov type I is 0.023 m~!, i.e., 0.1
dB/m if converted to dB/m. The coefficient of Jerlov type
II and type III are 0.062 m~! (0.27 dB/m) and 0.124 m~!
(0.54 dB/m), respectively. Generally, the water in deep
ocean belongs to the Jerlov type I and the shallow water
far away from the coast is between Jerlov type I and type
II. The coastal water is usually turbid and belongs to the
Jerlov type II1.

Taking the channel loss into consideration, the decoy-
state BB84 protocol, which possesses the immunity to
photon-number-splitting (PNS) attack and thus enables
secure QKD using a weak coherent laser source over a
high-loss channel, is a reasonable option for our experi-
ment. By randomly mixing several decoy states of different
intensities with certain proportions at the source of the
transmitter, secret sharers make sure any PNS eavesdrop-
ping can be detected. Here, we utilize attenuators and
adjust independent HWPs to get accurate three-intensity
decoy states, of which the average photon numbers per
pulse are high u; = 0.9, moderate u; = 0.3, and vacuum
up = 0. The mixing ratio are 50, 25, and 25% for u;, u,,
and u,, respectively.

We use the four polarization states: horizontal (H), ver-
tical (V), +45 (D), and —45 (A4) equiprobably to encode
the secret keys. For clarity, we illustrate the encoding pro-
tocol in Fig. 3(a). For each round, a 4-bit random number
is consumed to drive the four lasers and determine which
polarization and intensity level the pulse will be. We use
four 450-nm laser diodes with a repetition rate of 50 MHz
to prepare quantum signals according to decoy-state pro-
tocol. A 520-nm pulsed laser with a repetition rate of 500
KHz serves as the beacon light and the timing signal.

At the Bob end, we use a dichroic mirror (DM) to
coarsely separate the photons of two different wavelengths,
after which most of the 520-nm photons are reflected and
detected by the D5. Then the 450-nm photons are further
purified by the blue bandpass filter (center wavelength at
445 nm, band width 20 nm). Apart from the BB84 decod-
ing module, there are two QWPs and a HWP functioning
as polarization compensation, which we accurately adjust
to calibrate the whole system before the QKD process. The
four polarization states: H, V, D, and A are prepared at the
Alice end and sent to Bob for testing. Figure 3(b) shows the
fidelities of these states after the calibration. The average
fidelity is as high as 0.982, which indicates that the system
is ready for proceeding QKD.
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(a) Iustration of the encoding protocol. Bitl and bit2 decide the polarization states. At the same time, bit3 and bit4 decide
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the pulse intensity. For example, the combination of the 4-bit random number {0111} leads to a high-intensity pulse u, of the state V.
Some other combinations are listed in the bottom half of the table. (b) The fidelities of the four polarization states. High fidelities
(>0.96) are obtained for all the four encoding states after the system calibration, of which the average value is up to 0.982.

V. RESULTS

The spot diameter of the light beam arriving at the
Bob end after the collimation is approximately 2 mm.
Through a fine optical alignment (see Appendix A), we
finally obtain a photon collecting efficiency up to 70%.
The single-photon detectors used in experiment possess
an average quantum efficiency of 20% (25%) for 450-nm
(520-nm) photons, an average dark count less than 50 Hz
and time jitter less than 250 ps. The total loss of our sys-
tem is about 35 dB. By spatial and spectrum filtering, the
environment background noise is suppressed to approxi-
mately 100 Hz. The photoelectric signals of D1-D5 are
collected by the time-to-digital converter and then sent to
Bob’s computer. We design a software for real-time post-
processing, which includes base sifting, error estimation,
error correction, and privacy-amplification process.

In two different distances of underwater channel (23 m
and 30 m), we continuously run the system for 140 rounds,
successfully sharing secret keys 72.8 Kbit in 23 m and 30.5
Kbit in 30 m. The experimental parameters of both dis-
tances over the first 30 rounds are shown in Table II, from
which we can see the average QBER is less than 1.7%
(2.5%) in 23 m (30 m). In the 23-m experiment, we obtain
a maximum key rate of 715 bit/s in one single round and
an average key rate R, = 595 bit/s over the first 30 rounds.

TABLE II.

We also present the detailed results of the 30-m experi-
ment in Figs. 4(a) and 4(b) to show the system performance
during a consecutive period of time. The average sifted key
rate and the final key rate over the 30 rounds are 427.3
and 220.5 bit/s, respectively. With this key rate, sharing
a 20byte personal banking password need only approxi-
mately 0.7 s. The average base sifting ratio is 0.489, which
is very close to the ideal case 0.5. In addition, the indi-
vidual error rate of each polarization state is analyzed and
plotted in Figs. 4(c) and 4(d). An average error rate of
1.76% is obtained for the four encoding states.

The main contribution (about 70%) of the QBER comes
from the device imperfections and imperfect polariza-
tion compensation. Other error leading factors include the
dark count of the single-photon detectors, the environment
background noise and the laser source background.

VI. CONCLUSION AND DISCUSSION

We successfully demonstrate QKD through a 30-m-long
underwater channel with high loss. Our self-developed
blue-green QKD system can tolerate up to 27-dB water
attenuation and total system loss of 35 dB. As illustrated
in Fig. 5, the same channel loss allows quantum com-
munication over 345-m-long (120-m-long) water channel
of Jerlov type I (II) according to the GLLP [4] analysis

Key parameters of the QKD experiment. E, is the quantum bit error rate. Q,, and Q, are the gains of the signal states u;

and the decoy states u;. R is the key generation rate. R; is the bit rate of the final keys.

E, 0. 0, R (pulse™") Ri(s™h Total click
23m 0.0169 7.07 x 1073 1.66 x 1073 238 x 1073 595.0 19900
30 m 0.0248 3.04 x 1073 7.76 x 107° 8.82 x 107° 220.5 8725
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FIG. 4. Results of 30-m underwater QKD experiment. (a) The QBER of the first 30 rounds of QKD. The average QBER is 2.48%.
(b) The sifted key rate and the final key rate. We obtain an average sifted (final) key rate of 427.3 bit/s (220.5 bit/s). (c),(d) Error rates
of the four different encoding states. The error of each state over time is plotted in (d) and their average values are represented by the

histograms in (c).
combined with the decoy method [18]:

R > g{—0 (ENH2(EY) + Qi1 — Ha(en)]}, (1)
where g depends on the sifting rate (in our experiment is
0.489). O and e, are the gain and the error rate of single-
photon states, of which the lower bound and upper bound
can be estimated by the decoy method. The long distance
up to hundreds of meters reaches the submergence depth
of ordinary underwater vehicles, and thus is promising for
many practical applications, such as quantum communi-
cation between submersibles and satellites. Moreover, as
seawater is a natural filter for most of the sunlight, opti-
cal noise will be significantly suppressed and therefore
is negligible even in daytime at this depth under the sea.
Combined with the fiber-connecting network and satellite-
based resource, if only we could build the air-sea quantum
links, the paradigm of the global quantum network would
change.

Due to the skin effect, traditional rf signal can pene-
trate only a few meters of seawater. On the one hand, it
makes the rf signal impractical for cross-medium com-
munication. Meanwhile, in classical underwater wireless
optical communication, the laser (or light-emitting diode)
power is usually at mW—W level and the reached underwa-
ter distance is limited to 100200 meters using traditional
technology, wherein the channel loss is about 40—80 dB
[37,38]. Noted in our QKD system, the emitting power of
the light source is about 10~''W as we strongly attenu-
ate the laser to single-photon level, which is 110 dB lower

compared with the approximately W laser source, yet we
can still obtain the bits after 27-dB channel loss. Extend-
ing the quantum techniques to the traditional underwater
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FIG. 5. Key generation rates in different distances of underwa-

ter channel. The relation curves are given by the GLLP analysis
combined with the decoy method and the asterisks denote our
experimental results. The bottom half of the figure shows that
different distances can be achieved in different types of water,
wherein photons will experience the same channel loss as in our
30-m experiment.
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wireless optical communication, up to approximately 140
dB of channel loss can be tolerable, about 6 order of mag-
nitude higher than the existing record and may hopefully
push the underwater distance to even more than 1 km.
Although limited by the repetition rate of single-photon
detectors working on the Geiger mode, the communication
bit rate might be relatively low. In the future, the use of the
array of such detector chips instead of one single detector
may solve this problem. For example, a 100-pixel array of
single-photon detector chips can support the data rate up to
100 Mbit/s.

On the other hand, the direct realization of high-
precision time synchronization for remote clocks, which
often uses microwave or infrared signals in free-space air
[39,40], is so far unachievable between the air-borne ter-
minal and its underwater counterpart due to the high signal
attenuation of seawater. In our experiment, we successfully
synchronize Bob’s clock with Alice’s with a time error less
than 0.5 ns per second through the high-loss long-distance
underwater channel, which also provides possibilities for
time transfer between satellites and underwater vehicles.
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APPENDIX A: OPTICAL ALIGNMENT

A good optical alignment through the underwater chan-
nel is very challenging. As shown in Fig. 6, to keep the
polarization components (H, V, D, A) balanced at the
receiver’s end, perfectly overlapped spatial modes of the
four signal paths must be guaranteed. Thus, we collect
the signal beams into a single-mode fiber after the BS
in the transmitter. The coupling efficiency of each com-
ponent can be adjusted independently to reach the same
value (50%). Firstly, we use the DM to combine the signal
and the beacon light. We tune the collimator of the beacon
light to change the pointing angle and focal length so that
the spatial mode overlaps the signal light over a long dis-
tance of free space (200 m). Then we switch the 520LD to
high-power mode and guide the combined light into water.
After attenuation of the underwater channel, only the green
beacon light is visible. We coarsely adjust the large-size
mirrors at the Alice end to control the pointing direction
and finely tune the large-size mirrors at the Bob end so
that the light is well collected by the lens system, after that
the optical alignment is finished.

APPENDIX B: THE POST PROCESSING

The postprocessing of our QKD demonstration mainly
includes the time synchronization, base sifting, error esti-
mation, error correction, and privacy amplification, of
which the key procedure is the time synchronization.

First, Alice and Bob need to share a common time frame,
which means the bit sequence detected by Bob correspond-
ing to the optical pulses generated by Alice need to be
matched with correct time tags. Here, we use the 500-KHz
green laser pulses to define a relative time reference. At the

Self-assembled laser system

QKD transmitter. For the transmitter’s end (referred to as Alice), we design a compact transmitter system for generating

the quantum signals. The Alice end mainly contains two parts: a self-made BB84-encoding module of size 30 x 30 cm? and a self-
assembled laser system. We use four blue laser diodes to prepare decoy states and a green laser diode for time synchronization. An
eight-channel arbitrary-wave generator producing the key patterns is linked to the laser modulating port.
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Bob end, most of the green pulses will be detected by our
APD (DS5), and the time is also recorded by the TDC and
denoted as t,.. Between any two adjacent synchroniza-
tion pulses, there are 100 signal pulses transmitted by Alice
(tagged as s, 51, 52, S99). Due to the time jitter of the APD
(250 ps) and the limited time resolution of the TDC (64
ps), the detected events by Bob may deviate slightly from
the base time and mix with some noise as well. Thus, we
set a time window of Tyindow = 35 ns, and ascertain the time
tag of any recorded event #;, by the following algorithm:

tsig - tsync + At

n=
L T ]
tsioc — 1 At
if mod <%) < Twindow: (Bl)

wherein fy. represents the adjacent synchronization event
before £, and 7 is the average signal period. The preoffset
of the signal time is set to be At = 2.5 ns. If the event is
within the time window, it will be regarded as a valid signal
bit with sequence number n, otherwise it will be discarded

as noise. In this way we obtain the relative time tag s, (see
Fig. 7).

Owing to the high loss of the underwater channel, the
sync pulses become single-photon level when they arrive
at the Bob end. Thus, we use the on-off type single-photon
detector for its high sensitivity, which also means some of
the pulses can be missed. To solve this problem, we design
a self-adapting algorithm, utilizing the accurate periodic-
ity of the sync pulses to automatically recover the missed
pulses as well as filtering out the error detections caused
by random noise (see Fig. 8). In our experiment, only about
200 K of the sync signals can be detected, by which we per-
fectly recover the origin 500-KHz sync signals. Combining
with the relative time reference mentioned before, the time
synchronization for the whole system is completed.

Afterwards, Bob can share the accurate pulse positions
he received with Alice. Alice then chooses the encoding
messages (the first bit of the 4-bit random number for
polarization encoding) of corresponding pulses and sends
them to Bob for base sifting, after which about 49% of
all the clicks are sifted as the raw keys. At the same time,

Header encoding Tone = 2Us

—_—— ] -~
Driving signal | | | | | | | | >
/ Random noise\f’“\‘ t
Recorded event l | ‘ l 5' ' | l >
"’
Recovered sync °°* ‘ ' l ‘ >
t/

Start signal

FIG. 8. Sync sequence.
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Alice also calculates the checksums by dividing the raw
keys into identical groups and shares them with Bob to
finish the error estimation procedure. Subsequently, Bob
sends back the estimated QBER and the low-density parity
check (LDPC) matrix to Alice. Alice then uses this infor-
mation to obtain the checking codes for error correction
and the privacy-amplification parameter.
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