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In this work, we explore the feasibility of performing satellite-to-earth quantum key distribution (QKD)
using the orbital angular momentum (OAM) of light. Because of the fragility of OAM states the con-
ventional wisdom is that turbulence would render OAM QKD nonviable in a satellite-to-earth channel.
However, based on detailed phase screen simulations of the anticipated atmospheric turbulence we find
that OAM QKD is viable in some system configurations, especially if quantum channel information is
utilized in the processing of postselected states. More specifically, using classically entangled light as a
probe of the quantum channel, and reasonably sized transmitter-receiver apertures, we find that nonzero
QKD key rates are achievable on sea-level ground stations. We also determine the turbulence condi-
tions under which the QKD key rate becomes effectively zero. Without using classical light probes,
OAM QKD is relegated to high-altitude ground stations with large receiver apertures. Our work uses
a quantitative assessment of the performance of OAM QKD from satellites to determine under what
circumstances the much-touted higher dimensionality of OAM can be utilized in the context of secure

communications.
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L. INTRODUCTION

As one of the most important applications in quan-
tum communications, quantum key distribution (QKD)
has been proven to provide unconditional security [1].
Recently, real-world implementations of satellite-based
QKD (see, e.g., Refs. [2,3]) have pointed the way towards
global-scale and highly secure quantum communication
networks [4]. The originally proposed QKD protocols
(see, e.g., Refs. [1,5,6]) mainly utilize two-dimensional
encoding. However, other QKD protocols have been gen-
eralized to the case of high-dimensional encoding (see,
e.g., Ref. [7]), and their unconditional security has been
proved (see, e.g., Refs. [8—11]). Quantum information can
be encoded in any degree of freedom (DOF) of the photon,
but most of the mainstream implementations of QKD (see,
e.g., Refs. [2-4]) rely on polarization encoding—a typical
two-dimensional encoding scheme that limits the capacity
of QKD systems due to an intrinsically bounded Hilbert
space.

The orbital angular momentum (OAM) of light has been
considered as a promising DOF for quantum communi-
cations [12]. Unlike the polarization of light, the OAM
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of light can take arbitrary integer values [13]. The cor-
responding OAM eigenstates form an orthonormal basis
that allows for quantum coding within a theoretically
infinite-dimensional Hilbert space, opening up alternative
possibilities for high-capacity quantum communications.
As a key resource for quantum communications, entan-
glement can be encoded in OAM via the spontaneous
parametric down-conversion (SPDC) process [14,15]. The
distribution of OAM-encoded entanglement through the
turbulent atmosphere has been intensively investigated in
terrestrial free-space optical (FSO) channels (see, e.g.,
Refs. [16-21]) with some demonstrating distribution over
3 km [22]. A recent experiment suggests that OAM entan-
glement distribution could be feasible over a FSO channel
of more than 100 km [23].

Besides the generation and distribution of OAM-
encoded entanglement, other recent efforts have paved
the way for the practical implementation of OAM QKD.
Any OAM superposition state can be efficiently encoded
in single photons thanks to the versatility of a spatial
light modulator (see, e.g., Refs. [24,25]). The sorting of
OAM photons has also been made possible (see, e.g.,
Refs. [26-28]), enabling the capability of performing mul-
tioutcome measurements. Implementations of OAM QKD
have been demonstrated in laboratory conditions with two-
dimensional (see, e.g., Ref. [29]) and higher-dimensional
(see, e.g., Refs. [29-32]) encoding. Efforts have also been
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made to investigate the practical feasibility of performing
OAM QKD in turbulent terrestrial FSO channels [33,34].
Outside the laboratory, OAM QKD has been demon-
strated over turbulent FSO channels of 210 m [35] and
300 m [36]. Considering other types of medium, OAM
QKD has also been demonstrated over a 3 m underwa-
ter link [37] and a 1.2 km optical fiber [38]. However,
most existing research on OAM QKD has not considered
the context of a satellite-based deployment. As such, the
feasibility of long-range OAM QKD via satellite is still
not clear.

We have previously studied the OAM detection per-
formance in satellite-to-earth communications [39], and
the feasibility of OAM-based entanglement distribution
via satellite [40]. In this work, we explore the feasi-
bility of satellite-to-earth OAM QKD. Our main find-
ing is that, contrary to conventional wisdom, such QKD
is indeed feasible. More specifically, we find that uti-
lizing quantum channel information enables satellite-to-
earth OAM QKD over a wide range of dimensions
under all anticipated circumstances, including the circum-
stance where a sea-level ground station with a reasonably
sized receiver aperture is used. If channel information
is not used then feasible satellite-to-earth OAM QKD
is confined to large telescopes situated at high-altitude
observatories.

The remainder of this paper is as follows. In Sec. II we
introduce the necessary background knowledge on OAM
eigenstates, atmospheric propagation of light, and the gen-
eralized OAM-QKD protocol. In Sec. III we detail the
system model for satellite-to-earth OAM QKD. In Sec. IV
we present our key results on satellite-to-earth OAM QKD.
In Sec. V we explore the use of quantum channel informa-
tion to improve the practical feasibility of satellite-to-earth
OAM QKD. Finally, concluding remarks are provided in
Sec. VL.

II. BACKGROUND

A. OAM eigenstates

OAM-QKD protocols utilize OAM eigenstates and their
superpositions for quantum encoding. In cylindrical coor-
dinates, the general form of an OAM eigenstate is given
by

exp(ilf)
27

where » and 6 are the radial and azimuthal coordinates,
respectively, z is the longitudinal distance, / is the OAM
quantum number, p is the radial node number, and R,, (7, z)
is the radial profile. OAM eigenstates with different / val-
ues are mutually orthogonal. In this paper, we choose
R, (r,z) to be Laguerre-Gauss functions, making OAM
eigenstates correspond to the Laguerre-Gaussian (LG)

Ppi(r,0,2) = Ry (1, 2) O]

mode set [41]. We express R, ;(r,z) as

B p! 1 V\/E 4 —r
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where w(z) = wo/1 + (z/zz)?, wo is the beam-waist
radius, zg = ww}/A is the Rayleigh range, A is the opti-
cal wavelength, k = 2m /X is the optical wave number, and
Lll,l| (x) is the generalized Laguerre polynomial. We denote
the single-photon OAM eigenstate of the LG,; mode as
|pl), and this notation is further simplified to |/) as we
only consider the p = 0 subspace [42]. We denote the
set {|/),—00 <[ < oo} as the OAM basis and use it as
the standard basis throughout this paper. Denoting the
dimension as d, the standard basis of d-dimensional OAM
QKD contains d mutually orthogonal OAM eigenstates
and thus spans a d-dimensional Hilbert space. Throughout
this work, we denote such a d-dimensional Hilbert space
as the encoding subspace H,;.

In this work, we consider a maximum OAM number
of 4 to construct the encoding subspace H,. Specifically,
we use the same approach adopted in Ref. [21] to con-
struct the encoding subspace H,. For d = 2, we consider a
two-dimensional encoding subspace spanned by a pair of
OAM eigenstates with opposite OAM numbers (i.e., H, =
{—ly, lp} with [y < 4). For d =3, we consider a three-
dimensional encoding subspace spanned by a pair of OAM
eigenstates with opposite OAM numbers and the OAM
eigenstate with zero OAM number (i.e., H3 = {—/o, 0, [y}
with [y < 4). Ford > 3, more OAM numbers are involved.
For example, for d = 4, the four-dimensional encoding
subspace is spanned by two pairs of OAM eigenstates with
opposite OAM numbers (i.e., Hq = {—1L, =1, 11, L} with
L<h< 4)

B. Mutually unbiased bases
Denoted by Mﬂ ={|§('3,S)>,,3= 1,....,d+1,
s=0,...,d— 1}, mutually unbiased bases (MUBs) are
orthonormal bases defined on a d-dimensional Hilbert
space such that

P 8s,s/ lfﬁ = ,3/5
|<$(,3>S)|$(ﬁ,a‘/))| = % lf,B ;ﬁ ﬁ/’ (3)

where § denotes the Kronecker delta function. MUBs play
an important role in QKD since any system prepared in
a state in one MUB gives outcomes with equal probability
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1/d if measured in any other MUB. Therefore, if the eaves-
dropper measures the quantum signal in a wrong basis, she
will acquire no information (in fact, she will introduce a
disturbance).

It has been proven that, for a prime-power dimension
d, there exists a complete set of d + 1 MUBs [43]. In this
work we consider a variety of dimensions ranging from
d =2tod=29. When d is a prime number (i.e., 2, 3, 5, 7
in this work), a complete set of d + 1 MUBs is found as
eigenstates of different Weyl operators in the set {Z, XZ" |

n=20,1,...,d — 1}. The Z operator is defined as
d—1
Z=3 2, “4)
j=0

where |j) denotes the standard basis elements and ¢ =
exp (i2m/d). The X operator is defined as

U

—1

X =) |G +1)modd)(|. )

-
Il
<}

When d is a prime-power number but not a prime number
(i.e., 4, 8, 9 in this work), the construction of a complete
set of d + 1 MUBs becomes a harder task. In this work we
adopt the sets of MUBs given in Refs. [44,45] for these
dimensions. The only nonprime-power dimension consid-
ered in this work is d = 6. Since the maximum number of
MUBs is not known for an arbitrary dimension, for d = 6,
we use only the two MUBs generated from the set {Z, X}
(note that this has a negligible impact on the findings of this
work). In OAM QKD, the standard basis is the OAM basis;
thus, any |£4,s)) is a superposition of OAM eigenstates that
span the encoding subspace H,.

C. Optical propagation through the turbulent
atmosphere

The turbulent atmosphere is a random medium with ran-
dom inhomogeneities (turbulent eddies) of different size
scales. These turbulent eddies give rise to small random
refractive index fluctuations, causing continuous phase
modulations on the optical beam. This leads to random
refraction effects, imposing amplitude and phase distor-
tions on the optical beam as it propagates through the
atmospheric channel. The family of eddies bounded above
by the outer scale Ly and below by the inner scale jyne,
form the inertial subrange [46].

Under the paraxial approximation, the propagation of
a monochromatic optical beam 1 through the turbu-
lent atmosphere is governed by the stochastic parabolic
equation [46]

V2§ (R) + i2kd, ¥ (R) + 28n(R)K*Y (R) = 0,  (6)

where R = [x,y,z]" denotes the three-dimensional posi-
tion vector [in Eq. (6) we use Cartesian coordinates
for simplicity], VZ = 9%/dx> + 3%/3y? is the transverse
Laplacian operator, and §n(R) = n(R) — (n(R)) repre-
sents the small refractive index fluctuation, with n(R)
being the refractive index at R. Note that the turbulent
atmosphere satisfies (n(R)) = 1 and §n(R) < 1 [46]. In
this work we numerically solve Eq. (6) using the spliz-
step method [47—49], which has been widely used to study
atmospheric optical propagation under a variety of condi-
tions. This method models the atmospheric channel using
multiple slabs with a phase screen located in the midway of
each slab. Two free-space (vacuum) propagations with one
random phase modulation in between are repeatedly per-
formed for each slab until the beam reaches the receiver
plane [48]. The split-step method has also been used to
study the entanglement evolution of OAM-photon pairs
in horizontal atmospheric channels, providing quantitative
agreement with analytical results [19,20].

D. Generalized OAM-QKD protocol

QKD protocols can be described and implemented in
both the prepare-and-measurement (P&M) paradigm and
the entanglement-based (EB) paradigm. Although most
implementations of QKD are based on the P&M scheme,
all P&M QKD protocols have their EB equivalences (note
that EB QKD has also been demonstrated over the satellite-
to-earth channel; see, e.g., Ref. [3]). Furthermore, the EB
paradigm is usually adopted to simplify the security anal-
ysis. Throughout this work, we adopt the EB paradigm for
OAM QKD. Here we briefly recall the procedures of a
d-dimensional OAM-QKD protocol utilizing Np (Np > 2)
MUBs.

(1) Alice first generates entangled photon pairs. For
every pair of the entangled photons, Alice keeps one pho-
ton at her side and sends the other photon to Bob through
a quantum channel.

(2) Forevery photon pair, Alice and Bob randomly (and
independently) choose one of the Nz MUBs and perform
a d-outcome measurement on their corresponding photon,
giving each of them a d-ary symbol.

(3) Alice and Bob start the sifting process where they
reveal the MUBs that they used for their photon mea-
surements. Specifically, they generate a sifted key by
only keeping the symbols from the photon pairs jointly
measured in the same MUB.

(4) In the parameter estimation process, Alice and Bob
compare a small subset of their sifted data to estimate the
average error rate Q.

(5) With the knowledge on Q, the two parties then carry
out subsequent processes, including reconciliation (which
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mainly includes error correction) and privacy amplifi-
cation, to produce a final secret key that Eve has no
knowledge on.

1. SYSTEM MODEL
A. System settings

Throughout this work, we denote the satellite and the
ground station as Alice and Bob, respectively. In this
section, we describe the system settings for satellite-to-
earth OAM QKD [as illustrated in Fig. 1(a)]. The ground-
station altitude is denoted as 4, the satellite zenith angle at
the ground station is denoted as 6., and the satellite altitude
at 6, = 0 is denoted as H. The channel distance L is given
by L = (H — hy)/ cos 6,. We denote the aperture radius at
the ground station receiver as r,. To perform OAM QKD,
Alice is equipped with an on-board SPDC source that gen-
erates entangled OAM-photon pairs. Both Alice and Bob
are equipped with versatile OAM mode sorters that can
randomly switch between all available MUBs and perform
the corresponding d-outcome measurements.

The schematic diagram in Fig. 2 illustrates our
deployment strategy for satellite-to-earth OAM QKD, in
addition to all effects we consider. These include
turbulence-induced crosstalk, loss (due to a finite-sized
aperture), misalignment (due to imperfect beam tracking),
and tomography noise (which leads to imperfect channel
conjugation when classically entangled light is used as a
probe to characterize the quantum channel).

Unless otherwise specified, the following assumptions
are adopted throughout this work.

(1) We assume that Alice and Bob are perfectly time
synchronized, and that they will discard any event where
the photon sent by Alice does not click any of Bob’s
detectors.

(a) W @
. —— : Random phase screen
W

Atmosphere

FIG. 1. (a) System model for satellite-to-earth OAM QKD.
(b) The modeling of a satellite-to-earth atmospheric channel.
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FIG. 2. Schematic diagram for satellite-to-earth OAM QKD.

(2) We assume that the OAM mode sorters used for
measurement have a separation efficiency of unity and
introduce no additional loss.

(3) For any specific dimension d, we only consider
OAM-QKD protocols utilizing all (d+ 1) MUBs. We
restrict ourselves to the infinite key limit; therefore, the
sifting efficiency is set to 1. We also assume a reconcili-
ation efficiency of 1.

(4) In the security analysis we assume that Eve controls
the quantum channel and performs a collective attack.

B. Satellite-to-earth atmospheric channel
1. Turbulence characterization

The strength of the optical turbulence within a satellite-
based atmospheric channel can be described by the struc-
ture parameter Cﬁ (h) as a function of altitude 4. We can
describe Cﬁ (h) by the widely used Hufnagel-Valley (HV)
model [46]

C2(h) = 0.005 94 (Vs /27)* (h x 107°) exp (—h/1000)

+2.7 x 107 exp (—h/1500) + A exp (—h/100),
(7

where A4 is the ground-level (i.e., sea-level, # = 0) turbu-
lence strength in m~2/3. In the above equation, v, is the
root-mean-square (rms) wind speed in m/s, which is given
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by

1 20x103 , 12
ms = | ————= V=(h)dh , 8
0 [15><103 /leos *) ] ®)

where V(h) is the altitude-dependent wind speed profile. In
this paper we adopt the Bufton wind speed profile [46]

h — 9400\

where V, is the ground-level wind speed [50].

The effect of the atmospheric turbulence on a propa-
gating beam is quantified by two parameters, namely the
scintillation index of and the Fried parameter ry. The
scintillation index is the normalized variance of the inten-
sity. For satellite-to-earth channels under weak-to-strong
turbulence, this parameter is given by [46]

0.4902
(14 1.110,7%)7/6

0.5103
0'12 =exp[ UR :|—

(1 +0.6954>/%)3/6
(10)

with o being the Rytov variance,

H
op =225k sec"06,) | CE(h)(h — ho)¥®dh. (11)
ho

The Fried parameter quantifies the coherence length of the
turbulence-induced phase errors in the transverse plane.
For satellite-to-earth channels, this parameter is given by
[46]

H -3/5
ro = [0.4231{2 sec 6, [ cﬁ(h)dh] . (12)
h

0

The detailed channel modeling used to perform the split-
step method is illustrated in Fig. 1(b), and is further
discussed in the Appendix.

2. Quantum state evolution

To illustrate the undesirable decoherence effects caused
by the atmospheric turbulence, we formally describe the
evolution of an OAM eigenstate within a satellite-to-earth
channel. Assuming that Alice sends a single-photon OAM
eigenstate |/;) to Bob’s ground station through an atmo-
spheric channel. Under one realization of the atmospheric
channel, the evolution of such a single-photon OAM eigen-
state can be described by a unitary operator Uy, (L) [21].

Denoting the received state as |1/f1,), we have

|V1,) = Uno (L) 1) . (13)

The received single-photon state can be expanded in the
OAM basis as

i) = e, @), (14)
!

where ¢y;,(L) = (| Ui (L)1),

In this work, the evolution of a single-photon OAM
eigenstate is simulated by the atmospheric propagation
of the corresponding classical LG beam via the split-
step method. In Fig. 3 we plot the intensity and phase
profiles of a LGys; beam after vacuum propagation (i.e.,
propagation without atmospheric turbulence) and one real-
ization of atmospheric propagation. After a vacuum prop-
agation, we have c¢;;, = §;;, due to the orthogonality of
OAM eigenstates. After atmospheric propagation, how-
ever, the turbulence-induced distortions lead to crosstalk.
At the receiver, |y;,) is generally a superposition of OAM
eigenstates, and thus it is no longer orthogonal to any
OAM eigenstate. The resulting crosstalk causes entangle-
ment decay and thus degrades the performance of OAM
QKD. A good quantitative measurement of the resulting
crosstalk is the OAM spectrum that can be considered as
a set of crosstalk probabilities (i.e., the probabilities that
an original OAM eigenstate |/;) scatters into other OAM
eigenstates |/); see, e.g., Refs. [21,51]). The crosstalk prob-
abilities under a single channel realization can be simply
calculated as P(l, — |) = |c1,1t|2. The crosstalk matrix can

(a)

Imax
0
(c)
+7r
0
-
FIG. 3. (a),(b) Intensity and (c),(d) phase profiles for a LGy

beam after a vacuum propagation (left) and a realization of
atmospheric propagation (right). For illustration purposes, the
ground-station altitude is set to 4y = 3000 m.
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Measured OAM quantum number /

FIG. 4. The crosstalk matrix under the same settings of
Figs. 3(b) and 3(d). The crosstalk probabilities are averaged
over 4000 channel realizations. As an intuitive illustration of
the turbulence-induced crosstalk, only the data for |/,| < 4 and
|l] < 4 are presented. Note that the probabilities in any row do
not sum to 1 because of the small data extraction range, and the
projection onto the p = 0 subspace.

be acquired by combining the OAM spectra for different
original /; values and extracting the data within a certain
interested range of /. In Fig. 4 we present the crosstalk
matrix (averaged over 4000 channel realizations) as a
quantitative illustration of crosstalk under the same set-
tings of Figs. 3(b) and 3(d). For detailed analyses of the
OAM crosstalk behaviors and the OAM crosstalk matrix,
we refer the reader to, e.g., Refs. [39,51,52].

C. OAM QKD over the satellite-to-earth channel

Now let us analyze the performance of OAM-QKD pro-
tocols introduced in Sec. IID over the satellite-to-earth
channel. Specifically, we are interested in the achievable
QKD performance over the satellite-to-earth channel. The
QKD performance is quantified by the secret key rate K in
bits per sent photon, and throughout this work we use the
unit bits per photon for short.

For a d-dimensional OAM-QKD protocol, Alice gener-
ates OAM-photon pairs, each pair being in the maximally
entangled state

1
| Do) = — ) |), (15)
ltGXH:d \/c—i

where H,; is a d-dimensional encoding subspace. From
each pair, one photon is sent to Bob through a satellite-
to-earth quantum channel. At the output, the quantum state
shared between Alice and Bob before any measurement is

given by

>3 c”’u, 1),

lLieHy leHoo
(16)

where 1 denotes an identity operator acting on Alice’s
photon and H,, denotes an infinite-dimensional Hilbert
space.

Although the initial state |®¢) can be considered as a
finite-dimensional state living in the H,; ® H, subspace,
due to the crosstalk it spreads over the entire infinite-
dimensional Hilbert space. Since a practical system can
only utilize a finite-dimensional encoding subspace, a nec-
essary procedure is to project the output state |Py,) onto
the original H; ® H, subspace. This procedure is realized
by a postselection at Bob’s side, giving a postselected (and
unnormalized) state

| Prurb) = {1 ® Uury (L)} Do) =

|cbps> = (]]- ® O)lcbturb>, (17)
where O is the filtering operator acting on Bob’s photon.
Since Bob has no information on Ugy, (L), his filtering
operator O is equal to [1; = leem I1,){l,]. By setting
O = Iy, the postselected state in Eq. (17) can be explicitly
given as [53]

= (1 ® )| Pur) =

XY o LD (8)

lreHy IEH;

|Pps)

Note that |®,s) is not normalized. In fact, the atmo-
spheric propagation and the postselection together form
a completely positive (and nontrace-preserving) map
M Uy (L). It is obvious that the postselection results in
a loss of photons. However, this operation will not give
Eve any information, since the lost photons are simply
discarded by Alice and Bob and will not be used in key
generation.

Since we are not interested in any specific realiza-
tion of the atmospheric channel, we perform an ensemble
average of |®,) over different channel realizations. After
averaging over channel realizations and performing renor-
malization, the averaged state shared between Alice and
Bob can be given as a mixed state described by

(| Pps) (Pps|)
= (19)
where () denotes an ensemble average and 7 =
tr({|Pps) (Pps|)) is the trace required for renormalization.
Note that 7 quantifies the photon survival fraction after
postselection.

Now we briefly recall how security analysis is per-
formed and how the key rate is calculated for our OAM-
QKD protocols (for a complete and rigorous security
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analysis, we refer the reader to Refs. [10,11]). Utilizing the
photons that survive the postselection, the secret key rate
K can be expressed as [54]

Ki=I(A:B)— x(4:E), (20)

where /(4 : B) is the classical mutual information between
Alice and Bob, and x (4 : E) is the quantum mutual infor-
mation between Alice and Eve. Considering the fact that
Eve holds a purification of p4p, x (4 : E) can be explicitly
given as

X(4:E) =S(pap) = Y_p@S(psla),  (21)

where S(-) denotes the von Neumann entropy, a =
0,...,d — 1 denotes Alice’s measurement outcome, p (a)
denotes the probability distribution of @, and pp|a is the
state of Bob’s photon conditioned on a. In the security
analysis it is assumed that all errors are caused by Eve’s
eavesdropping attempts. The average error rate Q can be
expressed as

Np
1
0= Ng Z Ztr(|%-(*ﬁ,s)><‘§:<ﬂ,s)| ® §p.5)) (Ep.s)|PaB)-
B=1 s
s#s
(22)

Starting from Egs. (20) and (21), K; is found to
be a function of @ [10,11]. For a d-dimensional
QKD protocol utilizing all (d+ 1) MUBs, K; can be
calculated as

d+1 0
K =log,d+ ——Q1 _—
1 ng + d Q 0g2 <d(d— 1))

d+1 d+1
+ (1 - TQ) log, (1 - 7Q). (23)

Recalling a nonunity photon survival fraction 7, the
achievable secret key rate K is given by

K=TK,. (24)

IV. NUMERICAL EVALUATION OF QKD
PERFORMANCE

In this section, we numerically evaluate the performance
of the satellite-to-earth OAM-QKD protocols analyzed
in Sec. [II C. We carry out Monte Carlo simulations to
numerically evaluate the secret key rate K. First, we gen-
erate 4000 independent realizations of the satellite-to-earth
channel. For each channel realization, we perform a series
of atmospheric propagations using the split-step method
to obtain a realization of |W) [see Eq. (17)]. Afterwards,

realizations of | W) are used to obtain 7 and p,p [see Eq.
(19)]. Then Q is evaluated from p4p [see Eq. (22)], and K]
is then evaluated from Q [see Eq. (23)]. Finally, K can be
evaluated using K| and 7 [see Eq. (24)].

A. General settings

We restrict ourselves to the case of a low-Earth-orbit
(LEO) satellite with a maximum satellite altitude H =
500 km. We consider two zenith angles, 6, = 0° and 0, =
45°, giving a maximum channel distance of L ~ 500 km
and L ~ 700 km, respectively [55]. Note that a higher
H leads to worse performance. This is because the beam
radius on atmospheric entry increases with H (due to
diffraction), and this in turn results in increased distortion
on the beam. A larger 6, also leads to worse performance,
since the photon travels a longer distance within the turbu-
lent atmosphere. Unless otherwise stated, when we refer to
our results, we mean for all considered H values (i.e., from
200 to 500 km) and for all considered 6, values (i.e., 0°
and 45°). Also, throughout this work, QKD performances
are compared at the same satellite altitudes under the same
zenith angles.

For the atmospheric parameters, we set 4 = 9.6 x
10~'* m=2/3, which accords with a realistic setting adopted
in Ref. [56]. We set V; = 3 m/s, giving a value of vy, =
21 m/s. We set Loyer = 5 m and /yper = 1 cm for the atmo-
spheric turbulence [57]. For the optical parameters, we set
A = 1064 nm in accord with existing entanglement sources
(see, e.g., Ref. [58]), and set wy to 15 cm.

The loss of signal at the receiver will be a function of
several system parameters as well as the atmospheric con-
ditions [59]. The beam width at the receiver is critical in
determining the loss of signal, and is largely dependent
on system parameters such as transmitter aperture (sets
the beam waist wy), and the distance between the satel-
lite and the ground station. For a given optical wavelength,
a given beam width at the receiver, and a given channel
distance, the transmitter beam waist required can be easily
determined. However, in our calculations we simply set the
beam waist (in effect the transmitter aperture). To orientate
ourselves, we note that the Micius satellite (which orbits
at an altitude of about 500 km), with an aperture size of
0.3 m, provided a beam width of 12 m at ground level at a
channel distance of 1200 km [2,3]. For a satellite altitude
of 500 km, the smallest beam width at ground level we will
have in our calculations will be 2.2 m, corresponding to a 1
dB loss at a receiver aperture of 1 m radius (for a sea-level
receiver, and a zenith angle of 0°, this corresponds to our
wo = 15 cm).

We perform all simulations using a numerical grid of
2048 x 2048 points with a spatial resolution [60] of 5 mm.
In generating the random phase screens using the FFT-
based method, 3 orders of subharmonics are added using
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the method introduced in Ref. [61] to accurately repre-
sent the low-spatial-frequency components contributed by
large-scale turbulent eddies.

B. Ideal circumstances

We first explore a rather ideal circumstance for the
receiver. Adopting all settings of Sec. IV A, we initially
set the ground-station altitude to /4y = 3000 m to avoid
the strong atmospheric turbulence near the sea level. We
also first adopt a large receiver aperture of , = 4 m, thus
providing a zero-loss scenario.

First we investigate the performances of two-
dimensional and three-dimensional OAM QKD for dif-
ferent /y values under such an ideal circumstance. For
two-dimensional OAM QKD, we find that a large /; value
generally leads to a higher secret key rate. Under 6, = 0°,
positive key rates of 0.03, 0.05, 0.06 bits/photon can be
achieved at H = 500 km for /[y =2, 3, 4, respectively.
Under 6, = 45°, we observe a reduction in the secret key
rate ranging from 70% to 100%. Specifically, only /y = 4
leads to a positive key rate of 10~ bits/photon at H =
500 km. For three-dimensional OAM QKD, we find that
a larger [y value does not always lead to a higher secret
key rate. Under 0, = 0°, despite the observation that /[, = 1
does not lead to any positive key rate, there is no signif-
icant correlation between the achievable secret key rate
and /, for [y = 2, 3,4. Moreover, no positive key rate can
be achieved at H = 500 km for any considered /, value.
Under 6, = 45°, we find that no positive key rate can be
achieved by three-dimensional OAM QKD. By compar-
ing the QKD performances, we find that the performance
of three-dimensional OAM QKD is overall inferior to
the performance of two-dimensional OAM QKD over the
satellite-to-earth channel for a given /; value.

We then compare the performances of OAM QKD of
dimensions ranging from 2 to 9 under 6, = 0°, and find
that the QKD performance decreases as the dimension
increases [62]. Specifically, we find that no performance
advantage can be achieved, by OAM QKD of any dimen-
sion, against two-dimensional OAM QKD at H > 200 km.
Furthermore, we find that OAM QKD of dimensions larger
than 5 achieve no positive key rate at all considered
satellite altitudes and under all considered zenith angles.
No positive key rate can be achieved by OAM QKD of
dimensions larger than 2 under 6, = 45°.

It is widely anticipated that the use of higher-
dimensional QKD can improve noise resistance and lead
to a higher secret key rate. However, all the observa-
tions reported in this subsection clearly indicate that an
increased dimension cannot improve the performance of
OAM QKD over the satellite-to-earth channel, even under
the ideal circumstance. This finding can be explained by
the fact that the maximally OAM-entangled state of a
higher dimension is less robust against turbulence (note

that the similar phenomenon has been observed in, e.g.,
Ref. [21]). This will lead to an increased error rate that
can be large enough to nullify the advantage of higher-
dimensional QKD. Therefore, a lower secret key rate is
achieved in spite of a higher photon survival fraction (due
to an enlarged encoding subspace). In other words, the
theoretical capacity advantage provided by increasing the
dimension in OAM QKD is negated by the atmospheric
turbulence over the satellite-to-earth channel.

C. Realistic circumstances

Now we extend our scope to more realistic circum-
stances. Specifically, we discuss the impact of loss, and a
lower ground-station (receiver) altitude, on the feasibility
of satellite-to-earth OAM QKD.

1. Loss

The main source of loss in a satellite-to-earth chan-
nel is diffraction loss. Generally, diffraction loss becomes
more significant as the channel distance increases. Diffrac-
tion loss is also state dependent in OAM QKD since
OAM eigenstates with different (absolute values of) OAM
numbers experience different amounts of diffraction [63].
Specifically, an OAM eigenstate with a larger OAM num-
ber results in a larger beam size after free-space propaga-
tion [64], and thus suffers from a heavier diffraction loss
when a limited-sized receiver aperture is used. Diffraction
loss generally reduces the photon survival fraction, lead-
ing to a reduced QKD performance. For OAM QKD with
a dimension larger than 2, the state-dependent nature of
diffraction loss further modifies the (relative) amplitudes
of the OAM eigenstates that span the encoding subspace,
leading to an increased error rate and performance degra-
dation. In order to investigate the impact of loss on the
feasibility of satellite-to-earth OAM QKD, we adopt all
settings of Sec. IVB except setting the radius of the
receiver aperture to 7, = 1 m. At H = 500 km and under
6, = 0°, setting r, = 1 m gives losses of 1, 3.4, 6.9, 11.3,
16.7 dB to OAM eigenstates with OAM numbers 0, 1, 2,
3, 4, respectively. We then re-evaluate the performances of
two-dimensional and higher-dimensional OAM QKD.

In Fig. 5 we compare the performances of two-
dimensional OAM QKD, achieved with r, =1 m and
r, =4 m (zero loss), under 6, = 0° and Ay = 3000 m.
From this figure, we see that loss degrades the performance
of two-dimensional OAM QKD. We further note that the
trends of curves are opposite for r, = 4 m (solid curves)
and , = 1 m (dashed curves). Specifically, compared to
a smaller /y value, a larger /y value generally leads to a
higher (lower) performance when r, =4 m (r, = 1 m) is
used. Such an observation indicates that the performance
degradation due to loss is more significant for a larger /y
value than for a smaller /y value. This is mainly because,
for a given aperture size (under the presence of loss), a
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FIG. 5. Secret key rates K of two-dimensional satellite-to-
earth OAM QKD, achieved with r, = 1 m (dashed) and r, =
4 m (solid). These results are achieved under 4, = 3000 m and
6, = 0°. Note that some curves end before reaching H = 500 km
due to a zero key rate. This happens when the average error rate
O surpasses the tolerable error rate.

larger [y value leads to a lower photon survival fraction,
and thus results in a lower secret key rate.

Higher-dimensional OAM QKD is more sensitive to
loss. For three-dimensional OAM QKD, after setting r, =
1 m we find that no positive key rate can be achieved at
H > 300 km under 6, = 0°. For OAM QKD of dimensions
larger than 3, setting r, = 1 m we find that no positive key
rate can be achieved at H > 250 km. Comparing the per-
formances of OAM QKD of different dimensions under
loss, we find that two-dimensional OAM QKD is more
robust against loss compared to higher-dimensional OAM
QKD. Indeed, the loss has a greater impact on higher-
dimensional OAM QKD due to its state-dependent nature
(see related discussions in, e.g., Ref. [65]).

2. Receiver altitude

Lowering the ground-station altitude increases the tur-
bulence strength, and intuitively this can degrade QKD
performance. To see whether satellite-to-earth OAM QKD
is feasible under lower ground-station altitudes, we adopt
all settings of Sec. IVB except for lower Ay values. In
Fig. 6 we compare the performances of two-dimensional
OAM QKD, under 6, = 0°, under different ground-station
altitudes 4. From this figure, we clearly see that the use of
a lower ground-station altitude degrades the performance
of two-dimensional OAM QKD at a given satellite altitude.
The offset between the /; = 1 results and the other results
is because [y = 1 gives the smallest separation between the
two states (i.e., /o and —/) that span the two-dimensional
encoding subspace H. This leads to the most severe OAM
crosstalk (within the encoding subspace) and therefore the

Key rate K (bits/photon)

350
Satelhteamtd 250 599 O
H (km)

FIG. 6. Secret key rates K of two-dimensional satellite-to-
earth OAM QKD under different ground-station altitudes 4.
These results are achieved with r, = 4 m under 6, = 0°. Again,
some curves end before reaching H = 500 km due to a zero key
rate.

worst performance (note that similar phenomena have also
been observed in, e.g., Refs. [20,21,33,40]). We see that
a positive key rate can still be achieved for [y =4 at
H = 500 km under /g = 1500 m. Under 6, = 45°, we find
that no positive key rate can be achieved at H > 300 km
under /g = 2000 m.

OAM QKD of a higher dimension is more sensitive to
hy. For three-dimensional OAM QKD, we find that a larger
lp value is not more robust against performance degrada-
tion. We also find that, for 4y = 2000 m, no positive key
rate can be achieved by three-dimensional OAM QKD
at H > 250 km even under 6, = 0°. For OAM QKD of
dimensions larger than 3, for 4y = 2000 m, we find that
no positive key rate can be achieved at H > 200 km even
under 6, = 0°.

3. Sea-level receiver with a reasonably sized aperture

Then we adopt all settings of Sec. IV A and jointly set
r, = 1 m and Ay = 0 m to reflect a more realistic scenario
where a sea-level receiver with a reasonably sized aperture
is used. Unfortunately, we find that no positive key rate can
be achieved by OAM QKD of any dimension, even under
0, = 0°.

V. FEASIBILITY THROUGH CHANNEL
INFORMATION

In all previous sections we have assumed that chan-
nel knowledge is unavailable. It is intuitive to think that
channel information can be used to improve QKD per-
formance. Indeed, in quantum communications a natural
paradigm is to characterize the quantum channel through
quantum process tomography (QPT) [66,67], and cancel
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out the turbulence-induced effects accordingly [68]. How-
ever, QPT is performed at the single-photon level, making
the real-time characterization of quantum channels a chal-
lenging job. Recently, it has been discovered that the state
evolution of the classically entangled degrees of freedom
is equivalent to the state evolution of quantum entan-
gled photons [68]. Such an equivalence allows for the
use of nonseparable (i.e., DOF-entangled) states of clas-
sical light to characterize the quantum channel (see, e.g.,
Refs. [33,68—70]). By performing a state tomography on
the output classical light, the quantum channel can be read-
ily characterized in real time (for a comprehensive tutorial,
see, e.g., Ref. [71]).

In this section we explore the use of quantum channel
information to improve the practical feasibility of satellite-
to-earth OAM QKD. Inspired by Refs. [33,68], we utilize
the quantum channel information acquired through a real-
time quantum channel characterization utilizing nonsepa-
rable states of classical light, and apply a quantum channel
conjugation at the ground station. By quantum channel
information we mean the Kraus operator of the channel,
and by quantum channel conjugation we mean the appli-
cation of a quantum conjugate filter that cancels out the
turbulence-induced crosstalk.

A. General method

In this section, we demonstrate how a conjugate filter
could be found, and we also analyze the impact of using
that filter on OAM QKD. The nonseparable states of clas-
sical light we use for channel characterization are given in
the general form [69]

|6) =) anl DYDY, (25)

where the first DOF D{! is a DOF that is not affected by the
turbulent atmosphere (e.g., polarization or wavelength),
the second DOF D? denotes the OAM DOF of light, m
indicates different basis elements in these degrees of free-
dom, and «,, denotes the expansion coefficients such that
> lon|> = 1. We denote the encoding subspaces of D
and D@ as H" and H?, respectively. To faithfully char-
acterize the quantum channel under study, it is required
that dim(H") = dim(H,) and H® = H,.

In an OAM QKD protocol Alice prepares OAM-photon
pairs in the maximally entangled state |®) described by
Eq. (15). To help characterize the quantum channel, Alice
also generates classical light in the corresponding nonsep-
arable state | ) described by Eq. (25). While sending one
photon of each entangled photon pair to Bob, Alice simul-
taneously sends the classical light through the same chan-
nel [72]. Since the state evolution of |®§) is equivalent to
the state evolution of |®(), under a specific channel real-
ization, Bob can characterize the one-sided OAM quantum

channel in the encoding subspace H,; by performing a state
tomography on the received classical light. Specifically,
Bob finds the Kraus operator M that satisfies

(1@ M)|D§) = (1 ® )| P, (26)

where |<I>Elrb) ={1® Uturb(L)}|(IJOC) denotes the state of
the received classical light at Bob’s side. Note that the
right-hand side of Eq. (26) is known to Bob via his state
tomography.

The Kraus operator M can be expressed in its polar
decomposition as

M = UM, 27)

where U is a unitary operator and |M| = vMTM is a posi-
tive Hermitian operator. We can express [M | in its spectral
decomposition

d
M| ="yl yl, (28)
j=1

where y; and |v;) denote the eigenvalues of |M| and their
corresponding eigenvectors, respectively. Note that |v;)
can be expressed as superpositions of the standard basis
elements.

Considering the fact that the y; are smaller than I, the
conjugate filter cannot be directly constructed as M ~!. This
is because |M|~! has eigenvalues larger than 1 and thus
cannot be physically implemented due to a violation of
the no-cloning theorem [73]. To construct a conjugate fil-
ter that does not violate the no-cloning theorem, inspired
by the idea in Ref. [33] we consider a conjugate filter
M that achieves MM o 1. Specifically, we construct the
conjugate filter as

d
i = (Z Vm1“|v,»><v,-|)U‘f, (29)
j=1 Y

where ymin = min{y;,j =1,...,d}. Note that M in Eq.
(29) is a local Procrustean filter that can be physically
implemented (see experimental demonstrations of OAM
Procrustean filters in, e.g., Refs. [15,74,75]).

Under every channel realization, Bob constructs the
Kraus operator M, constructs the conjugate filter A/, and
applies M on his photon. Therefore, Alice and Bob share a
postselected state of the form

|CI>£)S) = (:H- ®M)|(Dturb> = Vmin|q)0>- (30)
Note that |CI>]/OS) is not normalized. From Eq. (30), it can

be seen that the quantum channel conjugation results in
a probabilistic entanglement distillation. After averaging
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over channel realizations and performing renormalization,
04p 18 nowW given by

(1) (D)
Pis = % = | @) (Dol, (31)

where 7' = (ynz]in) is the photon survival fraction when the
quantum channel conjugation is applied. Note that 7" can
be interpreted as the probability of success of the quan-
tum channel conjugation (which can be as low as 10~ in
extreme cases). Following the descriptions in Sec. 111 C,
0z and 7" can be then used to evaluate the secret key rate
K. It can be inferred from Eq. (31) that O = 0 is achieved
by the quantum channel conjugation at the cost of a low
photon survival fraction.

Here we summarize the assumptions made, regarding
the quantum channel characterization and the quantum
channel conjugation, in this section. For simplicity, we
assume that the channel Kraus operator M is constructed
without error (i.e., perfect state tomography on classical
light), and the exact conjugate filter M is applied to Bob’s
photon without error. Furthermore, these operations are
assumed to be performed in real time. Such an assumption
indicates that the time taken to perform a state tomography
on the classical light is less than the coherence time of the
atmospheric channel (typically of the order of milliseconds
[46]). Although no experiment has been demonstrated so
far to indicate how fast such a state tomography can be
done, in principle all the projective measurements required
by such a state tomography can be done simultaneously
with high signal-to-noise ratio. In addition, a recent work
[76] has demonstrated that a complete state tomography
can be done in one shot if the classical light is in a pure
state (note that this is valid under every specific channel
realization). We further note that the paradigm adopted
here resembles the concept of adaptive optics (AO) where
a servo loop system tracks (with a wavefront sensor) and
corrects (with a deformable mirror) the turbulence effect in
a real-time fashion. Given the fact that current AO systems
have no significant trouble keeping up with the temporal
evolution of turbulence, we believe that the quantum chan-
nel characterization and the following quantum channel
conjugation can also be performed in real time.

B. QKD performance with quantum channel
conjugation

To numerically investigate the impact of the quantum
channel conjugation on QKD performance, we adopt the
settings of Secs. IVB and IV C, and re-evaluate the per-
formances of satellite-to-earth OAM QKD of different
dimensions. In two-dimensional OAM QKD, we assume
that the vector vortex beam is used for quantum channel
characterization (for a detailed review on vector vortex
beams, we refer the reader to, e.g., Ref. [77]). Specifically,

Eq. (25) is explicitly given by
1
V2

where |R),|L) denote right and left circular polarization
states, respectively. In three-dimensional OAM QKD, the
vector vortex beam cannot be used due to the constraint of
the two-dimensional Hilbert space imposed by the polar-
ization DOF. It has been proposed in Ref. [69] that the
wavelength DOF of light is a promising candidate to
replace the polarization DOF of light in |CI>0C). Specifically,
Eq. (25) is explicitly given by

|©F) = —=(IR)llo) + IL)|—lo)), (32)

L
/3

where the A, denote different wavelengths. Although no
experiment has been demonstrated so far, the use of clas-
sical light in a state described by Eq. (33) is theoretically
feasible [69]. Since there is no fundamental limitation on
dimension if the wavelength DOF is adopted, we also
use this paradigm for quantum channel characterization in
OAM QKD of higher (d > 3) dimensions.

First, we compare the QKD performances achieved with
and without the quantum channel conjugation under the
ideal circumstances in Sec. IV B. We find that, with the
help of the quantum channel conjugation, positive (and
improved) secret key rates can be achieved by OAM
QKD of all considered dimensions at all considered satel-
lite altitudes under all considered zenith angles. We also
find that the use of smaller OAM numbers leads to a
higher secret key rate. For two-dimensional and three-
dimensional OAM QKD, this means a smaller /, value
leads to better performance. For OAM QKD of dimen-
sions larger than 3, this means using OAM numbers as
small as possible to construct the encoding subspace leads
to a better performance. Comparing the performances
achieved by OAM QKD of different dimensions, we find
that an increased dimension can improve the performance
of OAM QKD over the satellite-to-earth channel when
the quantum channel conjugation is applied. This obser-
vation holds under both 6, = 0° and 6, = 45° (results not
shown). Specifically, we find that five-dimensional OAM
QKD achieves the highest performance at H > 300 km
under 6. = 0°. Under 6, = 45°, three-dimensional OAM
QKD achieves the highest performance at H > 250 km.

Then, we adopt the settings in Sec. IVC3 and eval-
uate the performance of OAM QKD achieved with the
quantum channel conjugation under the realistic circum-
stance where a sea-level (i.e., g = 0 m) ground station
and a reasonably sized (i.e., r, = 1 m) receiver aperture
is used. We find that, with the help of the quantum chan-
nel conjugation, positive secret key rates can be achieved
by OAM QKD of all considered dimensions. Such an

|9F) = —= (21} + 122)10) + [A3)[—lo)),  (33)
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FIG. 7. Performances of satellite-to-earth OAM QKD of dif-
ferent dimensions achieved with the quantum channel conju-
gation. These results are achieved with , = 1 m, under 4y =
0 m, and under (a) 6, = 0° and (b) 6, = 45°. A specific encod-
ing subspace H, is chosen to maximize the key rate for each
dimension d.

observation not only holds under 6, = 0°, but also holds
under 6, = 45° (where a higher loss and more severe tur-
bulence effect is anticipated). Specifically, in Fig. 7 we
present the QKD performances achieved with the quan-
tum channel conjugation under 6, = 0° and 6, = 45°. We
first observe that the secret key rate becomes higher when
the dimension of OAM QKD is increased by one via the
inclusion of the / = 0 state in the encoding subspace (the
same phenomenon can also be observed from Fig. 8). This
is not only due to an increased dimension, but also due
to an enhanced photon survival fraction resulting from
the stability of the / = 0 state in turbulence (note that the
enhanced photon survival fraction in turbulence provided
by the inclusion of the / = 0 state has also been observed
in Ref. [21]). From both subfigures, we can see that OAM

—v—d=2H, = {*1}
1074 E|—w-d=3%;={0,£1}
—a—d=4,H, = {£1,+2}
—m-d=5H;={0,£1,+2}
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1070 b |- d=7H; = {0,£1,+2,£3}
—e—d =8,Hs = {£1,+2,+3,+4}
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S

FIG. 8. Performances of satellite-to-earth OAM QKD of dif-
ferent dimensions achieved with the quantum channel conju-
gation. These results are achieved with , = 1 m, under Ay =
3000 m and 6, = 45°. A specific encoding subspace H,; is chosen
to maximize the key rate for each dimension d.

QKD of dimension 3 outperforms OAM QKD of all other
considered dimensions.

Finally, we move to a better circumstance where a high-
altitude (4o = 3000 m) ground station with a reasonably
sized (i.e., r, = 1 m) receiver aperture is used, and we
evaluate the performance of OAM QKD achieved with the
quantum channel conjugation. In Fig. 8 we plot the result-
ing QKD performances under 6, = 45°. We first again find
that the quantum channel conjugation leads to positive
secret key rates for all dimensions at all considered satellite
altitudes, and that three-dimensional OAM QKD achieves
the highest QKD performance. Comparing the results in
Figs. 8 and 7(b), we clearly see the significant perfor-
mance improvements provided by a higher ground-station
altitude.

According to the widely used HV model [recall Eq. (7)],
the turbulence profile of a satellite-to-earth channel is
determined by the ground-level turbulence strength 4 and
the rms wind speed vy, (We refer to these two parame-
ters as the turbulence conditions). We have explored the
feasibility of OAM QKD (with the help of the quantum
channel conjugation) under a set of typical turbulence con-
ditions (i.e., 4 = 9.6 x 107" m=2/3 and v = 21 m/s).
However, it is useful to remark on how sensitive our results
are to variations in these assumed conditions. As dis-
cussed in, e.g., Refs. [46,56], 4 mainly varies within the
range 107" to 107!2 m~2/3 and vyys within the range 3 to
30 m/s. Sometimes v, = 57 m/s is used for stronger wind
conditions (see, e.g., Ref. [78]).

We now pose the practically important question: under
what range of turbulence conditions does the practical fea-
sibility of OAM QKD hold? To answer this question, we
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explore the feasibility of OAM QKD (with the quantum
channel conjugation) under a wider range of turbulence
conditions. We choose seven different A values ranging
from 1 x 10715 to 3 x 107!2 m~2/? to represent weak to
strong ground-level turbulence strengths. We also choose
four typical vy values of 10, 21, 30, and 57 m/s to rep-
resent different moderate to strong wind speeds. In Fig. 9
we plot the performance of three-dimensional OAM QKD,
achieved with the quantum channel conjugation, against
the seven considered 4 values for the four considered
vmms values. The other settings are for a satellite alti-
tude of 500 km, and a sea-level (i.e., #p = 0 m) ground
station with 7, =1 m under 6, = 45°. The considered
three-dimensional OAM-QKD protocol utilizes the encod-
ing subspace H3 = {—1,0, 1}. From this figure we clearly
observe that the secret key rate decreases as the ground-
level turbulence strength A4, or the rms wind speed vy,
increases. However, the performance degradation caused
by an increased vs value becomes negligible when A
becomes large enough. We further observe that, although
positive secret key rates can be achieved under all con-
sidered turbulence conditions, the secret key rate becomes
effectively zero (too low to be useful, i.e., less than 107°
bits/photon) when the ground-level turbulence strength A
becomes larger than 1.8 x 1072 m~2/3. We emphasize
that no positive key rate can be achieved, without the
help of the quantum channel conjugation, under any of the
considered turbulence conditions in Fig. 9.

It should be noted that, despite the potential benefits,
higher-dimensional OAM QKD is generally more resource
intensive (and harder to carry out) in practice. In the EB
implementation, the key resource (i.e., maximally OAM-
entangled states) of a higher-dimensional OAM QKD is
generally produced at a reduced rate (this is because the
distribution of higher-order modes from the SPDC process
is nonuniform; see, e.g., Ref. [12]). In the P&M implemen-
tation, the fast and precise generation of OAM-encoded
MUB states in a higher-dimensional space could also be
harder due to efficiency and computation issues (see, e.g.,
Ref. [24]). Additionally, although the near-perfect sort-
ing of OAM-encoded MUBs has been made possible, a
trade-off between dimension, acceptable levels of loss, sep-
aration efficiency, and optics complexity inevitably exists
(see, e.g., Ref. [28]). Although all these practical issues
do not directly compromise the security of OAM QKD,
it is anticipated that the secret key rate will be scaled
down mainly due to efficiency and complexity issues as
the dimension increases.

On the other hand, our results indicate that, when
the quantum channel conjugation is applied, a moderate
dimension (e.g., d = 3) and an encoding subspace spanned
by low-order OAM eigenstates (e.g., H3z = {—1,0, 1} for
d = 3) are generally preferred in a typical satellite-to-
earth OAM-QKD scenario. Furthermore, the recent seven-
dimensional OAM-QKD experiment [32] implies use

of a moderate dimension should be practically feasible.
Although a practical implementation under turbulence may
be challenging and costly, we believe that the gain in the
secret key rate should justify the rise in the implementa-
tion cost as long as a moderate dimension and an encoding
subspace spanned by low-order OAM eigenstates are used.

In summary, the quantum channel conjugation leads to
positive (and improved) secret key rates at all considered
satellite altitudes under all considered zenith angles, even
under loss and a low ground-station altitude of 0 m. The
quantum channel conjugation also enables the theoreti-
cally predicted secret key rate advantage provided by an
increased dimension in OAM QKD over the satellite-to-
earth channel.

C. Additional noise contributions

We note that in our calculations we have assumed per-
fect tomography implemented in real time. Of course, in
practice this perfect outcome can never be realized. The
accuracy and timescale for implementation of any tomog-
raphy are a function of the specific measurements pursued
and the number of signals analyzed; see, e.g., Ref. [79].
However, given that the coherence timescale of the chan-
nel is of the order of a millisecond, and that we are using
classical light as the probe (in effect no limit on the sam-
ple size), it could be anticipated that enough signals could
be analyzed in real time providing infidelities between
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FIG. 9. Performance of three-dimensional satellite-to-earth
OAM QKD achieved with the quantum channel conjugation,
plotted against the ground-level turbulence strength A4, for dif-
ferent rms wind speeds viy,s. The satellite altitude is fixed to
H = 500 km, and the results are achieved with , = 1 m, under
ho = 0 m and 6, = 45°. The encoding subspace H3 = {—1,0, 1}
is chosen to maximize the key rate. The dotted line indicates the
key rate of 107% bits/photon. We consider a key rate less than
107° bits/photon to be too low to be useful, since a 100 MHz
pulsed source results in less than 100 bits/second.
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the true and reconstructed quantum states less than 5%
[79]. The presence of tomography noise will manifest
itself in our key rate calculations through the design of
a conjugate filter targeted at a different (erroneous) state,
which ultimately leads to the state produced possessing
less than maximal entanglement. The error rate Q, there-
fore, becomes nonzero, which in turn impacts our final key
rate [see Eq. (23)].

We also have assumed that our channel noise is entirely
a consequence of phase perturbations and loss (the latter
leading to vacuum contributions to the state). Although
beam misalignment caused by turbulence-induced beam
wander is negligible in the downlink from satellite to
earth, direction tracking errors in the transmitter and/or
receiver may also cause misalignment (recall that the
satellite is in low orbit and moving across the sky in
timescales of minutes). The presence of beam misalign-
ment will lead to additional crosstalk in the received state,
which will manifest itself in our key rate equations through
as smaller survival fraction in the measurement process
[see Eq. (24)].

In Fig. 10 we illustrate the impact on our final key
rate as a function of the additional noise terms discussed
above. Here, the performance of OAM QKD is shown
for a dimension of 3, and with the noisy channel conju-
gation and misalignment in the beam applied [80]. The
settings are for a satellite altitude of 500 km, and a sea-
level ground station with », = 1 m under 8, = 45°. The
considered three-dimensional OAM-QKD protocol uti-
lizes the encoding subspace Hj; = {—1,0, 1}. The losses
are 2.7 and 7.4 dB to OAM eigenstates with OAM numbers
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FIG. 10. Performance of three-dimensional satellite-to-earth
OAM QKD achieved with the quantum channel conjugation,
plotted against the channel conjugation error (in terms of infi-
delity) and misalignment. The satellite altitude is fixed to H =
500 km, and the results are achieved with r, = 1 m, under
hy = 0 m and 6, = 45°. The encoding subspace H3 = {—1,0, 1}
is chosen to maximize the key rate.

0 and 1, respectively. We can see that nonzero key rates
can be found for a wide range of noise conditions. Beyond
misalignment of 0.225 m or infidelity of 18% the key rate
rapidly falls to less than 10~ bits/photon. The region of
nonzero key rates is at noise levels within current exper-
imental reach. Note that other detector noise components
not explicitly mentioned, such as shot noise, dark counts,
and losses, are anticipated to be small relative to real-world
misalignment noise; see, e.g., Ref. [81]. Any additional
detector noise can be readily mapped to an equivalent mis-
alignment error of Fig. 10. Recall that the classical signal is
to be set by the system at much stronger intensity than the
quantum signal. As such, most additional detector noise
components can be made to have an impact on QKD rates
well below the impact caused by a 0.05 m misalignment
error.

It should be noted that the quantum channel conjugation
investigated in this work is not the only technique that can
aid satellite-to-earth OAM QKD. It has been shown that
AO techniques could improve the performance of OAM-
based entanglement distribution in FSO channels (see, e.g.,
Refs. [20,21]). AO techniques use a nonentangled classical
light source as a probe, and their ability to negate turbu-
lence heavily depends on the number of movable elements
used for the required receiver-mirror deformation. But we
note that phase perturbations across the transverse plane of
the beam, when coupled to diffraction, lead to scintillation,
and this cannot be completely negated by AO techniques.
However, it is certainly the case that AO applied before
any channel conjugation will only lead to improvement in
the above results, particularly with regard to corrections
of beam wander and direction tracking. No report on the
actual use of AO within the context of OAM entangle-
ment distribution through long FSO channels is currently
available. In practice, we anticipate the channel conjuga-
tion method used here will lead to better negation of the
atmospheric turbulence relative to AQO, if either technique
is used on its own. However, further research on the cou-
pling of quantum channel conjugation and advanced AO
techniques may prove fruitful.

VI. CONCLUSIONS

The OAM of light has been considered as a promis-
ing DOF that gives access to a higher-dimensional Hilbert
space, leading to potential higher capacity quantum com-
munications. In this work we explore the feasibility of
performing satellite-to-earth QKD utilizing the OAM of
light. Specifically, we numerically investigate the perfor-
mances of OAM QKD of different dimensions achieved
with different OAM numbers at different satellite altitudes
H under different zenith angles 6,. We find that utilizing
the OAM of light in satellite-to-earth QKD is indeed fea-
sible between a LEO satellite and a high-altitude ground
station.
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First, we consider an ideal circumstance where a high-
altitude ground station with a large receiver aperture (no
loss) is used. We then move to less ideal circumstances
and discuss the feasibility of satellite-to-earth OAM QKD
under loss and a lower ground-station altitude. However,
we find that no positive secret key rate can be achieved at
a sea-level ground station when a reasonably sized aperture
is used. We then explore the use of quantum channel infor-
mation as a means to improve the feasibility of satellite-
to-earth OAM QKD. We assume that such information is
acquired through a real-time quantum channel character-
ization utilizing nonseparable states of classical light, and
we use this information to perform a quantum channel con-
jugation at the ground station. We find that the quantum
channel conjugation significantly improves the feasibility
of OAM QKD, and leads to positive secret key rates even
under circumstances where a sea-level ground station with
a reasonably sized aperture is used. We also find that the
quantum channel conjugation enables a key rate advantage
(provided by the higher dimensions of OAM QKD) to be
realized.
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APPENDIX: CHANNEL MODELING

To perform the split-step method we divide the satellite-
to-earth atmospheric channel into Ng slabs bounded by
specific altitudes #; with j ranging from 1 to Ng (note
that A is the ground-station altitude, and a larger j indi-
cates a higher altitude). For the jth (j > 1) slab bounded
by h; and h;_y, its thickness can be estimated as AL; =
(hj — hj_1)/ cos(6.) (note that Zj AL; = L). In order to

characterize the turbulence within each slab, both o7 and
ro are evaluated locally (for the turbulent volume of their
corresponding slab). We denote the scintillation index and
the Fried parameter for the jth slab as cr,]z, and r,, respec-
tively. To accurately model the atmospheric channel using
multiple slabs with a phase screen located in the midway
of each slab, we meet the two conditions described in Ref.
[47] Gi.e., 015 < 0.1 and a[? < 0.10#) by setting Ng and h;
through a numerical search. A schematic illustration of our
channel modeling (with Ng = 6) is provided in Fig. 1(b).
In our simulations Ny ranges from 6 to 17 depending on
specific settings.

After determining the widths of the atmospheric slabs,
the realizations of the corresponding phase screens are
generated using the fast-Fourier-transform (FFT)-based
spectral domain algorithm [82]. This method involves the
filtering of a complex Gaussian random field using the
phase power spectral density (PSD) function of the atmo-
spheric turbulence. In this paper, we adopt the modified

von Karman model, giving the phase PSD function for the
jthslab

_s;3exp(—f2/f.2)

mvK _
o5 (f) = 0.023r,, oI (A1)

where f is the magnitude of the two-dimensional spatial
frequency vector in the transverse plane in cycles/m, fy =
1/Louter, and f, = 0.9422 /liper [49].

For the free-space propagation, we utilize the FFT-based
angular spectrum method (for details of this method, we
refer the reader to, e.g., Refs. [49,83]). In this study we
utilize a physical optics propagation library named PROPER
[84] to perform this method.
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