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In the Gaussian-modulated coherent state quantum key distribution (QKD) protocol, the sender first
generates Gaussian-distributed random numbers and then encodes them on weak laser pulses actively by
performing amplitude and phase modulations. Recently, an equivalent passive QKD scheme has been
proposed by exploring the intrinsic field fluctuations of a thermal source [B. Qi, P. G. Evans, and W.
P. Grice, Phys. Rev. A 97, 012317 (2018)]. This passive QKD scheme is especially appealing for chip-
scale implementation since no active modulation is required. In this paper, we conduct an experimental
study of the passively encoded QKD scheme using an off-the-shelf amplified spontaneous emission source
operated in continuous-wave mode. Our results show that the excess noise introduced by the passive state
preparation scheme can be effectively suppressed by applying optical attenuation and a secure key can be

generated over metro-area distances.
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I. INTRODUCTION

Quantum key distribution (QKD) allows two remote
users (Alice and Bob) to establish a secure key by trans-
mitting quantum states through an untrusted channel [1-4].
The generated secure key can be further applied in vari-
ous cryptographic protocols to achieve long-term proven
security against adversaries with unlimited computational
power.

QKD protocols are commonly divided into two fam-
ilies based on encoding schemes: discrete-variable (DV)
QKD or continuous-variable (CV) QKD. In contrast, clas-
sical optical communications are typically grouped into
two categories based on detection schemes: direct detec-
tion or coherent detection. In principle, the combination of
both encoding (DV or CV) and detection (direct or coher-
ent) could lead to four families of QKD protocols. Among
them, DV-QKD with direction detection (single-photon
detection) [5,6] and CV-QKD with coherent detection
(optical homodyne detection) [7—9] are dominant, although
other protocols, such as CV-QKD using single-photon
detection [10], do exist. For simplicity, in this paper we
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use the term CV-QKD to refer to CV-QKD using coherent
detection.

CV-QKD’s most distinguishing feature is coherent
detection. It enables high-speed optical homodyne detec-
tion with no dead time, which could give high secure-key
rates over short distances. Further, the intrinsic filtering
provided by the local oscillator in a coherent receiver
can effectively suppress background noise and enable
QKD through conventional dense wavelength-division-
multiplexed fiber networks in the presence of strong clas-
sical traffic [11—13]. The similarity between a CV-QKD
system and a classical coherent communication system
opens the door for simultaneous quantum and classi-
cal communications [14] with a technological pathway
toward fully integrated on-chip photonic implementation
[15]. The integration of CV-QKD on a chip may have
several benefits. It allows for the integration of multiple
photonic functions into a single compact circuit. In par-
ticular, the phase-sensitive optical circuits commonly used
for CV-QKD can be made more robust to temperature-
induced phase drifts by reducing path-length differences on
chip. Furthermore, silicon photonic devices are compatible
with complementary-metal-oxide-semiconductor (CMOS)
processes that enable monolithic integration of electron-
ics and photonics, potentially leading to significant cost
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reduction that would enable the widespread utilization
of QKD.

One important CV-QKD protocol is the Gaussian-
modulated-coherent-states (GMCS) QKD protocol [9],
which has been implemented with standard off-the-shelf
telecom components, such as laser sources, optical homo-
dyne detectors, and optical intensity and phase modula-
tors [16—20]. In the GMCS protocol, Alice first generates
Gaussian-distributed random numbers x4 and p4 and then
prepares a coherent state |x4 + ip4), sent to Bob through
a channel controlled by the adversary (Eve). The quantum
state preparation is commonly implemented actively using
amplitude and phase modulation. High-speed modulation
with high extinction is extremely challenging in chip-
scale silicon photonics. While on-chip modulation with
an extinction ratio above 65 dB has been demonstrated
recently [21], the high-speed on-chip modulators required
for active QKD encoding add significant cost, manufac-
turing time, and complexity and are the principal source
of loss in most integrated photonic circuits. Therefore, the
potential to remove the modulators used for encoding may
yield significant reductions in cost, manufacturing time,
and on-chip loss.

One could simplify the chip-scale implementation by
adopting a passive CV-QKD protocol, where the ampli-
tude and phase modulators in GMCS QKD are replaced
by a thermal source, beam splitters, optical attenuators,
and homodyne detectors [22]. As we show in Ref. [22],
given that Alice’s QKD transmitter is trusted, the pas-
sive CV-QKD protocol is equivalent to GMCS QKD.
This means that the well-established security proofs
for GMCS QKD can be applied to passive CV-QKD
directly. More recently, this passive state preparation
scheme has also been extended to measurement-device-
independent CV-QKD [23]. It could also be applied
in other CV quantum communication protocols, such
as quantum secret sharing [24] and quantum digital
signatures [25].

In this paper, we conduct experimental studies of pas-
sive CV-QKD using a practical multimode thermal source.
As we show below, the excess noise due to the passive
state preparation scheme can be effectively suppressed by
Alice applying optical attenuation and a secure key can
be generated over metro-area distances using an off-the-
shelf amplified spontaneous emission source operated in
continuous-wave (cw) mode.

This paper is organized as follows. In Sec. I, we review
the passive CV-QKD protocol and compare it with con-
ventional GMCS QKD [9,26] as well as entanglement-
based CV-QKD using a two-mode squeezed vacuum
state [27]. In Sec. III, we present our experimental
setup and develop a corresponding noise model. In
Sec. 1V, we present the experimental results. Finally,
we conclude this paper with a brief summary in
Sec. V.

FIG. 1. Three equivalent quantum state preparation schemes.
(a) The Gaussian-modulated coherent states (GMCS) QKD [9].
TRNG, true random-number generator; A&P mod., amplitude
and phase modulators. (b) Entanglement-based CV-QKD [27].
TMSYV, two-mode squeezed vacuum state; HD, homodyne detec-
tor; BS, beam splitter. (c) Passive CV-QKD [22]. Att., optical
attenuator.

II. THE PROTOCOL AND ITS SECURITY

In the GMCS QKD protocol [9], Alice generates
Gaussian-distributed random numbers x4 and p, using
a trusted random-number generator, prepares a coherent
state |x4 + ip4) accordingly, and transmits it to Bob, as
shown in Fig. 1(a). At Bob’s end, he can either measure
a randomly chosen quadrature of the incoming quantum
state by conducting single homodyne detection [9] or mea-
sure both quadratures simultaneously by conducting conju-
gate homodyne detection (which is called the heterodyne
protocol) [26]. Alice and Bob further estimate channel-
induced noise and other QKD parameters by comparing
a subset of their data through an authenticated classical
channel. This allows them to upper bound the information
that could be gained by a third party, Eve. Given that the
correlation between Alice’s and Bob’s data is above a cer-
tain threshold, they can perform reconciliation and privacy
amplification to generate a final secure key.

054065-2



EXPERIMENTAL PASSIVE-STATE PREPARATION FOR...

PHYS. REV. APPLIED 13, 054065 (2020)

There are different reconciliation algorithms in GMCS
QKD. In this paper, we consider the heterodyne protocol
[26] using reverse reconciliation [9], where Alice tries to
determine Bob’s measurement results from her data. In
this case, a secure key can be generated as long as the
mutual information between Alice and Bob is larger than
the information Eve could have on Bob’s measurement
results. More details about GMCS QKD can be found in
recent reviews [28,29].

Note that from Eve’s point of view, the quantum state
from Alice is a mixture of all possible coherent states,
which is simply a thermal state with an average photon
number ny = V,4/2, where V is Alice’s modulation vari-
ance. We remark that throughout this paper, all the noise
variances and modulation variances are defined in shot-
noise units. There are different ways (corresponding to
different QKD protocols) for Alice to prepare the outgo-
ing thermal state, as shown in Fig. 1. As long as Alice’s
QKD transmitter is within a trusted location, Eve cannot
tell which protocol is actually carried out by Alice. This
suggests that all these QKD protocols are equivalent in
terms of security. In fact, the security of GMCS QKD is
commonly analyzed based on an entanglement-based CV-
QKD protocol using a two-mode squeezed vacuum state
[27], as shown in Fig. 1(b). In this entanglement-based pro-
tocol, by performing conjugate homodyne detection on one
mode of a properly chosen two-mode squeezed vacuum
state, Alice acquires Gaussian-distributed random numbers
x4 and p4 with the desired variance of V4. In the mean-
time, Alice transmits the other mode, which is projected
to a coherent state |x4 + ip,), in her perspective, to Bob
through the quantum channel. From Eve’s point of view,
since she has no information about x4 and p 4, the state from
Alice is thermal, as in the case of GMCS QKD.

In passive CV-QKD [22], the intrinsic field fluctuations
of a thermal source are utilized to generate a secure key,
as shown in Fig. 1(c). In this protocol, Alice splits the
output of a thermal source into two spatial modes using
a beam splitter. One mode is sent to Bob after being atten-
uated using an optical attenuator, while the other mode
will be measured locally by Alice using conjugate homo-
dyne detection. Alice further numerically scales down her
measurement results by a factor of o4, acquiring Gaussian-
distributed random numbers x4 and p4, her estimation of
the quadrature values of the outgoing mode (for details
about how to determine the optimal a4, see Sec. I1I). By
choosing a proper combination of source intensity and
optical attenuation, the quadrature variance of the outgoing
mode can be set to the desired value V4. Again, from Eve’s
point of view, she cannot distinguish the quantum state
sent in passive CV-QKD from the one in GMCS QKD (or,
for that matter, entanglement-based CV-QKD), so all three
protocols are equivalent in terms of security. We remark
that the combination of the balanced beam splitter and the
optical attenuator in Fig. 1(c) can be replaced by a single

unbalanced beam splitter with a suitable splitting ratio. The
latter configuration can lead to a more efficient use of the
thermal source.

While the security is not dependent on which of the
above schemes is employed, the secure-key rate is sen-
sitive to the excess noise generated in the quantum state
preparation process. Since the quantum states sent by Alice
are identical in the three schemes, so is the information that
Eve could gain on Bob’s measurement results. The mutual
information between Alice and Bob directly connects to
Alice’s uncertainties on the quadrature values of the out-
going mode. In GMCS QKD (and the above entanglement-
based CV-QKD), the minimum uncertainty Alice could
achieve on either quadrature of the outgoing mode is equal
to one, as determined by the uncertainty principle in quan-
tum mechanics. In Appendix A, we present a detailed noise
model of the passive CV-QKD protocol and show that
Alice’s uncertainty on the outgoing mode is given by

2w+ D)
= Vit + 2n0wa + D

+1, €8

where 7 is the transmittance of the optical attenuator and
n. and v, are the efficiency and noise variance of Alice’s
detector, respectively [see Eq. (A5) in Appendix Al].

From Eq. (1), the excess noise due to the passive state
preparation scheme (which equals A — 1) can be effec-
tively suppressed by introducing optical attenuation at
Alice (while keeping V4 at the desired value). Equation (1)
suggests that regardless of the amount of detector noise, as
no approaches zero, so does the excess noise. In practice,
this is convenient, since Alice’s detector does not need to
be shot-noise limited. To further illustrate the role of the
optical attenuation, in Appendix A we explicitly show that
under the beam-splitting attack, the information advantage
between Alice and Bob, when compared to that between
Eve and Bob, can be improved by introducing optical loss
at Alice.

In practice, ny cannot be zero; otherwise, to have a
nonzero average photon number in the outgoing mode, the
intensity of the thermal source has to be infinite. Secu-
rity proofs of practical CV-QKD, taking into account the
excess noise contributed by both Alice and Bob, are well
developed [28,29]. In the next section, we present our
experimental setup, develop a corresponding noise model,
and quantify the QKD performance using the established
security proof.

ITII. EXPERIMENTAL SETUP AND NOISE MODEL

The experimental setup is shown in Fig. 2. A fiber
amplifier (PriTel, Inc.), operated in cw mode (amplified
spontaneous emission: ASE in Fig. 2) with vacuum-state
input, is employed as a broadband thermal source. Previ-
ous studies have shown that the output from an unseeded
fiber amplifier is thermal [22,30-32]. To select a single
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Att2

Alice

FIG. 2. The experimental setup. ASE, broadband amplified
spontaneous emission source; L, narrow-band laser source as
local oscillator; BP, optical band-pass filter; BS, balanced beam
splitter; Pol, fiber polarizer; Attl, Att2, variable optical attenua-
tors; 90° OH, 90° optical hybrid; BD, balanced photodetector.

polarization mode, a fiber pigtailed polarizer (Pol in Fig. 2)
is placed right after the light source. Since the spectral
bandwidth of the source is about 30 nm, a 0.8-nm opti-
cal band-pass filter centered at 1542 nm (BP in Fig. 2) is
employed to reduce the optical power of unused light. Note
that the actual bandwidth of this filter is not crucial, since
the optical coherent detection is mode selective: only pho-
tons in the same spectral-temporal and polarization mode
as the local oscillator will be detected. Nevertheless, the
optical power of unused modes should be suppressed so
that they are well below the power of the local oscillator.

The filtered thermal light is split by a balanced beam
splitter into two modes: one is sent to Bob after passing
through an optical attenuator while the other is measured
locally by Alice using conjugate homodyne detection.
Note that there are two optical attenuators shown in Fig. 2:
Attl represents a “trusted” attenuator inside Alice’s sys-
tem, which cannot be controlled by Eve. It provides the
desired attenuation 7y shown in Eq. (1); Att2 represents
the channel loss, which is fully controlled by Eve. In this
proof-of-principle experiment, a single optical attenuator
is employed to provide the combined attenuation of Attl
and Att2.

A cw laser source with a central wavelength of 1542
nm (Clarity-NLL-1542-HP from Wavelength Reference)
is employed to provide local oscillators for both Alice’s
and Bob’s conjugate homodyne detection systems. For
long-distance applications, instead of transmitting a local
oscillator from Alice to Bob, it is more appropriate to gen-
erate Bob’s local oscillator locally [33—35]. The conjugate
homodyne detection is implemented using a 90° optical
hybrid and two balanced photodetectors. Limited by the
detectors available, different types of balanced photodetec-
tors are employed in Alice’s and Bob’s systems. The cor-
responding bandwidths are 100 MHz (Alice) and 75 MHz
(Bob). The outputs of all the balanced photodetectors are
sampled by a real-time oscilloscope.

One important deviation of the setup shown in Fig. 2
from the ideal passive QKD protocol discussed in the
previous section is that a multimode (rather than a single-
mode) thermal source is employed in the actual experi-
ment. On the one hand, this modification greatly simplifies
the implementation, since it is experimentally challeng-
ing to prepare a single-mode thermal state; on the other,
the existence of unused modes could contribute additional
noise, as we discuss below.

Within the integration time of the homodyne detec-
tor, the output of the light source (even after the 0.8-nm
spectral filter) contains many spectral-temporal modes of
independent thermal states. To generate correlated keys,
Alice and Bob have to measure the same mode. In prac-
tice, the modes measured by Alice and Bob (which are
determined by the modes of their local oscillators) may not
be perfectly overlapped. We define the mode measured by
Bob as mode |B). The mode measured by Alice may be
decomposed as

|4) = alB) + b|B'), 2

where |B’) represents the mode orthogonal to mode |B) and
la|? + |b|*> = 1. Without loss of generality, we assume that
the mode-overlap coefficient a is a real number.

For simplicity, we only consider the X quadrature
below. The P quadrature can be studied in a similar way.
The X quadrature of the outgoing mode (see Fig. 3) is

given by
X1 =4/ xm - xvl

where xi, is the X quadrature of mode |B) of the source, 1
is the transmittance of the optical attenuator, and x,; and
X3 represent vacuum noises introduced by beam splitter 1
and the optical attenuator, respectively.

V1 = noxys, (3)

, X o)
X1 pvl} 3’pv3} {Xv4'pv4} { vSlpvs}n
{x.n,p.n} PPy} bp HD
()™ T8 ED
3
X, HD Moy {sz'pvz} be[%ﬂ P,
BS; U Hp
v
X
UHD 3
Alice P2 Bob

FIG. 3. The noise model of the experimental setup. S, thermal
source; BS;_3, balanced beam splitter; Att, optical attenuator;
HD, homodyne detector; T, a beam splitter emulating channel
10SS; Nax, Mbx> Nap> and nyp, beam splitters emulating losses of
homodyne detectors.
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Similarly, Alice’s measurement result of the X quadra-
ture is given by

A/ Nax
Xy =

2
+ %xﬂ - 1 — NaxXva + Eax, 4

where 1,x and E, are the efficiency and noise of Alice’s

homodyne detector for X -quadrature measurement; x; is

the X' quadrature of mode |B’) of the source; x|, is the vac-

uum noise in mode |B’) from beam splitter 1; x,, and xy,

are vacuum noises associated with beam splitter 2 and 7,.
Given x,, Alice’s optimal estimation of x; is

A/ Max
2

(axin + bxj,) + (ax,1 +bx)))

Xopt = 04X2, (5)

where oy = (x1x2)/(x3) [36,37].
Using Egs. (3) and (4), we can determine o4 as

1oa~/210Nax

noMax + 2Uax + 2 ’

oy = (6)
where ng is the average photon number per mode from
the source and v, = (Efx) is the detector-noise variance.
The relation (x2) = ((x/,)?) = 2ny + 1, which is a good
approximation for the broadband light source used in our
experiment, is used in the above derivation.

Using Egs. (3)H6), Alice’s uncertainty on x; given her
measurement result of x, can be determined as

Vit = ((x1 — aax2)?)
_ Dame+ D+ Vine(l—a) )
N VAnax + 2”0(Uax + 1) ’

where V4 = nony is the equivalent modulation variance of
the outgoing mode.

The excess noise due to the passive state preparation
scheme is &4 = Vy1jx2 — 1, which can be determined from
Eq. (7) as

_ 2VATIO(Uax + 1) + Vinax(l - a2)
A = .

(8)
VAnaX + 2770(Uax + 1)

Once the QKD excess noise has been appropriately quan-
tified, we can apply the standard security proof for GMCS
QKD to calculate the secure-key rate. In the next section,
we experimentally determine the mode mismatch a and
other system parameters to evaluate the performance of our
system.

IV. EXPERIMENTAL RESULTS

In the experiment, both the broadband light source and
the local oscillator are operated in cw mode. A 2-GHz-
bandwidth real-time oscilloscope is employed to sample

the outputs of Alice’s and Bob’s detectors. The modes
sampled by Alice and Bob are determined by lengths of
optical paths and also the electrical frequency responses
of the optical homodyne detectors. Due to experimen-
tal imperfections, the modes measured by Alice and Bob
are not perfectly overlapped, i.e., a < 1. To determine a,
we calculate the correlation between Alice’s and Bob’s
measurement results at different output photon numbers.

Alice’s X -quadrature measurement result, x,, is given
by Eq. (4). Similarly, when no optical attenuation is
applied (no = 1, T =1, see Fig. 3), Bob’s X -quadrature
measurement result, x3, is given by

Xy == bem - = bexvl

)

Mbx
+ P Xp5 — / 1- NbxXvb +be’

where npx and Epy are the efficiency and noise of Bob’s
homodyne detector for X -quadrature measurement; x,s
and x,, are vacuum noises associated with beam splitter
3 and nyx (see Fig. 3).

Using Egs. (4) and (9), it is easy to show that

(3) = Do + v+ 1, (10)

(2) = %no T oo + 1, (11)
\/77 xbx

(x2x3) = az noa (12)

From Eqgs. (10)+12), the correlation coefficient between x;
and x3 is given by

(x3)(x3)

Corr =

(13)
N0/ MNaxMox

= a.
\/(naxno + 2Uax + 2) (oxho + 2Ubx + 2)

Equation (13) shows that as ny approaches infinity, the
correlation coefficient approaches the mode-overlap coef-
ficient a. Thus, we can determine a experimentally by
measuring the correlation between Alice’s and Bob’s mea-
surement results at a high output photon number.

We adjust ny by changing the pump power of the fiber
amplifier and calculate the correlation coefficient from
experimental data. In this experiment, no optical atten-
tion is applied (ot = o7 = 1). The local oscillator power
is 2 mW. The detection efficiency and noise variance
of Alice’s and Bob’s conjugate homodyne detectors are
Nax = 0.43 £0.01, nyp = 0.38 £ 0.01, np = 0.54 £0.01,
Nop = 0.51 £0.01, vy = 0.17 £ 0.01, vy, = 0.19 £ 0.01,
Upx = 0.24 £0.01, and vy, = 0.23 +0.01. At each pho-
ton level, we collect 500000 data samples, which are
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FIG. 4. The raw data of Alice’s and Bob’s X -quadrature mea-
surement results (79 = 880 and no optical attenuation applied).

further divided into ten 50 000-data sets. The correlation
coefficient is calculated for each data set.

Figure 4 shows the raw data of Alice’s and Bob’s X -
quadrature measurement results when the average photon
number per mode from the source is ny = 880. Figure 5
shows the correlation coefficient of Alice’s and Bob’s X -
quadrature measurement results at different ny (the error
bars represent one standard deviation). The solid line is

0.9 1

0.8

0.7

0.6

0.5 1

Correlation

0.4 1

0.3 1

0.2 1

0.1

T T T T T T
0 100 200 300 400 500 600 700
Average photon number

FIG. 5. The correlation coefficient of Alice’s and Bob’s X -
quadrature measurement results at different output photon num-
bers of the light source. The blue dots represent experimental
results (the error bars represent one standard deviation). The solid
line is a fitting curve using Eq. (13) with a = 0.96.

X—Alice (arb. units)

FIG. 6. The raw data of Alice’s and Bob’s X-quadrature
measurement results (np = 900 and 1, = —42.2 dB).

a curve fit using Eq. (13) with a = 0.96 and the detec-
tor parameters given above. The theory and experimental
results match well.

To further justify the above noise model, we conduct
experiments using a constant ny of 900 and different opti-
cal attenuation 7. This experiment can also be modeled
using Eq. (13), with n,x replaced by ninpx. Note that
when the optical loss is very high, the correlation between
Alice’s and Bob’s data is barely visible from the raw data,
as evidenced by the case of 5y = —42.2 dB shown in
Fig. 6. Nevertheless, by calculating the correlation coeffi-
cient from the raw data and comparing it with the theoret-
ical prediction, the proposed noise model is well justified,
as shown in Fig. 7.

As we show in Ref. [22], the well-established security
proof of GMCS QKD can be applied to passive CV-QKD,
as long as Alice’s excess noise is properly quantified using
Eq. (8). We calculate the secure key as a function of the
channel length using the experimentally determined sys-
tem parameters. Here, we assume that the quantum channel
is a single-mode fiber with an attenuation coefficient of
y = 0.2 dB/km. As shown in Fig. 8, a practical distance
above 80 km could be achieved. The QKD distance could
be further extended by improving the mode-overlap factor
a. Details of the secure-key formulas are summarized in
Appendix B.

To compare the simulated secure-key rates with the
experimental results shown in Fig. 7, we use Eq. (Al1) in
Appendix A to determine the mutual information between
Alice and Bob from the experimentally determined corre-
lation coefficient as /45 = log, [1/(1 — Corrz)]. Two data
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FIG. 7. The correlation coefficient of Alice’s and Bob’s
X -quadrature measurement results as a function of the opti-
cal attenuation 1 = 1o 7. The blue dots represent experimental
results (the error bars represent one standard deviation). The solid
line is a fit curve based on Eq. (13) by replacing nyx with 111px-

points shown in Fig. 7, corresponding to 1, = —32.1 dB
and —42.2 dB, are used in the calculation. Since only
one attenuator is applied in the experiment, we artificially
divide the total attenuation 7 into Alice’s attenuation 1
and channel transmittance T as {ny = 0.0009, T = 0.69}
(for nwt = —32.1 dB) and {5y = 0.0004, T = 0.15} (for

bits/pulse)
=

4
= 1071
[0)
2
©
= 5
- i
®10
~
0 .
Q‘10
o}
w
7
10
-8

Fiber length (km)

FIG. 8. The secure-key rate as a function of channel loss. Sim-
ulation parameters: a = 0.96, ng = 900, 1, = 0.43, 1y, = 0.38,
Nox = 0.54, npp = 0.51, vax = 0.17, vy = 0.19, vy = 0.24, and
Upp = 0.23. The efficiency of the reconciliation algorithm is
f =0.95 (see details in Appendix B). The two data points are
secure-key rates calculated using the experimental results shown
in Fig. 7 (the error bars are determined by one standard deviation
of the correlation coefficient).

Nt = —42.2 dB). The calculated secure-key rates are
shown in Fig. 8 as two points, with error bars determined
by one standard deviation of the correlation coefficient.

V. SUMMARY

One common question on the passive CV-QKD scheme
is whether we can trust the randomness from a thermal
source. It is a common practice to apply a quantum
random-number generator [38,39] in prepare-and-measure
QKD for state preparation and/or measurement-basis
selection. As we discuss in Ref. [32], while quantum ran-
domness is ultimately connected to quantum superposition
states, in the fully trusted device scenario, the quantum
state received by the detector does not need to be a
pure state. One illustrative example is the first quantum
random-number generator, where electrons from a radioac-
tive source such as *°Sr are detected by a Geiger-Miiller
tube at random times [40,41]. In this process, while the
whole system (the radioactive nuclei and electrons) is in a
pure state, the state received by the detector is a mixture of
zero-electron and one-electron emission states. True ran-
domness can be generated as long as Eve cannot access
(or control) the radioactive source. Similar arguments can
also be applied to randomness generated from spontaneous
emission using a thermal source.

The security of QKD is only as good as its underlying
assumptions [42]. In this paper, we adopt a commonly used
assumption in QKD that the QKD systems employed by
Alice and Bob are fully trusted and cannot be accessed
by Eve. In practice, any real-life QKD systems cannot be
perfect. It is thus important to scrutinize all of the imple-
mentation details to identify potential side channels and
develop the corresponding countermeasures. The investi-
gation of loopholes and countermeasures in practical QKD
systems plays a complementary role to security proofs.

In summary, we conduct experimental studies on the
recently proposed passive CV-QKD protocol [22], which
is appealing for chip-scale implementation. When imple-
mented with a practical multimode thermal source, one
important issue is how to determine the excess noise con-
tributed by photons in the unwanted modes. In this paper,
we develop a noise model based on a practical setup and
conduct experiments to verify the above model using a
commercial off-the-shelf amplified spontaneous emission
source. Our results suggest that passive CV-QKD could be
a cost-effective solution for metro-area QKD.
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APPENDIX A: DETAILED NOISE MODEL
ANALYSIS

In this appendix, we present a detailed noise model
of the passive CV-QKD scheme, taking into account the
imperfections of practical homodyne detectors. To gain
some intuition on its security, we also study the well-
known beam-splitting attack where Eve replaces the lossy
quantum channel by a beam splitter with a suitable trans-
mittance and measures both the X quadrature and P
quadrature of the reflected light, as shown in Fig. 9. Note
that in our model, we assume that Eve’s detectors are
perfect while Alice’s and Bob’s detectors are lossy and
noisy.

For simplicity, we only consider the X quadrature
below. The P quadrature can be studied in a similar way.
The X quadrature of the optical-mode output from Alice
(see Fig. 9) is given by

X1 = ,/ xm -

where xj, is the X quadrature of the output of the source,
1o is the transmittance of the optical attenuator, and x,,; and
X3 represent vacuum noises introduced by beam splitter 1
and the optical attenuator, respectively (see Fig. 9). Note

xvl — v 1 —noxy3,

(AT)

{x, ,pv} {x,5P,s}
Pl o xpu Vjpvsn "
{X,nrp,n} {X P } y T bp
SEEARSIEMESN 25
BS;
x, HD nax {x v2’pv2} HD XoePog} Ij?nbx p3
n o B P BS: | [JHD
o Z 4 HD )l(
q]HD v 3
. p
Alice P2 !
Eve Bob

FIG. 9. The detailed noise model under the beam-splitting
attack. S, thermal source; BS;_4, balanced beam splitter; Att,
optical attenuator; HD, homodyne detector; T, a beam split-
ter emulating channel 10ss; 7ax, Mbx, Nap> NMbp, beam splitters
emulating losses of homodyne detectors.

that the variance of the vacuum noise is 1 in shot-noise
units, i.e., (x2,) = (x%) = 1.

Given that the source outputs a thermal state with an
average photon number of ny, it is easy to show that the
outgoing mode from Alice is also a thermal state with an
average photon number of ngny/2. The output state from
Alice in the passive CV-QKD is identical to that of GMCS
QKD using active modulation with a modulation variance
of

Va = nono. (A2)
As we discuss in Sec. 11, the secure-key rate of CV-QKD is
sensitive to excess noises. It is thus important to quantify
how much excess noise is introduced by the passive state
preparation scheme.

As shown in Fig. 9, Alice splits the output of the source
into two modes using a balanced beam splitter and mea-
sures the X quadrature and P quadrature of the local mode.
Alice’s X -quadrature measurement result is

LY, nax A 7721X
2 Xin —‘l_ 2

n .
ﬁXvZ - NaxXva + Eax;

X2 = vl

(A3)

where 1, and E, are the efficiency and noise of Alice’s
homodyne detector for X -quadrature measurement and x,,
and x,, are vacuum noises associated with beam splitter 2
and 7,x.

Given x,, Alice’s optimal estimation of x is Xopt = cox2,
where oy = (xlxz)/(xg) [36,37].

Using Egs. (A1) and (A3), we can determine « as

v — 10~/ 2101ax (A4)
0 noNax + 2Uax + 2

In the above derivation, we define the detector-noise vari-
ance as U,x = (Efx). We also use the relation of (xizn) =
2ny + 1, which is true for a thermal state.

Alice’s uncertainty on x; given her measurement
result of x, is A = Vo = ((x1 — apx2)?). Using Egs.
(A1)«(A4), we can determine the excess noise of state
preparation as

2VA(Uax + 1)

eg=A—-1= 1o
VAnax + ZUO(Uax + 1)

(AS5)

Equation (AS5) suggests that the excess noise of the pas-
sive state preparation scheme can be effectively reduced by
introducing large optical attenuation at Alice (i.e., 7y < 1).
Note that to keep a desired variance V4 of the outgoing
mode, a large ng is required from the source to compensate
a small 7.
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To further illustrate the role of the optical attenuation,
we calculate the mutual information between Alice and
Bob (/43), and the one between Eve and Bob (/zg), under
the beam-splitting attack. We emphasis that in this paper,
we consider the CV-QKD protocol using heterodyne detec-
tion and reverse reconciliation, where Bob measures both
the X quadrature and the P quadrature of the incoming
mode, and Alice tries to guess Bob’s measurement results
from her data. This is in contrast to the direct reconciliation
protocol, where Bob tries to determine Alice’s data.

As shown in Fig. 9, a lossy channel with a transmit-
tance of 7' can be modeled by a beam splitter with an
appropriate splitting ratio. In the beam-splitting attack, the
transmitted and reflected mode are detected by Bob and
Eve, respectively.

From Fig. 9, Bob’s X -quadrature measurement result is

given by
[(1— 770)T Mox

_ 770 T 77bx
[ (1 = T T)’7b Mo —
X Xv4 + _XxUS —v1-= NbxXvb +EbX9

(A6)

W ﬂoTﬁbx

where npx and Epy are the efficiency and noise of Bob’s
homodyne detector for X-quadrature measurement, x
represents vacuum noise associated with 7y, and vacuum
noises introduced by other components are shown in Fig. 9.

Similarly, Eve’s X-quadrature measurement result is
given by

«/770(1 - T)x- W?o(l -1

vl

(1 — 1 —
/( 770)( v3+ xv4+ f

In reverse reconciliation, Alice tries to guess Bob’s mea-
surement result x3 given her own measurement result
x. Alice’s optimal estimation of x3 is x4 = a1x,, where
o] = {(x3x2)/ (x%). From Egs. (A3) and (A6), Alice’s con-
ditional variance on Bob’s measurement result V34 can be
determined as

(AT)

2
Vi = (0 — a1x2)®) = (x3) — <x<2xxz3>>
V,T 1 2 (A8)
_ V4 nbx(Uax+ ) + Up + 1.

B %VA—i_zUaX—'—Z

Since a secure key could be generated from both X and P,
the mutual information between Alice and Bob is given by

y
Lip = log, (V;) (A9)

where Bob’s X -quadrature variance Vj is given by

VA Tnbx
2

Vp = (x3) = + vy + 1. (A10)
Note that by using Egs. (A8) and (A10), we can write
Eq. (A9) as

1
Lig = log, <—1 - COH2> , (All)

where Corr = (x2x3)/4/ (x3)(x3

) is the correlation coeffi-
cient. Equation (A11) allows us to use the experimentally
determined correlation coefficient to estimate the mutual
information between Alice and Bob.

Following a similar procedure, Eve’s conditional
variance on Bob’s measurement result and the mutual
information between Eve and Bob can be
determined as

VaTnox
Vip = —a2 % 4 41 Al12
BE= g2t (A12)
and
v
Ing = log2< 5 ) (A13)
4:1

From Egs. (A8) to (A13), for a given V4, we can effectively
suppress Vg4 and thus increase /45 by reducing the value
of no. In contrast, /g is independent of the value of 7.
This shows that the information advantage between Alice
and Bob over that between Eve and Bob can be improved
by introducing optical loss at Alice.

In principle, a secure key could be generated as long
as Vg4 < Vpe. The corresponding constraint on 1y can be
determined from Eqs. (A8) and (A12) as

Nax

(x + DA =T) (A1)

No <

APPENDIX B: SECURE-KEY-RATE
CALCULATION

The asymptotic secure-key rate of GMCS QKD,
in the case of reverse reconciliation, is given by
Refs. [16,44]:

R = flyp — x5E, (B1)
where 4 is the Shannon mutual information between
Alice and Bob, f is the efficiency of the reconcilia-

tion algorithm, and ypg is the Holevo bound on Eve’s
information about Bob’s secure key.
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For an optical fiber link with an attenuation coefficient
of y, the channel transmittance is given by

T =10CrD/10, (B2)

where L is the fiber length in kilometers.

In the case of conjugate homodyne detection, the X -
quadrature noise added by Bob’s detector (referred to
Bob’s input) is given [43] by

Xhet = [1 + 1 - T’bx) + 2be]/77bx~ (BS)

The channel-added noise (referred to the channel input) is
given by

Xine = 7, — 1 + &4, (B4)
T
where ¢4 is defined in Eq. (8) in the main text.
The overall noise is given by
Xh
Xtot = Xline + ;t~ (BS5)

Since both quadratures can be used to generate a secure
key, the mutual information between Alice and Bob can be
determined by

V+ Xtot

Iy = log, T r” (B6)
()]

where V="V, ,+ 1.

To estimate gz, we assume that Eve cannot control the
imperfections in Bob’s system. This noise model has been
widely used in CV-QKD experiments [9,12,16—20]. Under
this model, the Holevo bound of the information between
Eve and Bob is given [16] by

2 5
Ai—1 ri—1
X8 = ZG(T) —ZG(T), (B7)
i=1 i=3
where G(x) = (x + 1)log, (x + 1) — xlog,x,
1
=3 [A + /A2 43] , (B8)
where
A=V =20)4+2T + T*(V + Xiine)%, (B9)
B=T(Vyine + )7, (B10)
1
A§’4=§[C:l:\/CQ—4D], (B11)

where
C= ;{Axﬁet + B+ 14 2xhet
[T(V + Xtot)]2
x [VWB + T(V + xine)] + 2T(V* — 1)}, (B12)
2
As = 1. (B14)

We remark that in this paper, all the excess noise gener-
ated at Alice is assumed to be caused by Eve’s attack. This
is a very conservative assumption. An alternative way to
deal with the excess noise is to develop a suitable “trusted”
noise model [45], which may lead to a better secure-key
rate.
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