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There is an increasing and demanding interest in the realization of secure communication schemes.
Here, we conceive and realize an approach for a message-encoding scheme between two parties, Alice and
Bob, by exploiting the infinite number of polarization states of unpolarized thermal light on the Poincaré
sphere together with their correlation properties to camouflage and recover a message, thus realizing ghost
polarization communication. At first, we investigate the second-order correlation coefficient g(2)(τ ) of
classical unpolarized broadband amplified-spontaneous-emission light emitted by an erbium-doped fiber
amplifier at 1550 nm by manipulating its instantaneous polarization state utilizing various polarization
optics in the beam paths of a Hanbury-Brown and Twiss like ghost polarimetry setup using ultra-fast two-
photon absorption in a photomultiplier tube. The observed polarization state modifications are in excellent
agreement with our developed model based on the Stokes vector dynamics and a Glauber protocol for
g(2)(τ ). On the basis of these results we then proceed towards the realization of a message-encoding
scheme. By changing the instantaneous polarization state using a half-wave plate, Alice encodes and
subsequently transmits a message. The camouflaged message can be recovered uniquely by Bob measuring
the second-order correlations of the modified instantaneous polarization state with his reference beam. By
using the agreed keypad of the communication scheme, he is able to retrieve the bit values of the encoded
message. Finally, we address real-world implementation of this first proof-of-principle demonstration and
discuss its security issues. This scheme demonstrates a method of establishing a secure communication
link between two parties directly on the physical layer based on polarization correlations of classical
light. It is expected that by the realization of this correlated photon modality not only avenues for ghost
modalities, in general, are opened but also insight into polarization, even more than 175 years after Stokes
will be achieved.
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I. INTRODUCTION

Secure communication is currently an important and
challenging topic [1] for global digital-data exchange and
ensures the interaction of Internet-of-Things devices as
well as the private messaging between two parties (com-
monly called Alice and Bob). A frequently deployed
system is the Rivest-Shamir-Adleman (RSA) public key
cryptosystem [2], which is commonly used to secure
web servers, emails, and credit-card payment systems [3].
Many efforts have been made in breaking the RSA sys-
tem [3], but the most critical security vulnerability would
arise from an efficient factoring using Shor’s algorithm
[4] on a quantum computer [5]. With the efforts made in
the development of quantum computers [6], secure crypto-
graphic systems are of recent interest [7], and alternative
communication schemes like quantum cryptography are
developed [8]. The latter ensures security due to the no-
cloning theorem of quantum mechanics [9], which forbids
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perfectly cloning a quantum state [10]. Two important pro-
tocols for quantum communication are the BB84 [8] and
Ekert [11] protocol, which have been implemented for
free-space [12–14], satellite-based [15], and fiber-based
[16] communication.

Apart from quantum cryptography, chaos communica-
tion is another area of research that aims to realize the
secure transfer of information on the basis of physical laws
[17–19]. In simple bidirectional communication schemes
two lasers operating in the chaotic regime are coupled and
the synchronization between them allows for the extrac-
tion of the information that has been camouflaged in the
chaotic emission, thus providing a measure of security
directly on the physical layer of the Open Systems Inter-
connection (OSI) model [20,21]. More elaborate schemes
have demonstrated high bit rates and transmission robust-
ness in a real-world scenario using these lasers operating
in chaotic mode [22–24].

Another approach [25,26] that is used to achieve optical
encryption is based on a technique called ghost imaging.
At first, the ghost imaging scheme was observed with
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entangled photons [27]. Later, it was found that ghost
imaging can be performed by using a classical pseudother-
mal source or even with sunlight and that the underlying
physics can be described comprehensively by classical
coherence propagation [28–32]. This imaging scheme can
be seen as one part of various ghost modalities, all relying
on the correlation of photons. In this framework, exper-
iments on ghost spectroscopy [33–35], temporal ghost
imaging [36,37], and ghost polarimetry [38] have been
demonstrated. In principle, the latter scheme would enable
the transmission of a camouflaged message [38] by hiding
and subsequently recovering a polarization state, compara-
ble to the idea behind chaos communication [39].

Here, we pursue an approach for a secure message-
encoding scheme based on polarization correlations of
classical unpolarized light, such that the message can be
camouflaged and subsequently retrieved in a way which
has similarities to chaos cryptography concerning the idea
of using the physical layer to encode and retrieve the
message. However, here we now exploit the infinite num-
ber of polarization states on the Poincaré sphere as a
basis for encoding. The polarization state of light can be
described entirely by a four-valued Stokes vector [40],
consisting of the intensity S0 and three polarization compo-
nents S1, S2, and S3 representing a vector on the Poincaré
sphere [41]. For completely unpolarized light, such as
amplified spontaneous emission (ASE), e.g., emitted by
an erbium-doped fiber amplifier (EDFA), the components
S1 to S3 are zero. These components keep their zero
value when the light passes through a wave plate, whose
properties are described in terms of the Mueller matrix
formalism. However, these values of the Stokes parame-
ters are stationary values, which do not account for any
ultra-fast polarization-state dynamics of unpolarized light.
And, indeed, a novel dynamic description of unpolarized
light was recently introduced [42]. Here, the polarization
is described as an instantaneous polarization state (IPS),
which can move randomly on the Poincaré sphere [42,43].
The time in which the IPS does not deviate significantly
from its original state refers to the polarization time. This
characteristic time is in the femtosecond regime and can
be measured by detecting ultra-fast polarization correla-
tions using two-photon absorption [44]. We directly use
these ultra-fast polarization-state dynamics and investigate
the influence of wave plates on the IPS of unpolarized
light emitted by an EDFA. These IPS modifications are
then used to conceive a proof-of-concept experiment for
the secure data transfer between two parties, thus demon-
strating its functionality in hiding and securely recovering
a message.

II. EXPERIMENTAL SETUP

The idea behind the communication scheme is now real-
ized within the frame of a Hanbury-Brown and Twiss ghost

imaging or ghost polarimetry setup, which is schematically
depicted in Fig. 1. Here we design our scheme in the sense
that the reference beam [45] remains solely and securely
on Bob’s side and the object beam is directed to Alice, who
encodes a message on it and redirects it back to Bob. He
then recovers the message by exploiting the polarization
correlation properties between his reference beam and the
object beam that contains the message encoded by Alice.
The unpolarized light emitted by the EDFA is divided
equally into a reference and an object arm of roughly equal
lengths by a nonpolarizing beam-splitter cube. The light
source, beam splitter, delay stage, photomultiplier, quarter-
wave plate (QWP λ/4), and a linear polarizer are located
at Bob’s part of the experiment, who wants to receive the
message from Alice. After the IPS is modified by Bob’s
QWP, the light in the object arm is sent to Alice, who uses
this part of the light to encode her message. She modifies
the IPS using different half-wave plate (HWP, λ/2) orienta-
tions to encode her message. The light passes a fixed linear
polarizer (LPO) on Alice’s side and finally is sent back to
Bob where the two arms are combined again by a fiber
coupler and the superimposed light is focused onto the
cathode of a photomultiplier tube (PMT), which together
with the variable delay stage (τ ) enables the determina-
tion of the second-order correlation coefficient g(2)(τ ). All
second-order correlation measurements for quantifying the
polarization correlations and for extracting the message
have been determined via interferometric autocorrelation
functions recording the two-photon absorption counts of
the PMT as a function of the realized displacement of the
delay stage. Such a measured interferogram is shown on
the bottom left side of Fig. 1. From this interferogram the
normalized g(2)(τ ) coefficient is obtained by low-pass fil-
tering [46] and a spline fit to the filtered curve is used to
extract the value g(2)(τ = 0). The resulting spline curve
for the g(2)(τ ) coefficient is shown on the bottom right-
hand side of Fig. 1. A value of g(2)(τ = 0) of 2 is obtained
for fully polarized thermal light (photon bunching), while
a value of 1 indicates coherent light (no photon bunch-
ing). For the correlation coefficient of unpolarized thermal
light without any polarization optics in the interferometer,
a value of g(2)(τ = 0) = 1.5 is obtained [47]. Furthermore,
the degree of polarization of the unpolarized thermal light
of the EDFA used in this setup is measured to be 0.02 [38].

III. RESULTS

A. Experimental polarization correlation results

First, in preparation and as the basis for the communica-
tion scheme, the g(2)(0) values are measured as a function
of the rotation angle between the two LPs without any
wave plate in the object arm. The LPR and LPO are placed
in the positions shown in Fig. 1. The results are depicted in
Fig. 2 as solid black triangles. An angle of 0◦ corresponds
to the LPs rotated parallel to each other. For this case, the
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(a) (b)

FIG. 1. Experimental setup enabling a secure message transfer
from Alice to Bob by exploiting polarization correlations of pho-
tons. Top: Alice encodes her message as a rotation angle of the
half-wave plate. The resulting IPS change can be measured by
Bob using the two-photon absorption of a PMT (TPA PMT) and
exploiting the polarization correlation between reference beam
and object beam. Further components depicted are as follows:
erbium-doped fibre amplifier, quarter-wave plate, beam-splitter
cube (BS), linear polarizer (LPR) in the reference arm, linear
polarizer (LPO) in the object arm and fiber coupler (FC). Below
the EDFA, there is a schematic depiction of the Poincaré sphere,
which is spanned up by the three Stokes parameters S1, S2, and
S3 and the temporal IPS dynamics on its surface is illustrated
by the red-dot curve. Bottom: extraction of the g(2)(τ ) coeffi-
cient [right, (b)] from a measured fringe-resolved interferometric
autocorrelation function [left, (a)].

light of the two interferometer arms is correlated since the
g(2)(0) value is 2. By increasing the LPR rotation angle,
the g(2)(0) values approach a value of 1 as the two LPs are
orientated orthogonally to each other. These results con-
firm the Malus law for this ghost polarimetry setup [38]. In
this setup, the g(2) values (solid black triangles) depicted
in Fig. 2 are fitted by a function of the following form:

g(2)(τ = 0, ϑ) = 1.5 + 0.5 cos(2ϑ), (1)

where ϑ is the LPR rotation angle with respect to the LPO.
This function is derived using a model that is discussed
in the appendix of this paper. Using basic trigonometric
identities, this formula can be rewritten in a form that is
equivalent to the Malus law:

g(2)(τ = 0, ϑ) = 1 + cos2(ϑ). (2)

We now place a HWP at a rotation angle of 45◦ in front
of the fixed LPO. As a result, the g(2) curve is shifted by

FIG. 2. Polarization correlations for LPs. Values of g(2)(τ = 0)

as a function of the rotation angle of the linear polarizer LPR
in the reference arm for a fixed rotation angle of LPO (solid
black triangles). Placing an additional half-wave plate oriented at
45◦ with respect to the fixed LPO and measuring the g(2)(τ = 0)

values yields the data points indicated by open blue squares. Con-
tinuous lines show the fits using Eqs. (1) and (3). The precision
of the depicted g(2)(τ = 0) measurement results is defined by the
statistical error resulting from five subsequent measurements and
is indicated in all experimental data sets by the error bars.

approximately 90◦ to the right (Fig. 2, blue squares), as the
IPS is also rotated by 90◦ due to the influence of the HWP.
Here, the g(2) values (open blue squares) depicted in Fig. 2
are fitted using the following function:

g(2)(τ = 0, ϑ , β) = 1.5 + 0.5 cos[2(ϑ − 2β)], (3)

where ϑ is the LPR rotation angle and β is the HWP rota-
tion angle. This function is also derived in the appendix.

After having successfully recovered the phase shift
introduced by the HWP on the unpolarized light of the
EDFA, in a second experiment the HWP is replaced by a
QWP to generate elliptical and circular IPS, depending on
the rotation angle of the QWP. The measured g(2) values
for linear, elliptical, and circular polarization are shown in
Fig. 3 as solid red circles, solid orange triangles, and open
green diamonds, respectively.

In the case of a linear IPS with a QWP rotation angle
of 0◦ the g(2) values are modulated between 1 and 2 for
the various LPR rotation angles. For an LPR rotation angle
of 0◦, the polarizers LPR and LPO are aligned in paral-
lel and a maximum g(2) value of 2 is obtained. Similar to
the results obtained without any wave plate as depicted in
Fig. 2, the g(2) values decrease, when the polarizers are
aligned orthogonally to each other for a LPR rotation angle
of 90◦. However, for this setup, the g(2) values depicted in
Fig. 3 are fitted by a function of the following form:

g(2)(τ = 0, ϑ , α) = 1.5 + 0.25 cos(2ϑ)

+ 0.25 cos[2(ϑ − 2α)], (4)
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FIG. 3. Polarization correlations for LP and QWP. Values of
g(2)(τ = 0) as a function of the linear polarizer LPR rotation
angle in the reference arm. The g(2)(τ = 0) values for a quarter-
wave plate rotation angle of 0◦ indicate an unpolarized IPS (solid
red circles), whereas the g(2)(τ = 0) values for rotation angles of
30◦ and 45◦ show an elliptical IPS (closed orange triangles) and a
circular IPS (open green diamonds), respectively. The continuous
lines are fitted to the data points using Eq. (4).

where ϑ and α are the LPR and the QWP rotation angles,
respectively. The origin of this function is also discussed
in further detail in the appendix. When the rotation angle
of the QWP is increased, the range of the g(2) values
is reduced and the values are shifted to the right, when
increasing the LPR rotation angles from 0◦ to 180◦. This
behavior can clearly be observed for the case of an ellipti-
cal IPS for a QWP rotation angle of 30◦ (solid orange trian-
gles in Fig. 3). When the QWP is rotated to 45◦, all of the
g(2) values are nearly constant at 1.5 for all rotation angles
of the LPR, as can be seen in Fig. 3 (open green diamonds).
This indicates that the IPS is transformed into a circular
polarization state for all rotation angles of the LPR. This
demonstrates that by placing the QWP in front of the LPO,
we generate all possible elliptical IPS for unpolarized light
that are represented by the respective g(2)(τ = 0) values.

By using a combination of HWP, QWP, LPR, and LPO
placed at the respective positions depicted in Fig. 1, these
results show that we can generate all possible polarization
states on the Poincaré sphere [48].

The presented experimental results of the second-order
correlation coefficient g(2) resemble the intensity measured
for the corresponding polarization state after passing a lin-
ear polarizer in classical Stokes parameter analysis [48].
However, these characteristic curves of the intensity can
only be achieved for completely polarized light as the
Stokes vector of unpolarized light is given by (1, 0, 0, 0)

and thus does not change after passing a wave plate. In
our experiments, we reveal an analogous behavior of the
second-order correlation coefficient for the unpolarized
light emitted by our EDFA in comparison to completely
polarized light in a classical Stokes parameter analysis.

FIG. 4. Communication keypad. Values of g(2)(τ = 0) mea-
sured by Bob as a function of the HWP (Alice) and QWP (Bob)
rotation angle. The dashed lines indicate the two HWP angles
used for encoding: 30◦ represent a “0” (green dashes) and 60◦
represent a “1” (purple dashes). The data points across the dashed
lines are the data in Fig. 6.

B. Communication scheme

In order to now realize a camouflaging communica-
tion scheme based on the polarization correlations and the
shown IPS modifications, both the HWP and QWP are
placed into the object arm as depicted in Fig. 1 and the
influence of their rotation angle on the g(2)(τ = 0) value
measured by Bob is investigated. These angles are iter-
ated from 0◦ to 90◦ and from 0◦ to 180◦ in 10◦ steps,
respectively. Here, an angle of 0◦ corresponds to an optical
axis orientation parallel to the LPs. The resulting two-
dimensional map of g(2)(τ = 0) values is shown in Fig.
4, where a value of 2 is represented by a red coloring and
a value of 1 is given in the bluish areas of the figure.

Holding the HWP angle fixed at 0◦ and rotating the
QWP angle the g(2) values alter between a maximum of
2 and 1.4 with a periodicity of 90◦. Increasing the rota-
tion angle of the HWP up to 45◦, the QWP angle at which
the g(2) coefficient reaches its maximum is shifted towards
larger angles. Also, the maximum and minimum g(2) val-
ues both decrease with larger HWP angles and exhibit
values of 1.7 and 1, respectively. Increasing the HWP rota-
tion angle beyond 45◦ an asymmetry of the g(2) values as a
function of the QWP rotation angle becomes apparent. At
an HWP angle of 45◦ the maximum g(2) values are located
at a QWP angle of 45◦ and 135◦, respectively, but they
possess values of 1.7 and 1.4 each. The simulations of the
communication keypad, as performed in the appendix, are
depicted in Fig. 5, with red areas indicating a g(2)(τ = 0)

value of 2 and blue areas denoting a g(2)(τ = 0) value of 1.
Furthermore, the simulations clearly show that this asym-
metry is caused by a retardation deviation of the HWP
conditioned by the broad spectrum of the EDFA and the
wavelength-dependent retardation of the nonideal HWP.
There is a remarkable agreement between the simulations
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FIG. 5. Simulated communication keypad. Simulated map of
g(2)(τ = 0) values as a function of the HWP and QWP rota-
tion angles for the case of a HWP with a nonideal retardation
value of 0.55, calculated according to Eq. (A17). See Fig. 4 for
comparison with the experimental data.

expressed by Eq. (A17) as depicted in Fig. 5 and the exper-
imental data depicted in Fig. 4. This means that one can
determine the HWP angle by measuring the g(2)(τ = 0)

values for well-selected QWP rotation angles. This is the
reason why we call Figs. 4 and 5 the communication
keypad.

These results thus allow an encoding and decoding of
information and serve as the keypad for the GPC scheme.
In the classical Stokes parameter analysis these values
are hidden, as the polarization state of the unpolarized
light does not change after passing the QWP and HWP.
Therefore, these hidden angles can only be revealed by
a measurement of the second-order correlation coefficient
of the unpolarized light, which requires the original refer-
ence arm. Keeping the reference arm and the actual value
of the QWP rotation angle securely in the hands of one
party (Bob) and letting the other party (Alice) modify the
IPS using an HWP, only Bob can reveal the HWP angle
selected by Alice. This idea is exploited in the following
to encode a message that is sent from Alice to Bob and is
also an important point in the security issue discussion of
Sec. IV.

C. Proof-of-principle message transfer

We make use of the fact that Bob can easily distinguish
between the HWP rotation angles of 30◦ and 60◦, even
though after Alice’s LPO no change in intensity and polar-
ization state can be observed. The communication scheme
determining key relation is best illustrated by concentrat-
ing only on the two line plots extracted from the keypad
results (Fig. 4), which are depicted in Fig. 6.

Figure 6 shows a line plot of the g(2) values as a func-
tion of the QWP rotation angle for two HWP rotation
angles of 30◦ and 60◦ as measured by Bob. Here, the
g(2) values show a modulation between 1.1 and 1.8, and

FIG. 6. Polarization correlations for QWP and HWP. g(2)(τ =
0) values for two distinct rotation angles of the HWP (blue
squares for an HWP angle of 30◦ and red circles for an HWP
angle of 60◦) as chosen by Alice plotted as a function of the rota-
tion angle of Bob’s QWP. The continuous lines are fitted to the
data points using Eq. (A17) with a phase retardation of 0.55 for
the HWP.

in addition the two curves are shifted by approximately
30◦ for the two different HWP angles. Therefore, with the
knowledge of the QWP rotation angle it is possible to dis-
tinguish between the two HWP angles (cf. the dashed lines
in Fig. 4). For example, at a QWP angle of 120◦ the g(2)

value amounts to 1.5 for a 30◦ rotation of the HWP, while it
amounts to 1.1 for a 60◦ rotation. A differentiation of two
bits is feasible at all QWP rotation angles, except at the
angles at which the g(2) curves intersect each other as, for
example, at 50◦. Therefore, this clear separation allows an
identification of a bit value of “1” associated with an HWP
angle of 60◦ and a bit value of “0” with an angle of 30◦. The
results of Figs. 4 and 6 clearly show that even for nonideal
wave plates and a range of values of g(2) between 1 to 2,
there are always regimes for appropriate QWP and HWP
angles, which result in clear and unambiguously identifi-
able values for “0” and “1” such that even considering the
statistical error bars one could state in analogy to statistical
communication language that there is “a clearly recogniz-
able open eye.” Alice now wants to send a message to Bob,
which spells semiconductor optics (SCO) and is encoded
in Baudot code [49]. This code allows us to transmit three
letters by a total of 15 bits. In order to transfer the mes-
sage, the following sequence is repeated until all bits are
transmitted:

(a) Bob chooses a random QWP rotation angle;
(b) Alice adjusts the HWP to 30◦ (0 bit) or 60◦ (1 bit);
(c) Bob measures the g(2) coefficient and from this and

the position of the QWP rotation angle, only known to him,
he determines the HWP angle, respectively, the bit value
using the full message key pad of Fig. 4 or the condensed
one of Fig. 6.
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TABLE I. Experimental results for the message transfer between Alice and Bob exemplarily showing the polarization encoding and
decoding of the message “SCO.”

QWP angle chosen by
Bob (deg)

20 60 30 110 30 160 20 30 70 60 40 120 20 70 30

HWP angle chosen by
Alice (deg)

60 30 30 30 60 30 60 60 30 60 30 30 60 60 60

g(2)(τ = 0) value (±0.05)
measured by Bob

1.19 1.39 1.65 1.19 1.26 1.07 1.24 1.21 1.38 1.91 1.81 1.50 1.28 1.91 1.33

HWP angle read out by
Bob (deg)

60 30 30 30 60 30 60 60 30 60 30 30 60 60 60

Corresponding bit
sequence deduced by
Bob (using Fig. 4)

1 0 0 0 1 0 1 1 0 1 0 0 1 1 1

Character (Baudot-Code) S C O

The result of the message transfer is summarized in Table I.
The first row indicates the QWP rotation angle chosen by
Bob and the second row shows Alice’s chosen HWP angle.
The measured g(2) values, together with an exemplaric
error, are shown in the third row of the table, from which
Bob determines the HWP angle (fourth row). These HWP
angles are translated into bit values (fifth row) and finally
5 bits are used to decode a letter. As can be seen from the
last row of Table I the message is correctly and securely
received by Bob, which demonstrates the functionality of
this proof-of-principle encoded message transfer.

IV. DISCUSSION

A. Real-life application

Currently, the bit transfer still takes approximately
4.5 min in total. In our proof-of-principle demonstration,
we set the quarter-wave and half-wave plates’ rotation
angles manually or with motorized rotators. Clearly, this
can also be realized by state-of-the-art polarization modu-
lators with typical 100-MHz speed. This perspective holds
in particular due to the fact our concept can be realized free
space or fiber based at the telecom-relevant wavelength
of 1.5 μm having access to all the currently used high-
speed optoelectronic components. The actual real bottle
neck on the level of this proof-of-principle demonstration
is the speed of the interferogram acquisition thus limit-
ing the bit rate. The g(2) extraction is performed with an
interferometer and a TPA PMT required by the broad-
band spectrum ultra-fast correlation measurement. Mod-
ern high-speed interferometer mirror movers or displacers
(e.g., “RockSolid” by Bruker) in Fourier-transform inter-
ferometers or loudspeaker-based interferometric correla-
tors yield a much higher speed with appropriate sensitivity
to accurately determine the interferometric autocorrelation
function. In this spirit, one could also consider applying
a spectral-filtering concept while keeping the polarization
correlations but reducing the spectral width of the light
such that the requirement Tmeasure < 1/(spectral width) is

fulfilled with slower, nowadays available detectors. Fast
single-photon counting avalanche photodiodes with subse-
quently following sophisticated signal analysis results in a
quasi-real-time g(2) depiction. Recent studies [50] suggest
a technique monitoring the temporal evolution of the g(2)

values employing an ultra-fast phase-randomized homo-
dyne detection setup. This eventually allows for a real-time
“g(2) meter.”

B. Security considerations

The elements of trust in secure communication systems
are common to classical and quantum implementations of
key distribution where in principle quantum key distri-
bution can be made secure even though some threats to
security remain that have been highlighted recently [51].
We emphasize that here we demonstrate an encoding prin-
ciple that is currently not competing with well-established
crypto systems but stands for an encoding principle based
on camouflaging directly on the physical layer. We briefly
discuss two obvious attack vectors used by an eavesdrop-
per (Eve) for the setup we present here. For illustrative
purposes, we assume our entire setup to be fiber based.
The first attack is realized using an intensity measurement
to obtain information about the HWP rotation angle by
accessing the channel running from Alice to Bob. This
attack is easily carried out using a clip-on fiber coupler to
extract light from the fiber cladding by bending the fiber.
However, incorporating an additional depolarizing element
after Alice’s LPO renders this attack useless, since no infor-
mation could be gained from the intensity measurement
[38]. The second, more costly and sophisticated attack
involves a similar correlation measurement between the
two “attack points” accessible to Eve, one located between
the QWP and the HWP and one between the LPO and the
interferometer stage. In order to give a qualitative impres-
sion of the security against such an attack we depict in Fig.
7 the results of these correlation measurements. A compar-
ison of the maps measured by Bob (Fig. 4) and Eve (inset
in Fig. 7) reveals a completely different behavior of the g(2)
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FIG. 7. Eve’s correlation results. g(2)(τ = 0) values for rota-
tion angles of the HWP and QWP as measured by Eve while
tapping the communication between Alice and Bob. Inset: entire
map of all HWP rotation angles and all QWP rotation angles.

values with respect to the QWP and HWP rotation angles.
The g(2) value measured by Bob depends on the rotation of
the QWP, while this is constant for Eve. The inset and the
condensed graphs clearly show that Eve has no means of
differentiating between the chosen HWP angles of 30◦ and
60◦ and thus no means of extracting the message. In order
to realize such an attack, Eve also has to scan for the inter-
ferometric center by measuring the length of the fiber on
Alice’s side and be able to physically establish a permanent
connection between the two points of attack. Apart from
being cost intensive for the attacker, this attack vector is
also prone to being detected by Bob, due to the sensitivity
of this interferometric setup. In both attack scenarios, the
interferometric center is shifted and the polarization axis
in the object channel is changed, immediately announcing
the presence of an eavesdropper. Therefore, the sensitivity
of this interferometric setup provides a built-in means of
intrusion detection, which is absent in most data-transfer
schemes apart from quantum cryptography.

V. SUMMARY AND CONCLUSIONS

A ghost polarization communication (GPC) scheme
between two parties (Alice and Bob) is developed by
exploiting the ultra-fast polarization dynamics of unpolar-
ized thermal light and its photon correlation properties.
By measuring the second-order correlation coefficient of
unpolarized ASE light emitted by an EDFA utilizing a TPA
PMT we reveal the IPS change after passing λ/2 and λ/4
wave plates in a Hanbury-Brown and Twiss like interfer-
ometer consisting of a reference and an object arm. While
the IPS of the reference beam remained unchanged and
enabled the message recovery, the IPS in the object arm
is modified by a QWP and sent to Alice, who encodes
her message by a further modification of the IPS using
an HWP. Using this simple and robust scheme, we are

able to encode and transfer a message between the two
parties using standard off-the-shelf optical components,
where the scheme can be realized both as a free-space or
entirely fiber-based setup. The communication scheme we
present here is the first application of ghost polarimetry,
supported by a conclusive theoretical framework, which
is presented in this paper. The g(2)(τ = 0) measurement
in ghost polarimetry can be regarded as the analog to a
classical intensity measurement used in Stokes parameter
analysis [52], thus also giving a fresh insight into polar-
ization even more than 175 years after Stokes [40]. We
are convinced that GPC opens completely new avenues
of ghost modalities, as, e.g., enabling the combination of
all so far realized ghost modalities such as ghost imag-
ing, ghost spectroscopy, and ghost polarimetry. Finally,
all hitherto realized ghost modalities are in principle pos-
sible without “ghost,” e.g., “imaging” or “spectroscopy,”
and “ghost” only promotes a qualitative advantages over
“nonghost.” In this spirit, GPC is unique and represents
a substantial breakthrough because GPC is solely possi-
ble due the recovery of the camouflaged polarization by
correlations.
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APPENDIX A: THEORY AND SIMULATIONS FOR
THE POLARIZATION CORRELATIONS

To account for the observations in the change of the
second-order correlation coefficient of the unpolarized
light after interacting with the polarization optics, we
develop a model where the instantaneous polarization state
is represented by a temporally varying, single four-valued
Stokes vector �Sin(r, θ , φ) with the polarization components
S1, S2, and S3 written in spherical coordinates [53]:

�Sin(t) = �Sin(r, θ , φ) =

⎛
⎜⎝

S0
S1
S2
S3

⎞
⎟⎠ =

⎛
⎜⎝

r
r cos(θ)

r sin(θ) cos(φ)

r sin(θ) sin(φ)

⎞
⎟⎠ ,

(A1)

where the radius r(t), azimuthal angle φ(t), and the polar
angle θ(t) are time dependent. In the following, for the
sake of brevity we omit the time dependence t. The Stokes
vectors �S for both the reference beam and the object beam
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after having traversed the polarization optics can be cal-
culated using the input Stokes vector �Sin behind the beam
splitter using the following Mueller matrix formalism:

�Sref = Mref�Sin = MLPR
�Sin, (A2)

�Sobj = Mobj�Sin. (A3)

Here, MLPR is the Mueller matrix for a linear polarizer. The
matrix for Mobj is a product of Mueller matrices, which
depends on the constellation of polarization optics placed
in the object beam and is written as follows for the case
depicted in Fig. 1:

Mobj =

⎛
⎜⎝

a11 . . . a14
...

...
a41 . . . a44

⎞
⎟⎠

= MLPOMHWP(β)MQWP(α), (A4)

where α is the QWP rotation angle and β is the HWP rota-
tion angle with respect to the polarization axis of the LPO.
The intensity of both the object beam and the reference
beam that impinges on the PMT corresponds to the first
element S0 of each Stokes vector: Sobj,0 and Sref,0. In order
to calculate the g(2)(τ = 0) values, these first elements are
used to formulate the following expression, according to
the second-order correlation expression in a ghost imag-
ing protocol [31,54], with both Sref,0 and Sobj,0 containing
dependencies on the wave-plate rotation angles α and β:

g(2)(τ = 0) = 〈Sref,0Sobj,0〉
〈Sref,0〉〈Sobj,0〉 . (A5)

In this expression, the brackets indicate a generalized
ensemble average over time [42]. By inserting Eq. (A2)
and (A3) into Eq. (A5), we obtain the following expres-
sion:

g(2)(τ = 0)

= 〈(S0 + S1)(a11S0 + a12S1 + a13S2 + a14S3)〉
〈S0 + S1〉〈a11S0 + a12S1 + a13S2 + a14S3〉 . (A6)

Further evaluation of this equation contains terms of the
form 〈Si〉 and 〈SiSj 〉, which are the ensemble averages and
moments of the time-dependent Stokes parameters Si(t),
respectively. These terms have already been evaluated for
unpolarized light of a Gaussian field [55]. Within this con-
text, the relevant ensemble averages and the moments that
are found by multiplying the terms in Eq. (A6) are listed
below:

〈S0〉 = 〈I〉, (A7)

〈S1〉 = 〈S2〉 = 〈S3〉 = 0, (A8)

〈S0S0〉 =
( 〈I〉

2

)2

· 3 · 2 = 1.5〈I〉2, (A9)

〈S1S1〉 =
( 〈I〉

2

)2

· 6
3

= 0.5〈I〉2. (A10)

Inserting these results for the moments into Eq. (A6) yields
the following expression for the g(2)(τ = 0) values in our
ghost polarimetry setup:

g(2)(τ = 0) = 1.5a11〈I〉2 + 0.5a12〈I〉2

〈I〉a11〈I〉 = 1.5 + a12

2a11
.

(A11)

Here, the factors a11 and a12 are the first two elements of
the first row of Mobj in Eq. (A4) obtained from the matrix
multiplications according to Eq. (A3).

To substantiate the validity of our model, we apply it
to the measured g(2)(τ = 0) values for the various con-
stellations of polarization optics presented in the results
of this paper. In the following equations, all polariza-
tion optics are represented by their corresponding 4 × 4
Mueller matrix [53]. For the experiment with only the LPR
in the reference arm and the LPO in the object arm, the
matrix multiplications take the following form:

�Sref = MLPR(ϑ)�Sin = Mref�Sin,

�Sobj = MLPO
�Sin = Mobj�Sin,

(A12)

where ϑ is the rotation angle of the polarizer LPR. After
having evaluated the matrix multiplications, we derive the
fit function for the g(2)(τ = 0) values as expressed by Eq.
(1). For the case of the additional HWP in front of the LPO,
the matrix multiplications have this form:

�Sref = MLPR(ϑ)�Sin = Mref�Sin,

�Sobj = MLPOMHWP(β)�Sin = Mobj�Sin,
(A13)

where ϑ is the rotation angle of the polarizer LPR and β is
the HWP rotation angle. The resulting fit function for the
g(2)(τ = 0) values in this case is expressed by Eq. (3). In
analogy, for the case with the QWP in the object arm, the
Stokes vectors in both arms are calculated as

�Sref = MLPR(ϑ)�Sin = Mref�Sin,

�Sobj = MLPOMQWP(α)�Sin = Mobj�Sin,
(A14)

where ϑ is the rotation angle of the polarizer LPR and α is
the QWP rotation angle. This yields the expression for the
fit function for the g(2)(τ = 0) values in Eq. (4). For the
final setup, which contains two polarizers and two wave
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plates in the appropriate positions of reference arm and
object arm (see Fig. 1), the Stokes vectors are

�Sref = MLPR
�Sin = Mref�Sin,

�Sobj = MLPOMHWP(β)MQWP(α)�Sin = Mobj�Sin,
(A15)

where α is the QWP rotation angle and β the HWP rotation
angle with respect to the polarization axis of the LPO. From
this, we calculate the following fit function for the g(2)(τ =
0) values:

g(2)(τ = 0, α, β) = 1.5 + 0.25 cos[4(α − β)]

+ 0.25 cos(4β). (A16)

We now perform a comparison between the g(2)(τ = 0)

values obtained from the developed model and the actually
measured values of the second-order correlation coefficient
for the setup with both the QWP and HWP. In this setup,
we keep both linear polarizers fixed in parallel and adjust
the HWP to 30◦ and to to 60◦, respectively and measure
g(2)(τ = 0) values as a function of the rotation angle of
the QWP. The results of these measurements are shown in
Fig. 6 (30◦, blue squares; 60◦, red dots) and are essentially
the two line plots extracted from the keypad of Fig. 4. First
of all it can be seen, that the measured g(2)(τ = 0) exhibit
local minima and maxima for the measured rotation angles
of the QWP in comparison to the curves in Fig. 3. The mea-
sured values are located between 1.1 and 1.8 and besides
this minimum and maximum values a local minimum of
1.2 and a local maximum of 1.5 is observed. The shape for
both curves is similar, but the minimum and maximum val-
ues are shifted by 32◦ towards higher QWP rotation angles.
A trial to perform a curve fitting to the measured data using
the developed model [Eq. (A16)] is unable to accurately
reproduce the asymmetry of the local maxima. Therefore,
the curve fitting is performed using a more comprehen-
sive expression for the g(2)(τ = 0) values to account for
the influence of the nonideal phase retardation of the half-
wave plate and the spectrally broadband source used in our
setup:

g(2)(τ = 0, α, β, φ)

= 1.5 + cos2(2α)(0.5 cos2(2β)

+ 0.5 cos(2πφ) sin2(2β))

+ [0.125 − 0.125 cos(2πφ)] sin(4α) sin(4β)

− 0.5 sin(2α) sin(2β) sin(2πφ). (A17)

Here α and β are the rotation angles of the QWP and HWP,
respectively and φ is the retardation of the HWP. It should
be noted, that by setting φ = 0.5, we obtain Eq. (A16).
Only by introducing a retardation, which deviates from
the value 0.5 of an ideal HWP, the measurements can be

reproduced. This nonideal retardation causes the additional
local minimum and maximum values and is a result of the
wavelength-dependent retardation of the utilized HWP and
the broad spectrum [56] of the EDFA. From the curve fit-
ting a value of 0.55 is obtained for the retardation of the
HWP. The results of this curve fitting to the measured data
using the developed model are shown as solid lines in the
corresponding color in Fig. 6. Comparing the curve fitting
result with the corresponding measured data in Fig. 6 a
very good agreement is found, which is also reflected in
the high R-square values of 0.97 and 0.94 of our fits for the
case of a HWP rotation angle of 30◦ and 60◦, respectively.

While the intensity measured after the linear polarizer
LPO is constant, regardless of the rotation angles of the
QWP and HWP, the measured g(2)(τ = 0) values depend
on these rotation angles. The minimum and maximum val-
ues do not only shift as demonstrated by the measurements
and simulations in this section, also the corresponding dif-
ference in minimum and maximum change with respect to
the HWP angle. This leads to a situation in which a pair of
HWP and QWP angles clearly determine the g(2)(τ = 0)

value, being the basis for the complete experimentally
determined keypad depicted in Fig. 4 accompanied by the
simulated key pad according to Eq. (A17) and depicted in
Fig. 5.
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