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We present a simple protocol for which Alice and Bob must only decide to either send out a coherent
state or not send out a coherent state to Charlie. No switching of bases occurs. We demonstrate that this
protocol is both source-state side-channel free and measurement-device independent. We do not have to
exactly control the whole space of the state of the light pulse, which is an impossible task in practice. The
protocol is immune to all adverse effects caused by quantum-state imperfections in the side-channel space,
such as the photon frequency spectrum, emission time, propagation direction, spatial angular momentum,
and so on. Numerical simulation shows that our scheme can reach a side-channel-free result for quantum
key distribution over distances exceeding 200 km, given the single-photon interference-misalignment error

rate of 20%.
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I. INTRODUCTION

Guaranteed by the principles of quantum mechanics,
quantum key distribution (QKD) can provide secure keys
for private communication [1-5], even though Eve can
completely control the channel. However, in practice, side-
channel effects exist due to device imperfections [6—26].
In general, we can divide the whole space of an encoding
state from a real source into two subspaces: the oper-
ational space and side-channel space. Even though the
encoding state of the source appears perfect when it is
examined in the operational space, there could be secu-
rity loopholes because of imperfections in the side-channel
space. This issue is what we call a side-channel effect. For
example, in the BB84 protocol [1], even though a per-
fect single-photon source is applied, there are still some
side-channel effects, which can undermine the security
assumed in the operational space. There could be basis-
dependent synchronization errors in the pulse emitting
time or the frequency-spectrum difference for different
encoding states or bases and Eve can make use of this to
judge the basis or encoding state chosen by the legitimate
users in a certain time window. In general, all encoding
states from the source live in an infinite-dimensional space
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formed by the operational space and side-channel space.
Though we only use the encoding space (e.g., polariza-
tion) for QKD, Eve can attack in the side-channel space
(such as the frequency space) to obtain information. As
we demonstrate later, given the inevitable imperfections in
the side-channel space for encoding states, Eve can exploit
these imperfections and obtain information without dis-
turbing the encoding states in the operational space. Here,
we propose a QKD scheme that is both source-state side-
channel free and measurement-device independent (MDI)
[27-39]. The recently proposed twin-field QKD (TF QKD)
[40] can generate secure keys at a long distance and is
MDI, but it is not side-channel free. Although some exist-
ing protocols can also achieve side-channel-free security
[27,41-44], our protocol is the only one based on exist-
ing mature technologies without any demand for local
detection efficiency.

Our protocol is immune to all attacks in the side-channel
space of emitted photons, such as the frequency spectrum,
emission time, nonideal propagation direction, and so on.
However, our protocol is not source-device independent.
First, we assume that Eve has no access inside Alice’s
(Bob’s) laboratory. This means that we do not discuss
any Trojan-horse attack on the source here. Second, we
assume that Alice and Bob can control their light pulses
exactly in their operationally space, though we allow any
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imperfection in any side-channel space for the quantum
states emitted from the source device. Later, we show
that, actually, we even do not need exact control of the
intensities of the coherent states. What we need is the
exact vacuum only. This being said, calibrating only one
quantity in the simple operational space is much easier
than conducting calibrations in the whole space with infi-
nite quantities. Ideally, the condition on the operational
space can be loosened in the future, as there are already
many studies on security with inexact encoding states
[18-20,45] in the operational space. Since our protocol
is measurement-device independent, there is no condition
on measurement devices for security. The security of our
protocol is obviously stronger than that of normal MDI
QKD because in our protocol there is no security loophole
in the side-channel space of the quantum states emitted
from the source. Note that device-independent QKD is
not measurement-device independent, as it requests no
information leakage of the measurement outcome. Most
importantly, our protocol only relies on existing mature
technologies and can achieve a secure distance beyond
200 km, even though the misalignment error rate is as
large as 20%.

II. SOME SIDE-CHANNEL ATTACKS AND
THEOREM 1

Consider a two-basis QKD protocol, such as the BB84
protocol, where there exists an X basis and a Z basis in the
protocol. Suppose that we take state encoding in the photon
polarization space and regard the polarization space as the
operational space. The polarization modulation can cause
differences in the side-channel space. For example, the fre-
quency spectra can be slightly varied for different encoding
states or bases. In principle, by detecting the frequency dif-
ference, Eve has a chance of knowing which encoding state
is being used in the operational space and will hence cause
no change to the states in the operational space. As another
example, if different encoding states are actually emitted
at different times, Eve may just measure the photon with
a very precise clock and can sometimes derive the coding
state almost exactly if the photon wave packet collapses
at certain time intervals. Also, Eve may make use of the
channel loss and choose to block all the attacked photons
on the side channel if the attack is not successful. Thus, the
small bias of a state in the side-channel space may generate
a flaw in the whole protocol.

Fortunately, the ideal source is not the only secure
source. A real-life source is secure if it can be mapped
from an ideal source. Suppose that a certain protocol
requests & different encoding states. For example, in the
BB84 protocol, we need four encoding states. The per-
fect source, P, always produces a perfect encoding state in
every time window and all states are identical in the side-
channel space. An imperfect source produces nonideal

encoding states in the whole space, with imperfections in
the side-channel space, and the states in the side-channel
space can change intermittently. Say, in a certain time win-
dow 7, that the imperfect source produces k encoding states
in the whole space and that we call them set S;. We then
randomly choose one from S; and send it out for QKD. If
there always exists a (time-dependent) quantum process,
M., that maps the k perfect states to the corresponding &k
nonideal states in set S;, then we declare that source S; can
be mapped from a perfect source P.

Theorem 1: In any QKD protocol, a real-life source, S,
emitting imperfect states in the whole space is equivalent
to a perfect (virtual) source, P, emitting perfect states, all
of which are identical in the side-channel space if there
exists a quantum process, M, that can map source P to
source S. The final key of a QKD protocol using source S
can be calculated by assuming that the virtual source, P, is
used.

Proof : Suppose that S is insecure; then in a QKD pro-
tocol where the ideal source, P, is applied, Eve can first
use the quantum process M to transform it into source S
and then attack the QKD protocol as if the protocol used
source S. This means that if S is not secure, then P is also
not secure. In our Theorem 1, the quantum process, M, is
not limited to a unitary process, although in showing the
side-channel-free property of our protocol, we primarily
employ a unitary map. |

III. OUR PROTOCOL

We adopt the sending-or-not-sending (SNS) protocol
[46] of twin-field QKD (TF QKD), which has recently
been studied extensively [47—50]. A schematic illustration
of side-channel-free QKD is shown in Fig. 1. Our proto-
col differs from that used in Ref. [46] in that we directly
use the whole nonrandom-phase coherent states. There are
three parties: Alice, Bob, and the third party, Charlie [40].
They (Alice and Bob) will use coherent states and vacuum
only. We first present our protocol in the operational space

Charlie

«l?click

Aliée Bob

FIG. 1. A schematic illustration of side-channel-free QKD. BS:
beam-splitter.
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only and then demonstrate why it is side-channel free using
our Theorem 1.

Protocol R, real protocol.

R-1 In any time window i, Alice (Bob) always pre-
pares a coherent state |ay) = Y oo, e /2 2el4 [ /n!
(la) = 302y e 2268 /\/nl) and announces the
state, including the global phase 4 (). (In this paper, we
denote the imaginary unit as i.) With probability ¢, Alice
(Bob) decides on sending, and with probability 1 — ¢, she
(he) decides on not-sending. 1f she (he) decides on sending,
she (he) sends out the coherent state |a4) (Jaeg)) to Charlie
and puts down a classical bit value 1 (0) locally; if she (he)
decides on not sending, she (he) does not send out any-
thing, i.e., she (he) sends out a vacuum to Charlie and puts
down a classical bit value 0 (1) locally.

R-2  Charlie announces his measurement outcome and
hence determines the effective events, i.e., the events with
one and only one detector clicking as announced by Char-
lie. A time window or a classical bit value corresponding
to an effective event is called an effective time window or
an effective bit.

Definition—Z window: A time window when Alice
decides on sending and Bob decides on not sending, or
Alice decides on not sending and Bob decides on sending.

R-3  Through classical communication, they take a
random subset of time windows, v, to test the bit-flip error
rate. They take another random subset of time windows,
u. Using the observed data of set v, they can estimate the
bound values of quantities in set u to obtain the upper
bound of phase-flip error rate ™ for bits of effective Z
windows. They discard effective bits from the sets v and u
after the error test.

R-4  They distill (by conducting error correction and
privacy amplification) the remaining effective bits after
the error test, with the following asymptotic result for the
number of final bits:

np = ny — nyH (@) — fin,H(Ey), (1)

where H(x) = —xlog, x — (1 — x) log, (1 — x) is the entr-
opy function; n; (n,) is the number of remaining effective
bits from the Z windows (all time windows) after the error
test; f is the correction efficiency factor; £ is the bit-
flip error rate of the remaining effective bits from the Z
windows as noted in Note 2 and Eq. (13); and & is the
phase-flip error rate as noted in Note 2 and Eq. (14).

Note I: The encoding is performed by decisions of
sending or not sending made by Alice and Bob. More
precisely, the sending or not-sending decision of a time
window always corresponds to the local classical bits 1
to Alice and 0 to Bob, or 0 to Alice and 1 to Bob. We
can also imagine that whenever Alice (Bob) decides on
sending or not sending, she (he) always produces a local
ancillary-photon-number state of |1) or |0) in which the
corresponding bit value is encoded. To Alice (Bob), state

|0) corresponds to a bit value 0 (1) and state |1) corre-
sponds to a bit value 1 (0). In other words, they (Alice
and Bob) have used an extended state including the real-
photon state and the ancillary state. The real-photon state
will be sent out to Charlie and the ancillary state will
be placed locally with Alice and Bob. For example, in a
certain window when Alice decides on sending and Bob
decides on not sending, we can imagine that they have
actually prepared an extended state

(p4®10)(0]) ® [10)(10], 2)

where p4 = |ay){ay|. Here, both symbols ® and ® are
for tensor products and ® is the tensor product in the
two-mode state sent by Alice and Bob. In this paper,
we call the state to the left of the tensor-product sym-
bol ® the real-photon state and the state to the right of
the tensor-product symbol ® the ancillary-photon state.
According to the above definitions, p4&®|0)(0| is the two-
mode real-photon state sent out to Charlie. As previously
mentioned, each bit value is actually encoded in the local
ancillary-photon-number state.

Note 2: The bit-flip error and the phase-flip error. Bob
has a bit-flip error whenever his bit value is different from
Alice’s bit value in a certain time window. For every event
in the subset v randomly taken by them, they announce
each corresponding bit value (decision on sending or not
sending) to judge the bit-flip error rate. Also, as elaborated
in Sec. V, using the details of events in set v, they can esti-
mate faithfully some bound values of set # and therefore
calculate the upper bound of the phase-flip error rate, e,
using Eq. (14).

Note 3: Charlie’s compensation. To obtain a satisfied
key rate, they need a low phase-flip error rate. In the
protocol, an event of right-detector clicking due to the real-
photon state |o)®|ag) = | /1e'4)®|,/me”s) will con-
tribute to the phase-flip errors. Since the states |o4) and
|ag) are publicly announced, Charlie can perform com-
pensation to remove the global phases y4 and yp in the
states, so that the clicking detector is very unlikely to be the
right detector given the real-photon state |o4) ® |og). Very
importantly, as elucidated in our security proof, although
Charlie’s collaboration can lead to a high key rate, the
security of the protocol does not rely on Charlie’s honesty.
Charlie’s role in the protocol is simply a quantum relay,
i.e., a memoryless quantum repeater.

Note 4: Why is the protocol side-channel free? Intu-
itively speaking, our protocol does not require switching
of physical bases. Other protocols, such as the BB84 proto-
col, the MDI QKD protocol, the TF QKD protocol, and so
on, all need to modulate the states differently by switching
between different bases. We can give a strict proof for the
side-channel-free property of our protocol. Using Theorem
1, we can show that the protocol R is side-channel
free; in other words, if it is secure in the operational
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space, it must be also secure in the whole space, includ-
ing the side-channel space. Later, in Sec. V, we present
the measurement-device-independent security proof of the
protocol in the operational space only, i.e., in the case in
which we do not consider any side-channel effects. Here,
we must only demonstrate that the protocol is encoding-
state side-channel free. In step R-1, they try to prepare
coherent states |a4) and |«p) in the operational space. In
the ideal case, we do not need to consider the side-channel
space; for example, in the case in which any Fock state
|7}, no matter if it is from Alice’s state |a4) or from Bob’s
state |ag), is identical to another in the side-channel space.
Hence, we just use the original notations of |a4) and |ag)
to represent the ideal whole-space state. However, what is
actually prepared in a real experiment must have imperfec-
tions in the side-channel space. Yet the vacuum state has
no side-channel space and therefore we only need to con-
sider the side-channel space for the nonvacuum parts in
each coherent state; say, |a,) = e #/2|0) + /1 — e~ H|ay)
and /1 — e #|ay) = |ay) — e */?|0), where x can be 4, B.
We must only consider the whole-space state of |a).
Therefore, instead of the ideal states, we need to con-
sider the corresponding whole-space states in the following
form:

10y —> 10),
locs) —> e 2|0) + V1 — ey (@),
lag) —> e 2|0) + V1 — e ~|yp@@s).  (3)

Here, the states to the left of the arrow are the ideal
states and the states to the right of the arrow are the cor-
responding real-life states. States |y4(a4)) and |Yz(ap))
contain the side-channel information, such as the fre-
quency spectrum, polarization, wave shape, emission time,
and so on. We assume that Eve knows all of this infor-
mation exactly. Therefore, Eve knows all the details of
the states in the whole space and can write down the
whole-space states exactly, to make use of in whatever
way she likes. However, consider the form of Eq. (3); it
is obvious that there exists a unitary operation that can
relate the ideal states and the whole-space states used in
the protocol. Note that here we do not assume errors in
the operational space. This means that when we assume
a nonideal whole-space state, it must be able to present
the same result in the operational space as in the ideal
state. Say that for state |y4(cy)), if it is measured in
the photon-number space, the state can only present the
same probability distribution, P,, for different photon-
number states as the result of the ideal state |&4). In other
words, |(n|V4(a4)))* = |(n|a4)|*. Given this, we immedi-
ately know that (0|y4(ceq)) = (O|yrz(ap)) = 0. Therefore,

there exist the following unitary transformations:

Ug10) =Up|0) = 10), Uylay) = [Yalas)),
Uplag) = [Yp(ap)). “4)

These equations demonstrate that the real-life source that
emits nonideal whole-space states can be mapped from
an ideal source by a two-mode unitary transformation
U,&Up. Given an ideal two-mode source in the protocol,
one can simply take a unitary transformation U, to every
encoding state from Alice’s ideal physical source and take
a unitary transformation Uy to every encoding state from
Bob’s ideal physical source. In this way, they can obtain
all their imperfect states of the real-life source. Applying
our Theorem 1, we immediately conclude that our real pro-
tocol, protocol R, is secure with a real-life source if it is
secure with an ideal source.

Obviously, the protocol allows us to use a source with
unstable side-channel information. Say, in any time win-
dow i, that they have prepared the whole-space candidature
states |4 (cq)) and |¥p;(@g)). In this case, we only need
to replace the unitary transformation U, and Up in Eq. (4)
by Uy; and U, respectively.

Note 5: Intensity difference does not affect security.
Though we demonstrate the protocol with the condition
log| = |aeg| = w, this condition is not necessary for secu-
rity. We only require that the intensities of all time windows
are upper bounded by . Say, in any individual time
window i, that we have |oy;| = /g < /u and |ag;| =
Mg < /. All these states can be obtained from an
imagined coherent state of intensity, w, by attenuation.
Again, applying our Theorem 1, we can assume that they
are using coherent states with a stable and exact intensity
w [51].

Discussions: Revised protocol by postselection. In the
protocol, to produce a high key rate, we need Charlie to
perform phase compensation effectively. Technically, we
can further simplify the protocol without such active oper-
ation. Instead, Alice and Bob can perform postselection
by only using effective events the corresponding initially
prepared states |ay) = | /e'") and |og) = | /me”) of
which in the time window satisfy

1 —Jcos(ys — vl = |2l (%)

If we take a very small |1| value, the phase-flip error rate
will be small, though the data size will also be small [46,
48,52]. As pointed out in Ref. [48], we can choose a more
general formula:

1 —|cos(84 — o+ Ap)| < |A]. (6)

Here, the value of Ag is determined by Alice and Bob
according to the result of channel testing and calibration
in the experiment to obtain a satisfactory key rate and it
can be different from time to time.
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FIG. 2. The log scale of the key rate as a function of the dis-
tance between Alice and Bob with different misalignment error
rates: e,, single-photon misalignment error.

IV. NUMERICAL SIMULATION

Assume that the detector dark-count rate is 10!, with
a detection efficiency of 80%, a linear lossy channel
with transmittance n = 0.17%/190 &m) "and a correction effi-
ciency of f = 1.1. The results of the numerical simulation
are displayed in Fig. 2.

Interestingly, the TGW (Takeoka, Guha, and Wilde)
bound [53] or the PLOB (Pirandola, Laurenza, Ottaviani,
and Banchi) bound [54] gives the secret-key capacity
(SKC) of a quantum channel with losses, which quantifies
the upper bound of secret information that can be transmit-
ted in a point-to-point QKD protocol. As a comparison, we
calculate the key rate of our side-channel-free (SCF) proto-
col in an ideal (virtual) case in which Alice and Bob could
preshare the twin-field state | x ™) in Eq. (7). We present the
numerical results of the PLOB bound, the sending-or-not-
sending protocol (SNS) in Ref. [46], and the ideal SCF in
Fig. 3.

V. SECURITY PROOF IN OPERATIONAL SPACE

A. Outline

The two parts for the security proof are provided
here. Part 1 includes the virtual protocols and reductions,
through which we first demonstrate the security if they
only use results from Z windows in distilling the final key.
In a real protocol, they sometimes use Z windows and
sometimes use other time windows. We regard effective
bits from Z windows as untagged bits, while the effec-
tive bits from other time windows are regarded as tagged
bits. Applying the tagged model [13,14], we can obtain the
key-rate formula of Eq. (1). In this formula, we need two

— PLOB bound
SNS
***** ideal SCF
o)
n
=
o
@
o
2
Y
)
~ 10—10,
10715 L L L L L L L
0 100 200 300 400 500 600 700 800
distance (km)
FIG. 3. The log scale of the key rate as a function of the

distance between Alice and Bob with different methods. The
single-photon misalignment error is set to be ¢, = 10% and the
other parameters are the same as those in Fig. 2.

parameters, the bit-flip error rate and the phase-flip error
rate. A bit-flip error occurs in cases in which Alice and
Bob have different values for an effective bit. Therefore,
the bit-flip error rate can be directly tested by the subset v.
The phase-flip error is originally defined on the phase-flip
error of virtual ancillary photons, which can be verified by
observing the effective events of X windows in a virtual
protocol, heralded by different detectors (left detector, L,
or right detector, R). The X windows in a virtual protocol
contain two subsets: one with X, windows that send out
a real-photon state p; = |x ") (x| and the other with X_
windows that send out a real-photon state p_ = |x ™) (x |
and

XF) = (10, a) £ la, 0) /N, (7
where the 1/, are normalization factors for states | x *).
In our virtual protocol, they set a probability |\ |?>/4 for
an X, window and a probability |N_|?/4 for an X_ win-

dow whenever they use an X window. The sent-out state
of an X window is

px = NG Pos/4 + IN_Pp_/4. ®)

As will be demonstrated, the phase-flip error rate is

R L R L L
oo — ny, + ny. My, +ny —ny,
nx nx
-R L L
ny —+ny —n
_ X. x — Iy
5 eph — + + , (9)

nx
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where n¢ is the number of effective @ windows heralded by
detector d, with d = L,R and a = X, X_,X. For exam-
ple, n§}+ is the number of effective X, windows heralded
by detector R. However, in a real protocol, we do not have
such a state and hence we have no way of obtaining the
value by direct observation. Fortunately, we can still verify
the upper bound of the phase-flip error rate by observing
the data of other states in the real protocol with the calcu-
lation formulas presented in Part 2. For example, say that
in the real protocol, they randomly take two subsets of all
time windows, v and u. In this paper, a quantity with an
overline denotes its upper bound and one with an underline
denotes its lower bound.

Details on sending or not sending of u are never
announced, but we know that set # contains a number of
Z windows where the density operator is

1
pz = 5(10.5)(0,08] + lets, O)(es, 0. (10)

Obviously, the density operator has another equivalent
convex form

This means that, in a virtual protocol, if we do not
announce any information on sending or not sending of
time windows in set u, from Eve’s perspective, those Z
windows in set u are identical to X windows. Say, in a real
protocol, that set # contains fake X windows, which are
identical to true X windows to Eve. This means that the
values of n in Eq. (9) refer to the quantities in set u. We
can then verify the value of & of the fake X windows
by observing and calculating the data of another subset of
time windows, set v, in the real protocol. Explicitly, as we
show in Part 2, we need to incorporate the following data
in the calculation.

The d-event rate of time windows 4 is denoted by S
Explicitly, denote the number of 4 windows in set v by N,
and denote the number of effective A windows heralded by
detector d in set v by ny. Then

84 = na/Ny, (12)

with d = L, R as announced by Charlie. We need the val-
ues of S4 ford = L,R and 4 = B, 0,7, where B is for a
time window in which both Alice and Bob decide on send-
ing, O is for a time window in which both Alice and Bob
decide on not sending, and, as defined earlier, 7 is for a
time window in which Alice decides on sending and Bob
decides on not sending, or Alice decides on not sending
and Bob decides on sending.

Straightforwardly, we have

E, = "o + 15 (13)
ny

for the bit-flip error rate in Eq. (1), where no is the num-
ber of effective events in @ windows, ng is the number
of effective events in 3 windows, and #, is the number of
effective events in set v.

As we show in Part 2, based on these observed data, we
can then calculate the upper bound of the phase-flip error
rate, e, Explicitly,

(14 e [f?; - §§+] +25%
L R
2(SE + 5B

et <ot =

. (14

where Efq (§§(+) is the upper bound (lower bound) of Sj’(+,
withd = L, R and

S =5 = s {ensg s Ly 0
+ 2\/@+ 2(1 —e ™),/ S¢,
+% SdB}, (15)

Sy, =S¢, = TR {e‘“Sé + e_iﬂsg
- [2 SESE +2(1 — e ),/ S%,
+% Sg“. (16)

Note that all values of Sg, Y ,S;’g in Egs. (14)16) can be
obtained through observing the subset v by Eq. (12).

B. Part 1: virtual protocols, reduction, and key rate
from tagged model

Definitions. We define an effective event if Charlie
announces one and only one detector clicking for an indi-
vidual time window. They will then only use states or
data corresponding to effective events in the protocol. A
time window that presents an effective event is called an
effective time window. An effective ancillary photon is an
ancillary photon corresponding to an effective event. A
classical bit from an effective time window is called an
effective bit.

An “event L” or “L event” is an effective event of the
left detector clicking and the right detector not clicking.
An “event R” or “R event” is an effective event of the right
detector clicking and the left detector not clicking.
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1. Virtual protocol V1

a. Preparation stage. They preshare classical informa-
tion for the different time windows that they will use,
X windows and Z windows. They also preshare an
extended state

Q; = W) (W,
1
V) = EUO,O!B) ® [01) + ey, 0) ® [10)), (17)
for the ith time window. Here, |a| = |ag| = /i, |og) =

| /ier4i) and |ag;) = |/we"?). They announce the states
including the global phases y4;, v5i.

For simplicity of presentation, we omit the subscripts i
in all phase values y,,, v, and states. We also introduce
states |xT),|x ) as defined by Eq. (7) for the extended
state. Explicitly, these states can be written as follows:

W) = (Malx ") ®@19%) + Mo|x ) ®@|eh) /2 (18)
where [9%) = (1/v/2)([01) +[10)), |®') = (1/+/2)(|01) —
[10)).

b. Virtual protocol V1. V1-1 In any time window i, no
matter if it is a Z window or an X window, they send out
to Charlie the real-photon state from state 2 as defined by
Eq. (17) and keep the ancillary photons locally.

V1-2 Charlie announces his measurement outcome of
all the time windows. This announcement determines the
effective time windows.

Definition—They can now divide their time windows into
four subsets, XX, X®, ZL, ZR where a time window of WW?
is an effective ¥V window heralded by detector d click-
ing and the other detector not clicking. YW = X,Z and
d = L,R. We also use A,, . for the set of effective ancillary
photons of time window W<,

V1-3  They check the phase-flip error rate, e, for a
set of Aya, where d = L, R, which is also the estimated
phase-flip error rate for set A 4.

V1-4 They purify the ancillary photons of sets A,
and Az, separately. After purification, they obtain high-
quality single-photon states, |®°) or |®!), with (almost)
100% purity. They each measure the photon number
locally to the purified photons and obtain the final key, 4.
Alice puts down a bit value of 0 or 1 whenever she obtains
a measurement outcome of vacuum or one photon, while
Bob puts down a bit value of 1 or 0 whenever he obtains a
measurement outcome of vacuum or one photon.

Note I: Security. The security of the final key is based
on the faithfulness of the purification [55], i.e., the faith-
fulness in estimating the phase-flip error rate. Charlie has
determined effective ancillary photons, but Alice and Bob
test the phase-flip error rate themselves in step V1-3. The
extended state of an X window is identical to that of a Z
window; therefore, the phase-flip error rate value of set

Aya is exactly the value of set A,q. Charlie’s role here
is actually a quantum relay, i.e., a memoryless quantum
repeater. Therefore, the protocol is secure regardless of
whether or not Charlie is honest. Of course, if Charlie
wants to let Alice and Bob have a satisfied key rate, he
needs to make an effort to produce high-quality effective
pair states of the low phase-flip error rate for those local
ancillary photons with Alice and Bob. To obtain this goal,
he must take phase compensation to the incoming light
before his measurement in step V1-2. In short, Charlie’s
action cannot change the security of the protocol, though
he can change the key rate.

Note 2: Definitions of the phase-flip error rate. Suppose
that set A« contains n? effective ancillary photons. If each
photon of set Aya is measured in basis {|®), |®!)} and
there are nd outcomes of |®°)(®°| and n¢ outcomes of
|®!)(d!], the phase-flip error rate for set Ay is as follows:

: d d
min (ng, n
e = —(n; 1). (19)

Changing the values of ng, nd,n? into the correspond-

ing values for set A, in Eq. (19), we can define the
phase-flip error rate for set A,q4. Statistically, e™ for set
Aya is also the asymptotic phase-flip error rate of set
Aa. To know the value e, they can choose to mea-
sure each photon of set A4 in basis {|®°),|®!)}. But,
instead, they can also choose to take local measurements
in basis {|x%)}, with [x£) = (]0) £ |1))/+/2, on each side
and check the parity of each measurement outcome. (The
outcomes of |x+)|x+) or |[x—)|x—) are even parity, while
those of |x+)|x—) or |x—)|x+) are odd parity.) Note
that all effective ancillary photons are single photons. As
one can observe, for single photons, the fraction of odd-
parity (even-parity) outcomes from measurement of each
side in basis {|x%£)} is exactly equal to the fraction of
| DY (D] (D) (DY) outcomes from the measurement in
basis {|®°), |®!)}. Moreover, this measurement step is
only needed for this virtual protocol; it is not needed for
a real protocol. For ease of presentation, we suppose that
they use the measurement basis {|®°), |®!)}.

Note 3: Reduction of preshared states of X windows.
Reduction I: It makes no difference to anyone outside if
they measure all of the ancillary photons of the X windows
in basis {|®), |®')} before the protocol starts. After mea-
suring an ancillary photon, they obtain one of the following
outcome-extended states for an X window, depending on
the measurement outcome of the ancillary photon: either

Ix ) (x T ® D% (D7, (20)
with probability | N |?/4, or
X ) x| ® D (D, (21)

with probability |N_|?/4.
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Reduction 2. Alternatively, they can just start with the
states of Egs. (20) and (21) for their X windows. They
need to preshare classical information on the Z windows,
X, windows, and X_ windows. The preshared classical
information for the X windows assigns a probability of
|IN£|?/4 for the X, windows and a probability of |N_|?/4
for the X_ windows. They preshare real-photon states
|xT){x | for the X, windows and |x ~)(x | for the X_
windows. Imagine that they also preshare some single-
photon states |®°) and |®!). (These states |®°) and |®')
are not really necessary; however, to display everything
clearly, we assume so at this moment.)

In an X, window, they label a preshared state, |®), as
the ancillary photon for the state | x ) above and also have
an extended state denoted as follows:

Q=[x xTI® 2D (22)
They then send the real-photon state, |x*), out to Charlie.
In an X_ window, they label a preshared state, |®'), as the
ancillary photon for the state | x ~) above and also have an
extended state denoted as follows:

Q=[x )x @@ NP (23)
They then send the real-photon state, |x ~), out to Char-
lie. Here, we use the same definition for |x ™), |x ™) as in
Eq. (7).

From Eqgs. (22) and (23), we can observe that, in an X,
window, the ancillary-photon state must be |®°); whereas
in an X_ window, the ancillary-photon state must be |®').

Therefore, they can use the following more operable
definition to calculate each quantity in Eq. (19):

ny = n,, (24)
nd=ni , (25)

for Eq. (19). Here, nji(i is the number of X, windows or
X_ windows heralded by detector d clicking and the other
detector not clicking, while d = L, R, where L represents
the left detector and R represents the right detector:

d
min <nX+,nX_>
= " "7/

= (26)
Given this phase-flip error rate formula, the ancillary pho-
tons for the X windows are actually not needed in the
protocol.

Note 4: Quasipurification. Since their goal is to have
the final key only, a true purification of the ancillary pho-
tons is not necessary [56]. They can choose to measure
all ancillary photons of Z windows in advance [56] on the
photon-number basis and then apply virtual purification to
the classical data of the Z windows that correspond to those

effective events. They then take a virtual quasipurification
to the classical data, which is the final key distillation.
Additionally, the preshared extended state for a Z win-
dow is just (]0,ap)(0,ap| ® |01)(01] + |ay, 0) {0y, 0] ®
[10)(100)/2.

Note 5: Purifying all effective ancillary photons in one
batch. Definitely, they can choose to purify all of the effec-
tive ancillary photons of the Z windows in one batch. The
phase-flip error rate is as follows:

i (nl L in(nR AR
. m1n<nX+,nX7>+m1n(nX+,nX7>
e’ = , (27
ny

— il L R R
where ny = ny +ny +ny +ny is the number of all
effective X windows. Surely, 5 > min (n§(+,n§(_> and

n§}+ > min (n§+, nf}i). Therefore, the phase-flip error rate

formula of Eq. (27) can be simplified to
L R
M < nx t

= = >

nx

(28)

which allows us to first count the number of effective X_
windows heralded by the left detector and the effective X,
windows heralded by the right detector and then take the
rate of errors per effective X window.

If they use this formula, Charlie can achieve a high-
quality raw state of effective ancillary photons for Alice
and Bob by preparing his measurement setup properly,
with a very small probability of the left detector clicking
(right detector clicking) due to the incident state of |x ™)

(x™).

2. Virtual protocol V2

a. Preparation stage. Here, we assume that they pre-
share a mixed state of

Q=Y pa (29)
y
y :09198505+a_9p0 =p1’and

Qo =10, 05)(0, 5| @ |01)(01], (30)
Q= lo, 0) (s, 0] @ [10) (101, (31
Qp = lag, o) (e, op @ [11)(11], (32)
Qo =10,0)(0,0] ® |00)(00], (33)
Q= Ix N {xT1®12,2)(2,2], (34)
Q=[x )x"1®13,3)(3,3]. (3%5)

They do not preshare any classical information for the
time windows. For clarity of presentation, we define dif-
ferent kinds of time windows by the local ancillary states:
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|01)(01] for Zy, [10)(10] for Z;, [11)(11] for Zz, |00){00|
for Zp, |2,2)(2,2| for X, and |3, 3)(3, 3| for X_.

Time window Z, (Z,) corresponds to the case in which
Alice (Bob) chooses not sending and Bob (Alice) decides
on sending. Time window Z; (Z») corresponds to the case
in which both Alice and Bob choose sending (not sending).

Given the values of pg,pi, they know how many VA
windows (Z, windows or Z; windows) exist. Also, by
announcing details of a random subset of Z windows, they
can judge the fraction of effective time windows among all
Z windows. Thus, they know the total number of effective
Z windows among all the effective Z windows. Then they
can apply the tagged model to calculate the final key.

b. Virtual protocol V2. V2-1 In any time window, i,
they send the real-photon state out to Charlie from a pre-
shared extended state, 2. By measuring the local ancillary
photon, they each know whether the time window is an
X window or an Z window explicitly, a local state |2)(2|
for an X, window, a local state |3)(3| for an X_ window,
and a local state |0)(0| or |1)(1]| for a Z window. Though
they know which time windows are Z windows, they do
not know which kinds of Z windows (Zy, Z1,Z5, Zo).

V2-2 Charlie announces his measurement outcome for
all time windows.

V2-3  According to Charlie’s announcement, they are
aware of those effective Z windows and X windows. For
a Z window, Alice (Bob) puts down a classical bit, 0 (1),
if her (his) local ancillary state is vacuum and puts down
a classical bit, 1 (0), if her (his) local ancillary state is one
photon. They randomly take a subset, v, of Z windows,
announcing the local measurement outcome of each time
window in set v so that they can judge the asymptotic value
of the bit-flip error rate, £z, by counting the number of
effective Z windows from all of the effective Z windows of
set v. They estimate the phase-flip error rate, e, of effec-
tive bits of Z windows (time windows of Z, and Z,) by Eq.
(28) by observing the events of all X windows.

V2-4 They regard the effective bits from the Z win-
dows as untagged bits and the effective bits from the time
windows of Zz and Z as tagged bits. Applying the tagged
model [13,14], they distill the effective bits of the Z win-
dows and obtain the final key, k7, with the length given by
Eq. (1).

Note I: A bit-flip error is an effective Z window when
Bob’s bit value is different from Alice’s. They can verify
the error by testing a random subset of Z windows.

Note 2: An estimation of e, the upper bound of the
phase-flip error rate, can only be achieved by observing
the subset v of the Z windows. Consider Eq. (28), which is
equivalent to the following:

L R R _ L L
ph ny_ iy, < gPh — ny, — Iy, +ny

e’ < , (36)

nx nx

where the bar represents the upper bound and the under-
line represents the lower bound. ny is the total number of
effective X windows, n% is the number of those effective
X windows heralded by detector L, and n¢ is the num-
ber of effective @ windows heralded by detector d, while
a=X,,X_andd=L,R

Note 3: The X windows are not really necessary because
they can obtain the bound values, 7§, and ny , by observ-
ing a subset of Z windows, instead of observing X win-
dows. Therefore, we can use fake X windows to replace
the original X windows, provided that the real-photon state
of the fake X windows is identical to that of the original X
windows. Obviously, in virtual protocol V2, a Z window is
a fake X window.

3. Virtual protocol V3

a. Preparation stage. They preshare an extended mixed
state of

Q=>"p9, (37)
y
and py = p1:
Q0 =10, 5)(0, 5| ® [01)(01],
Q1 = laa, 0)(ay, 0] ® [10)(10],
Qp = lag, ap) (o, ap| @ [11)(11],
Qo = [0,0)(0,0| ® 00)(00]. (38)

In this virtual protocol, they do not preshare any classical
information. We define time windows Zy, Z1, Zg, Zo by the
four different ancillary states. If they each announce the
local measurement outcome of the ancillary-photon state in
a certain time window i, they can know the specific kind of
time window for i. In the protocol, they will take a random
subset of time windows, v, for the error test. They each
announce the local measurement outcome of the ancillary
state of every time window in set v. Afterward, for each
i € v, they know explicitly which kind of time window it
iS, i.e., ZQ, Zl , ZB» or Z@.

b. Virtual protocol V3. V3-1 In any time window i,
they send out their real-photon state.

V3-2 Charlie announces his measurement outcome for
all time windows.

V3-3 Alice (Bob) measures her (his) ancillary photon
for all effective time windows, with the outcome vacuum
for a classical bit 0 (1) and one photon for a bit value 1 (0).
Through classical communications, they take two random
subsets, v and u, for the error test. They do not announce
the photon-state information of the random subset u. All
the Z windows in set u are defined as set uy. The real-
photon states of set 15 make a fake state for the imaginary
X windows defined in Note 4 of virtual protocol V2. For
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every time window of set v, they each announce the local
measurement outcome of the ancillary-photon state. From
these announced outcomes, they can know the bit-flip error
rate, £z, and the fraction of untagged bits, i.e., bits from
time windows Zy or Z,. They also know the yield values
of Sj, where d = L,R and A = B, O, respectively. Using
these values, they calculate the upper bound value of &
of Eq. (28) for the fake X windows (Z windows of set u).

V3-4 They distill effective bits of Z windows and
obtain the final key, kr. Applying the tagged model [13,14],
they can calculate the length of the final key using Eq. (1).

Note 1: They can produce the state of Eq. (37) locally.
Setting po = p1 = q(1 — @), po = (1 — ¢)*, and pis = ¢*,
they can produce the Q2 state of Eq. (37) locally in the
following manner. At every time i, Alice (Bob) randomly
chooses sending with probability g or not sending with
probability 1 — g. For a sending decision, she (he) sends
out a coherent state |oy) (4| (Jag){ap|) to Charlie, puts
down a bit value 1 (0), and produces a local state |1)(1].
For a not-sending decision, she (he) sends out a vacuum to
Charlie, puts down a bit value 0 (1), and produces a local
state |0)(0|. If they produce the state 2 of Eq. (37) in this
way, they do not need to preshare anything. Also, with-
out the local ancillary-photon state, they can still complete
the final key distillation. Therefore, the local ancillary state
is not actually needed, which brings us back to the real
protocol.

C. Part 2: phase-flip error rate
1. Input-output model

Consider an input state to Charlie sent from Alice (and
Bob). Alice will observe Charlie’s instrument, £, for the
corresponding outcome (classical outcome). Charlie has no
access to Alice’s source.

Suppose that, at the beginning of a certain time window,
Charlie receives a state, |¢). We denote this as an input
state to Charlie. Consider the extended state made up of
the input state and Charlie’s state, |« ). Charlie’s instrument
state, £, is included in the ancillary state, |«). The initial
state is as follows:

Wini) = [¥) ® [«). (39)

At time ¢, Charlie’s instrument, £, is observed by Alice and
she can then derive a result based on {/;} accompanied by
its eigenstate, |/;). Generally, after state |v/) is sent to Char-
lie, Charlie’s initial state, |W,i) = |[¢¥) ® |«), will evolve
with time under a quantum process. Here, we assume a
unitary quantum process, (/. Even though Charlie presents
anonunitary quantum process, it can still be represented by
a unitary process by adding more ancillary states. Hence,
given the general ancillary state |«), we can simply assume
a unitary quantum process for Charlie. At time ¢, the state

is now as follows:

(@) =UDO Vi) =UDY) QIk)).  (40)

In general, the state at time ¢ can be written in a bipartite
form of another two subspaces—one being the instrument
space L and the other being the remaining part of the space,
or subspace L. Given the initial input state |) to Charlie,
the probability that he observes the result /; at time ¢ is as
follows:

U= (Ll (W O) O L) (41)

We will omit (#) in the following formulas. If we suppose
that the space L is spanned by basis states {g;}, we can
rewrite Eq. (41) as follows:

11_Z|

where [7,"") = |gi)|11).

Since in each time window i, Charlie may use differ-
ent quantum processes with different ancillary states and
different measurements, the quantum process should be
written as U; and Eq. (42) should be written as follows:

' = Z Z| v W) (43)

where n'! is the number of time windows for which Alice
observes the outcome /; from instrument £ and K is the
total number of time windows.

Equations (42) and (43) are our elementary formulas for
the input-output model.

01y ? (42)

2. Calculate the outcome of one input state by observing
the outcome of other states

Imagine different sources: source 1 emits the state |¢),
source 2 emits the state |¢g), and source 3 emits the state
|¢1). State |¢) has the following form:

|p) = colgo) + cil1) + c2lpo). (44)

In any time window i, Alice only uses one source. She
chooses one source randomly from 1,2,3 with proba-
bilities dy, d,, ds, respectively. To distinguish states from
different sources, she produces a local ancillary state |1) (1],
[2)(2], or |3) (3], respectively, when she uses sources 1,2,3.
Consider a virtual case in which Alice and Bob prepare a
state with the density matrix

p =di|9) (@] @ [1)(1] + da|do) (ol ® |2)(2
+ d3|p1 ) (o1 @ 13)(BI, di +dy+ds =1, (45)

where |k), k = 1,2, 3 is the local ancillary state. They then
keep the ancillary state and send out the real-photon state
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to Charlie. (We call the state emitted by source 1, 2, or 3
the real-photon state.)

With the elementary formula Eq. (43) in Sec. VC1 and
Eq. (45), we have the following extended state after Char-
lie completes the operations for the real-photon state and
his ancillary state:

0 = di|P;) (@il @ [1)(1] 4 d2| Poi) (Poil ® 12)(2]
+ d3| 1) (Pl @ 13)(3], di +dy +d3 =1,

where |®;) = Ui([O)(1¢) ® |Ki), |Pr) = Ui()(IPx)  |Ki)),
k = 0, 1. On the other hand, given Eq. (44), we have

(46)

| D) = co|Poi) + c1|P1i) + c2| D). 47)

We can now write the formula for the number of /; events
of source £, nil , which is the number of time windows her-
alded by joint events of outcome /; of instrument £ from
source k, with £ = 1,2, 3. Since we have already labeled
each source by an ancillary-photon state, the number of /;
events of source £ is just the number of joint events of out-
come /; from the instrument and outcome |k) (k| from the
measurement to the local ancillary-photon state:

n = d ZZ| 1@ (48)
! _d2ZZ| (via 1on) P, (49)
ny = ds ZD vid 101 (50)

Therefore, we have the following formula for the number
of [; events of source 1:

ZZ | V(ll)

i=l k

l
nl'/dy = = |co)? ZZ' V,(l)|q)01
i=1 k
+lef? ZZ' (g 1211
!
+ lea]? ZZI i |2
+2ZZRe(cOc1 Doily i) (v 101
+ ZZ ZRG(CoCz (@oily ) v 12

+222Re(c1cz (@uly ) (v @) (51)

For the term Z, L 3" Re(ec/{ WI)/I(I'))(J/I(,?)W’)), with
state [v) and |¥’), we can use the Cauchy 1nequality

to obtain its bound

ZZRe(ac Wy 1)

=1 k

AR

< |cc|ZZ| (Wl

N

ZZ yz(llcl)

i=1 k

< lec/| ZD (Wi P

(53)
Recalling Egs. (48)+50), we have
Al jdy = ZZ' %(1[{1)
Z Z (v 1o 2,

ZZ| yl(ll) 2

nll fdy = (54)
!
ny [dy =

Note that 0 < 3", (@aily ) (" |®2:) <
bound of ”11 /di can be obtained by

1. The upper

nlljdy < |col?n) Jdy + |c1 Prll Jds + |ea PN

11 11 l

+2|C()01| +2|C()02| 2
+2leie] "?N
c|c —
1€2 d3

and we also have the lower bound

”111 /dl = |CO|2”211 /dZ |CI|2”?/d3 2|COCI|V
| | nl‘N | | llN
+ 2 CcoC + 2 ci1cC
0c2 ,7 162 {3

(35)

(56)
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We then define the yield of state |¢) for outcome /; by

(57)

where d|N is the total number of time windows using
source 1, which emits the real-photon state |¢). Similarly,

I !
Sll _ n, I — 1y

= — 58
(20 dzN’ ®1 d;N (58)

Therefore, Egs. (55) and (56) can be written in the form of
yields

l 2l 2l 2
S < leoSph + le1PSp + lea

+2lcoct|y/ Sk S+ 2lcocaly/ Sk + 2lerealy/ Sy

(59)
and

l )
N> Jeo2SY + ler2S))

- [z|c0c1|,/s,§;os,§;l +2[cocaly/ Sy + 2|c1c2|,/sgl] .

(60)

With Egs. (59) and (60), they can estimate the bounds of
the yield of state |¢) for /; events, even when using the
observed data of other states.

3. Bound-value estimation in the protocol

In the protocol, we use the real-photon state |0,0) in a
time window Z» and the real-photon state |o,, g) in a
time window Zp. The yield for a L event or a R event of
these two kinds of time windows can be observed directly
from the time windows of the random subset v. We must
use the observed data to calculate the bound values for
S§}+, the fraction of time windows heralded by the out-
come /; among all X windows, explicitly the lower bound
for L events §)L(+ and the upper bound for R events S§+.
We can directly apply Egs. (59) and (60), by replacing the
real-photon states |¢), |¢o), and |¢;) with |xT), |0, 0), and
|y, ap), respectively. We can easily obtain

Ity = e 10,0) + |ag, ap) — (1 —e™")|ay, ap) 1)
e 2 2(T+ e ) ’

remembering that /1 — e #|a,) = |a,) — e */?|0),x =

A, B. Therefore,
e M2
20+ e R’
1
e 22T +e ™)’
1] —e™™

RPN TN

Ccy =

(62)

Cc] =

We use the notation SJZ} for the fraction of effective win-
dows heralded by outcome /; among all y windows of the
testsetvand/y = L,R,y = X4, Zp, Zo. Say that there are
ny! effective windows:

—1y2
I <h _ — i I m I (1 —e M)
SX+SSX+_—2(1+eu){ So +€e"Sg L
2(1 —e#
+2,/SSH 4 2(1 — ey /8D + ( ° )\/ }
(63)
—1

ol o _ —noh I [ oli ol
SX+ Z‘S)}_,_ = 21+ e h) {e /‘So'f‘e“SB —2|: S(’)Slé

e (@]

Replacing /; in Eq. (63) by R and /; in Eq. (64) by L, we
obtain S and S% .

4. Estimation of the bound of the phase-flip error rate
Suppose that the number of X windows in set u is M.
Among these windows, the number of X; windows is
(1+e™M/2 and the number of X_ windows is (1 —

e )M /2. The phase-flip error rate is defined as follows:

R L
o — ny, +ny

, 65
ng, +ny +n +ny (65)

where n¢ represents the number of effective  windows her-
alded by detector d clicking,d = L,R,anda = X, X_. We
then have the following:

eph _ n§+ - n§(+ + nl)‘(
e
(1 +e ™) [S§+ — S)Lq] 428t

= , 66
25y (66)

where ny and Sy are the number of effective events in X
windows and the fraction of effective windows among all
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X windows, respectively. We have the following formula
for the upper bound of the phase-flip error rate:

(1+e™) [§§+ _ gﬁQ] 428t

h zZ
25, '

<=

eP (67)

Here, S; is the fraction of effective windows among the Z
windows in set u, which are fake X windows in the real
protocol. Sé is the fraction of effective windows heralded

by the left detector among all Z windows in set u. Since a
Z window in set u is identical to a Z window in set v, they
can obtain the values of S, Sg by directly observing set v.

The quantities of §§+ and §f¥+ can be calculated by Egs.
(63) and (64).

VI. CONCLUDING REMARK

In this paper, we present a practical SCF protocol that
can make a secure QKD over distances longer than 200
km. Though our protocol is source-side-channel free, it
is not entirely source-independent, such as the device-
independent protocols in Refs. [41—44] and the protocol
shown in Ref. [27]. Our protocol makes no assumptions
about the side-channel space of the quantum state but
imposes conditions in the operational space. The security
proof in its present form assumes an exact vacuum state.
These conditions can possibly be loosened in future work.
One solution may be to change the imperfect vacuum into
a probabilistic perfect vacuum via random phase shifts and
then use the tagged model. However, we believe that, even
in its present form, our protocol has obvious advantages in
security.
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