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The sending-or-not-sending protocol of the twin-field quantum key distribution (TFQKD) has its advan-
tage of unconditional security under any coherent attack and fault tolerance to a large misalignment error.
Here, we consider the complete finite-key effects for the protocol and we calculate the secure key rate
with a fixed security coefficient. The numerical simulation shows that the protocol with a typical finite
number of pulses in practice can produce an unconditional secure final key under general attack, including
all coherent attacks. It can exceed the secure distance of 500 km in a typical finite number of pulses in
practice even with a large misalignment error.
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I. INTRODUCTION

Quantum key distribution (QKD) could provide uncon-
ditionally secure communication [1–8] between two par-
ties, Alice and Bob. But security in an ideal case [5–8]
does not guarantee security in practice [9–17]. Fortunately,
the decoy-state method [18–21] could help us beat the
photon-number-splitting (PNS) attack [9–13] and guaran-
tee security with imperfect light sources. The decoy-state
method has been widely studied in theory [22–30] and
applied in experiments [31–40] such as the Micius satellite
[34] and quantum networks [35–37]. Besides the decoy-
state mehtod, there are other protocols such as the round-
robin differential-phase-shift (RRDPS) protocol [41,42]
proposed to beat the PNS attack. Measurement-device-
independent QKD (MDIQKD) [43,44] can solve all possi-
ble loopholes of detection. The decoy-state MDIQKD [45–
58] protocol could help us ensure the security of a protocol
performed by imperfect light sources and detectors.

The 4-intensity protocol [57], together with the joint
constraints [56], has greatly improved the key rate and
distance of the MDIQKD. Using this protocol, a distance
exceeding 400 km has been experimentally demonstrated
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[52] for the MDIQKD. However, the key rate of all the
prior art decoy-state protocols and the MDIQKD proto-
cols cannot be better than the linear scale of the channel
transmittance. It cannot exceed the known bound of the
repeaterless QKD, such as the PLOB (Pirandola, Laurenza,
Ottaviani, and Banchi) bound [59] or the TGW (Takeoka,
Guha, and Wilde) bound [60]. Recently, a QKD proto-
col named twin-field QKD (TFQKD) was proposed [61]
whose key rate R ∼ O(

√
η), where η is the channel trans-

mittance, and has attracted much attention. But the later
announcement of the phase information in Ref. [61] will
cause security loopholes [62,63], and many variants of
TFQKD have been proposed [63–70] to close the loophole.
A series of experiments [71–74] have been done to demon-
strate those protocols. In particular, an efficient protocol for
TFQKD through the sending-or-not-sending (SNS) proto-
col has been given in Ref. [63]. The SNS protocol has
been demonstrated in a proof-of-principle experiment in
Ref. [71] and realized in real optical fiber with the effects
of statistical fluctuation being taken into account [72].
The unconditional security of the SNS protocol in the
asymptotic case has been proved [63] and the SNS proto-
col relaxes the requirement for single-photon interference
accuracy. The key rate of SNS is still considerable even if
the misalignment error is as large as 35%. The SNS QKD
protocol with the effect of statistical fluctuation and finite
decoy states has been studied in Ref. [68]. Here, we show
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an analysis of the complete effect of the finite-key size of
the SNS QKD protocol.

The main tool we use to analyze the effect of the finite-
key size is the universally composable framework [75].
A complete QKD protocol usually includes the prepara-
tion and distribution of quantum states, measurement of
received quantum states, parameter estimation, error cor-
rection, and private amplification. After the error correc-
tion step, Alice gets a bit string S and Bob gets an estimate
string S′ of S. If the error rate is too large, the results of
error correction are an empty string and the protocol aborts.
A protocol is called εcor-correct if the probability that S and
S′ are not the same is Pr(S �= S′) ≤ εcor.

Also, the quantum state of Alice may be attacked by Eve
in the distribution and measurement steps and some infor-
mation would be leaked to Eve. To ensure the security of
final secret keys, Alice and Bob apply a privacy amplifica-
tion scheme based on two-universal hashing [76] to extract
two shorter strings of length l from S and S′. We denote the
density operator of the system of Alice and Eve as ρAE. If

min
ρE

1
2

‖ ρAE − UA ⊗ ρE ‖≤ εsec, (1)

where UA denotes the fully mixed state of Alice’s system
of strings of length l and ρE is the density operator of Eve’s
system, then the protocol is called εsec-secret [54,77,78].
According to the composable framework, a protocol is
called ε secure if it is both εcor-correct and εsec-secret, and
εcor + εsec ≤ ε.

This paper is arranged as follows. In Sec. II, we intro-
duce the main results of the effect of the finite-key size. In
Sec. III, we present our numerical simulation results. The
article ends with some concluding remarks. The details of
the calculation are shown in the appendix.

II. THE EFFECT OF FINITE-KEY SIZE OF SNS
PROTOCOL

As shown in Ref. [63], there are two windows in the
SNS protocol, the X̃ windows and the Z windows. In a Z
window, Alice (Bob) randomly decides to send a phase-
radomized coherent state |√μzeiθA〉 (|√μzeiθB〉), with a
probability p , or sends nothing (a vacuum state |0〉). In an
X̃ window (note that the X̃ window defined here is slightly
different from the definition of the X window in Ref. [63],
so we use a different symbol), Alice and Bob randomly
send out a phase-randomized coherent state.

The X̃ windows are decoy windows and are used to esti-
mate the counting rate s1 and phase-flip error rate eph

1 of the
single-photon state |01〉 or |10〉 that Alice decides to send
and Bob decides not to send or Alice decides not to send
and Bob decides to send in the Z windows. The asymptotic
case is considered in Ref. [63], and there are infinite inten-
sities in the X̃ windows and infinite pulses in the whole
protocol; thus, s1 and eph

1 can be estimated exactly.

Alice and Bob send their prepared pulses to Charlie.
Charlie is assumed to perform interferometric measure-
ments on the received pulses and announces the measure-
ment result to Alice and Bob. If one and only one detector
clicks in the measurement process, Charlie also announces
whether the left detector or right detector clicks. The effec-
tive events of Z windows and X̃ windows are defined
individually: it is an effective event of Z windows if one
and only one detector clicks; it is an effective event of X̃
windows if one and only one detector clicks and Alice and
Bob send the coherent state with the same intensity, and
their phases satisfy the postselection criterion, which is

1 − | cos (θA − θB − ψAB)| ≤ |λ|, (2)

where θA and θB are the phases of coherent states prepared
by Alice and Bob respectively, and ψAB can take an arbi-
trary value that can be different from time to time as Alice
and Bob like, so as to obtain a satisfactory key rate for the
protocol [72]. Note that 1 − | cos [θA − θB − (γA − γB)]| ≤
|λ| according to the security proof of Ref. [63] in the post-
selection criterion there [63]; both γA and γB can take
arbitrary values there [63]. However, in applying the cri-
terion, we only need the value γA − γB, which is actually
only one value. Thus we could just use ψAB in Eq. (2) here.
The value of λ is decided by the size of the phase slice, 	,
that Alice and Bob choose [61]. The Eq. (2) is equivalent
to

|θA − θB − ψAB| ≤ 	

2
, |θA − θB − ψAB − π | ≤ 	

2
.

(3)

Just as in Ref. [68], here |x| means the degree of the minor
angle enclosed by the two rays that enclose the rotational
angle of degree x, e.g., | − 15π/8| = |15π/8| = π/8, | −
π/10| = π/10.

The phases of coherent states in Z windows are never
announced in the public channel; thus, the coherent states
in Z windows are phase-randomized coherent states that
are equivalent to a classical mixture of different photon
numbers. Only the effective events of single-photon states
in those Z windows that Alice decides to send and Bob
decides not to send or Alice decides not to send and Bob
decides to send are untagged events; thus, we have the
following formula of the final key rate:

R = 2p(1 − p)μze−μz s1[1 − h(eph
1 )] − fSzh(Ez), (4)

where Sz is the counting rate of pulses in Z windows
and Ez is the corresponding error rate, h(x) = −x log2 x −
(1 − x) log2 (1 − x) is the binary Shannon entropy func-
tion, f is the error correction inefficiency, and s1 and eph

1
are defined in the beginning of this section.

However, the number of pulses is finite in practice and
thus there cannot be infinite intensities in X̃ windows.
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Here, we consider the four-intensity decoy state SNS pro-
tocol [68]. In each time, Alice and Bob randomly choose
the decoy window or signal window with probabilities 1 −
pz and pz. If the decoy window is chosen, Alice (Bob) ran-
domly chooses vacuum state |0〉, |eiδA√

μ1〉, or |eiδ′A√
μ2〉

(vacuum state |0〉, |eiδB√
μ1〉, or |eiδ′B√

μ2〉) with probabili-
ties p0, p1, and 1 − p0 − p1 respectively, where δ is random
in [0, 2π). If the signal window is chosen, Alice (Bob)
randomly chooses vacuum state |0〉 or phase-randomized
weak coherent state of intensity μz, with probabilities pz0
and 1 − pz0. Then, Alice and Bob prepare the chosen states
and send them to Charlie. Charlie is assumed to perform
interferometric measurements on the received quantum
signals and announces the measurement result to Alice
and Bob. If one and only one detector clicks in the mea-
surement process, Charlie also announces whether the left
detector or right detector clicks. Then Alice and Bob take
it as a one-detector heralded event. After Alice and Bob
repeat the above steps N times, they perform the following
data postprocessing steps.

1. Sifting. If both Alice and Bob choose the signal win-
dow, it is a Z window. If both Alice and Bob choose the
decoy window, it is an X̃ window. Also, we define when
both Alice and Bob decide to send the phase-randomized
coherent state with intensity μ1 as the X1 window, which
is a subset of X̃ windows. According to the criterion intro-
duced in the beginning of this section, Alice and Bob
decide whether a one-detector heralded event is an effec-
tive event. We define three kinds of sets, Z , X1, and X2.
The set Z includes all effective events in Z windows. The
set X1 includes all effective events in X1 windows. The set
X2 includes all other one-detector heralded events.

2. Parameter estimation. For the events in the set Z ,
Alice denotes it as bit 0 if she sends a vacuum state and
as bit 1 if she sends a phased-randomized weak coherent
state. At the same time, Bob denotes it as bit 1 if he sends a
vacuum state and as bit 0 if he sends a phased-randomized
weak coherent state. Finally, Alice and Bob form the nt-bit
strings Zs and Z ′

s according to the events in set Z . Then
through the decoy-state method, Alice and Bob estimate
n1 according to the events in X2 and estimate eph

1 accord-
ing the events in set X1, where n1 is the lower bound of
bits caused by untagged events in Zs or Z ′

s and eph
1 is the

upper bound of the phase-flip error rate of the untagged
bits. The details of how to calculate n1 and eph

1 are shown
in Appendix B.

3. Error correction. Alice and Bob perform an informa-
tion reconciliation scheme to correct Z′

s, and Bob obtains
an estimate Ẑs of Zs from Z ′

s. To achieve this goal, Alice
sends Bob leakEC bits of error correction data. Then Alice
computes a hash of Zs of length log2 (1/εcor) using a ran-
dom universal hash function, and she sends the hash and
hash function to Bob [76]. If the hash that Bob computes is
the same as that of Alice, the probability that Zs and Ẑs are

not the same, Pr(Zs �= Ẑs), is less than εcor. If the hash that
Bob computes is not the same as that of Alice, the protocol
aborts.

4. Private amplification. Alice and Bob apply a privacy
amplification scheme based on two-universal hashing [76]
to extract two shorter strings of length l from Zs and Ẑs.
Alice and Bob obtain strings ZPA and ẐPA, which are the
final secret keys.

The protocol is εcor-correct if the error correction step is
passed. If the final length of secret keys, l, satisfies

l = n1[1 − h(eph
1 )] − leakEC − log2

2
εcor

− 2 log2
1√

2εPAε̂
, (5)

the protocol is εsec-secret. According to the composable
framework, the security coefficient of the whole proto-
col is εtol = εcor + εsec, where εsec = 2ε̂ + 4ε̄ + εPA + εn1 .
Here, εcor is the failure probability of error correction; ε̄
is the failure probability for the estimation of the phase-
flip error rate of those untagged bits in the Z basis, i.e.,
the probability that the real value of the phase-flip error
rate of untagged bits is larger than eph

1 ; εPA is the failure
probability of privacy amplification; and εn1 is the fail-
ure probability for the estimation of the lower bound of
untagged bits in the Z basis, i.e., the probability that the
real value of the number of untagged bits is smaller than
n1. The value of leakEC is related to the specific error cor-
rection schemes and, in general, leakEC = fnth(Ez), where
Ez is the error rate of strings Zs and Z ′

s and f is the
error correction inefficiency. The detailed proof is shown
in Appendix A.

III. NUMERICAL SIMULATION

If an experiment of SNS protocol is done, we can first
calculate the lower and upper bounds of 〈Sjk〉 with Eqs.
(B1) and (B5)–(B9) from their observed values. Also, we
can get the upper bound of 〈T	〉 in a similar way. Then,
we can get the lower bound of 〈sZ

1 〉 and the upper bound
of 〈eph

1 〉 with Eqs. (B3) and (B4). Then, we can get the
lower bound of n1 and the upper bound of eph

1 with Eqs.
(B10)–(B14). Finally, we can get how many bits of secret
keys we can extract from this experiment with Eq. (5).
The problem is that we do not have such observed values
and we need to simulate what values we would observe
in the experiment with the list of experimental parame-
ters in Table I. All symbols appearing in this paragraph
are defined in Appendix B.

We use the linear model to simulate the observed values
of experiment with the list of experimental parameters in
Table I. Without loss of generality, we assume that the dis-
tance between Alice and Charlie and the distance between
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TABLE I. List of experimental parameters used in numerical
simulations. Here, pd denotes the dark count rate of Charlie’s
detectors; e0 is the error rate of the vacuum count; ed is the
misalignment-error probability; ηd is the detection efficiency of
Charlie’s detectors; f is the error correction inefficiency; αf is
the fiber loss coefficient (dB/km); ξ is the failure probability of
statistical fluctuation analysis.

pd e0 ed ηd f αf ξ

1.0 × 10−10 0.5 15% 80.0% 1.1 0.2 1.0 × 10−10

Bob and Charlie are the same, and we assume that the prop-
erties of Charlie’s two detectors are the same. The total
transmittance of the experiment setups is η = 10−L/100ηd,
where L is the distance between Alice and Bob. The sim-
ulation of those observed values is shown in Appendix
C. These values are related to η and the list of other
parameters in Table I.

Here, we set εcor = ε̂ = εPA = ξ , ε̄ = 3ξ , and εn1 = 4ξ .
Thus, the security coefficient of the whole protocol is εtol =
20ξ = 2.0 × 10−9. As shown in Eqs. (B3) and (B14), four
parameters need to be estimated before we get n1 [notice
that we could handle 〈S01〉, 〈S10〉 and 〈S02〉, 〈S20〉 together
in Eq. (B3)]. Thus, we need to use the Chernoff bound four
times. Obviously, if we set the failure probability of the
Chernoff bound as ξ , the probability that the real value of
the number of untagged bits is smaller than n1 is no larger
than 4ξ . For the similar reason that we use the Chernoff
bound three times in Eqs. (B4) and (B14) to estimate eph

1 ,
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FIG. 1. The optimal key rates (per pulse) versus transmission
distance (the distance between Alice and Bob) with the results of
this work and Ref. [68] under the experimental parameters listed
in Table I. The dashed lines are results of Ref. [68] and the solid
lines are the results of this work. Here, we simulate three groups
of results, where N = 1 × 1014, 1 × 1012, 1 × 1010. The red solid
line is the PLOB bound.

PLOB bound

FIG. 2. The optimal key rates (per pulse) versus transmission
distance (the distance between Alice and Bob) with the results
of this work and Ref. [68] under the experimental parameters
listed in Table I, except we set ed = 20%. The dashed lines are
results of Ref. [68] and the solid lines are the results of this work.
Here, we simulate three groups of results, where N = 1 × 1014,
1 × 1012, 1 × 1010. The red solid line is the PLOB bound.

we set ε̄ = 3ξ . In order to fairly compare the performance
of generating final keys of different total pulse numbers, N ,
we define the key rate per sending pulse, R = l/N .

PLOB bound

FIG. 3. The optimal key rates (per pulse) versus transmission
distance (the distance between Alice and Bob) with the results of
this work and Ref. [68]. We set pd = 1 × 10−8 and ed = 5%; the
other experimental parameters that we use are listed in Table I.
The dashed lines are results of Ref. [68] and the solid lines are
the results of this work. Here, we simulate three groups of results,
where N = 1 × 1014, 1 × 1012, 1 × 1010. The red solid line is the
PLOB bound.

024061-4



UNCONDITIONAL SECURITY OF SENDING. . . PHYS. REV. APPLIED 12, 024061 (2019)

PLOB bound

FIG. 4. The optimal key rates (per pulse) versus transmission
distance (the distance between Alice and Bob) with the results of
this work and Ref. [68]. We set pd = 1 × 10−9 and ed = 5%; the
other experimental parameters that we use are listed in Table I.
The dashed lines are results of Ref. [68] and the solid lines are
the results of this work. Here, we simulate three groups of results,
where N = 1 × 1014, 1 × 1012, 1 × 1010. The red solid line is the
PLOB bound.

Figures 1 and 2 are our simulation results of this work
and Ref. [68] with the list of experimental parameters in
Table I. The only difference between Figs. 1 and 2 is that
ed = 15% in Fig. 1 and ed = 20% in Fig. 2. The results of
this work and Ref. [68] almost overlap when we set N =
1 × 1014, but the difference of the results is obvious when
we set N = 1 × 1010, especially at the end of the lines. The
secure distance of the SNS protocol can still reach up to
500 km with 20% misalignment error and 1 × 1012 total
pulses, even if we take all the effects of the finite-key size
into consideration.

Figures 3 and 4 are our simulation results of another two
groups of experimental parameters. We set pd = 1 × 10−8

and ed = 5% in Fig. 3 and pd = 1 × 10−9 and ed = 5%
in Fig. 4. The other experimental parameters that we use
are listed in Table I. As in Figs. 1 and 2, we simulate three
groups of results, where N = 1 × 1014, 1 × 1012, 1 × 1010.
Comparing Fig. 3 with Fig. 4, we can find that the secure
distances are improved at most 100 km if the dark count is
reduced by an order of magnitude. Still, the complete effect
of finite size is reflected at the end of the lines, especially
when the total number of pulses, N , is relatively small.

IV. CONCLUSION

In this paper, we show an analysis of the finite-key size
effect of the SNS protocol and get the relation of final key
length l and the security coefficient, as shown in Eq. (5).
Equation (5) is derived by the method proposed in Ref.

[78], and thus it can produce an unconditional secure final
key under general attack, including all coherent attacks.
The numerical results show that the secure distance of the
SNS protocol can still reach up to 500 km with a 20%
misalignment error and 1 × 1012 total pulses, even if we
take all the effects of the finite-key size into considera-
tion. This clearly shows that the SNS protocol [63] of
TFQKD is on the one hand secure under general attack,
i.e., as secure as the existing decoy-state MDIQKD, and
on the other hand more efficient than the existing decoy-
state MDIQKD by many orders of magnitude in the key
rate in the long-distance domain.
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APPENDIX A: THE RELATION OF THE LENGTH
OF FINAL KEY AND εsec

In this protocol, any attack on the quantum channel and
detectors is allowed only if it does not break the rules
of quantum mechanics, and we call the attacker Eve. We
denote the system of Eve after error correction as E′. If
Alice and Bob apply a privacy amplification scheme based
on two-universal hashing to extract two shorter strings of
length l from Zs, the protocol is εsec-secret [76,79]:

εsec ≤ 2ε + 1
2

√
2l−Hε

min(Zs|E′), (A1)

where H ε
min(Zs|E′) is the ε-smooth min entropy. It mea-

sures the max probability of guessing Zs right, giving
E′. E′ could be decomposed as CE, where C is the sys-
tem of leakage information, while Alice and Bob perform
error correction and E is the system of Eve before error
correction. According to the chain rules [76], we have

H ε
min(Zs|E′) ≥ H ε

min(Zs|E)− |C|, (A2)

where |C| < leakEC + log2(2/εcor). Also, we can decom-
pose the string Zs as Z1Zrest, where Z1 is the bits caused
by untagged-photon events and Zrest is the other bits of Zs
[54]. Thus, according to the chain rules [80], we have

H ε
min(Zs|E) ≥ H ε̄

min(Z1|ZrestE)+ H ε′
min(Zrest|E)

− 2 log2

√
2
ε̂

, (A3)

where ε = 2ε̄ + ε′ + ε̂ and H ε′
min(Zrest|E) ≥ 0.
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Also, we denote the X basis as { 1
2 (|01〉 + eiθ |10〉), 1

2
(|01〉 − eiθ |10〉)} and Z basis as {|01〉, |10〉}, where θ

can be an arbitrary value. To get the lower bound of
H ε̄

min(Z1|ZrestE), we need to use the uncertainty relation of
smooth min- and max-entropy [78,81]. It says that if the
untagged-photon states prepared in the X basis and Z basis
are orthogonally unbiased, and if the states originally pre-
pared and measured under the Z basis are now prepared
and measured under the X basis, such that Alice and Bob
obtain strings Xs1 and X ′

s1 respectively, then we have

H ε̄
min(Z1|ZrestE) ≥ n1 − H ε̄

max(Xs1|X ′
s1), (A4)

where n1 is the lower bound of the length of Z1. We denote
eX = (1/n1)Xs1 ⊕ X ′

s1, which is the mismatching rate of
Xs1 and X ′

s1. As we cannot directly observe the real value
of eX , we need to estimate eX from the observed values of
the protocol. We denote the estimated value of eX as eph

1 .
As shown in Ref. [78], if the probability that eX ≥ eph

1 is
no larger than ε̄, then we have

H ε̄
max(Xs1|X ′

s1) ≤ n1h(eph
1 ). (A5)

Finally, we have

H ε
min(Zs|E′) ≥ n1[1 − h(eph

1 )] − leakEC

− log2
2
εcor

− 2 log2

√
2
ε̂

. (A6)

Combining Eqs. (5), (A1), and (A6) and setting ε′ = 0, we
have

εsec ≤ 2ε̂ + 4ε̄ + εPA. (A7)

Finally, containing the failure probability for the estima-
tion of the lower bound of untagged bits in the Z basis,
i.e., the probability that the real value of the number of
untagged bits is smaller than n1, εn1 , we have

εsec ≤ 2ε̂ + 4ε̄ + εPA + εn1 . (A8)

APPENDIX B: THE CALCULATION METHOD OF
n1 AND eph

1

The method we use here is similar to that in
Ref. [68]. In an X̃ window with different intensi-
ties from Alice and Bob, they do not announce any
phase information in the protocol; therefore, the coher-
ent states sent out from each side can be regarded
as a classical mixture of different photon numbers.
We denote ρ = |0〉〈0|, ρ1 = ∑

k=0(μ
k
1e−μ1/k!)|k〉〈k|, ρ2 =∑

k=0(μ
k
2e−μ2/k!)|k〉〈k|, and ρz = ∑

k=0(μ
k
z/k!)|k〉〈k|,

where ρ1 and ρ2 are the density operators of the coher-
ent states used here in the X̃ windows. This also applies to

Bob’s quantum state. In the whole protocol, Alice and Bob
obtain Njk(jk = {00, 01, 02, 10, 20}) instances when Alice
sends state ρj and Bob sends state ρk. After the sifted step,
Alice and Bob obtain njk one-detector heralded events. We
denote the counting rate of source jk as Sjk = njk/Njk. With
all those definitions, we have

N00 = [(1 − pz)
2p2

0 + 2(1 − pz)pzp0pz0]N ,

N01 = N10 = [(1 − pz)
2p0p1 + (1 − pz)pzpz0p1]N ,

N02 = N20 = [(1 − pz)
2(1 − p0 − p1)p0

+ (1 − pz)pzpz0(1 − p0 − p1)]N .

(B1)

Also, we need to define two new subsets of the X1 win-
dows, C	+ and C	− , to estimate the upper bound of eph

1 .
C	+ contains all the instances in which both Alice and Bob
prepare |eiδA√

μ1〉, |eiδB√
μ1〉, and |δA − δB| ≤ 	/2. C	−

contains all the instances in which both Alice and Bob pre-
pare |eiδA√

μ1〉, |eiδB√
μ1〉, and |δA − δB − π | ≤ 	/2. Just

as in Ref. [68], here |x| means the degree of the minor angle
enclosed by the two rays that enclose the rotational angle of
degree x, e.g., | − 15π/8| = |15π/8| = π/8, | − π/10| =
π/10. The number of instances in C	± is

N	± = 	

2π
(1 − pz)

2p2
1 N . (B2)

We denote the number of effective events of right detec-
tors responding from C	+ as nR

	+ and the number of
effective events of left detectors responding from C	− as
nL
	− . We also get the counting error rate of C	± , T	 =
(nR
	+ + nL

	−)/2N	± .
If we denote the expected value of the counting rate of

untagged photons as 〈sZ
1 〉, the lower bound of 〈sZ

1 〉 is

〈sZ
1 〉 ≥ 〈sZ

1 〉 = 1
2μ1μ2(μ2 − μ1)

[μ2
2eμ1(〈S01〉 + 〈S10〉)

− μ2
1eμ2(〈S02〉 + 〈S20〉)− 2(μ2

2 − μ2
1)〈S00〉],

(B3)

where 〈Sjk〉 is the expected value of Sjk, and 〈Sjk〉 and 〈Sjk〉
are the upper bound and lower bound of 〈Sjk〉 when we
estimate the expected value from its observed value.

The expected value of the phase-flip error rate of the
untagged photons satisfies [68]

〈eph
1 〉 ≤ 〈eph

1 〉 = 〈T	〉 − 1
2 e−2μ1〈S00〉

2μ1e−2μ1〈sZ
1 〉 . (B4)

Here we use the fact that the error rate of vacuum state is
always 1

2 .
The formulas of 〈sZ

1 〉 and 〈eph
1 〉 are represented by

expected values, but the values that we get in experiments
are observed values. To close the gap between the expected
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values and observed values, we need the Chernoff bound
[58,82]. Let X1, X2, . . . , Xn be n random samples, detected
with the value 1 or 0, and let X denote their sum satisfying
X = ∑n

i=1 Xi. φ is the expected value of X . We have

φL(X ) = X
1 + δ1(X )

, (B5)

φU(X ) = X
1 − δ2(X )

, (B6)

where we can obtain the values of δ1(X ) and δ2(X ) by
solving the following equations:

(
eδ1

(1 + δ1)1+δ1

)X /(1+δ1)
= ξ

2
, (B7)

(
e−δ2

(1 − δ2)1−δ2

)X /(1−δ2)
= ξ

2
, (B8)

where ξ is the failure probability. Thus, we have

φL(NjkSjk) = Njk〈Sjk〉,φU(NjkSjk) = Njk〈Sjk〉. (B9)

Still, Eqs. (B3) and (B4) are the lower bound of the
expected values of the counting rate and the upper bound
of the phase-flip error rate of single photons, respectively.
The final question is what their real values are in this spe-
cific experiment, and we need the Chernoff bound to help
us estimate their real values from their expected values.
Similar to Eqs. (B5)–(B8), the observed value, ϕ, and its
expected value, Y, satisfy

ϕU(Y) = [1 + δ′
1(Y)]Y, (B10)

ϕL(Y) = [1 − δ′
2(Y)]Y, (B11)

where we can obtain the values of δ′
1(Y) and δ′

2(Y) by
solving the following equations:

(
eδ

′
1

(1 + δ′
1)

1+δ′1

)Y

= ξ

2
, (B12)

(
e−δ′2

(1 − δ′
2)

1−δ′2

)Y

= ξ

2
. (B13)

We define N1 = 2p2
z pz0(1 − pz0)μze−μz N and we have

[68]

n1 = ϕL(N1〈sZ
1 〉), eph

1 = ϕU(N1〈sZ
1 〉〈eph

1 〉)
N1〈sZ

1 〉 . (B14)

This ends the estimate of n1 and eph
1 . The estimation can

also be applied to an SNS protocol with cat-state sources
[83] and SNS protocol over asymmetric channel [84].

APPENDIX C: THE SIMULATION OF OBSERVED
VALUES

We use the linear model to simulate the observed values
of experiment with the list of experimental parameters in
Table I. Without loss of generality, we assume that the dis-
tance between Alice and Charlie and the distance between
Bob and Charlie are the same, and we assume that the prop-
erties of Charlie’s two detectors are the same. If the total
transmittance of the experiment setups is η, then we have

n00 = 2pd(1 − pd)N00,

n01 = n10 = 2[(1 − pd)eημ1/2 − (1 − pd)
2e−ημ1 ]N01,

n02 = n20 = 2[(1 − pd)eημ2/2 − (1 − pd)
2e−ημ2 ]N02,

nt = nsignal + nerror,

Ez = nerror

nt
,

nR
	+ = nL

	− = [TX (1 − 2ed)+ edSX ]N	± ,

where N00, N01, N10, N02, N20, and N	± are defined in Eqs.
(B1) and (B2) and

nsignal = 4Np2
z pz0(1 − pz0)[(1 − pd)e−ημz/2

− (1 − pd)
2e−2ημz ],

nerror = 2Np2
z (1 − pz0)

2[(1 − pd)e−ημz I0(ημz)

− (1 − pd)
2e−2ημz ] + 2Np2

z p2
z0pd(1 − pd),

TX = 1
	

∫ 	
2

−	
2

(1 − pd)e−2ημ1 cos2 δ
2 dδ

− (1 − pd)
2e−2ημ1 ,

SX = 1
	

∫ 	
2

−	
2

(1 − pd)e−2ημ1 sin2 δ
2 dδ

− (1 − pd)
2e−2ημ1 + TX ,

where I0(x) is the 0-order hyperbolic Bessel function of the
first kind.
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