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The afterpulse effect is an intrinsic characteristic of the single-photon avalanche photodiode that has
been widely used in quantum key distribution (QKD). As QKD systems move into the gigahertz regime,
the afterpulse effect is no longer ignorable, which will lead to a great deviation compared with the existing
analytical model. Here we develop an analytical model to make QKD systems more afterpulse compatible.
In addition, we obtain the secure key rate for our model with the analysis of statistical fluctuation using
Hoeffding’s inequality and Azuma’s inequality. Our results show that the optimized parameters of the
afterpulse-compatible model can provide a much higher key rate than the optimized parameters of the
previous afterpulse-omitted model in the same situation.
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I. INTRODUCITON

Quantum key distribution (QKD) [1,2] can share a pri-
vate key securely between two parties. Unlike classical
cryptography, the security of QKD relies on the princi-
ples of quantum physics, with any eavesdropping on a
quantum channel being detected inevitably by extra sig-
nal disturbance. Furthermore, the private key can provide
unconditional secure communication combined with the
one-time pad [3].

In practice, since the first QKD protocol proposed in
1984 by Bennett and Brassard [1], a great number of
QKD experiments [4—10] have been reported and com-
mercial QKD devices [11—14] have been made available.
The goals of QKD [15] such as unconditional security
and high-speed systems never changed over the past three
decades. However, the imperfections of practical devices
have blocked the efforts of researchers to achieve their
goals [16], such as the afterpulse effect of a single-photon
avalanche detector (SPAD) [17—19].

Because of high quantum efficiency, low price, and great
robustness, the use of SPADs is the mainstream solu-
tion for single-photon detection in practical QKD [20].
One of the most-important effects in SPADs is the after-
pulse. Afterpulses come from the release of carriers that
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are created by former ignition avalanche and trapped by
defects and impurities in the multiplication layer of the

SPAD [20]. The afterpulse probability, P, is related to the
avalanche duration time, hold-off time, lifetime of detrap-
ping carriers, etc. Unfortunately, high-speed QKD systems
[10,21] require a high frequency of detection and a short

hold-off time; hence P,, will significantly increase with the
system working frequency.

The afterpulse effect has considerable impacts on high-
speed QKD systems. One of them (the impacts of after-
pulse effect on QKD systems) is blinding existing analyt-
ical models from reality. The gain and error rate derived
from afterpulse-omitted models are far from real values.
Especially for the widely used decoy-state method [22—
25], the afterpulse of the signal state contributes greatly to
the gain and error rate of decoy states. In addition, biased
results will mislead further theoretical analysis. Besides,
the optimized parameters from the biased model, such as
the intensity and selection probability of decoy states, will
degrade real system performance. Moreover, if the finite-
size effects are taken into account in QKD systems, which
focus on practical security in the finite-resource regime, the
final secure key rate would also be sensitive to additional
detections by the afterpulse effect. Therefore, an accurate
model is needed.

In this paper, we develop an afterpulse-compatible
model in Sec. II. The afterpulse is patched into the events
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FIG.1. The dual-detector receiver. A beam splitter (BS) is used
to distinguish bit 0 and bit 1 in phase-coding QKD (polarization-
coding scheme replaces the BS with a polarizing BS). When
Alice and Bob choose the same basis, the light pulse goes to only
one detector, which is marked. D,, detector a; D;, detector b.

to which the detector responds; therefore, there are three
sources of detector responses: light pulse, dark count, and
afterpulse. In addition, we use Hoeffding’s inequality and
Azuma’s inequality to bound parameters for fluctuation
analysis in Sec. III. Then we present the simulation results
and a discussion in Sec. IV, which show that our model is
more tolerant of Py, than the afterpulse-omited model for
all approaches. A summary is provided in Sec. V.

II. MODEL

In previous QKD models [23,25], the detection sys-
tem, regardless of the number of detectors, was considered
as a unit. However, the afterpulse behavior of the detec-
tor depends only on its own properties, and therefore the
detectors must be analyzed independently. Here we take
a widely used dual-detector system for complete qubit
measurement as the detection unit as shown in Fig. 1.

In the dual-detector system, we call the detector that
receives pluses “detector a” and we call the other one
“detector b.” Furthermore, the gain and quantum-bit bit
error rate (QBER) are given by

Ou=pil—ph)+ 1 —php?, (1)

E.Qu = eqpi(l —ph) + (1 —e)(1 —poiph,  (2)

where pj and pfj are response probabilities of detectors
a and b, respectively, when the pulses are prepared with
intensity i, and e, is the misalignment-error probability.
. b .
\[zlg]hout the afterpulse effect, pj; and p;; can be written
as

Pl =1—e1(1 - 1), 3)

ph=7Y, )

where p is the intensity of the coherent source, 5 is the
overall transmission of the channel, and Y; is the back-
ground counting rate. To adapt the model to afterpulses,

we change the expressions for p;j and pf} to

_ al 2
Py =Py tr.
pil=1-e"(1 =Yy, (5)
pz,z =(1 _pZI)Pap,
Pu=py i
il =Y, (6)
p =1 —piHPy,
where pﬁl and pﬁl correspond to original response prob-
abilities, p;; and pfj, that are triggered by pulses and dark
counts; pﬁz and p 32 are the patched terms that represent the
contribution of the afterpulse; and P, is the probability of
the afterpulse.
Previous work [27] shows that the afterpulse of a SPAD

is non-Markovian in nature; that is, historical detector
responses contribute to Pyp:

n
Pap = Zij}a (7)
j=1

where Qj is the detector avalanche probability of the jth
detection from this detection window, and p; is the corre-
sponding afterpulse rate coefficient, which represents the
probability of the afterpulse ignited by the jth avalanche.
Here the detector avalanche can be ignited by the light
pulse, dark count, and afterpulse.

For the precision and trustworthiness of the afterpulse
model, the order of the afterpulse is introduced.

Definition 1 (kth-order afterpulse)—The first-order after-
pulse is the afterpulse that is ignited by a light pulse or dark
count. The kth-order afterpulse (kK > 1) is the afterpulse
that is ignited by the (K — 1)th-order afterpulse.
According to Definition 1, the probability of a first-order
afterpulse, P{), is given by
Py =2 0P ®)

j=1

where QA/d is the light-pulse and dark-count part of éf On

average, Q;’ is equal to Qd, a weighted average of the gain
of varying decoy states:

QA;l:QAd: Z Paroa ©

A=[L,V,...

On = (P% + P%) {1 - [1 — %(1 - e"”’)] (1 — YO)}

+ 2Py Pz[1 — ""*(1 — Yy)], (10)
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FIG. 2. The non-Markovian property of the afterpulse as an example. Current detection is denoted by j and avalanches are reported

in detection windows of j — 2,j

— 3, andj — 5, which are marked as yellow dots. p,, p3, and ps are the probability coefficients that

represent the former second, third, and fifth avalanche’s contribution to current detection. In Eq. (7), avalanches are replaced by their

probabilities Qj .

where P, and Qa are the selecting probability and response
probability of the state of intensity «, respectively, and Py
and P are the probabilities of selecting basis (X and Z) in
preparation and measurement. Therefore,

PR =50l =p0e, (11)
j=1

where p = Z _, p; is the overall afterpulse rate.
Moreover, the probability of the kth-order afterpulse,

P®, is given by the recursion chain

=Sy =

3 2 ~3 Nd
”—ZPJ P? =p*0r,

(12)
n
P =Y =i
j=1
Then, Pap is given by
Py = ZP‘“ Z prol = Qd, (13)

E)

k=1

where p < 1.

Use of Egs. (1) and (2) requires independence of the

responses of the two detectors. With the help of follow-
ing theorem, we show that this independence between the
responses of two detectors remains valid even when the
afterpulse effect is included.
Theorem 1[28]: Let X,X5,...,X, and Y, Y5,...,7, be
independent random variables. Then Z; = g(X;,X5,.. .,
X, and Z, = h(Y1,Y,,...,Y,) are also independent,
where g and % are Borel-measurable functions.

According to the previous model, the responses of detec-
tors ignited by a light pulse and dark count are inde-
pendent. This independence is naturally inherited by our
model. We denote those responses as R and R’, where
subscripts 1 and 2 represent detectors 1 and 2, respectively,
and superscript i is the sequence number of the detection
window.

For the ith detection, the responses can be triggered by
a light pulse, dark count, and afterpulse in our model.
For detector 1, the contribution of the light pulse and
dark count is Rﬁ. According to Eq. (8) and the recursive
chain equation (12), the contribution of the afterpulse is a
function of R’i‘l , R§_2, . ,R’f”. Therefore, the response of
detector 1 is a function of Ril,R"fl, .. ,R’f”. Similarly, the
response of detector 2 is a function of R} ,Ré‘l, o ,RQ_”.
On the basis of Theorem 1, because of the indepen-
dence between R\,R™',...,R™" and R, RS, ... ,R;™",
the responses of detectors 1 and 2 at the same detection
window are independent.

ITII. CALCULATION OF SECURE KEY RATE

In a real-world experiment, the resources of legiti-
mate users are limited. Statistical fluctuations might enable
attacks by an eavesdropper. Therefore, the analysis must
be executed in the finite-size regime to ensure security.
Specifically, the upper bounds and lower bounds of the
gain and error rate must be given to estimate the gain and
error rate of single-photon states for evaluation of the final
secure key rate [29].

The method to bound the parameters is crucial. The
solution must be trustworthy enough for system security
and tight enough for high-key-rate performance. In this
section, we use two approaches to bound the parame-
ters: one is Hoeffding’s inequality [30,31] and the other
is Azuma’s inequality [32-36]. The results are given in
Sec. IV.

With the model presented in the previous sections, the
gain and QBER can be obtained by Eqgs. (1) and (2). Fur-
thermore, the number of vacuum events s(, the number of
single-photon events 51, and the phase error rate e, are
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required to calculate the secure key rate R:

Ix +1z
R= , 14
- (14)
where
o ® 21 2
lo =55 +s7[1 — Hy(e7))] — Apc — 6log, — — log, ,
sec cor
15)

where N is the total number of pulses (sent by Alice),
w € {X,Z} represents a basis, H(x) = —xlog,(x) — (1 —
x)log,(1 —x) is the binary Shannon entropy function,
Aec = n®f.Hy(E,) is the consumption of the information
in error correction, f, is the efficiency factor of the error-
correction method used, and &, and &g are security
parameters. All parameters needed can be estimated by
analytical formulas [25,31]. For example, the analytical
formulas of the three-intensity (i, v;, v2) decoy scheme are
given by

1) w + V] w —
70 e-“vin, e nn,
w __ 2 1
5§ = ( - SN

Vi —1» P\)z Pvl

vl o — v2 0 +
§@ = HT |:e 1 _ €,
1= 2 2
UV — 1y — Vi +v; Py Py

v (L% a7
/’Lz P/L To ’
Ua_) Ua)
e, =24y (s —j-u,s‘f,s‘f) Ly
51 S1
where
d)(1 — b)b
v@bed = |CTDA=—Db
cdlog?2
c+d 212
log, | % 27| 19
/ng [cd(l “bb & } (19)

vl o + V2w —
T] e m, e m,
w 1 2
o = ( - SENC)

Vi — WM Pvl PU2

w and o are different bases (i.e., w = Z when @ = X and
vice versa), and n®* and m®* are the upper bound and the
lower bound of the number of detections and bit error of
basis w and intensity «.

To deal with the correlations between detections intro-
duced by the afterpulse, according to the counterfactual

protocol proposed in Refs. [31,37], the counts and errors
can be bounded by Hoeffding’s inequality:

[mo 21
meE =me+ [T 1)
2 ESCC

Furthermore, Azuma’ inequality is also able to bound
the dependent parameters on the condition that a martin-
gale is constructed by the difference between the sum of
detections and its expectation; that is, n — E(n) [34]:

21
ne =n® 4+ [2n¢1n —,
Esec
21
me* =m® £ [2m®In —, (22)
Esec

where n® =) n%and m® =) m?.
In the numerical simulation, n% and m% can be derived
by

n® = NPyP,P,0°,
w
o

my = NPy P,P,E; 0, (23)

where Py, P, 0%, and EY Q% are the ratio of the « state,
the selecting probability in the w basis, the gain of the «
state in the w basis, and the QBER of the « state in the w
basis, respectively.

IV. SIMULATION RESULTS AND DISCUSSION

In this section, we present and discuss the results of
the numerical simulation. Here we use the three-intensity-
decoy-state protocol in all key-rate calculations. Moreover,
full parameter optimization is used. We use experimental
parameters similar to those used in Ref. [31] for our numer-
ical simulation. The values of these parameters are listed in
Table I. Figure 3 shows the key rate as a function of loss
in the case of different values of p (0%, 5%) obtained with

TABLE 1. Experimental parameters used in the numerical sim-
ulations. N is the total number of pulses, f; is the error-correction
efficiency, eg. and & are the security parameters used in the
secure-key-rate formula (e.g., failure probability), Y is the back-
ground counting rate, ¢, is the misalignment-error probability,
and np,p 1s the transmittance at Bob’s side.

N fe Esec Ecor YO €d 11Bob
10° 116 1070 1075 6x1077 5x1073 10%
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FIG. 3. Optimal secure key rate (per pulse) on a logarith-

mic scale as a function of transmission loss for different values
of p obtained with Hoeffding’s inequality (HI) and Azuma’s
inequality (AI).

Hoeffding’s inequality and Azuma’s inequality (0% cor-
responds to the afterpulse-omitted model). From no after-
pulse to an overall afterpulse rate of 5%, for both bounds
of statistical fluctuations, the secure key rates remain the
same order of magnitude and the reduction of the limiting
secure-communication distance is under 3 dB. Moreover,
tighter bounds of Hoeffding’s inequality [Eq. (20] result
in a higher secure key rate than Azuma’s inequality; the
gap widens with increasing transmission loss because the
decline in the number of detections amplifies the capability
difference between these two concentration inequalities. In
summary, despite the afterpulse introducing an additional
QBER, the key rate still performs well.

Figure 4, based on fluctuation analysis with Hoeffding’s
inequality and Azuma’s inequality, shows the advantage
of our model for secure key rate when the transmission
loss and p are given. For the parameters that are opti-
mized separately for our afterpulse-compatible model and
the previous model, which contains only efficiency and
the dark count rate of the detector, the key rate obtained
from the former (solid lines) is significantly greater than
that obtained from the latter (dashed lines) in the same
situation. The gap between them widens with increasing
transmission loss for the same high p. When the trans-
mission loss is kept constant, the solid lines reveal the
growing advantage of the afterpulse-compatible model at
higher p. Even if p is too harsh for the former model’s
optimal parameters to generate a secure key, the solid line
still remains high. Therefore, these gaps imply the suscep-
tibility of a real system to operating parameters and the
significance of a vivid analytical model.

In addition, Fig. 5 shows the optimal intensity of the sig-
nal state as a function of p and reveals the detailed impact
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=
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e
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FIG.4. Comparison between the secure key rates obtained with
the optimized parameters of the afterpulse-omitted model (old)
and the afterpulse-compatible model (new) as a function of p
based on the fluctuation analysis with Hoeffding’s inequality and
Azuma’s inequality. The solid red, yellow, green, and brown
lines represent the optimal key rates in the afterpulse-compatible
model at a channel loss of 0 and 5 dB. The dashed black, vio-
let, blue, and azure lines represent the key rates derived with
the optimized parameters of the afterpulse-omitted model in the
afterpulse-compatible model at a channel loss of 0 and 5 dB. Al,
Azuma’s inequality; HI, Hoeffding’s inequality.

of the afterpulse on parameter optimization in QKD sys-
tems. In the decoy-state protocol, the afterpulse is mainly
ignited by the signal state because the gain of decoy states
is significantly smaller than the gain of the signal state.
Because of the randomness of the afterpulse, the greater
the intensity of the signal state, the higher the error rate
introduced by the afterpulse. On the other hand, the after-
pulse accounts for a significant portion of the gain and
QBER of decoy states; therefore, the additional detections
can impact the estimations of parameters (e.g., the gain
and error rate of single-photon states). Hence, the inten-
sity of the signal state decreases with increasing p because
of the error rate and the deviation of parameter estimation
introduced by the afterpulse.

According to the results, our model can preserve the
final secure key rate with the afterpulse effect taken into
account, not only for Hoeffding’s inequality but also for
Azuma’s inequality. Although substantial additional error
rates are introduced by the afterpulse, the key rate is still
satisfactory.

Moreover, for real-world detectors, which are inevitably
affected by the afterpulse effect, the reoptimized param-
eters with our model will provide better performance
in practical QKD systems. In contrast, the optimized
parameters of the previous model cannot tolerate normal
afterpulse probability [38] in all methods of fluctuation
analysis.
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FIG. 5. Intensity of the signal state as a function of p.

V. CONCLUSION

In conclusion, we develop an analytical model in a
QKD system to obtain its compatibility with an afterpulse.
In our model, the afterpulse, which has essential corre-
lation with former detections, is considered as the third
source of detector responses after a light pulse and dark
count. In addition, we analyze the impact of the after-
pulse on the secure key rate with several approaches of
fluctuation analysis. Although the afterpulse introduces an
additional QBER and more parameters need to be bound,
the key rate still performs well in our model. Furthermore,
the key rate obtained with the optimized parameters with
our afterpulse-compatible model is much higher than that
obtained with the optimized parameters of the afterpulse-
omitted model in the same situation; therefore, the tol-
erance against the afterpulse effect can be significantly
improved in practical QKD systems.

With the rapid growth of the system working frequency,
the impact of the afterpulse effect becomes increasingly
severe. Our work provides an effective way to construct an
afterpulse-compatible QKD system with security and high
key rate preserved. The model is valid for any protocol and
is especially suitable for high-speed scenarios.
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