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We introduce a reliable scheme for continuous-variable quantum key distribution (CV-QKD) by using
orthogonal frequency division multiplexing (OFDM). As a spectrally efficient multiplexing technique, OFDM
allows a large number of closely spaced orthogonal subcarrier signals used to carry data on several parallel data
streams or channels. We place emphasis on modulator impairments which would inevitably arise in the OFDM
system and analyze how these impairments affect the OFDM-based CV-QKD system. Moreover, we also evaluate
the security in the asymptotic limit and the Pirandola-Laurenza-Ottaviani-Banchi upper bound. Results indicate
that although the emergence of imperfect modulation would bring about a slight decrease in the secret key bit
rate of each subcarrier, the multiplexing technique combined with CV-QKD results in a desirable improvement
on the total secret key bit rate which can raise the numerical value about an order of magnitude.
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I. INTRODUCTION

Quantum key distribution (QKD), as a major practical
application of quantum information, provides the interaction
for two parties to share a secret key over an unsecure quantum
channel [1–3]. Continuous-variable quantum key distribution
(CV-QKD) offers the prospect of high-detection efficiency and
the tantalizing promise of providing higher key distribution
rates, which are the most highlighted advantages compared
with discrete-variable quantum key distribution (DV-QKD)
protocols [4–6]. The theoretical security of CV-QKD has been
established against general collective Gaussian attacks [7,8],
which have been shown to be optimal in the asymptoti-
cal limit [9]. However, the CV-QKD scheme was initially
plagued with various kinds of problems regarding extending
the secure communication distance and increasing secret key
rates [10,11]. There are two major problems that limit the secret
key rate. The first is the available bandwidth of shot-noise-
limited homodyne detectors and the second is the limited speed
and efficiency of classical reconciliation [12,13]. Recently, a
CV-QKD experiment has been demonstrated over a 25-km
fiber channel with a record secret key rate of 1 Mbps [14]. In
order to increase the secure key rate, an approach is to improve
the currently achievable transport frequencies. However, this
requires faster data acquisition cards, wider bandwidth of
quantum detectors, and a higher speed of postprocessing
procedure, all of which will result in a cumbersome process in
experiments.

In recent years, orthogonal frequency division multiplex-
ing (OFDM) has attracted significant attention in fiberoptic
communications due to its ability to provide higher spectral
efficiency of transmission [15,16]. Many groups have demon-
strated the suitability of OFDM and its variants for long-haul
optical communication systems [17,18]. In this paper, we
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illustrate and analyze the use of the OFDM technique to
improve the secret key rate and overcome the high-rate issues
in the CV-QKD protocol. In our scheme, a modulated separate
subcarrier after being overlapped by the OFDM system will
form a multiplexing signal. Each individual secret key rate of
its own subcarrier will be calculated independently. Moreover,
the total secret key rate can be added up after homodyne or
heterodyne detection at Bob’s side.

However, the performance of OFDM systems is sensitively
affected by in-phase and quadrature imbalance (I/Q imbal-
ance) of down converter modulators [19]. The I/Q modulators
usually have inevitable imperfections that would result in an
imperfect match between the two baseband analog signals,
I and Q, which represent the complex carrier [20]. In this
paper, we address modulator impairments and discuss how
these impairments affect OFDM-based CV-QKD systems.
At the same time, We conduct the security analysis of
the practical OFDM-based CV-QKD protocol with imper-
fect modulation and illustrate the secret key bit rate in the
asymptotic limit for each subchannel and the whole system.
Further, we review the Pirandola-Laurenza-Ottaviani-Banchi
(PLOB) upper bound of the multiband quantum channel,
and the comprehensive comparisons between the secret key
capacity of OFDM CV-QKD and the PLOB bound scenario are
employed.

This paper is organized as follows. In Sec. II, we mainly
introduce the OFDM-based CV-QKD protocol with imperfect
modulation. In Sec. III, we give the security analysis of the
OFDM CV-QKD protocol with imperfect modulation, and we
give the calculations for the secret key rate. In Sec. IV, the bit
error rates and the secret key rates of the modified protocol and
the original protocol are compared for performance analysis.
The PLOB bound is plotted and discussed as a comparison with
the OFDM CV-QKD scenario. Furthermore, we also illustrate
the impact on the loss ratio of the secret key bit rate versus
the transmission distance under the situation of I/Q imbalance.
Our conclusions are drawn in Sec. V.
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FIG. 1. Schematic of OFDM-based CV-QKD protocol for the transmitter and the receiver. CW Laser, continuous-wave laser; MZM,
Mach-Zehnder modulator; DPC, dynamic polarization controller; PBS, polarizing beam splitter; TDS, time-domain-sampling scope.

II. THE CV-QKD PROTOCOL WITH OFDM SYSTEMS

A. OFDM-based CV-QKD protocol

The schematic diagram of the OFDM-based CV-QKD
scheme is depicted in Fig. 1. At the transmitter, Alice randomly
chooses one of the four coherent states αk = αeiπ(2k+1)/4, k ∈
(1,2,3,4), and sends it to Bob with the probability 1/4 through a
quantum channel [21,22]. During the communication between
Alice and Bob, the optical signals go through the OFDM
system to be modulated and carry the information about the
encoded key bits in each subchannel, which is mainly different
from the scheme in Ref. [12]. So Bob receives a mixture state
ρ4 that has been modulated by the OFDM technique with the
form

ρ4 = 1

4

3∑
k=0

|αk〉〈αk|. (1)

The OFDM system under investigation consists of a real-
time transmitter and an offline-processing-based receiver [23].
The basic block diagram of the OFDM transmission system is
shown in Fig. 2, a data source generates serial data which has a
high bit rate. After the operation of serial to parallel conversion
(S/P), the input high-bit-rate serial data are converted to the
low-bit-rate parallel block of a bit stream which is transmitted
over a number of overlapped subcarriers. The bitloading mask
is then extracted from the data stream and used by the M-QAM
mapper [24]. After the QAM mapping, an inverse fast Fourier
transform (IFFT) is used to modulate data onto orthogonal
subcarriers for transmission and the cyclic prefix (CP) is
appended to the time domain OFDM signal to facilitate channel
equalization at the receiver. The real and complex valued
outputs are then passed to the respective digital to analog
conversion modules [25].

In a practical OFDM CV-QKD scheme, there are still some
issues that deserve attention, in particular the nonlinear gain
of electrical amplifiers, the control of phase shifts in optical
waveguides, and cable lengths or circuit paths on printed
boards [26,27]. For all these reasons the resulting signal may
present amplitude imbalance, angular imbalance, or timing
skew, globally referred to as the I/Q imbalance [28]. In the
following, we use a suitable model for I/Q imbalance distortion
and investigate the effects of the I/Q imbalance on OFDM
transmission.

B. Effects of I/Q imbalance distortion on the OFDM system

We first consider an ideal I/Q modulator. As shown in
Fig. 3, a cw laser signal (at the carrier frequency) is fed into
a power splitter, producing two signals which differ in phase
by 90◦. This phase relationship is called “quadrature” [29].
These signals are fed to the local oscillator (LO) ports of two
identical mixers. The IF ports (or low-frequency/dc ports) of
these mixers are fed by the I and Q inputs, respectively. These
I/Q signals are referred to as baseband signals. The RF outputs
of the two mixers are summed together, with ideally no phase
shift between them. The resulting output from this structure is
an I/Q modulated signal at the same carrier frequency as the
LO port. Whereas, in practical circumstances, the gains of two
splitter fed by the cw laser are not going to be absolutely equal,
which would cause the I signal to be slightly smaller than the
Q signal. At the same time, quadrature skew occurs when the
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FIG. 2. (a) The schematic of the OFDM transmitter. (b) The
offline processing of TDS at the receiver. S/P, serial to parallel
conversion; M-QAM, M-ary quadrature amplitude modulation; IFFT,
inverse fast Fourier transform; P/S, parallel to serial conversion; CP,
cyclic prefix; DAC, digital to analog conversion; ADC, analog to
digital conversion; FFT, fast Fourier transform.
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FIG. 3. General description of the I/Q modulator block diagram.
CW Laser represents the continuous-wave laser, and I (t) and Q(t)
represent the in-phase input and the quadrature input, respectively.

two oscillators used in an I/Q modulator do not differ by 90◦.
For a small angular error θ , it can be shown that the resulting
error is nonorthogonal to the data.

The output I/Q signals of the OFDM generator then drive
an I/Q optical modulator biased at the null point and modulate
an ideal cw laser, as shown in Fig. 2. Under the circumstances,
practically, the different driving electrical signal amplitudes
between the in-phase (I) and quadrature (Q) arms of the
modulator and the imperfect biasing are respectively referred
to as the transmitter gain imbalance, εi , and the quadrature
skew, θi , where i refers to the ith subcarrier transmission [26].
On account of the symmetry of the I and Q components, we
assume 0 � ε � 1 and 0 � θ � π

2 ,i ∈ [1,2, . . . ,n]. Under the
impact of the I/Q imbalance, the transmitted signal, x(t), can
be expressed as

x(t) = Re[X(t)] = Re

[
n∑

i=1

s(t)
(
G1e

jωS t + G2e
−jωS t

)]
,

(2)

G1 = (1 + εie
jθi )/2, G2 = (1 + εie

−jθi )/2, (3)

in which s(t) and ωS denote the baseband signal to be
transmitted and the cw laser frequency, respectively. Re is the
real part operator. It should be noted that (ε,θ ) = (1,0) implies
that the I/Q imbalance is absent in the system.

The OFDM system has N subchannels. In each of the
OFDM subchannels, the information is carried by subcarrier
|φi〉. After the resulting signals and laser are modulated in the
optical I/Q modulator, the distorted signals are then transmitted
over a optical fiber. When Bob receives the signal, he first
makes the signal be combined with the signal emitted by a local
oscillator laser, xLO(t), in a coherent receiver and experience
the effect of carrier frequency offset. The received IR and QR

components after balanced photo detection, can be written as

IR = Re(yx∗
LOe−jω0t ),

QR = Im(yx∗
LOe−jω0t ), (4)

where y(t) is the transmitted signal that has experienced
the optical fiber channel, and ω0 = ωL − ωS (being the
local-oscillator laser angular frequency). Im denotes the imag-

inary part operator, and (·)∗ is the complex conjugation opera-
tion.

After digitizing the signals at the outputs of the orthogonal
optical hybrid and balanced photodiodes, the signals are
collected by using the time-domain-sampling scope (TDS).
The TDS steps are as follows: perform operations of analog
to digital conversion (ADC), and demodulation and demulti-
plexing using a fast Fourier transform (FFT) which efficiently
separates the subchannels and channel estimation to recover the
signals. The channel equalization complexity in the receiver is
reduced dramatically by using IFFT at the transmitter and FFT
at the receiver [27].

The transmitter input signals at Alice’s side in the OFDM
generator can be modulated as N subcarriers, whose dimen-
sionless operator is derived by [30]

âk = X̂k + iP̂k, (5)

where k refers to the serial numbers of N subcarriers in the
frequency domain; X̂k and P̂k respectively represent the regular
location and the momentum operator. The modulated quantum
signals operating in the OFDM generator can be expressed as

X̂m(t) =
N−1∑
n=0

âe
j2πkt

N

N−1∑
n=0

e
j2πn(m−k)

N . (6)

After the IFFT operation, the signals are converted in the
time-domain OFDM signal as follows:

F−1(z) = e
1
2 σ 2

τ0
(g2

1+g2
2+···+g2

n)
, (7)

where σ 2
τ0

refers to the modulation variance. Similarly, the ith
transmittance vector of the multicarrier transmission can be
denoted by TNi

. In consequence, the received signals at Bob’s
side can be expressed as

Ym(t) = α · X̂m(t) + γ · X̂∗
m(t) +

n∑
i=1

F−1(TNi
), (8)

where α and γ denote a gain imbalance and phase imbalance
between the I and Q branches, respectively, and can be derived
as [31]

α = cos θ + jε sin θ, (9)

γ = ε cos θ − j sin θ. (10)

At the receiver, subcarrier signals ĉm(k) are restored with
the operation of FFT that can be calculated as

ĉm(k) =
N−1∑
n=0

Ŷm(t)e− 2ikπn
N . (11)

And Bob performs homodyne detection or heterodyne
detection on the received FFT-operated quantum signals. In
the next section we analyze the effects of the proposed OFDM
CV-QKD method with I/Q imbalance in the case of asymptotic
security.

III. SECURITY ANALYSIS

In this section, we consider the security of the OFDM-based
CV-QKD protocol with reverse reconciliation. The modified
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protocol could be regarded as simultaneous transmission of
N distinct systems. Each of the subcarriers is theoretically
independent for orthogonality by the OFDM technique. In
practice, imperfect modulation may lead to nonlinearity.
Therefore the quadrature of a certain subcarrier will be affected
by the nonlinear mixing from other subcarriers, which will
bring extra noise εi of intermodulation distortion for the ith
subchannel [12].

In the channel communication, Eve performs the collective
Gaussian attack strategy on each of the subchannel simultane-
ously [32]. The transmittance TEve(i) of each subchannel Ni can
be derived as

|TEve(i) |2 = 1 − |TNi
|, (12)

where the TN transmittance vector of N in the multicarrier
transmission is TN = [TN1 , . . . ,TNn

]T . The covariance matrix
ξEve(i) of the ith subchannel in the OFDM system is

ξEve(i) =
[

VEve(i) I2
√

TNi
Zσz√

TNi
Zσz VEve(i) I2

]
, (13)

where I2 is the 2 × 2 identity matrix and σz = diag(1, − 1).
VEve(i) indicates the covariance of Eve’s attack on the ith
subchannel, and Z refers to the Pauli Z matrix.

At the transmitter, the N coherent states sent from Alice
through the corresponding subchannels can be expressed as
|xi〉, where i = 1,2, . . . ,n. Accordingly, Bob’s collecting of
the states can be denoted by |x ′

i〉 at the receiver. For the ith
subcarrier, the secret key rate (bit/pulse) can be expressed as

K(i) = βIAB(i) − SBE(i) , (14)

where β is the efficiency of reverse reconciliation assumed to
be constant for each subchannel. Reconciliation efficiency β =
97%, which could be achieved by using an irregular low density
parity check (LDPC) technique, i.e., MET-LDPC code [33] and
multiedge quasicyclic LDPC codes [34].

Furthermore, since failure to decode a message is usually
associated with data loss in conventional data transmission sce-
narios, we take the frame error rate (FER) into consideration,
which is usually one of the most regarded characteristics of an
error-correcting code. The FER is defined as the ratio of the
number of bits frames in error to the total detected bits frames in
CV-QKD system. Error codes due to loss, dispersion, imperfect
sources, and detectors are lumped together as dark count. The
secret key rates would be affected by the factor (1 − FER).

Taking into account the previously discussed imperfections
in the QKD case, the final key rate is [35]

K(i) = (1 − FER)(βIAB(i) − SBE(i) ), (15)

where the Shannon mutual information between Alice and
Bob, IAB(i) , for homodyne detection can be evaluated from
Bob’s measured variance VA(i) and the conditional variance
VA|B as

IAB(i) = 1

2
log2

(VA(i) + 1)g

VA|B + 1

= 1

2
log2

ε cos θ (〈e2
A(i)

〉 + 1)

|F (TNi
)|2(σ 2

Ni
+ δi)VN + 1

, (16)

where VN is the shot-noise variance and δi is the excess
noise of ith subchannel Ni . In addition, 〈e2

A(i)
〉 represents

Alice’s conditional variance of Bob’s received subcarrier |x ′
i〉.

g = ε cos θ is the imbalance degree of I/Q modulation.
Eve’s information on Bob’s measurement SBE(i) is given by

the Holevo bound:

SBE(i) = 1

2
log2

gVB(i)

VB|E

= 1

2
log2

ε cos θ〈e2
B(i)

〉|F (TNi
)|2(σ 2

Ni
+ δi + σ−2

vi

)
VN

,

(17)

in which σ 2
vi

refers to the modulation variance. The OFDM-
based CV-QKD protocol is secure under the circumstance that
the secret key rate K(i) > 0. More details about the calculation
are given in Appendix A.

Moreover, we also analyze the upper bound of the secret key
rate which is affiliated with the original CV-QKD protocol.
The process of calculation is shown in Appendix B. The
performance analyses of the modified CV-QKD scheme are
compared with the original CV-QKD protocol in next section.

IV. PERFORMANCE ANALYSIS

It has been demonstrated and the experimental results
show that the modulation level satisfies M = 4 of the M-
QAM mapping at the OFDM transmitter system, producing
a relatively good robustness against I/Q imbalance, detailed in
Ref. [26]. Therefore, the data analysis and simulation in our
OFDM-based CV-QKD protocol will satisfy the conclusion.
Moreover, the transmittance T = 10−ad/10, where a = 0.2
dB/km is the loss coefficient of the optical fibers and d is
the quantum channel transmission distance. We assume that
the system repetition rate is f = 1 MHz, fitting in with the
current state-of-the-art experimental technology.

SNR is the signal to noise ratio, which is a crucial indicator
that measures the ratio between the transmitted signal power
and the background noise power. In our scheme, SNRi of ith
subchannel can be denoted by

SNRi = [σ 2
vi
ε cos θ |F (TNi

)|2 − 1][1 − (σ 2
Ni

+ δi)]

1 + σ 2
vi
|F (TNi

)|2(σ 2
Ni

+ δi

) . (18)

And thus, the total signal to noise ratio, SNRTol, of the
OFDM-based CV-QKD system can be expressed as

SNRTol = 1

n

n∑
i=1

SNRi . (19)

After the signals sent from Alice pass through the channels,
the parallel data can be converted to serial data by parallel
to serial (P/S) conversion at Bob’s side. During the quantum
channel, the bits of a data stream can be altered due to noise,
interference, and distortion. The bit error rate (BER), which
is defined as the number of bit errors divided by the total
number of transferred bits, needs to be considered. The BER
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FIG. 4. BER performance in the OFDM-based CV-QKD scheme
with I/Q imbalance present versus the SNR when subcarriers are 16,
32, and 64, respectively.

is calculated [36] as

BER =
√

M − 1√
M log2

√
M

erfc

⎛
⎝

√
2

√
N − 1

2
√

N−1

3λSNR log2 M

2(M − 1)

⎞
⎠,

(20)

where

erfc(x) = 2√
π

∫ ∞

x

e−t2
dt, (21)

M indicates the modulation level (our scheme employs
4-QAM), N is the number of orthogonal subcarriers, and
the λ (quantificat parameter for I/Q imbalance) and SNR
are satisfied by SNRTol = λSNR in which λ = kε cos θ and
k ∈ (0.8,1) [37,38].

The expectation value of the FER for a data frame length of
n bits with probability theory is denoted by

FER = 1 − (1 − BER)n, (22)

which is analyzed in Eq. (15), and n = 8 bits (1 byte) is
calculated as the data frame length. To measure the BER for
16-, 32-, and 64-subcarrier OFDM systems with and without
the I/Q imbalance, a numerical simulation is implemented
and is shown in Fig. 4. The required SNR for a BER of
10−3 are 1.1 and 1.5 dB for 16 subcarrier OFDM and I/Q
imbalance OFDM system with 16 subcarriers, respectively.
The OFDM with the impact of the I/Q imbalance can decrease
the SNR by 0.4 dB compared with the ideal OFDM systems.
By increasing the number of orthogonal subcarriers up to 32,
The OFDM improves the SNR at a BER of 10−3 by 1.0 dB.
The simulation results reveal that with the presence of the I/Q
imbalance in the OFDM-based CV-QKD system, the SNR
slightly decreases a little bit more than in the ideal OFDM
system. The three-dimensional diagram of (SNR, λ, log2 BER)
has been plotted, as shown in Fig. 5, which is of value for us to
find the I/Q imbalance’s different degrees of influence on the
SNR and the BER.

FIG. 5. BER performance as a function of the I/Q imbalance
(EI/Q imbalance) λ and the SNR. With the increase of the I/Q imbalance,
the BER maintains positive behavior at the cost of the extra loss of
the SNR, and 16 subcarriers in the scheme possess higher robustness
than 32 subcarriers.

Next, we calculate the secret key rate as a function of the
transmission distance. First, the total secret key bit rate KTol

can be derived as

KTol = f

n∑
i=1

Ki, (23)

where f is the system repetition rate and Ki is the secret key
bit per pulse.

The numerical simulation between the secret key bit rate
KTol and the transmission distance for the OFDM-based CV-
QKD protocol under the I/Q imbalance when selecting several
numbers of subcarriers is shown in Fig. 6. Compared with the
single-channel CV-QKD system [39], the total secret key bit
rates of the OFDM-based CV-QKD system are considerably
increased. Particularly, the greater the number of subcarriers is,
the higher the total secret key bit rate is. It is a remarkable fact
that the total secret key bit rate KTol is an increasing function
in terms of the total subchannels N . Besides it can be seen
clearly that with the impact of the I/Q imbalance the total
secret key bit rate and the maximum transmission distance both
decrease a little bit, which will degrade the performance in the
communication between Alice and Bob. The performances of
the OFDM system are limited by the presence of a multipath
fading channel with I/Q imbalance. If the communication
distance is a relatively long length (within 160 km), a greater
number of subcarriers (64 subcarriers) should be chosen to
enhance the performance in Alice and Bob’s communication.

It can be noticed that the total secret key rate of the OFDM
scheme is higher than the upper bound of the original CV-
QKD within 170 km. Hence, we could draw a fair conclusion
that, when the transmission distance is less than 170 km, the
OFDM-based CV-QKD scheme has a better performance than
the original scheme. However, we cannot determine which
schemes will have the greater performance for a secret key
capacity ranging from 170 to 190 km.

It is remarkable that the secret key bit rates of 16, 32, and 64
subcarriers decrease rapidly in a relatively mass range after the
transmission distance gets to 150 km, where we can obtain the
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FIG. 6. The comparison between the total secret key bit rate KTol

for the multiplexing OFDM CV-QKD protocol and the upper bound
of the original CV-QKD protocol. The other comparison for our
proposed protocol with the PLOB bound of the multiband scenario
is shown as well, where the secret key bit rate can be calculated as
KPLOB

Tol = −f m log2(1 − η).

optimizing performance between the secret key rate and the
transmission distance. The multiplexing technique combined
with CV-QKD has a desirable improvement on the limitation
of secret key bit rate, the numerical value of which can raise
an order of magnitude.

Moreover, we are interested in reviewing the PLOB upper
bound in the case of a multiband quantum channel. For any
direct transmission protocol over the pure-loss optical channel
of transmissivity η, and assuming unlimited authenticated
two-way public classical communication, it is shown that
the key rate cannot exceed − log2(1 − η) bits per channel
used [40]. The PLOB bound of the multiband quantum channel
is analyzed in Appendix C.

Based on the discussion above, it is determined that the
multiplexing technique of the OFDM-based CV-QKD protocol
satisfies the condition. Inspired by this idea, the comparisons
of the secret key rate for the OFDM-based CV-QKD and the
multiband PLOB upper bound are depicted in Fig. 6. It can
be noticed that the OFDM system with N subcarriers do not
exceed the PLOB bound of the same channels. Moreover,
with the increase of the subchannels, the secret key capacities
of KOFDM and KPLOB are both enhanced. The maximum
transmission distance of the OFDM-based CV-QKD protocol
decreased when adding the sum of the subchannels, while the
secret key capacity for the PLOB bound was improved with
the greater number of subchannels.

We further illustrate the impact on the loss ratio of the secret
key bit rate versus the transmission distance under the situation
of I/Q imbalance [14,41]. The tendency of the loss ratio Rloss

can be expressed as

Rloss = �K

KOFDM
= KOFDM − KOFDM,IQimb

KOFDM
, (24)
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FIG. 7. The loss ratio Rloss for the OFDM-based CV-QKD proto-
col with I/Q imbalance against the transmission distance.

where KOFDM and KOFDM,IQimb represent the secret key bit rates
of the OFDM-based CV-QKD scheme without and with the
I/Q imbalance considered, as shown in Fig. 7. The simulation
result shows that the loss ratio reaches a higher value when
the transmission distance is over 70 km, which means the I/Q
imbalance relatively has an even larger impact on the longer
transmission distance.

V. CONCLUSION

In summary, we present a scheme for continuous-variable
quantum key distribution using the orthogonal frequency
division multiplexing technique, and we discuss how the
modulation impairments affect OFDM-based CV-QKD sys-
tems. Then we find the mismatch brings the possibility of
unwanted interference which produces an increase in the
BER that is measured in each subcarrier multiplex channel.
We also demonstrate the security of the OFDM-based CV-
QKD scheme under the imperfect modulation and evaluate
the secret key rate in the asymptotic region. Meanwhile, the
secret key capacity is compared against the multiband PLOB
bound. Our results show that by using the OFDM technique,
the maximum transmission distance of each channel will be
decreased slightly, while the total secret key rate could increase
by roughly an order of magnitude. Furthermore, we notice that
the I/Q imbalance increases the required SNR to maintain a
certain level of the BER, which will degrade the transmission
quality. In terms of the secret key bit rate, the modified scheme
of the OFDM-based CV-QKD protocol with I/Q imbalance
shows a considerable improvement compared with the original
CV-QKD protocol.
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APPENDIX A: THE CALCULATION OF THE SECRET KEY
RATE IN THE OFDM-BASED CV-QKD PROTOCOL

In the OFDM-based CV-QKD scheme, we consider reverse
reconciliation and homodyne detection for calculation of the
secret key rate. The continuous-variable quantum Fourier
transform (CVQFT) transformed noise vector can be written
as

F (�) = [F (�1), . . . ,F (�n)]T , (A1)

where � is the Gaussian noise vector. Thus the Fourier-
transformed transmittance of the ith subchannel Ni (re-
sulting from the CVQFT operation at Bob) is denoted by
|F (TNi

)|2 [42].
At the transmitter, the modulated coherent state at Alice’s

ith subcarrier can be defined as |xi〉. After an unsecure quantum
channel, the received state at Bob’s apparatus is |x ′

i〉, which
could be influenced by the noise of the channel. Thus Alice’s
ith subcarrier |xi〉 satisfies [42]〈

x2
i

〉 = σ 2
vi
, (A2)

and Bob’s ith subcarrier |x ′
i〉 satisfies〈

x
′2
i

〉 = |F (TNi
)|2σ 2

vi
+ σ 2

Ni
, (A3)

where σ 2
vi

represents the modulation variance of the ith subcar-
rier. And the noise variance of each subchannel Ni is defined
by

σ 2
Ni

= σ 2
εi

+ εi, (A4)

where σ 2
εi

is the excess noise variance and εi represents the
extra noise variance of intermodulation distortion for the ith
subcarrier.

Before calculating Alice’s conditional variance on Bob,
we first manage to evaluate Alice’s estimator eA(i) on Bob
and Bob’s estimator eB(i) on Alice, which can be respectively
expressed as

eA(i) = 〈xix
′
i〉

〈x2
i 〉

xi, eB(i) = 〈x ′
ixi〉

〈x ′2
i 〉 x

′
i . (A5)

Based on the derivation above, Alice’s conditional variance
VA|B of Bob’s received state |x ′

i〉 could be given by

VA|B = 〈e2
A(i)

〉 − |〈xieA(i)〉|2
〈x2

i 〉
= |F (TNi

)|2σ 2
Ni

VN + |F (TNi
)|2δiVN, (A6)

where VN is the shot-noise variance and δi is the excess noise
of the ith subchannel Ni .

In the proposed OFDM-based CV-QKD protocol, we need
to take imperfect modulation into account. Equations (9)
and (10) show the relation about gain imbalance and phrase
imbalance in the modulated OFDM system. We could evaluate
and calculate the numeral impact on the CV-QKD scheme by
the factor g = ε cos θ which presents the imbalance degree
of I/Q modulation [31]. When (ε,θ ) = (1,0), i.e., g = 1, this
implies that I/Q imbalance is not present in the system, which
corresponds to Eqs. (2) and (8).

Assuming that Eve performs the optimal collective attacks,
for the ith subcarrier, the information accessible to Eve is

generally confined to the Holevo bound SBE(i) . Therefore,
the definition of the secret key rate in the case of reverse
reconciliation under collective attacks can be expressed as

K(i) = (1 − FER)(βIAB(i) − SBE(i) ), (A7)

where β is the reconciliation efficiency, IAB(i) is the mutual
information of Alice and Bob, and SBE(i) is the Holevo bound.

Considering the effect of imperfect modulation in the
OFDM-based CV-QKD system, the Shannon mutual informa-
tion between Alice and Bob, IAB(i) , for homodyne detection
can be evaluated from Bob’s measured variance VA(i) and the
conditional variance VA|B as

IAB(i) = 1

2
log2

(VA(i) + 1)g

VA|B + 1

= 1

2
log2

ε cos θ
(〈e2

A(i)
〉 + 1

)
|F (TNi

)|2(σ 2
Ni

+ δi

)
VN + 1

. (A8)

Accordingly, based on Eve’s estimator eA
E(i)

on Alice, and

Eve’s estimator eB
E(i)

on Bob, the conditional variance can be
derived as

VB|E = VN

|F (TNi
)|2(σ 2

Ni
+ δi + σ−2

vi

) . (A9)

And Eve’s information on Bob’s measurement SBE(i) is given
by the Holevo bound:

SBE(i) = 1

2
log2

gVB(i)

VB|E

= 1

2
log2

ε cos θ〈e2
B(i)

〉|F (TNi
)|2(σ 2

Ni
+ δi + σ−2

vi

)
VN

.

(A10)

APPENDIX B: THE UPPER BOUND OF SECRET KEY
RATE IN ORIGINAL CV-QKD PROTOCOL

For a fair comparison, we consider reverse reconciliation
and homodyne detection for data postprocessing in this section.
We could obtain the reverse secret key capacities of a memory-
less quantum channel as the optimal rates which are explicitly
shown in the continuous-variable framework by considering
arbitrary one-mode Gaussian channels [43,44].

For a quantum memoryless channel N , transforming the
input state ρA′ of a sender (Alice) into the output state ρB′ of
a receiver (Bob), the channel which features a transmission
efficiency T and an excess noise ε can always be followed
by a trace with the eavesdropper (Eve). Eve is authorized
to interact with each coherent state pulse sent by Alice and
perform measurements on them after sifting, but before the
reconciliation phase. The maximum information on Bob’s key
available to Eve is limited by the Shannon bound I (B : E).

The mutual information of Alice and Bob, I (A : B), is
derived from Bob’s measured variance VB = ηT (V + χtot) and
the conditional variance VB|A = ηT (1 + χtot) using Shannon’s
equation,

I hom
(A:B) = 1

2
log2

VB

VB|A
= 1

2
log2

V + χtot

1 + χtot
, (B1)
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where χtot represents the total noise referred to the channel
input and V = VA + 1 is the variance of quadratures for modes
A and B.

Accordingly, Eve’s information on Bob’s measured quadra-
ture, I (B : E), is also derived using Shannon’s equation in the
case of homodyne detection:

I hom
(B:E) = 1

2
log2

VB

VB|E

= 1

2
log2

T 2(V + χtot)(1/V + χline)

1 + T χhom(1/V + χline)
, (B2)

where the total channel-added noise referred to the channel
input is defined as χline and the detection-added noise referred
to Bob’s input can be expressed as χhom.

The highest secret key rate which can be achieved by reverse
protocols over a quantum channelN is called the reverse secret
key capacity KN . Based on the analysis of the Shannon mutual
information above, we can obtain the upper bound [43]:

KN = I hom
(A:B) − I hom

(B:E). (B3)

It should be noticed that one can never extract the exact
amount of mutual information I (A : B) between Alice and
Bob with a finite error-correcting code. Thus the reconciliation
efficiency β is introduced in the upper bound secret key
rate:

KN = βI hom
(A:B) − I hom

(B:E). (B4)

APPENDIX C: THE PLOB BOUND OF A MULTIBAND
QUANTUM CHANNEL

For any direct transmission protocol over a pure-loss optical
channel, Pirandola-Laurenza-Ottaviani-Banchi (PLOB) have
recently proven that the secret key capacity K of the lossy

channel is the maximum rate achievable by any optical imple-
mentation of QKD [40]. The PLOB upper bound of the secret
key rate KPLOB can be expressed as

KPLOB = − log2(1 − η), (C1)

where the parameter η is transmissivity. In general, the trans-
missivity η and the quantum channel transmission distance d

are linked with the expression η = 10−ad/10, where a = 0.2
dB/km is the loss coefficient of the optical fibers.

Moreover, the optimal rate-loss scaling of KPLOB 
 1.44η

secret bits per channel use has been calculated, which would be
a fundamental bound that only quantum repeaters may surpass.

The conclusion above can be used to calculate the PLOB
bound secret key rate over a multiband quantum channel εmb

which is represented by a set of m independent channels or
bands [40]. The generic two-way capacity of the multiband
channel is satisfied by

C(εmb) �
m∑

i=1

C(εi), (C2)

where εi represents the two-way capacity of the ith subchannel.
The condition for equality is that the bands are distillable
(detailed in Ref. [40]).

For a distillable parallel multiband channel, the m subchan-
nels are supposed to be independent. The secret key capacity
of a multiband channel is considered to be additive. We assume
the transmissivity η values of m multibands are equivalent for
calculation. Thus the PLOB bound of a multiband quantum
channel can be expressed as

K tot
PLOB =

m∑
i=1

K
(i)
PLOB = −m log2(1 − η). (C3)
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