
PHYSICAL REVIEW A 91, 052303 (2015)

Symmetrically private information retrieval based on blind quantum computing

Zhiwei Sun,1,* Jianping Yu,1 Ping Wang,2,† and Lingling Xu3

1College of Information Engineering, Shenzhen University, Shenzhen, Guangdong 518060, People’s Republic of China
2College of Computer Science and Software Engineering, Shenzhen University, Shenzhen 518060, People’s Republic of China

3School of Computer Science and Engineering, South China University of Technology, Guangzhou 510006, People’s Republic of China
(Received 11 November 2014; published 4 May 2015)

Universal blind quantum computation (UBQC) is a new secure quantum computing protocol which allows
a user Alice who does not have any sophisticated quantum technology to delegate her computing to a server
Bob without leaking any privacy. Using the features of UBQC, we propose a protocol to achieve symmetrically
private information retrieval, which allows a quantum limited Alice to query an item from Bob with a fully
fledged quantum computer; meanwhile, the privacy of both parties is preserved. The security of our protocol is
based on the assumption that malicious Alice has no quantum computer, which avoids the impossibility proof of
Lo. For the honest Alice, she is almost classical and only requires minimal quantum resources to carry out the
proposed protocol. Therefore, she does not need any expensive laboratory which can maintain the coherence of
complicated quantum experimental setups.
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I. INTRODUCTION

Consider the following scenario: Alice wants to obtain
the bth information from a database D, which is hosted by
Bob and has N information. But she does not want Bob to
learn which information she wanted. One simple solution is
to ask for a copy of the whole database. While protecting
the privacy of Alice, it is equally important that Alice should
not be allowed to learn more than the amount of information
that she pays for. For example, the information stored in the
database may be both valuable and sensitive, and Bob wants
to sell it piece by piece. This is referred to as database pri-
vacy, and the corresponding protocol is called symmetrically
private information retrieval (SPIR), which is also known as
1-out-of-N oblivious transfer (OT). The symmetry means that
Bob should not obtain the item that Alice is interested in
(Alice’s privacy). At the same time, Alice should not receive
more information than she is entitled to (Bob’s privacy). The
1-out-of-N OT is a generalization of the 1-out-of-2 OT which
was originally introduced by Rabin [1] in 1981 and by Even,
Goldreich, and Lempel [2] in 1985. The 1-out-of-2 OT can
be described as follows. Bob sends two bits to Alice such
that Alice only obtains one desired bit and knows nothing
about the other bit and Bob is oblivious to which item she
wanted.

It is well known that nontrivial two-party cryptographic
primitives cannot be securely implemented if only error-free
communication is available where the computing power and
memory of the players are not limited. In other words, classical
OT is not possible with unconditional security which might be
broken by the strong ability of some advanced algorithms like
quantum computation [3,4]. One might hope to use quantum
information theory for these tasks. It is known to all that
quantum information behaves in a way that is fundamentally
different from classical information. Here, information is
stored in qubits, such as the polarization state of a single
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photon. And the use of quantum information theory has proven
extremely successful for unconditional secure key distribution
between two honest parties [5,6]. In fact, there is an existing
approach in the quantum world to OT [7]. Unfortunately,
it is found that it offers no complete protection for both
sides. Later, it has been proven that [8], in the case of two
mutually distrusting parties with universal quantum computers
available, even with quantum communication, unconditionally
secure OT remains impossible: any protocol that guarantees
that Bob gets no information whatsoever about which database
item Alice has retrieved will leave the database completely
vulnerable to attack by Alice.

However, there are several scenarios where these impossi-
bility results do not apply, namely, (1) if the computing power
of parties is bounded, (2) if the communication is noisy, (3) if
the security conditions are relaxed, and (4) if the adversary is
under some physical limitation.

For the first scenario, it is well known in classical cryp-
tography that the security of protocols is based on plausible
but unproven complexity assumptions [1,9], such as hardness
of factoring or discrete logarithms. The second scenario has
been used to construct both OT and bit commitment protocols
in various models for the noise [10,11]. Recently, the third
scenario has also been considered. Several quantum protocols
have been proposed in this vein based on a cheat sensitive
model [12,13], in which Bob is kept honest by the possibility
of being caught cheating. Some researchers have considered
the fourth scenario in the case that the adversary’s quantum
memory size is bounded [14,15]. In this paper, we focus on
the scenario where the adversarial Alice has no quantum
computer. There are at least three reasons why this may
be a good idea: first, if we assume that Alice’s quantum
computer is unavailable, we avoid the impossibility result
of Lo [8]. Second, a first-generation quantum computer will
probably be implemented in the “cloud” style [16], since only
a limited number of groups, such as governments and huge
industries, will be able to possess it. Actually, the situation
that not all the participants can afford expensive quantum
resources and quantum operations is more common in various
applications. Therefore, it is reasonable to assume that the
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TABLE I. Comparison of several protocols where the impossibility does not apply.

Protocol Security Conditions for which security is known to hold

Computational [1] Proven secure Adversary has limited classical computational capability
Cheat sensitive [12,13] Specific attacks discussed In Refs. [12,13] No additional conditions
Noisy quantum storage [11] Unconditional secure Parameters of the adversary’s quantum memory are known
Bounded quantum storage [14] Unconditional secure Adversary’s quantum memory size is bounded
Our protocol Unconditional secure Adversary has limited quantum computational resources

user Alice has no ability to afford any quantum computer in
the real-world environment for a long term. Third, the honest
Alice is almost classical in our protocol and is only required to
do measurements, such as the polarization measurement with
a threshold detector. Thus, our protocol can reduce not only
honest Alice’s computational burden of the communication but
also the cost of the quantum hardware devices in the practical
implementation. A brief comparison of the above mentioned
protocols is given in Table I.

It turns out that this is indeed possible: we present a protocol
for symmetrically private information retrieval in which Alice
with limited quantum resources learns the bth item of the
database that is held by Bob with the universal quantum
computer. Our protocol is perfectly concealing, i.e., Bob has no
information whatsoever about which database element Alice
has retrieved. And Alice with limited quantum resources can
only be accessible to the bth information of the database.

Our protocol is based on the universal blind quan-
tum computing (UBQC) protocol which was first proposed
by Broadbent, Fitzsimons, and Kashefi [17] by using the
measurement-based model of Raussendorf and Briegel [18].
In their protocol, Alice (who does not have any quantum
computational resources or quantum memory) interacts with
Bob (who has a quantum computer) in order to obtain
the outcome of her target computation such that privacy is
preserved. In other words, Bob learns nothing about Alice’s
inputs, outputs, or desired computation. However, in the case
of SPIR the situation is slightly different from the blind
quantum computation. On the one hand, the number of possible
computing is very limited, and Bob might be able to exploit the
fact. Thus, Bob can obtain the item that Alice is interested in.
On the other hand, Alice may calculate fi and fj at the same
time pretending to be calculating only fk , where i �= j . Due
to the blindness, Bob cannot know this fact, and he wrongly
thinks that Alice is calculating only fk . Therefore, Alice can
obtain more information than she should.

In order to protect Bob’s privacy, first, we must make sure
that there are problems that are solvable in polynomial time
only on a quantum computer; second, the presented protocol
must prevent Alice from calculating fi and fj at the same
time, where i �= j . Fortunately, we know that there is an
entire class of problems, which are solvable in polynomial
time only on a quantum computer [20], for example, the
simulation of a complex quantum system [19] and the factoring
of RSA problems. Although the RSA challenge, RSA-768
(where the numbers are labeled according to their number
of binary digits), was broken in 2009 [21], so far there
have not been designed any efficient classical algorithms to
factor bigger numbers, such as RSA-1024 and RSA-2048.
However, it is known that Shor’s quantum algorithm can

factor these RSA problems efficiently [3]. We denote the
set of this kind of class of problems as F ; i.e., F is the
set of problems that are solvable in polynomial time only
on a quantum computer. We denote |fi | as the number of
computing fi in the UBQC protocol. Let F

′
be the subset of

F satisfying the property that n/2 < |fl| � n, where fl ∈ F

and n is a predetermined number by Alice and Bob, i.e.,
F

′ = {fl : n/2 < |fl| � n,fl ∈ F }. Since the problem fl is
solvable in polynomial time only on a quantum computer, for
a malicious Alice without a quantum computer, she cannot
compute fl by herself in a reasonable time. Meanwhile, since
fl ∈ F

′
, Alice cannot compute fi and fj at the same time

within n steps, where i �= j and fi,fj ∈ F
′
. Therefore, Bob

can use the outcome of fl as a secret key kl to encrypt message
ml using a one-time-pad. Without knowing the key kl , Alice
cannot decrypt the message ml . Thus, Bob’s privacy is perfect.
In order to avoid the leakage of Alice’s information on the
computation size, Bob is required to send n qubits to Alice.
Alice measures the qubits which are isolated from the actual
computation. Then, she measures the rest qubits according
to the desired problem fb. Therefore, Bob cannot distinguish
Alice’s computation from the number of possible computing,
which prevents Bob from knowing Alice’s item of interest.

The basic idea of our protocol is that Bob selects randomly
N problems from F

′
, and computes them as the secret keys

to encrypt the message of database. Alice uses the UBQC
protocol to compute the desired function fb. Then, she can
(only) decrypt the message mb from Bob. Alice has no quantum
computer, so she cannot compute other keys. Therefore, Bob’s
privacy is preserved. On the other hand, because of the
unconditional security of the UBQC protocol, i.e., the fact
that Alice’s input, output, and algorithm are secret to Bob
whatever he does, Bob cannot obtain the item b that Alice
chooses. Namely, Alice’s privacy is also preserved.

This paper is arranged as follows. The next section gives
our protocol. Then, the security of the protocol is discussed.
Finally, we give a conclusion.

II. DESCRIPTION OF THE PROTOCOL

In our protocol, the UBQC of Ref. [16] is used. In this
UBQC protocol, Alice does only measurements, such as the
polarization measurements with a threshold detector. And it is
well known that the measurement of a state is much easier than
the generation of a single-qubit state. Therefore, this UBQC
protocol eases Alice’s burden. Furthermore, the security of the
UBQC protocol is based on a no-signaling principle, which
makes the security proof against Bob become trivially simple
in our presented SPIR protocol. In other words, the merits of
Ref. [16] are preserved. Before giving our quantum private
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queries protocol, we review the blind quantum computing
protocol of Ref. [16], which can be briefly described as follows:

(1) Bob prepares a resource state of measurement-based
quantum computation. Any resource state can be used for this
purpose [16].

(2) Bob sends a particle of the resource state to Alice
through the quantum channel.

(3) Alice measures the particle in a certain angle which is
determined by the algorithm in her mind.

They repeat steps 2 and 3 until the computation is finished.
Note that whichever states malicious Bob prepares instead
of the correct resource state, and whichever states malicious
Bob sends to Alice, Bob cannot learn anything about Alice’s
information, since Alice does not send any signal to Bob and
therefore, because of the no-signaling principle, Bob cannot
gain any information about Alice by measuring his system.
Otherwise, it contradicts the no-signaling principle.

In our protocol, a user Alice with limited quantum computa-
tional resources can query an item from a database held by Bob
such that Bob cannot learn which element was retrieved, while
Alice cannot obtain more information than what she queried.
We assume there is no unwanted leakage of information from
Alice’s laboratory. And Alice and Bob have predetermined the
set of problems, F

′
. Our protocol is described as follows.

(1) Alice and Bob first carry out the quantum key distribu-
tion protocol to share a secret key K .

(2) Then, Bob chooses uniformly and randomly N problems
f1, . . . ,fN from F

′
where fl is the description of the

computation. Bob sends f1, . . . ,fN to Alice using the shared
secret key K . Note that Alice without a quantum computer
cannot compute any function fl , and she also cannot compute
fi and fj at the same time within one UBQC, where l,i,j ∈
{1, · · · ,N},i �= j .

(3) Alice chooses a b ∈ {1, · · · ,N} that is the item she wants
from the database, and keeps it secret. Then, Alice delegates
her computation fb to Bob in such a way that Bob cannot learn
anything about Alice’s input, output, and fb [16]. The actual
computation is measurement based [18].

(4) More specifically, Bob prepares n states of
measurement-based quantum computation, where the number
n is predetermined by Alice and Bob before the protocol.

(5) Bob sends a particle of the n states to Alice through the
quantum channel.

(6) Alice measures the particle in a certain angle which is
determined by the algorithm in her mind.

(7) They repeat steps 5 and 6 until the computation is
finished.

(8) As described in the Introduction, Bob announces
the encrypted database m

′
i = mi ⊕ f

′
i , where mi is the ith

information of the database, f
′
i is the computation result of

the ith function fi , and i ∈ {1, · · · ,N}. Then Alice can obtain
mb = m

′
b ⊕ f

′
b and read mb.

III. SECURITY OF THE PROTOCOL

In the following, we will show that the proposed SPIR
protocol is secure against Bob with a fully fledged quantum
computer and secure against Alice, who has only limited
quantum computational resources.

For the honest server Bob, Alice will obtain the correct
answer of her desired item, since what Alice and Bob did is
nothing but a usual measurement-based quantum computation
and one-time-pad encryption. If Bob is dishonest, Bob may
carry out the protocol as he wishes; i.e., Bob may prepare other
states instead of the correct resource state, and send them to
Alice. Since we have no verification procedure in our protocol,
Alice cannot detect Bob’s malicious behavior. However, there
is only one-way communication from Bob to Alice, i.e., Alice
does not send any signal to Bob. Because of the no-signaling
principle, Bob gains no useful information regarding Alice’s
choice b. Otherwise, it contradicts the no-signaling principle.
For the mathematical proof of the security against malicious
Bob based on the no-signaling principle, refer to Sec. I of
the Appendix of Ref. [16]. On the other hand, if Bob carries
out the protocol dishonestly, after completion of the protocol,
Alice can find that Bob sends incorrect query results. Bob’s
malicious behaviors will inevitably affect his reputation, and
users may not buy Bob’s database any more. Therefore, it is
inadvisable for Bob to perform the protocol dishonestly. We
have proven that the proposed protocol is secure against server
Bob. Now we turn to the question of Bob’s privacy.

For the user Alice, the useful information she received
from Bob is fi and m

′
i , where i ∈ {1, · · · ,N}. Using the

property of UBQC, Alice successfully computes fb based
on her choice b, and gets the computation result f

′
b. Thus,

Alice can correctly decrypt the bth message mb of the
database. On the conditions that Alice has only limited
computational resources or power, and fi can be computed
in polynomial time only on a quantum computer, and fi and
fj cannot be computed at the same time within n steps of the
measurement-based quantum computation, Alice cannot learn
the computation results f

′
1, · · · ,f

′
N other than f

′
b, where i,j ∈

{1, · · · ,N},i �= j . On the other hand, because of the property
of the one-time-pad, without knowing f

′
l , Alice cannot learn

ml where l ∈ {1, · · · ,N} − {b}. Thus, the proposed protocol
is also secure against Alice, who has only limited quantum
computational resources.

IV. CONCLUSION

In this paper, we exploit a new application from a theoretical
point of view that UBQC can be used to implement private
queries. And 1-out-of-2 OT is just a special case of our protocol
when N = 2. In our protocol, quantum limited Alice can query
an item from Bob with a fully fledged quantum computer;
meanwhile, the privacy of both parties is preserved. The
security of our protocol is based on the condition that malicious
Alice has no quantum computer. It is known to all that it is still
a long way to build large-scale quantum computers. Thus, in
the future there may be only a small number of costly quantum
servers available in corporations and governments. It will be
a long time before some users can afford expensive quantum
computers. Therefore, our assumption is reasonable at least in
the near future.

On the other hand, our protocol is a good solution for the
scenario that user Alice wants to query secret information (e.g.,
national security importance, or proprietary and containing
commercial secrets, or health records, or similar private
records) from a power Bob (corporation or government)
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but does not want Bob to learn which information she
wanted; meanwhile, Bob does not want her to learn the
information that she does not pay for. For the honest Alice,
she only requires minimal quantum resources to carry out
the proposed protocol. Therefore, she does not need any
expensive laboratory which can maintain the coherence of
complicated quantum experimental setups. Thus, only with a
weak computational device, Alice can access the resources of
the power Bob (or calling him “Cloud”). This is similar to
the cloud computing paradigm in which computing resources
such as processing, memory, and storage are not physically
present at the user’s location. Instead, a service provider owns
and manages these resources, and users access them via the
Internet. Our proposal shows a theoretical study that UBQC

can be developed for a new protocol. And it is also interesting
whether UBQC can be used to carry out bit commitment or
secure communication. This deserves further study.
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