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The continuous-variable quantum key distribution (CVQKD) schemes with discrete modulation are proposed to
allow distributions of secret keys over long distance due to the sharing of discrete data. However, the nonorthogonal
signal states in these schemes can be discriminated by using quantum receivers with low error rates, which may
incur state-discrimination (SD) attacks. We consider the feasibility of Eve’s attacks on discrete-modulated
CVQKD protocol based on the SD receiver. In particular, an intercept-resend attack is proposed on the four-state
protocol based on an SD receiver and a heralded noiseless linear amplifier. The security analysis shows that
the secret key rate inferred by Alice and Bob can be larger than its true value, which reveals that the original
four-state protocol is not secure under the SD attack. Fortunately, the decoy states can be well applied to remedy
this defect, but with the cost of complicated practical implementation.
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I. INTRODUCTION

Continuous-variable quantum key distribution (CVQKD)
[1-7] provides another way to allow two distant parties,
the sender Alice and the receiver Bob, to establish a secret
key through insecure quantum and classical channels. In
CVQKD protocols, Alice usually encodes information in the
quadratures of an optical field with Gaussian modulation, and
Bob can decode the secret information with high-efficiency
homodyne or heterodyne detection. So far, the CVQKD
protocols have been proved secure against general collective
attacks [8-10] and coherent attacks asymptotically based on
the quantum de Finetti theorem [11]. And recently, these proto-
cols were further proved to be secure against general coherent
attacks in the finite-size regime by employing a postselection
technique [12] and an entropic uncertainty relation [13],
respectively.

However, the secure distances of CVQKD are short
in contrast to discrete-variable quantum key distribution
(DVQKD) [1,14,15]. The main reason is that the distributed
raw key data between Alice and Bob in CVQKD schemes
are usually Gaussian random values, where the classical
postprocessing of continuous data is much more complicated
than the discrete counterpart. To solve this main problem,
several solutions are proposed, such as designing a reconcil-
iation code with high efficiency even at low signal-to-noise
ratio (SNR) [16,17], and using a noiseless linear amplifier
(NLA) [18] or photon substraction operation [19]. In particular,
it has been shown that discretely modulated schemes, such as
the four-state protocol [20], may extremely improve the secure
transmission distances, since there exist error correction codes
with high efficiency for discrete values even at very low SNR.
It should be mentioned that the unconditional security proof
of the four-state protocol [20] relies on a hidden assumption
that the quantum channel is linear. To remove this assump-
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tion, an improved protocol with decoy states is proposed
in [21].

In discretely modulated protocols, Alice encodes the key
information on the phase of some nonorthogonal coherent
states, and Bob uses homodyne detection to obtain the values
of related quadratures to extract the discrete key information.
On the other hand, the discretely modulated information can
be detected by using a quantum receiver which discriminates
the multiple nonorthogonal coherent states. Recently, some
theoretical and experimental strategies have been proposed to
implement the state-discrimination (SD) receiver so that the
nonorthogonal phase states can be discriminated with error
rates below the standard quantum limit (SQL) [22-24], which
is referred to as the limit of perfect homodyne detection. It
implies that when legitimate parties communicate by using
the discretely modulated CVQKD protocol, the secret key
encoded on the phases of the signal states may be subject
to eavesdropping by Eve when she uses the SD receiver.

In this paper, we investigate the security of the four-state
CVQKD protocol proposed in [20] under Eve’s SD
attacks. Specifically, we consider that Eve performs a simple
eavesdropping strategy, i.e., intercept-resend attack, based on a
SD receiver and a heralded NLA [25-31]. In principle, the error
rate to discriminate the four nonorthogonal states decreases
with the amplitude of the states, and a probabilistic NLA
can well amplify the amplitude of a coherent state without
introducing extra noise. Thus, the use of NLA can dramatically
decrease the error probability of Eve’s SD receiver and enhance
the attack. Security analysis shows that Eve can capture more
secret information through the proposed SD attack than the
counterpart evaluated from the shared data by legitimate
parties. It should be mentioned here that this attack strategy
might not be optimal, but, as revealed below, the original
four-state CVQKD protocol will be not secure under this
attack.

This paper is organized as follows. In Sec. II, we first
introduce the discretely modulated CVQKD protocols, in
particular the four-state protocol, and then propose an SD
attack on the four-state CVQKD protocol. In Sec. III, we
analyze the security of the original four-state protocol under
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the proposed SD attack, and then in Sec. IV we discuss
the security of the improved four-state protocol with decoy
states under the SD attack. Finally, conclusions are drawn in
Section V.

II. SD ATTACKS IN DISCRETELY MODULATED
CVQKD PROTOCOLS

A. The discretely modulated CVQKD protocol

Before introducing the SD attacks for discretely modulated
CVQKD protocols, we first take a brief review of the
discretely modulated CVQKD protocols. Until now, some
types of discretely modulated CVQKD protocols have been
proposed, such as the two- and four-state protocols [20,32].
The discretely modulated protocols can be generalized to the
one with N coherent states |o;) = |ae**™/N) [33], where « is
a positive number related to the modulation variance as V4, =
2a2. Without loss of generality, we focus on the discretely
modulated protocol with N = 4, which corresponds to the
four-state protocol [20]. Considering the prepare-and-measure
(P&M) version of the four-state protocol, Alice randomly
chooses one of the coherent states |ay) = |ae@* VT4 |
{0,1,2,3}, and sends it to Bob with probability 1/4. So Bob
receives a mixture state p, with the form

1 3
Py = Z;wwu. (1)

While in the entanglement-based (EB) version, a purification
| W) of this state is used such that py = Trs(|W)(W¥]). The state
04 can be diagonalized as

P4 = holdo) (@ol + A1ld1) (1] + Aalg2) (P2 + A3l3) (@3],

(2
where
Aoz = %e‘“z[cosh(az) + cos(a?)],
3
a3 = Lo [sinh(@?) % sin(@?)].
The pure state |\V) is defined as
3
W) =Vl i),
k=0
1 3
=5 2 W), “)
k=0
where
/2 X itk
=—— Y (=1 ——|4n + k),
28 m;( Y el )
)]

3
1 .
W) = 3 Ze(2k+l)tmﬂ/4|¢m>

m=0

for k € {0,1,2,3}, where the states |y) are orthogonal non-
Gaussian states.

The P&M version of the original four-state protocol can be
described as follows:
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(i) Alice randomly sends one of the coherent states |o) =
laek+DiT/4y | = 0,1,2,3, to Bob through a lossy and noisy
quantum channel, characterized by a transmission efficiency
T and an excess noise €.

(i1) After receiving the states, Bob applies homodyne (or
heterodyne) detection to measure randomly one of the two
quadratures X or P (or both quadratures). Then Bob reveals
its absolute value through the classical authenticated channel
and keeps its sign, which encodes the bit of the secret key.
Thus, Alice and Bob have shared a string of correlated bits.

(iii) Alice and Bob extract a string of the secret key by
using error correction and privacy amplification on the shared
binary data.

Also, the equivalent EB version of the four-state protocol
can be described as follows:

(a) Alice prepares two-mode entanglement states |W)
defined in Eq. (4) and performs projective measurements on
half of the states. Then she sends the other half to Bob through
the quantum channel.

(b) Bob applies homodyne (or heterodyne) detection to
measure one of two quadratures X or P randomly (or both
quadratures).

(c) Alice and Bob extract a string of the secret key by using
error correction and privacy amplification.

It should be mentioned that the projection measurement
[V ) (Wi | Alice performs in the EB scheme of the four-state
protocol only discriminates which coherent state is sent to
Bob.

B. SD attacks on four-state CYVQKD protocol with NLA

As known in the four-state protocol, Alice prepares four co-
herent states with four different phases but the same amplitude
which is related to the modulation variance. So Eve can apply
a quantum receiver to discriminate the four nonorthogonal
coherent states with low error probability. The simplest
strategy is just the intercept-resend attack based on the SD
receiver. As known, an intercept-resend attack by Eve consists
in measuring out the quantum signals sent by Alice. Then, Eve
prepares the new signal states according to the measurement
results and transmits them through a lossless quantum channel
to Bob, where the quantum states are reproduced as similarly as
possible to the ones sent by Alice. However, this eavesdropping
behavior transforms the original quantum channel between Al-
ice and Bob into an entanglement-breaking channel, which will
deteriorate the distribution of secret keys between Alice and
Bob.

The intercept-resend attack for the four-state protocol based
on the SD receiver is depicted in Fig. 1. Eve intercepts all the
coherent states |oy ),k = 0,1,2,3 sent by Alice and amplifies
the states with a heralded NLA, which can be described as a
trace-preserving operation such that

TTla) (o] = Pslgone) (geu| 4 (1 = Py)|0){0], (6)

where g > 1 is the gain of amplifier and P is the success
probability. Thus Eve produces an amplified state |8;)(Bx| =
|gak) (go| with probability Ps and simply replaces the state
with the vacuum state |0)(0|. The success probability of the
NLA depends on many experimental factors. Here we consider
its upper bound based on very general principles as in [18].
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FIG. 1. (Color online) The intercept-resend attack for a four-state
protocol based on the SD receiver.

Any trace-preserving quantum operation cannot decrease the
fidelity F between two quantum states [34], that is,

F(lo) (o |,10)(01) < F(T [lexge) (e [1,10)€00), (7

which gives an upper bound of Ps. Thus, we find that P; should
verify

(Ol ) (et |0) < (OI(Ps[ Bi) (Bi| + (1 = P9)|0)(0D]0),  (8)
which can be simplified as

1 — exp(—|a|?)
SS T exp(—leal))’ ©)
exp(—lgal?)

After amplifying the coherent states, Eve performs the
SD-receiver-based attack on the output coherent states |B),
k = 0,1,2,3, to capture the encoded classical information, i.e.,
the phases of the states, which reveals the encoded binary secret
key. According to the measurement outcomes, Eve reproduces
the coherent states |a,/<), k =0,1,2,3, and sends them to Bob
with the vacuum states |0) (0| which are produced in the cases
of failed implementation of NLA. Also, she substitutes the
practical noisy and lossy channel with a better one. Here
we consider the case when Eve performs an optimal attack;
i.e., she replaces the quantum channel with a perfect one.
Since the SD receiver is not perfect, the cases that |o) # |ay)
will also introduce excess noise to Bob’s side. For critical
consideration, we suppose the legitimate party Bob performs
perfect homodyne or heterodyne detection.

Different from the general individual and collective attack
strategies, Eve directly measures out every signal state sent
by Alice, but not the ancillary states interacted by herself.
According to the eavesdropping strategy, the key point to
successfully implement the intercept-resend attack lies in the
SD receiver. As proposed in [22-24], the error probabilities to
discriminate the nonorthogonal coherent states in a quadrature
phase-shift keying (QPSK) format can be even lower than the
theoretical limit of a perfect 100% efficient conventional co-
herent receiver, i.e., the SQL that defines the minimum average
error probability with which the nonorthogonal states can be
distinguished by direct measurement of the modulated physical
observable of coherent states. The SQL for discrimination of
the four amplified nonorthogonal coherent states in the QPSK
format is given by

Péy = 1 [1 = Lerfe(v/gaP/2)], (10)
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where ga is the amplified amplitude and erfc(x) =
\/%? fx > e dr. Remarkably, quantum mechanics allows for a

lower error bound, known as the Helstrom bound [35], which
can be approached or achieved by optimized discrimination
strategies. The Helstrom bound for the amplified QPSK signals
can be well approximated by using the square-root measure
(SRM) [36], which is expressed as

2
1 4
P =1-1¢ (Z wm) : (11)
m=1

where A, = e~©®’ Zizl exp[(1 — m)z’f% + (ga)’e’ "] are
eigenvalues of the Gram matrix for QPSK signals. However,
there remain major technical challenges in identifying physi-
cally realizable techniques to implement such strategies. In the
following, we analyze the security of the four-state protocol
under this SD attack.

III. SECURITY ANALYSIS OF FOUR-STATE PROTOCOL
UNDER SD ATTACKS

Now we consider the security of the four-state CVQKD
protocol under SD attacks; in particular, we consider the
proposed intercept-resend attack strategy based on the SD
receiver. In the four-state protocol, the channel features a
transmission efficiency 7 and an excess noise €, resulting
in a noise variance of (1 + T€)Ny at Bob’s side, where N
is the shot-noise variance. Eve’s attack strategy involves just
optimizing her eavesdropping detection and applying the im-
perfection of a quantum channel to cover her eavesdropping. In
asense, there is always an eavesdropper if the quantum channel
between Alice and Bob is imperfect, which corresponds to the
environment. But it is fine, since Eve cannot learn anything
about the final secret key obtained after privacy amplification
if the security proof is correct.

The security of the four-state CVQKD scheme is investi-
gated under general collective attacks in [20], since they are
optimal in the asymptotic limit. The asymptotic secret key rate
K is given by

K = Bl — XBE, (12)

where S is the reconciliation efficiency, Iap is the classical
mutual information between Alice and Bob, and xgg is the
Holevo quantity

XBe = S(pE) — Y p(mB)S(PEms), (13)

mgp

where pg = ZmB p(mB)PE|m;,, M 18 the measurement of Bob,
p(mg) is the probability density of the measurement, o), is
Eve’s state conditional on Bob’s measurement result, and S is
the Neumann entropy. According to the Gaussian optimality
theorem [8], the Holevo information xgg between Eve and Bob
is maximized when the state pag = |¥)(W¥| shared by Alice
and Bob is Gaussian. Therefore, the quantity ygg can be upper
bounded by a function of the covariance matrix I" of the state

PaB, Which is given by
VT Zo,
) (14)

VAI[Z
=
NTZo, (TVsa+1+Te)l,
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where Vj is the variance of Alice’s modulation in the P&M
scheme, and Z is the correlation for the state |W) in the
form
ROV
k=0 “k

Actually, the covariance matrix I" has the same form as
in the Gaussian modulation scheme where Z is replaced by
the correlation of a two-mode squeezed vacuum state Zg =
A/ Vj + 2Va. When the modulation variance is sufficient low,
Z will be almost equal to Zg, and thus the bound on the
maximum information available to Eve, xgg, is identical to
the one obtained for a Gaussian modulation [20]. Using the
fact that Eve’s system purifies the system of Alice and Bob
and S(pgjm,) is independent of mg for a Gaussian scheme, the
expression of xpg can be further simplified as

2 ki — 1 k3 — 1
XBE = G( : )—G( ) (16)
; 2 2

where G(x) = (x 4+ 1)log,(x + 1) — xlog, x, k1, are the
symplectic eigenvalues of covariance matrix I', and «3 is the
symplectic eigenvalue of the covariance matrix of the state
PAjms» Which are given by

Kip = \/%(A + /A2 — 4B), (17)

VB(VA+1)
K3 =] o, (18)
TVa+1+Te
where
A= (Va+ 1>+ (TVa+1+Te?—2TZ%
(19)

B=[(Va+ 1)TVs+1+Te)—TZ*>

Also, for the case of low modulation variance, the mutual
information between Alice and Bob, I,p, for homodyne
detection can be evaluated as
1 TVa+1+4+Te
IAB = ) 10g2 1+ Te . (20)
According to the shared absolute values and bits, they can
evaluate the secret key rate for a general collective attack
with linear channel assumption, and then estimate whether
the communication is secure. It should be mentioned that in
the four-state protocol, for both the P&M scheme and the
EB scheme, Alice does not take a homodyne or heterodyne
detection as in the Gaussian-modulated CVQKD protocol to
obtain the values of quadratures X and P, but only knows the
encoded bits. So Alice and Bob cannot evaluate the parameters
T, € of the quantum channel from the shared binary bits
without linear channel assumption [37]. When Eve performs a
concrete attack strategy, the sufficient condition for successful
implementation is that the secret key rate estimated by the
legitimated parties from their shard data is too large compared
to its true value. If this is the case, they will extract a secret
key which is too long, and therefore the scheme is not secure
under the attack.
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When Bob performs homodyne detection, the signs of
Bob’s measurement results xg(pp) correspond to the bits
of the secret key, where the absolute values are independent
of the secret key. It is because the bits of the secret key are
not encoded on this variable but on the phase of the signal
states. Thus, there may exist the case that Eve takes a fail
discrimination and reproduces an error coherent state but with
the correct sign of the quadrature xg or pg, and Eve will
not introduce error bits in this case. While for the case of
heterodyne detection, all of Eve’s fail discriminations will
incur error bits in the shared distributed binary string. For
simplicity, we consider the case in which Bob performs ho-
modyne detection and reverse reconciliation, and we suppose
Eve’s fail discriminations will all introduce error bits in the
following.

We first evaluate the values of the transmission efficiency
T. and the excess noise €. of the quantum channel after Eve’s
SD attack. In order to capture the secret key without revealing
herself, Eve will optimize the SD receiver, including improving
the probability to successfully discriminate the coherent
states P. = 1 — P. and the efficiency of the SD receiver.
Here we suppose Eve’s SD receiver has perfect efficiency.
Considering the probability of NLA, the state sent to Bob is
changed to

pB = PiPela){at| + Py Pelog) (o] + (1 — P9I0)(O].  (21)

To hide herself, Eve will use a perfect quantum channel to
substitute the noisy and lossy channel. Thus Bob will receive
the identical state as pg. It can be easily deduced that the
transmission efficiency of the quantum channel is changed to

Te = PsPc~ (22)

Also, we can see that the excess noise of the quantum channel
comes from the vacuum state |0), the error state |ay ), and the
shot noise; thus, the excess noise is given by

_ VAPe
1-P

Meanwhile, the true mutual information between Bob and
Eve, Igg, can be seen as the classical information sent by
Eve through the perfect quantum channel. When Bob is using
homodyne detection, the mutual information /gg can then be
derived from Bob’s measured variance Vg = P,V + 1 and the
conditional variance Vg = PsP. + PP, +1— Py =1as

Igp = 3 10gy(PVa + 1). (24)

When the error probability of Eve’s SD receiver reaches
the SQL or Helstrom bound, the transmission efficiency and
excess noise of the quantum channel after Eve’s SD attack are
then given by

(23)

€e

VAPS
To=P(1 - Py ), e=——2, (25)
1 — Py
or
VA PS,
1. = Pi(l - PSgRM)» €e = A—S};M» (26)
1 - PSRM

respectively. So Alice and Bob can evaluate the Holevo
information xgg and the mutual information I,g between

042330-4



STATE-DISCRIMINATION ATTACK ON DISCRETELY ...

(@)
1
Xge
0.8} E
g ___IAB
20.6— c 1
e
R=
Tg 04} 1
= _ -
= -
0.2} - 1
O ———’\ L
0 0.2 0.4 0.6 0.8 1
VA
(b)
1
08 Xge
5 ' ___IAB
20.67 IBE 1
S
R=
Tg 04} 1
=
= -
0.2+ -7 1
O —‘—\ L
0 0.2 0.4 0.6 0.8 1
VA

FIG. 2. (Color online) The mutual information xgg, Igg, and Ixp
as a function of modulation variance V, of the four-state protocol
under the SD attack for g = 1, when the error probability of Eve’s
SD receiver P, values are (a) P, and (b) PSgQL, respectively.

Alice and Bob through Egs. (16)—(20). In practice, the error
probability of the discrimination receiver, P., can be valued
in the interval [Pgpy, Psoy ] Supposing that Alice and Bob
perform perfect reconciliation, the secret key rate inferred by
Alice and Bob can be obtained as Kjyter = Iap — XBE-

Figure 2 shows the Holevo information ygg inferred by
Alice and Bob, the true mutual information Igg, and the
mutual information /55 between Alice and Bob as a function
of modulation variance V4, where the NLA does not work, i.e.,
g = 1, and the error probability of Eve’s SD receiver reaches
the SQL or Helstrom bound, respectively. It can be seen from
Fig. 2 that the Holevo information xgg inferred by Alice and
Bob is always larger than the true information Igg revealed to
Eve and the mutual information /g between Alice and Bob.
Therefore, in this case Alice and Bob cannot extract a secure
key and, also, Eve’s attack is invalid.

When the NLA works, the mutual information values
xBE> Isg, and Iap are plotted in Fig. 3 as a function of
modulation variance V, for particular gain of the amplifier
and SD receivers. Clearly, we can see that there always exists
the case that the secret key rate Kjusr inferred by Alice and
Bob is positive but xgg < Igg for proper modulation variance
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FIG. 3. (Color online) The mutual information g, /gg, and Ixp
as a function of modulation variance V, of the four-state protocol
under the SD attack for (a) g = 2 when P, values Pgy,, and (b) g = 4
when P, values Pgy, , respectively.

Va. Exactly, when the error probability of Eve’s SD receiver
reaches the Helstrom bound and setting g = 2, Alice and Bob
will extract a string of the secret key after privacy amplification
for the modulation variance 0.608 < Va < 1.109 and they
deem it secure. However, all this secret information has been
obtained by Eve through the SD attack since Igg is never
less than Iag. Also, when the error probability of Eve’s
discrimination receiver reaches the SQL bound and setting
g = 4, Eve can implement the SD attack successfully for the
modulation variance 0.432 < V < 1.107.

Moreover, when increasing the gain of the amplifier, Eve
can successfully implement the SD attack on the four-state
protocol with much lower modulation variance. As shown
in Fig. 4, when the error probability of Eve’s discrimi-
nation receiver reaches the Helstrom or SQL bound and
correspondingly setting g = 4 or g = 6, Eve can implement
the SD attack successfully for the modulation variances
0.133 < V4 < 1.135 and 0.175 < Vu < 1.135, respectively.
As proposed in [20,21], the optimal modulation variance for
the four-state protocol is V4 = 0.3, and the minimum gain
of the amplifier should be gggy; = 2.697 and ggo; = 4.663
when Eve’s discrimination receiver reaches Helstrom and
SQL bounds, respectively. Physically, the use of NLA quite
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FIG. 4. (Color online) The mutual information xgg, Igg, and Ixp
as a function of modulation variance V, of the four-state protocol
under the SD attack for (a) g = 4 when P, values Pgyy, and (b) g = 6
when P, values Pg, , respectively.

decreases the error probability of the discrimination receiver
and thus decreases the introduced excess noise, which makes
the SD attack effective. It should be mentioned that the SD
attack changes the transmission efficiency and the excess noise
of the quantum channel. However, a sufficient condition for a
successful attack is that the secret key rate estimated by the
legitimate parties is larger than its true value. As analyzed
above, when using an appropriate discrimination receiver and
NLA, the mutual information between Eve and Bob calculated
under the general collective attack, i.e., the Holevo information
xse inferred by Alice and Bob, will be smaller than its true
value, while Alice and Bob can correctly evaluate the true
value of the mutual information between them, i.e., /5. Thus,
the secret key rate Kjnf; inferred by Alice and Bob will be
larger than its true value, whatever error correction method is
applied. Moreover, the modification of the privacy amplifica-
tion method here is also invalid to prevent the SD attack, since
the Holevo information xgg inferred by Alice and Bob has
limited the maximum key information that Alice and Bob will
discard from the compression of their shared key information
in the privacy amplification procedure. In summary, we can
conclude that Eve can successfully implement the SD attack
and the original four-state scheme is not secure.
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IV. SECURITY OF THE FOUR-STATE PROTOCOL
WITH DECOY STATES UNDER SD ATTACKS

Intuitionally, the main reason for weak security of the
original four-state protocol is that the use of discretely mod-
ulated signal states makes Eve’s eavesdropping possible by
using a discrimination receiver. Also, Leverrier and Grangier
clarify in [37] that a crucial step of the unconditional security
proof of the original four-state protocol relies on the hidden
assumption that the quantum channel is linear; that is, the
input-output relations of the quadrature operators in the
Heisenberg representation can be given by

Xouw = gxXin + Bx,

(27)
Poy = gPPin + Bp,

where By, Bp are uncorrelated added noises with the input
quadratures Xi,, Pi,. Actually, in the EB version of the original
four-state protocol, Alice’s measurement only discriminates
which coherent state is sent to Bob and does not measure the
quadratures of her mode. Thus, Alice and Bob cannot estimate
the covariance matrix from their experimental data without the
linear channel assumption.

To solve this problem, an improved four-state protocol with
decoy states [21] is proposed such that the mixed state sent to
Bob is Gaussian as

POkey + (- p)o-decoy = 0G, (28)

where oy is the state used for the key distillation and ogecoy
is the decoy state. Alice randomly prepares oyey and Ogecoy
with probability p and 1 — p, respectively, such that the
mixed state sent to Bob is Gaussian state og. So Alice can
randomly use the Gaussian state og to perform parameter
estimation or use oy for key distribution. If a state is
used for parameter estimation, in the EB scheme, Alice
simply performs a heterodyne detection on her part and Bob
proceeds as usual. At the end of the protocol, Alice and Bob
can exchange their statistics and construct the covariance
matrix of the two-mode Gaussian state after the quantum
channel, which removes the hypothesis of the linear quantum
channel.

When Alice and Bob introduce decoy states, Eve cannot
distinguish whether the state is Oey, Ogecoy» OF 0. Thus, Eve’s
intercept-resend attack will inevitably introduce too much
excess noise and incur a negative secret key rate, since the
discrimination receiver is noneffective for Gaussian states,
whereas in Gaussian-modulated CVQKD schemes, the key
information is encoded in both the amplitudes and the phases
of the signal states, which are not QPSK signals anymore. So
in this case, the SD attacks will be not more effective than the
general collective attacks analyzed in [21]. Therefore, Alice
can safely choose non-Gaussian modulation to distribute the
secret key, since the introduction of decoy states makes the
protocol secure against arbitrary collective attacks and also
against the intercept-resend attack based on the discrimination
receiver. However, accurate preparation of a decoy state is
a thorny issue in practice, which may increase the difficulty
of experimental implementation of the discretely modulated
protocols.

Actually, Eve’s SD attack makes the quantum channel
between Alice and Bob nonlinear, since Eve’s NLA is
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nondeterministic and the discrimination receiver is probabilis-
tic, and one can never obtain such input-output relations as
in Eq. (16) after Eve’s SD attack. Thus, the security proof
in the original four-state protocol against a general collective
attack excludes the proposed SD attack, which may result in a
better performance in eavesdropping secret information from
Bob’s side. Therefore, it can be concluded that the assumption
of a linear quantum channel produces a loophole for the
intercept-resend attack based on the discrimination receiver,
and there may exist other types of feasible nonlinear attacks,
since the security has been proved under the linear attacks
in [20]. Moreover, we can conclude that the decoy states are
indispensable for secure communication via discretely modu-
lated CVQKD, and minor or straightforward modifications
of the original protocols, such as the modifications of the
error correction and privacy amplification, cannot prevent the
SD attack, because these modifications cannot fundamentally
rectify the incorrect bound on the key information leaked to
Eve by the legitimate parties.

V. CONCLUSION

We have investigated the security of the discretely modu-
lated CVQKD protocol under SD attacks and, in particular,
we considered the security of the original four-state protocol
and the one with decoy states under Eve’s SD attacks. For

PHYSICAL REVIEW A 89, 042330 (2014)

simplicity, we consider the security under the intercept-resend
attack strategy based on a SD receiver and a heralded NLA for
homodyne detection and reverse reconciliation. The results of
the security analysis reveal that the secret key rate inferred by
Alice and Bob is larger than its true value under the proposed
intercept-resend attack. However, it should be mentioned that
it does not mean the proposed SD attack is optimal. Therefore,
Eve can obtain the secret information without being revealed
by Alice and Bob, and the original four-state protocol is not
secure. Moreover, we show the decoy states can be well applied
to resist the proposed SD attack. Actually, the four-state
protocol itself provides the loophole for the intercept-resend
attack based on a discrimination receiver, since its security
proof is obtained on the assumption that the quantum channel is
linear. However, the difficulty of accurate preparation of decoy
states makes the implementation of discretely modulated
protocols complicated.
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