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The security of the decoherence-free version of the Bennett-Brassard 1984 (BB84) protocol [A. Cabello,
Phys. Rev. A 75, 020301 (2007)] is analyzed and shown to be vulnerable under the intercept-resend attack. We
propose two improved versions of this protocol. Both improvements remain the performance of robustness
against collective noise and refuse the security flaw. Especially, the second improvement, which is called
four-qubit decoherence-free (DF) BB84 protocol, not only remains all characteristics of the original protocol
but also has a higher efficiency. We also give a detailed security proof of four-qubit DF BB84 protocol.
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I. INTRODUCTION

Quantum mechanics allows the distribution of crypto-
graphic keys whose security is based on the laws of physics
instead of the difficulty of solving mathematical problems
[1,2]. Since the pioneering work proposed by Bennett and
Brassard [Bennett-Brassard 1984 protocol (BB84 protocol)]
[2], quantum cryptography had attracted a great deal of at-
tention [3—10]. So far, it has been one of the most promising
applications of quantum information processing. However,
qubit states are very fragile and tend to be destroyed by
decoherence due to the unwanted coupling with the environ-
ment [11]. Such uncontrollable influences cause noise or er-
rors in the communication and thus reduce the advantages of
quantum cryptography protocols. For example, in quantum
communication, the qubits carried by polarized photons
which are successively sent via the optical fiber will experi-
ence the birefringence. If left untreated, this would result in
an unacceptably high error rate and cut down the efficiency
and security. It is well known that we can add redundancy
when encoding quantum information in order to detect and
correct the errors by many strategies such as quantum error
correction [12-14], purification of noisy entanglement
[15,16], and quantum error rejection [17—-19]. However, they
only work well when the interaction with the environment is
weak enough and the qubits are affected with a low
probability.

Fortunately, not all quantum states are equally fragile
when interacting with the environment. When the photons
are transmitted in some medium (e.g., the optical fiber), a
particularly relevant symmetry arising when the environment
couples with the qubits without distinguishing between them
results in the so-called collective noise. The transformation
of collective noise can be described by an unitary operator
U(t), where t denotes the time of transmission and means a
temporal dependence. As mentioned in Ref. [20], if the time
delay between the photons is small enough, the effect of
collective noise on a N-qubit state can be modeled approxi-
mately as
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where [U(1)]*VM=U(t) ® - - ® U(t) denotes the tensor product
of N unitary transformations U(z). In fact, there exist quan-
tum states which are invariant under collective noise no mat-
ter how strong the interaction is. These states are called
decoherence-free (DF) states and have been applied to the
protection of quantum information in many researches
[20-28]. The following equation shows the invariance
property of DF states:

pn=[UMO1 o UD TN, 2)

This immunity against [U(¢)]®" has been demonstrated in
some experiences [29-31].

Recently, Boileau ef al. proposed a quantum key distribu-
tion (QKD) protocol [26], which is in essence a DF version
of Bennett 1992 protocol (B92) protocol [3], over the
collective-noise channel using DF subspace and DF sub-
system, respectively. Then, Cabello implemented a variation
of BB84 protocol, which is robust against collective noise, in
six-qubit DF subspaces [32]. Except for its robustness
against collective noise, the DF version of BB84 protocol
has two interesting properties which make it essentially dif-
ferent from the original scheme. (a) All four states used in
this protocol can be obtained by permuting the qubits of a
single DF state. (b) Two orthogonal states in either base can
be distinguished reliably by an alternative fixed sequence of
single-qubit measurements. These properties make the proto-
col easy to be implemented under current technologies.

However, an eavesdropper, Eve, can steal some informa-
tion of the key distributed in this protocol by intercept-resend
(IR) attack without being detected. In this paper, we will
show that how the DF version of BB84 protocol proposed in
Ref. [32] (hereinafter referred to as DF BB84 protocol) runs
the risk of leaking information out to Eve and then give two
improved versions which can distribute keys over the
collective-noise channel in a secure and efficient manner.
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II. VULNERABILITY OF DF BB84 PROTOCOL
UNDER IR ATTACK

In order to describe the attack strategy clearly, we review
DF BB84 protocol first. In this protocol, two orthogonal
bases are {|0),|1)} and {|®),
states are in the forms of

S)}, respectively. These four
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where |¢/‘)=é(|01>—|10>) and P;_; denotes permuting the
ith qubit and the jth one in the quantum state. Because of the
features shown above, it is obvious that only the state |6>
needs a setup which can be designed by combining the ap-
paratuses in Ref. [27] and the other three states can be pre-

pared by permuting the outputs of the setup for |0) [33].
When the receiver Bob receives the six-qubit states ran-
domly prepared by the sender Alice, he measures every re-
ceived state in one of the measurement sequences
{2,2,X3X,7Z57,X,2,25X,Z5Zs} at random. Either measure-
ment sequence is formed by six single-qubit measurements,
where X,(Z;)(i=1,...,6) denotes measuring the ith qubit in
X basis (Z basis). Bob records his measurement results
{|0),|©)} and {|1),|S)} as 0 and 1, respectively. At last, if
and only if the measurement sequences chosen by Bob are
coincident with Alice’s preparations, the corresponding re-
corded bits can be kept for the raw key.

From the fixed sequences of single-qubit measurements
used in DF BB84 protocol, Z,Z,X3;X4ZsZ¢ and
X12,7:X 472524, we can find that four single-qubit measure-
ments, which are marked in bold, remain unaltered. So Eve
can make use of this phenomenon to get some valuable in-
formation and escape from being detected. If she intercepts
all the states sent from Alice and only measures the qubits
with Z,X,ZsZ4 except for the first and the third ones in each
state, neither of the communicators can discover her attacks.
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TABLE 1. All possible measurement results obtained by Eve
with Z,X,ZsZ in her attack.

The original state The possible results

|0)2] = )410)5[0)6, [1)2] = )l 1)s|1)s,
|0)2] = )4l 15[ D), [1)2] = )4]0)5/0)6,
10)2] 241005 g, [1)2] = )4]0)s| 1),
|0)2] )4l 1)5[0)6, [1)2] = )] 1)5/0)6.

|0)

0)2] )4 1)s[ 16 [1)2] +)4]0)5[0),
1) 10021 )4]0)s| Dg [12] = )4l0)s[ e,
0)2] £ )4 1)5[0)6, [1)2] = )4l 1)5[0)s.

|0)2] )410)5[0)6, [1)2] = )l 1)5|1)s,
A |0)2] = )4l 1)s[ g, [1)2] = )4]0)5/0)6,
|0)2] = )410)s g, [1)2] = )4]0)s|1)s,
|0)2] = )4l1)5[0)6, [1)2] = )4l 1)5]0)6.

0)a] £ )4 1)s[ )6 [1)2] +)4]0)5[0)s,
|©) 10021 2 )4]0)s| D [1)2] = )4l0)s[ e,
0)2] £ )4 1)5]0)6, [1)2] = )ul1)5|0)s.

All the possible measurement results obtained by Eve in this
attack are shown in Table I. From Table I, we can see that

when Alice sends |(3) and |6§), Eve may obtain some results
which will never appear in the cases |1) and |©), ie.,
[0),] = )4]0)5|0)¢ and |1),| = )4|1)5|1). Consequently, we ob-
tain the essential reason of information leakage

0 1 0 1
Paase F Paser Paase * Pases 4)

where p),s6, Payses p%sé, and p;:lse denote the reduced density
matrices of quantum systems shown in Egs. (3), respectively.
If expressing |0) and | @) in Z,Z,X3X,ZsZ¢ or X,Z,Z:X. 757,
we can find that |0),| % )4|0)5|0)¢ and |1),] # )4|1)5|1)¢ appear
with a probability of 2/5 in either |0) or |®). Thus, if Eve
attains anyone of these four measurement results, she can
make sure that Bob’s record will be “0” in the case that he
chooses the right base sequence. Since Alice sends |6) and

|é) with the probability of 1/2, Eve can gain the certain
information with a probability of %X %:% Although Eve’s
attacking action disturbs the transmitted six-qubit DF states,
they collapse to the tensor product states which are also the
possible results Bob will obtain from his measurements no
matter which sequence of single-qubit measurements he
chooses.

III. FIRST IMPROVEMENT

Now we give an improved version of DF BB84 protocol.
Considering the relationship among the states (|0), |1), |+),

|-)) used in BB84 protocol, we keep {|0),|1)} unchanged and
select another orthogonal basis {|@y),|;)} [shown in Egs.

(5)] to replace {|®),|)},
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In order to reserve the virtues of DF BB84 protocol, we
also want to use single-qubit measurements to distinguish the
orthogonal states. But the states |@) and |@;) are not distin-
guishable using a fixed sequence of single-qubit measure-
ments. Fortunately, it has been proven that any two orthogo-
nal states can be distinguished by single-qubit measurements
assisted by local operation and classical communication
(LOCC) [34]. Tt means that there are some conditioned se-
quences of single-qubit measurements which allow us to re-
liably distinguish between |@;) and |@;). In these sequences,
what is measured on one qubit needs to depend on the result
of a prior measurement on another qubit in the same state.
We find these sequences of single-qubit measurements bas-
ing on the facts expressed in Egs. (6) and then show them in
Table II in detail.

1
o) = E{|0>|+ N0Y|+)(2[11) ~ |o1) - [10)) + |- )(|01)
\J
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Xleo) +lapldiN] = [=)(|+)]+) +[=)=N]+]0)|-)1)
X[= [+ )(+)+ ) + =)= + = )([odeo) + [ )]

+ DI+ ()= + [+ ) + = )ao)eo) + lar)
XTI+ DM+ ) (bodeo) + [boldi)) + = )(|+)
X|=)+ =)+ D1 (6a)

1
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AY

X|1)]=100) = 2[1)[=)[1)]+)[00) + [0)]+ ) 1]+ )(|ao)
Xle) +laplde)) = =)+ )=)1+ [0)}=) D= [+)]-)
X[+ + = )([boder) + (B foN ]+ [D+)[0)= |+)]=)
X|=)+[=)lag)ler) + laplfon ]+ [1)]=)[0)]+)
X([bodler) + [bde)) = =)+ )+)T} (6b)

where

P q
= 0)+ 1),
a0 P2+612| > P2+€12| :

q P
ja)) = 10) - 1),
V= g oy
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TABLE II. The conditioned sequences of single-qubit measure-
ments used to distinguish |@y) and |@}). B, R, and C are used to
denote basis, result, and conclusion for short, respectively.

B R B R C
R
W

ZsZs
10)0)[0)]-) 01),]10)
10)]-)]0)]+) 1) @)
D)D) 100)
1))+ 01),]10) i
I .=
[+ %)
O} =
X5Xq :++>’ :__; 20)
D) e
o %)
I1)]=)[0)]-) - &
7, X-7:X,
R B R B R C
‘a()) C6 |CO> |¢\0>
ORI A > e
0
la;) Dy
ldpy
|<P0>
|bo) Eg :60;
O Bs R
12% Fg o
o
|‘Po>
lag) E¢ :eoi
DY) As RO
‘a> F If0>
1 6
o
|<Po>
bo) Cs :EO;
IR Bs a o
b1) Dg 0 .
|d1> |<Po>

p q
b =- O + 1 5
| 0> p2+q2| > p2+q2| >

q p
b)) = 0)+ 1),
| 1> p2+q2| > p2+q2| >

lcoy =pl0) = g|1).[c1) = (p = @)|0) = (p + )| 1),

|do) = (p + @)|0) + (g — p)[1).|d) = g|0) + p|1),

leg) == pl0) = g[1),|e1) = (g = p)|0) + (p + )| 1),

032321-3



SUN et al.

oy = +@)|0) + (p — @[1).1f1) = ¢|0) - p|1),
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2 2

where

pP= q=
However, in this improved version, some good features of
the original DF BB84 protocol have not been kept such as
the qubit-permutation character. So we consider to give an
improvement which have all virtues of the original DF BB84
protocol. We also try to achieve our goal with orthogonal
bases in lower-dimensional DF subspaces. It means that this
version has more excellent efficiency than the original one.

IV. SECOND IMPROVEMENT

As is known, the maximum number of bits encoded in
quantum states depends on the dimension of the space
spanned by these quantum states. So encoding 1 bit classical
information in DF states requires a two-dimensional DF sub-
space at least. Thus, in our different scheme, we need to use
two orthogonal bases in two-dimensional DF subspaces for
optimal efficiency. A natural choice of orthogonal base in the
two-dimensional DF subspace is as follows [23], which has
been generated experimentally by Bourennane ef al. [27] us-
ing parametric down-converted polarization-entangled
photons:

1
|ho) = §(|0101>1234 —10110) 1234 = [1001)1234 + [1010)234)

=Y )0 @ [ ), (7a)

1
|py) = 2\_6(2|001 11234 = [0101) 1534 = [0110) 234 — [1001) 534

—[1010) 1534 + 2[1100) 1534)
1
= VT§(|¢+>12 @ |3 —16)12@ ¢ )3 — [z
® | )34). (7b)

If permuting the qubits 1 and 4 in above states, we can obtain
the other orthogonal base needed in our scheme:

|p0) = P1oal o) = 4 )an @ |47 )31, (8a)
1) =Pi_alpp)
1
= E(|¢+>42 @ |31 =) @ |31 — [ a2

® [¢)31). (8b)

In Ref. [27], it is proven that |¢,) and | ¢,) are distinguish-
able using the outcomes of single-qubit measurements,
Z,Z,X3X,, on these four qubits. Therefore, the sequences of
single-qubit measurements, Z,Z,X5X, and X,Z,X3Z,, can be
used as the bases which will be randomly chosen by Bob in
the scheme. Obviously, Z,X5 are kept unaltered in two alter-
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TABLE III. The possible outcomes which will be obtained by
measuring the four states, |¢y), |¢)), |¢y) and |@]), in the bases
ZIZZX3X4 and X122X3Z4, respectively.

State Z,Z,X3X, basis X,Z2,X5Z, basis
I60) ODIH)=), [O)DIS), [ =)]0), [=) D =)[1),
’ [DIO)H)=), [0+, [)[0) %[0}, [2)[0)] =)[1).
0)O) )] £), DD =), [+$I0)H)]0), [HIDI=)1),
[y [O)DIDH) )DI==) [2)0) )1, [-)]0)-)]0),

[DIO)H+), (DO [E)DIE0). [+HIDIH)).

O)DIEM) =), (DD =), [HIDI[0), [+H)]1)]-)[0),

19 00X =) =), [DIO)| =) =) [=){0)H)[1), [+H)]0)]-)]1).
0 O)+)+), DD, [2)[0) )]0), [=)[1)] =)[1),
[0y DI =) [0)0)=)-).  [H{DIHIO0), [-)1DI-)]0),

DI =), [DIDIDIH. [DIO)HID), [[0)-)]1).

native bases Z,Z,X;X, and X,Z,X3Z,. The detailed steps of
the four-qubit DF variation of BB84 (FQDF BB84) protocol
are similar with the original BB84 protocol. Thus we omit
these redundant descriptions here. Naturally, the most pre-
dominance of the new variation over BB84 protocol is that it
can distribute secure keys in the collective-noise channel.

Compared to the original DF BB84 protocol, our im-
proved version has more excellent performances. On the one
hand, the key generation rate can reach 12.5% in FQDF
BB&4 protocol while 8.33% in the original one. On the other
hand, although FQDF BB84 protocol has some good features
similar to the original one, it does not share the insecurity
flaw. We can derive from Egs. (7) and (8) that, for qubits
measured in Z,X3,

Py =p3i=p3=p3l, ©)

where p%o, p%, p‘fg), and pg} are reduced density matrices of
systems shown in Egs. (7) and (8). Thus, |¢g).|¢;).| ) and
|]) cannot be distinguished by measuring the second and
the third qubits in Z,X5. This conclusion can also be gained
from Table III intuitively.

Then we will give a more strict proof to prove the security
of FQDF BB84 protocol. Obviously, the security of FQDF
BB84 protocol is based on the security of qubits transmis-
sion. According to Stingspring dilation theorem [35], as Eve
is limited to eavesdropping on the quantum line between
Alice and Bob, her eavesdropping can be realized by a uni-

tary operation, U, on a larger Hilbert space, Hy® Hj. Since
the second and the third single-qubit measurement bases in
two basis sequences, Z;Z,X;X, and X,Z,X37Z,, are kept in-
variable, the optimal attack on the second and the third qu-
bits of each DF state is measuring them in the basis Z,X3
directly. Thus, in every transmitted four-qubit DF state, only
the first and the fourth qubit should be considered. The effect
of Eve’s eavesdropping on the first and fourth qubits of |¢y),

032321-4



ROBUST VARIATIONS OF THE BENNETT-BRASSARD...

|b0).

equations:

Ul0+)]e) = [0+)[ed) + [0-)|ed ) + [14)|el o) + [1-)]el ),
f]|0_>|8> = |0+>|8(2)0> + |O—>|831> + |1+>|8%0> + |1—>|8%1>,
0|1+>|8> = |0+>|8(3)0> + |0_>|8(3)1> + |1+>|8?0> + |1_>|8%1>»
Ul1-)[e) = [0-0)]ege) + [0-)eg,) + [10)]el) + [1-)]e)),

~ 1
Ul+0)le) = Z(|+ 0)141€0000) + [+ 1) 14 &0001)

+ = 0)14l&0010) + = D1alé0011))

N 1
U+ 1)le) = Z(|+ 0)14€0100 + [+ D1aléo100) + |— 0)14lé0110)

+ =Dl o)

A 1
Ul-0)le) = Z(|+ 0)14/€1000) + [+ D14 E1001) + |- 0)14lE1010)

+ = Dyaléio1)s

N 1
Ul-De) = Z(|+ 0) 141100 + [+ D1alé1100) + = 0)14lé1110)

+ = Dyaléin)s

where |8> is the initial state of Eve’s ancilla, which is a
pended to the first and the fourth qubits of each DF state, |

¢), and |¢;) can be described by the following

kp_
ii>

(i,je{0,1},k=1,2,3,4) are the pure ancilla’s states deter-

mined uniquely by the unitary operation U, and
|€o000) = l£00) + [£00) + l£30) + [€50) + €01} + 1£5,) + €3,
+eg)) + lelo) + [e70) + [elo) + [e1o) + [e1,) + [e7)

+ |8?1>+ |8?1>’

|&0001) = |8(1)0> + |8%o> + |8(3)o> + |830> - |8(1)1> - |8%1> - |881>
- |831> + |8%0> + |8%0> + |8%0> + |8?0> - |8%1> - |8%1>

- |8?1>‘ |84111>v

|€0010) = |3(1)0> + |8(2)0> + |8(3)0+ |830> + |8(])1> + |8(%1> + |8(3)1>
+ |8g1>) - |810> - |8%0> - |8§0> - |8?0> - |811> - |8%1>

- |8?1> - |8?1>’

|§001]> = |8(1)0> + |830> + |8(3)0> + |8?)0> - |8(1)1> - |8§1> - |881>
- |831> - |3%0> - |8%0> - |8To> - |8?o> + |8i1> + |8%1>

+ |8?1> + |8?1>’
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|€0100) = |8(1)0> - |8(2)o> + |880> - |830> + |8(1)1> - |8%1> + |8(3)1>
- |831> + |8}o> - |8%0> + |8?0> - |8£110> + |8}1> - |8%1>

+ |8?1> - |84111>»

|&0101) = |8(1)o> - |8(2>o> + |8go> - |8?)o> - |8(1)1> + |8S1> - |8(3)1>
+ |831> + |8:o> - |8%o> + |8?0> - |8?o> - |8{1> + |8%1>

- |8?1>+ |8£111>9

|&o110) = |8(1)o> - |8(%0> + |8(3)0> - |830> + |8(1)1> - |8(2)1> + |8(3)1>
- |831> - |8io> + |8%0> - |8?0> + |84110> - |8}1> + |8%1>

- |8?1> + |8£|11>’

|§()1 1= |8(l)o> - |8(2>0> + |8(3)o> - |Sgo> - |8(1)1> + |8(2)1> - |3(3)|>
+ |8g1> - |8io> + |8%0> - |8?0> + |84110> + |811> - |8%1>

+ |8?1> - |8?1>’

|€1000) = |8(1)o> + |8(2)0> - |830> - |830> + |8(1)1> + |831> - |8(3)1>
- |831> + |810> + |8%0> - |8?0> - |8£110> + |8}1> + |8%1>

- |8:;1> - |84111>9

|€1001) = |8(1)o> + |8(2>0> - |880> - |830> - |8(1)1> - |8é1> + |8(3)1>
+ |831> + |8:o> + |8%o> - |8?0> - |8?o> - |8{1> - |8%1>

+ |8?1> + |8£111>$

110100 = |8(1)o> + |860> - |8(3)0> - |830> + |8(1)1> + |831> - |8(3)1>
- |831> - |8io> - |8%0> + |8?0> + |84110> - |8%1> - |8%1>

+ |8?1> + |8£111>’

|€1011) = |8(l)o> + |8(2>0> - |8(3)0> - |830> - |8(1)1> - |8(2)1> + |831>
+ |8g1> - |810> - |8%o> + |8?0> + |8411o> + |8%1> + |8%1>

- |8?1> - |8?1>’

|§1100> = |8(1)o> - |8(2)0> - |880> + |830> + |8(1)1> - |831> - |8(3)1>
+ |831> + |8io> - |8%0> - |8?0> + |8£110> + |8}1> - |8%1>

- |8?1> + |84111>»

|€1100) = |8(1)o> - |8(2>0> - |830> + |830> - |8(1)1> + |8%1> + |8(3)1>
- |831> + |8:o> - |8%o> - |8?0> + |8?o> - |8%1> + |8%1>

+ |8?1>_ |8£111>’

|€1110) = |8(1)o> - |8éo> - |8(3)0> + |830> + |8(1)1> - |831> - |8(3)1>
+ |8g1> - |8%o> + |8%0> + |8?0> - |8?0> - |8%1> + |8%1>

+ |8?1> - |8£111>’
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&) = |8(1)0> - |8%0> - |8(3)o> + |8?)0> - |8(1)1> + |3%1> + |8(3)1>
- |831> - |8}0> + |8%0> + |8?0> - |84110> + |811> - |8%1>

- |8%1>+ |8?1>-

Obviously, |ef)(i.je{0,1},k=1,2,3,4) must satisfy the

relationship U'U=1, i.e.,

4
> (gffj|sf.‘j>= 1, where i,j € {0,1},
k=1

4 4
> <£f]~|£fm> -> <s§i|sfl~) =0, where i,j,m,n € {0,1}.
k=0 =1

The quantum systems shown in Eqgs. (7) and (8) can be
rewritten with the effect of Eve’s eavesdropping as follows,
respectively:

A 1
Ulpp)le) = 5[|1—>23(|O+>14|8(])o> +|0=)1aled) + [ 1+) 1l e o)

+]1-)14le11)) = [16)23(|0+) 4] e50) +[0-) 14l €5,
+ |1+>14|8%o> + |1—>14|8%1>) - |0—>23(|O+>14|8(3)0>
+ |O—>14|8(3)1> + |1+>14|8?0> + |1—>14|8?1>)

+ |O+>z3(|0+>14|830> + |0—>14|831> + |1+>14|8‘1‘0>

+ |1—>14|8£111>)], (10a)
0ldnle) = 2%6[00» 2 10=) = | 1410+ 1l

+[0=)1aleqr) + [1+)1ale1o) + [1-)1aler,))

+([0=) = [0+4) + [1-))23(10-)1aleg)) + [1-)14]e0)
+[1=)1aleT)) +[0+)1alege)) + ([14) +[1-) = [04+))23
X (|14+)1alet0) + [1-)14led)) + 06 14]e50)

+ |0—>14|8(3)1>) +(|0-) +[14) + |1—>)23(|1—>14|8?1>
+100)14le0) +10-Naleg) + [1+)1ale1o)].  (10b)

A 1
Uldp)le) = §[|1—>23(|+ 0)14/&0000) + [+ 1)14l&0001)

+ = 0)14l€0010) + = D1aléoo11)

= [1)23(|+ 0}14l 01000 + [+ D14l o101)

+ = 0)1al&o110) + = Dral€or11) = 10-)3

X (|+ 0)14l&1000) + [+ D 1al&r001) + = 014l Er010)
+[= Dialéron)) + [0+)23(+ )14l €1100)

+ [+ Diglério) + - 0)1alérni0)

+ = Dyalé)]s (10c)
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LF[(|O+> = 10=) = [14))23(+ 0) 14/ €0000)

8V3

+ [+ Dial&ooor) + = 014l o010 + 1= Diraléoor1))
+(10=) = [0+) + [1=))23(|+ 0)14] €0100)

+ |+ Dyaléoron) + 1= 0)1aléor10) + = Dial&onn))
+ ([14) + [1=) = [0+)23(+ O)14] €1000)

+ [+ Diglr001) + = 0014l E1010) + 1= Dialéro1n)
+(10=) + [14) + [1=))23(|+ 0)14] €1100)

+ |+ Dyalérion + = 01alér110) + 1= Diglé)]-
(10d)

Ul¢))e) =

For every transmitted four-qubit DF state, the action of Eve’s
eavesdropping will introduce an error rate

1
Pfo =1- Z(<8(])0|8(1)0> + <8(2)1|8(%1> + <8?0|8?o> + <8£111|8‘111>)’

(11a)

1
Pf' = E(<8}1|3%1> + <8%1|8%1> + <8?1|8?1> - 2<8{1|8%1>

- <8%1|8?1> + 2<8%1|8?1> + <8io|8}o> + <8%0|8%0>

+(&1ole10) = 2s1oleTe) — 2siolelo) + 2sioleto)

+(egle0r) + (g01le0)) + (egileq,) — 2eqled,)

- 2<8(1JI |881> + 2<8(3>1|831> + <830|830> + <8(3)o|880>

+(gole00) + 2s0l830) + 2850|800 + 2(850l800))
(11b)

/ 1
Pf“ =1- 6_4(<§0000|§oooo> + (&or01lo101) + (€1010/€1010)

+(Ennlén). (11c)

/ 1
Pfl = 19_2(<§0011|50011> + (&o100€0100) + (€10121 E1011)

= 2&oo11l€o110) = 2¢Eoon1|€r011) + 2 Eo110l1011)
+(&oo10l&0010) + (Eor10l 0110 + (€110l 11100

= 2{&oo10l€o110) = 2(&o010l€1110) + 20110l E1110)

+ <§(1)001|§0001> +{&001l 1000 + (Erro1l Er1o1)

= 2{&o001| €1001) = 2(&0001|€1101) + 2 €101/ 1101
+(€o100€0100) + (€1000/€1000) + (€100 11000

+ 2{&0100/ €100 + 2(&o100/€1100) + 2{E1000/E1100)) -

(114)

Eve is supposed to be clever enough to prevent Alice and
Bob from detecting her eavesdropping by finding the dis-
crepancy in the error rates of quantum states, i.e.,

032321-6
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P =pt=p=ph (12)

If Eve tries to achieve the eavesdropping without being de-

tected, the error rates Pfo, Pfl, Pfo, and Pfl have to be equal
to 0 in the ideal collective-noise environment. Then Egs. (13)
follows:

|s00) = leg1) = le10) = €11, (13a)
|560) = €00 = 00> = 0, (13b)
|8(l)1>=|881>=|831>=0, (13¢)
|8io>:|8%0>=|8?0>=0» (13d)
le1) =let) = ety =0. (13e)

Thus, the quantum systems shown in Eqgs. (10) can be rewrit-
ten as a tensor product of Eve’s ancilla |gj,) and the initial
quantum systems (|¢b), |¢y), |¢g), and |$])) because of the
relationship shown in Egs. (13). It implies that Eve’s eaves-
dropping will have no effect on the whole system used to
construct keys if she wants to eavesdrop without being de-
tected. That is to say, all Eve’s attacks can be detected. So it
suffices to conclude that FQDF BB84 protocol is secure for

PHYSICAL REVIEW A 80, 032321 (2009)
Eve’s eavesdropping under an collective-noise environment.

V. CONCLUSION

To summarize, in this paper, we showed that an eaves-
dropper can elicit a certain amount of information from the
transmitted qubits in the original DF BB84 protocol. The
essence of information leakage can be concluded that, for
qubits measured in the unchanged bases, not all reduced den-
sity matrices of the involved systems are equal. We presented
two schemes which are also robust against collective noise to
improve the security of DF BB84 protocol. Especially,
FQDF BB84 protocol has a more excellent efficiency except
keeping the original properties of DF BB84 protocol.
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