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Quantum secure direct communication with y-type entangled states
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In this paper, a quantum secure direct communication protocol with y-type entangled states |x**)s,4 is
proposed. We analyze the security of this protocol and prove that it is secure in ideal conditions. Then, an
alternative way is presented to ensure the security of this protocol in a noisy channel. Moreover, this protocol
utilizes quantum superdense coding to achieve a high intrinsic efficiency and source capacity. The practical

implementation of this protocol is also discussed.
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I. INTRODUCTION

As we know, the task of cryptography is to transmit a
secret message between two remote parties, Alice and Bob,
in such a way that no eavesdropper can read it. All classical
cryptosystems except for one-time pad [1] are based on com-
putational complexity assumptions. That is, the security is
conditional. Fortunately, quantum key distribution (QKD),
which was proposed by Bennett and Brassard first [2], can
overcome this obstacle skillfully. Since the security of QKD
is assured by the quantum mechanics principles rather than
difficulty of computation, these kinds of protocols have un-
conditional security in theory. Hence, the hybrid cryptosys-
tem, QKD and one-time pad, is a perfect one to accomplish
this task.

Recently, quantum secure direct communication (QSDC),
a branch of quantum cryptography, has been presented and
pursued. Different from QKD, QSDC allows messages to be
transmitted directly in a deterministic and secure manner. In
2002, Beige et al. [3] proposed the first QSDC scheme. Af-
terwards, lots of QSDC schemes were presented, such as the
schemes based on EPR pairs [4-8], single particle [9-11],
and multipartite entangled state [12—15].

In this paper, an efficient QSDC protocol is proposed,
based on four-qubit y-type entangled state [16,17]

1
[x*%3014 = E(|oooo> —]0011)—]0101) +]0110) +|1001)
\‘!

+[1010) + [1100) + | 1111))314, (1)

where the subscripts denote different particles. Later we ana-
lyze the security of this protocol and prove that it is secure in
ideal conditions. Furthermore, the case of this protocol in a
noisy channel is studied, and an alternative way to ensure the
practical security is presented.

II. QUANTUM SECURE DIRECT COMMUNICATION
SCHEME WITH x-TYPE ENTANGLED STATE

The genuine state |x*°)3,;4 has many interesting proper-
ties. For example, performing Pauli operation on the qubits 3
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and 1, res.pectively', can construct an orthonormal basis set
FMB:{|XU>32]4:0-130‘/1|X00>32]4 i,j=0, 1 ,2,3} for the four-
qubit Hilbert space. Here, ¢ is one of the four Pauli opera-
tors, i.e.,

' =1=]0)0| + 1)1

.ot =[0)(1]+[1)0

s

o? =10)(1] - [1X0

, 0 =|0)0[ - [1X1]. 2)

Meanwhile, these states are maximally entangled states and
both the corresponding reduced density matrices of the qu-
bits (3,1) and (2,4), are equal to the complete mixture, p
=1(|00)(00[+[01)(01|+10){10|+|11)(11]). Hence, no ex-
periment performed on the qubits (3,1) or (2,4) can discrimi-
nate these states. But a measurement on four qubits can per-
fectly distinguish these states from each other. Armed with
these features, we can encode four bit of information in the
state [x"*)3,14. To ensure that no eavesdropper can have ac-
cess to the four particles together at any time, the transfor-
mation of these four particles is divided into two steps,
which is the same as the protocol proposed by Deng et al.
[5]. Hence, two legal users should apply the eavesdropping
check before the message is encoded.

The eavesdropping check is based on another property of
the state |x°°)3,14. If one makes a measurement on the qubits
2 and 4 in the basis BMB,={|0+),0-).|1+),[1=)||*)
=é(|0) *|1))}, the x-type entangled state will collapse and
the other particles will end up in a corresponding two-qubit
entangled state. The state |x"’)y,;4 may be rewritten in the
following way, simply by regrouping terms:

X314 = %(|(I)I)|0 +)+|DD0-)
HEDIL+)+ WD =))3104- (3)

Here, |®7)=7%(g")=[y)) and [W1)=5(y") =]¢),
where |¢i)=%(|00>i |11)) and |¢//i)=é(|01)i |10)) are the
four Bell states. The four states |®}) and |¥|) form another
orthonormal basis AMB, for the two-qubit Hilbert space. It
can be seen that there are four possible results: |®7)|0+),
[®H0-), [¥])1+), and |¥])|1-). Furthermore, these re-
sults appear with equal probability, that is, 1/4. Obviously,
there exists the similar correlation of the measurement results
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if we measure the qubits (3,1) and (2,4) in the basis AMB,
={|®5),|¥;)} and BMB,={|+0),|-0),]+1),|-1)}, respec-
tively. Utilizing this feature, Alice and Bob can design a
defense strategy to guard against eavesdropping in the trans-
mission. Let us give an explicit description of the protocol as
follows.

(1) Alice and Bob agree that the four Pauli operations
represent two-bit classical information, respectively,

c—="11". (4)

a’—='00", o'—'01", o*—>'10,

(2) Alice prepares an ordered four-qubit state sequence
[PI,P%,Pé,Pi,P%,Pé, ..., P4, P}]. Here, the subscripts 1, 2,
3, and 4 represent four different particles in one y-type en-
tangled state and the superscripts 1, 2, 3, ..., and n indicate
the entangled pair orders in the sequence. These entangled
particle pairs are all in the state [x°°)3,4. Alice takes one
particle from each entangled pair to form four ordered par-
ticle sequences: S;:[P! ,P%, ..., P, S,:[ P! ,P%, ..., P3],
S3:[P§,P§,...,P§], S4:[P}1,PZ,...,PZ]. She keeps particle
sequences S| and S3, and sends the particles in sequences S,
and S, to Bob.

(3) Bob chooses randomly a sufficiently large subset from
S, and S, sequences and measures these particles (sample
particles) in the bases BMB, or BMB,. He stores the rest of
his particles, and tells Alice the positions of the sample par-
ticles and his measurement basis through a classical channel.
Then Alice measures the corresponding particles in the se-
quences S3 and S; in the corresponding basis AMB; or
AMB,. Finally, Alice and Bob present their measurement
outcomes to check quantum channels. If the error rate ex-
ceeds the threshold, Alice and Bob will discard these en-
tangled particles and abort the protocol. Otherwise, they will
securely use the remainder entangled pairs to communicate
their secret message.

(4) In terms of her secret message, Alice applies the cor-
responding local unitary operation on the remainder of par-
ticles in her site (encoding particles). Suppose that Alice’s
secret is 'mymymym;, where m; € {0,1}. She performs the
operations a”"1*"2 and ¢>"'3*"+ on the qubits 3 and 1, respec-
tively. After that, Alice sends these encoding particles to
Bob.

(5) After receiving these encoding particles, Bob mea-
sures the particles in his site in the basis FMB and gains the
secret message transmitted by Alice fully.

III. SECURITY ANALYSIS

Suppose Eve is an evil attacker who wants to eavesdrop
Alice’s secret message without being detected. Let us start
with considering the ideal conditions: There are no noises
and losses in the quantum channel. In the following, we will
prove that this protocol is secure in this case.

In the protocol, Eve has no access to the four qubits si-
multaneously. If Eve does not attack the transmission of the
qubits 2 and 4, the encoding particles 3 and 1 are in the
maximal —mix state  p=7(/00)00|+[01)01|+[10)(10|
+[11)(11]) no matter what Alice’s operation is. That is, Eve
cannot deduce the secret message only by measuring the en-
coding particles. Thus, the general attack strategy of Eve is
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depicted as follows. Eve prepares an ancilla E in the initial
state |€). When the qubits 2 and 4 are propagated from Alice
to Bob, Eve intercepts the travel particles, and makes the
ancilla E interact unitarily with the qubits 2 and 4. Then, she
sends these two qubits to Bob. When the encoding particles
are transmitted to Bob, Eve captures the qubits 3 and 1, and
makes a joint measurement on the encoding particles and the
ancilla. In this way, she may gain information about the se-
cret message. Later, it will be shown that Eve cannot achieve
any information about the message in the condition that no
errors are to occur.

In the eavesdropping process, Eve adds the ancilla E, and
performs the unitary operation U on the particle 2, 4, and E.
The most general operations Eve can do is able to be written
as

U: |00, 6> — |OO, 600> + |01,€01> + |10, 602> + |11,603>
01, €) — (00, €0 +[01,€,) +[10,€1) +[11, €;5)
|10, E> — |00, Ezo) + |01,€21> + |10, €22> + |11,623>

|11,€> — |00,€30> + |01,€31> + |10,E32> + |11,E33>, (5)

where |Eij> (i,j €1{0,1,2,3}) are pure ancilla states uniquely
determined by U. After this unitary interaction, the whole
quantum system is in the state

@) = 3T1¢")(100. €90) + 101, €91) +[10, €02) + [11. €03))
= [47)(|00,€10) + |01, €1) + |10, €15) + [ 11, €13))
+[47)(|00, €20) + |01, €1) + |10, €5) + [ 11, €53))
— #7100, €30) + 01, €51) + 10, €50) + [11, €33) J3104:-
(6)

Then, two cases will be discussed, in which Bob measures
the qubits 2 and 4 in a different basis, respectively.

On the one hand, Alice and Bob measure the sample par-
ticles in the basis AMB, and BMB,, respectively. Here, the
state |@) can be rewritten as follows:

)= 2(l0+) + )]0 =+ [T )+ [T = Dsyie
(7)

where
1
lv) = $(|¢+>|600> + [ e — [ €)= [ €11)
+ [y ex) + ) €21) = [ ¢ €30) — [ ¢ €31)318

1
lvy) = E(|¢+>|€00> =) — [ e1) + [ €11)
+ [y ex) — [ €21) — [ €30) + [ €31)316-

1
lus) = E(|¢+>|€02> + [ €)= [ €12) = [¥)] €13)
+ [ ex) + [ €23) — |7 €32) — [P €33)) 31,
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1
|vg) = V,_E(|¢+>|502> — | €s) = [¢)]€12) + [ €r3)

+ U €) — [ €23) — | €32) + [ d)]€33)) 31k
(8)

According to Eq. (3), the following conditions should be
satisfied to avoid introducing error:

(D7[v) = (FTlv) = (¥T|v) =0,
(D7]v) = (P7]w) = (P]]) =0,

(®]v3) = (D]|v3) = (Fi[v3) = 0,

(7uy) = (Piluy) = (P7|vy) = 0. )
From Egs. (8) and (9), we obtain
|€00>=|€11>7 |€22>=|€33>,
|€01> = |€10>, |€23> = |€32>,

|l€20) = |€21) = |€30) = |€31) = 0,

|€0) = |€3) = |€12) = |€13) = 0, (10)

where 0 is denoted as a null vector.

On the other hand, Bob measures the sample particles in
the basis BMB,. Similar to the method used above, the fol-
lowing constraints can be deduced,

|€<)0>=|€22>, |€11>=|€33>,

|602>=|620>, |€13>=|€31>»

|€10) = |€12) = |€30) = | €30) = 0,

|€01) = |€03) = |€21) = €23) =0, (11)

As a result, from Egs. (11) and (12), we find that the whole
system is in the state

@) = |X")3214l€00) - (12)

From the above equation, it is evident that |¢) is a product
of a y-type entangled state |x°°);,;4 and the ancilla. This
implies that Eve cannot gain more information about mea-
surements on the qubits 3 and 1 from observing the ancilla.
Consequently, Eve cannot gain any information about Alice’s
bit in the condition that no errors are to occur.

Now, let us consider another case, in which Eve executes
a common attack that may not be the optimal one. Eve in-
tercepts all the travel particles and sends some fake particles
to Bob. After the coding done by Alice with quantum opera-
tion, Eve measures the travel particles in the basis FMB, and
obtains the secret message completely. However, the eaves-
dropping check process described in step (3) can resist this
attack. If the particles are selected as sample particles, we
know only when they measure the original particles from the
X-type entangled state |x*°)s,,4 can Alice and Bob have the
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correlative results perfectly. This means that no matter what
fake particles Eve sends to Bob, Eve’s action will introduce
75% error rate in the results of the eavesdropping check. In
the similar attack, the error rates of the other famous QSDC
protocols, which were proposed in Refs. [4,10,5] respec-
tively, are 50%, 37.5%, and 50%, separately. Hence, the pre-
sented protocol is more sensitive to eavesdropping compared
with the other protocols [4,5,10].

In addition, a subtle attack strategy, denial-of-service
(DoS) attack [18], should be considered in ideal conditions.
For our protocol, Eve attacks particles 3 and 1 during the
transmission of these particles in step (4). In this case, her
action cannot be detected certainly since the attack only hap-
pens on the encoding particles. Therefore, Eve is able to
make Bob’s measurement results and Alice’s secret message
irrelevant even if she cannot attain any information about the
secret message. It is evident that one can use the method
mentioned in Ref. [18] to resist this attack in our protocol.
Here, another way is presented, in which classical message
authentication process is adopted. The alternative method is
depicted briefly as follows. Before the encoding operation
done by Alice, she chooses an apt one-way hash function A,
where 1:{0,1} —{0,1}¢, and tells it to Bob via public clas-
sical channel. Then she calculates the authentication message
h(m), and encodes the message m+h(m) on the travel par-
ticle sequence. At the end of the protocol, Bob obtains the
message m'+h(m)’, and then determines whether the mes-
sage has been tampered with or not by comparing 2(m’) with
h(m)'. By this means, we can also defense the DoS attack in
our protocol.

For the sake of completeness, we now discuss the security
of the presented scheme in a noisy channel. In a QSDC
scheme, the secret message is transmitted directly. This
means that classical privacy amplification step, which is es-
sential for the unconditional security of QKD in the presence
of noise, does not exist in QSDC. Hence, how to transmit a
secret message directly and securely over a noisy channel
becomes a problem for QSDC. Recently, Deng et al. [19]
provides a method using quantum privacy amplification tech-
nique to solve this problem. Although quantum privacy am-
plification is principally possible, it is still difficult in recent
technology, especially for multipartite entangled state. Here,
utilizing all-or-nothing transform (AONT), we proposed an
alternative method to ensure the security of QSDC in the
case of noise, which will be depicted in the following.

An AONT [20] is a transformation f mapping a sequence
M={m,,m,,...,m,} to another sequence S={s,s,,...,5}.
This kind of transformation generally satisfied the following
conditions: (1). Given all {s;,s,,...,s,} it is easy to compute
M; (2). If any one of the s; is missing then it is difficult to
obtain any information about any m;. Armed with AONT, we
can preprocess the secret message at the beginning of our
protocol to resist the attack proposed in [21]. That is, Alice
performs f transformation on the message before encoding it
on the particles. In this instance, even if Eve is able to eaves-
drop a fraction of the transmitted message bits for the case of
a noisy channel, she cannot obtain any information about
Alice’s secret message.

For example, the bit error rate of the noisy channel is % In
terms of the above secure analysis, we know that Eve steals
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all secret messages and introduces 75% error rate. In this
case, Eve replaces the noisy channel by an ideal one, and
then intercepts a fraction % of the particles during the first
transmission. Her action can be hidden by the channel noise.
In this way, Eve has a probability of 20% of obtaining one
bit of message without being detected. To stand against this
kind of attack, Alice performs the transformation f: F’ é—»F f’;
on the secret message, where Fy is a finite field of order 8.
For any m € Fg, we define f(m)=s=(s;,s,,53) with s;=\,
@Az@m, s2=)\2€B)\3@m, S3:)\3@}\1 @ m. Here }\1, )\2, )\3
€ Fg are chosen by Alice randomly, and @ represents addi-
tion modulo 8. After that, Alice makes use of the presented
protocol to transmit the message s. After obtaining the mes-
sage s, Bob can infer the secret message m=s; ® s, ® s3 with-
out the requirement of any additional information. However,
Eve steals the message m only when she can obtain the mes-
sages s, Sp, and s3 fully. In this case, the probability of Eve
eavesdropping one bit of information is (%)3=0.8%. Hence,
the security of the protocol in a noisy channel is improved at
the cost of decreasing the transmission rate.

From the above discussion, it is shown that the security of
the presented protocol in the presence of noise can arbitrarily
be increased. However, the efficiency, which is an important
criterion of a protocol, will be decreased greatly. As said in
Ref. [22], infinite security needs infinite cost, which means
that the practical interest is zero. Hence, when implementing
the presented protocol in real circumstance, it is reasonable
to choose an appropriate AONT in accordance with the se-
curity level of a secret message. Moreover, an additional
point needs to be noted. The modified protocol is very sen-
sitive to error. Hence, in terms of the noisy rate, an apt clas-
sical error-correction step should be interposed in our proto-
col. Considering the same scenarios as the above example,
we may adopt [7,4] Hamming code to correct the error in-
troduced by the channel noise. In addition, it is evident that
the proposed method can also be used to improve the secu-
rity of the existing QSDC protocol over a noisy channel.
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IV. DISCUSS AND SUMMARY

Before giving a conclusion, it is worthwhile to review the
whole system of the presented protocol in practical imple-
mentation. First, in terms of the real situation, Alice and Bob
choose appropriately a one-way hash function /4, an ANOT
transformation f, and a classical error-correcting encoding
algorithm e. Second, according to the secret message m, Al-
ice utilizes the presented QSDC protocol to transmit the mes-
sage s=e{f[m+h(m)]}. Finally, after receiving the message s,
Bob can obtain the secret message m by performing the cor-
responding inverse operations on s.

In summary, we have shown that y-type entangled state
[X**)3214 can be used to secure direct communication in such
a way that the transmission of four particles containing the
secret message divides into two steps. Adopting quantum
superdense coding makes the presented protocol achieve a
high efficiency. Meanwhile, Wang and Yang [17] presented a
simple scheme for generating such a state and measuring it
in the basis FMB. Thus, the presented protocol is feasible in
recent technology. Furthermore, the security of the protocol
is discussed in detail. Besides proving that the protocol is
safe in ideal conditions, we propose a method to ensure the
security of this protocol in the case of noise. The implemen-
tation of the presented method is only concerned with clas-
sical operation. Hence, our proposal offers a more practical
and realistic alternative to the existing QSDC protocol over a
noisy channel, as compared with quantum privacy amplifica-
tion.
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