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We report quantum secret sharing experiment in telecommunication fiber in five-party implementation. The
quantum secret sharing experiment has been based on a single qubit protocol, which has opened the door to
practical secret sharing implementation over fiber channels and in free space. The previous quantum secret
sharing proposals were based on multiparticle entangled states, difficult in the practical implementation and not
scalable. The secret sharing protocol has been implemented in an interferometric fiber optics setup with phase
encoding and demonstrated for three, four, and five parties. The experimental setup measurements have shown
feasibility and scalability of secure multiparty quantum communication over commercial telecom fiber
networks.
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I. INTRODUCTION

Splitting a secret message in the way that a single person
is not able to reconstruct it is a common task in information
processing and security applications. For instance, let us as-
sume that withdrawing cash from a joint bank account is
possible only when all account owners cooperate by gener-
ating a code required by an automated teller machine or by a
banker �1�. A solution for this problem and its generalization,
including several variations, is provided by classical cryptog-
raphy and is called secret sharing. It consists of a way of
splitting the message using mathematical algorithms and the
distribution of the resulting pieces to two or more legitimate
users by classical communication. However, all ways of clas-
sical communication currently used are susceptible to eaves-
dropping attacks. As the usage of quantum resources can
lead to unconditionally secure communication, a protocol
implementing quantum secret sharing has been developed
�2,3�. The protocol provides information splitting and eaves-
dropping protection. However, the implementation is in prac-
tice nonscalable since it used multiphoton polarization en-
tangled states that are difficult to generate and transmit.
Furthermore, the use of polarization encoding is impractical
for applications over commercial birefringent single mode
fibers �SMF� networks. Nevertheless, three proof of principle
experiments, using three �4,5� and four �6� entangled polar-
ized photons, have been carried out.

A protocol solving the abovementioned problems was
proposed in 2005 �7�. The protocol requires only a single
qubit for quantum information transmission, which has al-
lowed its practical experimental realization and scalability. In
this paper we report a single qubit �photon in our case� quan-
tum secret sharing experiment over telecommunication fiber
in an interferometric setup using this protocol with phase
encoding in three, four, and five-party implementations. The
protocol constitutes the main transmission layer. More layers
could be added on it in order to provide means for a particu-
lar quantum transmission application.

II. SINGLE QUBIT QUANTUM SECRET SHARING
PROTOCOL

As already mentioned, our experiment has been based on
an N-party quantum secret sharing protocol using single qu-

bit with the users called R1 , . . . ,RN �7�, as is shown in Fig. 1.
A qubit is prepared in an initial state �x�= ��0�+ �1�� /�2 by the
party R1 and is sent sequentially, from R1 to RN, over the
quantum channel, until it is measured by the last party RN.
Each party Ri�i=1, . . . ,N−1� modulates the photon with a
randomly chosen phase �i equal 0, � /2, �, or 3� /2 through
the unitary phase operator

Û��i� = ��0� → �0�; �1� → ei�i�1�	 . �1�

The parties R1, R2 , . . ., and RN−1 modulating phase choices 0,
� /2, �, and 3� /2 can be assigned into two bases �0,�	 and
�� /2,3� /2	. The RN party’s phase modulation choice �N is
limited to two phases only: 0 �which belongs to the basis
�0,�	� and � /2 �which belongs to the basis �� /2,3� /2	�.
The probability that RN detects the state ��x�
= ��0�� �1�� /�2 reads

p���1, . . . ,�N� =
1

2
1 � cos��
j

N

� j
� . �2�

In half of the cases the phases add up in such a way that the
measurement results are deterministic, indicating a construc-
tive or destructive interference with the total correlation
function given by
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FIG. 1. �Color online� N-party single qubit secret sharing. A
qubit �in our case a photon� is prepared in an initial state by the part
R1, using a single qubit source, and is sent sequentially, from R1 to
RN, over the quantum channel, until it is measured by the last part
RN. Each party modulates the photon with a randomly chosen phase
�i�i=1, . . . ,N−1� between 0, � /2, �, or 3� /2. The part RN mea-
sures with phase modulation choice �N between 0 and � /2. In half
of the cases the phases add up in such a way that the measurement
results are deterministic, indicating a constructive or destructive
interference. These cases can be used for the secret sharing.
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E��1, . . . ,�N� = cos��1 + ¯ + �N� . �3�

These cases can be used for the secret sharing. After the
photon has been detected, the parties, in a reverse order �i.e.,
RN ,RN−1,. . . ,R2 ,R1� �8,9�, announce on a public channel their
basis choices, but keep their particular modulating phases
secret. The reason for the reverse order announcement is to
provide a full protection against possible cheating strategies
of the kth partner Rk �9�.

From the publicly shared basis information, the parties
can determine which runs led to deterministic measurements
with cos��1+ ¯ +�N�= �1. In these cases, any subset of
N−1 parties is able to infer the modulating phase of the
remaining part if all the N−1 parties of the subset collaborate
and reveal among themselves their modulating phases �the
way in which the parties collaborate and reveal modulating
phases depends on the secret sharing application�. If the sub-
set includes the part RN, it must reveal the measurement re-
sults �it has already revealed its basis choices on the public
channel�. In such a way the goal of secret sharing has been
achieved.

III. EXPERIMENTAL SETUP

Figure 2 shows the experimental setup for a five-party
quantum secret sharing system with phase encoding. The
setup consists of four main parts: a weak coherent pulsed
1550 nm laser from id Quantique, SMF transmission chan-
nels, four stations �each station consists of a polarization
insensitive phase modulator with its driver, described in Sec.
IV�, and two single photon detectors SPD1 and SPD2.

In detail, a relatively strong �1 mW� 1550 nm, 500 ps la-
ser pulse is generated by a laser driver at 2 MHz repetition

rate. The setup attenuates the light pulse in several compo-
nents discussed below so its energy level finally, on the way
back from the Faraday mirror �FM�, after it has passed Elisa-
beth’s station, corresponds to a single photon �10�. Such
“faint-pulses” of the coherent light follow Poisson distribu-
tion, which makes it possible to limit the probability that a
nonempty weak pulse contains more than one photon to an
arbitrary small number. Assuming an attenuation giving the
mean photon number �=0.1 �one single photon for ten laser
pulses�, the probability that a nonempty pulse contains more
than one photon is P�n�1�=� /2=0.05, a low number.

The laser pulse is sent to the digitally controlled optical
attenuator �OA� from OZ Optics for its initial attenuation.
The attenuated laser pulse passes the circulator �CIR� and
splits equally in the 50:50 coupler �CPL�. The upper pulse
goes through the interferometer’s short arm and leaves the
polarized beam splitter �PBS� horizontally polarized, while
the lower pulse through the interferometer’s long arm and
leaves the PBS vertically polarized �the latter pulse is de-
layed by 60 ns�. After passing the transmission channels and
being reflected by the FM �11� �that rotates the polarization
of the input light by 90°� their polarizations are reversed so
they transmit over opposite interferometer arms. In such a
way their total transmission paths are exactly the same so
they interfere constructively or destructively �accordingly to
their phase difference� in the coupler �CPL�. The coupler’s
outputs are connected to the SPD1 and SPD2 �PGA600�, built
on InGaAs avalanche photodiodes, from Princeton Light-
wave, Inc. The detector provides 20% quantum efficiency
and 10−5 dark count probability per 1 ns avalanche gating
pulse. The secret key is established by modulating the phase
of the long arm pulse by Elisabeth, David, Charlie, and Bob.
Alice part of the process is to set the measurement basis of
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FIG. 2. �Color online� Experimental setup for five-party phase encoded quantum secret sharing. For details, see the text. The setup does
not show the control electronics layer and wavelength-division multiplexing �WDM� layer used to send synchronization and trigger from
Alice to remaining parties. For this purpose a second pulsed laser with 1538 nm wavelength was used.
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the interferometer. She does it by using her phase modulator
�PMA�.

It should be emphasized that all components of the inter-
ferometer are polarization maintaining. One of the reasons
for this requirement is that Alice’s PM is polarization sensi-
tive. It shows a very high attenuation for the vertical polar-
ization �fast axis component� and 3 dB attenuation for the
horizontal one �slow axis�. Also both outputs of the PBS are
aligned to the horizontal axis. This means that all the signals
in the interferometer should be aligned horizontally, which
requires overall use of polarization maintaining components,
including the delay line, and even interconnecting fiber
cords.

As already mentioned, the laser pulse, after it has been
reflected by the FM, is attenuated by the amplitude modula-
tor �AM� in such a way that its energy �after it has left
Elisabeth’s station on its way back to Alice� is set to a single
photon level. Thus, the port Eout of Elisabeth’s station �see
Fig. 2� is a starting point of the quantum channel transmis-
sion. Here, it should be pointed out that the attenuation of the
laser pulse occurs not only in the OA, AM, and SMF spools,
but also in other components �mainly in the PMs� of the
setup so the attenuation in the SMF spools is a relatively
small part of the total signal attenuation.

In order to avoid single photons back-scattering, a 25 km
long fiber spool has been placed inside the last station �Elisa-
beth�. The spool �storage line� works as a first in first out
�FIFO� buffer memory. The laser pulses are sent as a high-
speed burst, loading the storage line. No new burst is sent
until all the pulses in the storage line have traveled back to
Alice’s interferometer.

Finally for this section, it should be mentioned that the
driver voltage of Alice’s PM has to be set to zero during the
time the long arm pulses pass over it �on their way to the
PBS�. The same applies for the remaining modulators since
the phase modulation has to be carried out only on single
photon level pulses, traveling back to Alice’ interferometer
�after they have been reflected by the FM �12��.

IV. POLARIZATION INSENSITIVE PHASE MODULATORS

As already mentioned, the short arm pulse leaves the PBS
horizontally polarized, while the long arm one vertically.
However, their polarization changes along the setup’s trans-
mission path since the single mode fibers are birefringent.
The birefringence would cause significant, slowly varying
attenuation changes in the standard telecom PM �usually
based on a LiNbO3 crystal�. Unfortunately, there are no, to
the best of our knowledge, commercially available polariza-
tion insensitive PM on the market.

Another difficulty, facing a designer of any “faint-pulse”
based quantum information system, using telecom PM, is a
need of laser pulses’ precise attenuation so they leave the last
station �in our case Elisabeth’s�, on their way back to the
Alice interferometer, as single photons �in accordance with
the “faint pulse” approach �10��. Since the telecom PMs are
polarization sensitive and the fiber birefringence causes slow,
random polarization changes then there is no way to guaran-
tee a stable attenuation of the entire system. This means that

it is not possible to guarantee that the faint pulses leaving
Elisabeth’s station are on an assumed mean photon number
�. Therefore, Bob’s, Charlie’s, David’s, and Elisabeth’s sta-
tions require polarization insensitive PM.

We have realized a polarization insensitive PM based on
commercially available optical fiber components. Figure 3
shows the block diagram of our scheme, which implements
1550 nm, 500 MHz bandwidth phase modulators from JDSU
Inc. The modulator’s polarization maintaining pigtails have
been aligned to the slow �horizontal� axis, which have re-
quired the same alignment of the polarizing beam splitters
PBS1 and PBS2. The modulator’s working principle is
simple: it splits horizontal and vertical polarization compo-
nents into two separately controlled phase modulators.

In detail, let us consider an input light pulse horizontally,
diagonally, circularly, or generally elliptically polarized ar-
riving into PBS1. The pulse’s horizontal polarization compo-
nent will be transmitted into the port T, while the vertical one
will be “reflected” into the port R and rotated into the hori-
zontal polarization. Thus, both components can be transmit-
ted �and modulated� by the phase modulators PM1 and PM2.
The outputs of the modulators are connected to the PBS2,
which recreate the original light pulse polarization. One of
major advantages of our scheme is its bidirectionality so it
can be used both in bidirectional “plug and play” quantum
key distribution �QKD� and secret sharing systems as well as
in unidirectional ones �in time-bin QKD, for instance�.

In the case of the plug and play QKD, the above men-
tioned forward transmitted horizontal and vertical compo-
nents will be passing the opposite modulators, on their way
back from the FM, due to the fact that this device rotates the
polarization of the input light by 90°. Thus, both components
will be traveling the same path from the point where they
were created �i.e., in Alice interferometer’s coupler� to the
same point, which is the core of the plug and play system.

Both phase modulators are controlled by the same modu-
lation radio frequency �rf� voltage driver with a V� of
3–3.5 V. Our PM scheme guarantees a stable, polarization
insensitive optical insertion loss of 4.5–5.5 dB.

V. TRANSMISSION AND ERROR RATES

The raw rate in the protocol is defined as Rraw
=q�f�det�link, where q is a setup dependent coefficient, � is
the mean number photons per pulse, f is the laser pulsing
frequency, �det is the photon’s detection probability, and �link
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FIG. 3. �Color online� Polarization insensitive phase modulator.
The R output of the PBS denotes the reflected component �vertical�,
while the T output denotes the transmitted component �horizontal�.
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is the transfer efficiency of the link between Elisabeth’s sta-
tion and Alice’s detectors. The factor q=0.5 in our setup
since only in 50% of all the measurement cases the measure-
ment basis are compatible. The QBER for the faint laser
pulse QKD can be written as a sum of two main contributing
factors: QBER=QBERopt+QBERdet= popt+ pnoise / pphoton= popt
+ pnoise /��det�link, where popt is the probability of a photon
going to the wrong detector, pnoise is the probability of get-
ting a noise count �mainly dark counts� per gating pulse win-
dow �12,13�. For the phase-based QKD popt= �1−V� /2,
where V is the interference visibility.

VI. EXPERIMENTAL RESULTS

Our quantum secret sharing experiment was carried out
for three, four, and five parties. All the measurements were
carried out at the laser driver repetition rate f laser=2 MHz.
The efficient laser pulse frequency feff=dcyclef laser was lower
due to the duty cycle dcycle= lburst / �lburst+ lpause��0.5 �see
Sec. III�. The results for three-party and four-party are shown
in the Fig. 4. For the three-party we have achieved 50.5 km
quantum secret sharing transmission distance at �=0.1 with
visibility V=99.0% and QBER=7.1%; 61.0 km at �=0.2 with
V=98.9% and QBER=6.6%; 66.1 km at �=0.3 with V
=99.0% and QBER=7.1%, while for the four-party we have
achieved 21.0 km distance at �=0.1 with V=98.9.0% and

QBER=7.8%; 30.6 km at �=0.2 with V=99.1% and QBER
=7.7%; 40.5 km at �=0.3 with V=98.8.0% and QBER
=6.6%.

The five-party measurements have shown quantum secret
sharing feasibility over local area networks �LAN� with
quantum secret sharing transmission over 6.7 km fiber with
V=99.0% and QBER of 9.5, 5.3, and 3.5% for � equal to 0.1,
0.2, and 0.3 respectively. The distance was limited by the PM
losses of 5 dB for Alice’s, Bob’s, Charlie’s, David’s, and
4.2 dB for Elisabeth’s station.

It should be emphasized that 5 dB loss corresponds to
20 km of standard SMF with 0.25 dB km−1 loss so the total
distance loss, caused by three additional PM in the five-party
implementation, is in the range of 60 km. Therefore, it
should not be surprising that with the present technologies
only a LAN distance has been obtained in the five-party ex-
periment.

VII. DECOY IMPLEMENTATION

To overcome possible photon-number splitting �PNS�
eavesdropping attacks we have implemented a one-decoy
state protocol �14–16�, by adding a fiber pigtailed acousto-
optic AM from Brimrose, Inc. at the last station of the setup.
In order to avoid the Doppler effect �a frequency shift of the
laser pulses� �17� we have chosen a variable frequency driver
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FIG. 4. �Color online� Multiparty quantum secret sharing experimental results. �a� Quantum bit error rate �QBER� for three-party and
four-party, �b� raw rate, both as a function of fiber length with 0.25 dB km−1 loss and channel loss for three and four-party quantum secret
sharing. The squares show measurement results for �=0.1, the triangles for �=0.2 and the dots for �=0.3. The theoretical curves were
drawn for the following measured attenuation of the setup’s parts: 5 dB for Alice, Charlie, and David stations; 4.2 dB for the Elisabeth
station. In both four-party and three-party setups the Bob station was not used. The total attenuation in the interconnecting FC contacts was
measured to 1.8 dB. The achieved visibilities were greater than 98.5%. All the measurements were carried out at the laser driver repetition
rate f laser=2 MHz. The efficient laser pulse frequency feff=dcycle� f laser was lower due to the duty cycle dcycle= lburst / �lburst+ lpause��0.5, see
Sec. III.
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for the AM. The AM is used for intensity modulation of the
laser pulses in such a way that the signal pulses �with the
average photon number �=0.3� are interleaved with the de-
coy states �with the average photon number 	=0.1�. By ana-
lyzing statistical characteristics of both decoy and signal
states a PNS attack can be detected. In such a way the secu-
rity of the “faint-pulse” based systems is greatly enhanced
�14–17�.

It should be pointed out that the optimal choice of the
decoy state mean-photon number 	 depends, among other
parameters, on the channel attenuation �16� to which, in our
five-user implementation, have mainly contributed the set-
up’s PMs. Our choice of 	=0.1 has been based on the pub-
lished one-decoy state protocol simulation data �16�, which
have shown that for the fiber quantum channel lengths be-
tween 20 and 100 km the optimal decoy state mean-photon
number 	 varies between 0.04 and 0.13. Despite the rela-
tively low total length of the transmission channel our decoy
state mean-photon number �	=0.1� was chosen close to the
upper bound of the data in Ref. �16� due to the high total
attenuation of the setup’s PMs.

Our choice of �=0.3 has been based on a very practical
approach to a complicated problem of providing uncondi-
tional security for secret sharing transmissions in our multi-
party setup with varying fiber lengths and strong attenuation
variations caused mainly by the setup’s PMs �as already
mentioned, the average party station’s attenuation was 5 dB�.

In order to illustrate our implementation of the one-state
decoy protocol let us focus here on the five-user setup �with
most challenging total system attenuation and distortions�.
The one-state decoy protocol was proposed in Ref. �18� and
its security has been analyzed in Ref. �16�. It should be em-
phasized that the one-state decoy protocol is not only simple
in its implementation, but also very close in performance �for
transmission distances up to 80 km� to the optimal decoy
protocol �asymptotic case� with infinite number of decoy
states �16,17�.

In Ref. �18� the security analysis of a general decoy pro-
tocol was combined with the results of the Bennet and Bras-
sard 1984 protocol security analysis carried out by Gottes-
man, Lo, Lütkenhaus, and Preskill �GLLP� �19�. The analysis
led to the following formula for the lower bound of the se-
cure key generation rate

S 
 q�− Q�f�E��H2�E�� + Q1�1 − H2�e1��	 , �4�

where q=1 /2 for Bennet and Brassard 1984 protocol without
decoy �see Sec. V� and q�1 /2 with decoy implementation,
� denotes the average photon number for signal states, Q� is
the gain of signal states, E� is the quantum bit error rate
�QBER�, Q1 is the gain of single-photon states, e1 is the error
of single-photon states, f�x�
1 is the error correction func-
tion with Shannon limit f�x�=1, and H2�x� is the binary Sh-
annon entropy function given by

H2�x� = − x log2�x� − �1 − x�log2�1 − x� . �5�

The component f�E��H2�E�� in Eq. �4� corresponds to the
part of the sifted key that is used during error correction
process. We have assumed f�E��=1.22 �being the ratio of
actually needed redundant bits to the corresponding number

of the Shannon limit� corresponding to the 10% error rate
and the bidirectional cascade error reconciliation protocol
�20,21�. The gain of signal states Q� is defined as the prob-
ability of Alice to get detection in a pulse for which Elisabeth
�the last active station� and Alice use the same basis, while
the E� is defined as the probability of Alice to get a wrong
detection in a pulse for which Elisabeth and Alice use the
same basis. Of the total N pulses sent in our experiment Ns
=0.88N were sent as signal states so the q=0.44 �16�.

It should be pointed out that in the case of a finite length
secret sharing transmission �similarly to a finite length QKD�
statistical fluctuations should be analyzed �15–17�. Here, the
analysis is omitted since our transmitted data length N
=785 Mbit was much higher than in Refs. �15–17�, which
has minimized the effect of statistical fluctuations.

Table I shows the experimental data for five-party secret
sharing. The data in the table show high visibility, low opti-
cal misalignment and low dark count rate of the single pho-
ton detectors, but also very high attenuation �low transmit-
tance�. Table II shows the experimental data for the five-
party secret sharing with the one-decoy state protocol.

In order to find the lower bound of key generation rate per
pulse �Eq. �4�� the lower bound of Q1 �the gain of single-
photon states� and the upper bound of e1 �the error of single-

TABLE I. Experimental data for five-party secret sharing. The
duty cycle dcycle= lburst / �lburst+ lpause�=492 /1127 pulses in the five-
party implementation, see Sec. III. The efficient laser pulse fre-
quency feff=dcyclef laser. The optical misalignment error edet= �1
−V� /2, see Sec. V. The transmittance �Alice has been defined as a
loss between Elisabeth’s station �its Eout port, see Fig. 2, where the
mean photon number � for the signal states and 	 for the decoy
states are defined� and Alice’ single photon detector, including the
detector’s quantum efficiency. The detector’s quantum efficiency
�det=20%. Y0 is the dark count rate of the single photon detector.

Parameter Value Parameter Value

f laser 2 MHz dcycle 492 /1127

feff 873 kHz V 0.9895

edet 0.0075 �Alice 6.67�10−4

Y0 1.1�10−5 �det 0.2

TABLE II. Experimental data for five-party secret sharing. The
error rate for vacuum e0=0.5. Q� is the gain of signal states, E� is
the QBER, Q	 is the gain of decoy states, E	 is the error of decoy
states, f�x� is the error correction function with Shannon limit
f�x�=1, in our experiment f�x�=1.22, which corresponds to the
10% error rate and the bidirectional cascade error reconciliation
protocol �21,20�.

Parameter Value Parameter Value

q 0.44 ł 6.7 km

� 0.3 	 0.1

f�E�� 1.22 e0 0.50

Q� 2.06�10−4 E� 3.51�10−2

Q	 6.87�10−5 E	 9.49�10−2
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photon states� need to be estimated. In Ref. �16� these
bounds for the one-state decoy protocol are derived as an
approximation of the vacuum+weak decoy protocol �with
none vacuum states�. The bounds are derived as functions of
Y1, being the yield of a single-photon state, defined as the
conditional probability of a detection event at Alice station
assuming that Elisabeth �the last active station� has sent a
single photon.

Y1 

�

�	 − 	2�Q	e	 − Q�e� 	2

�2
 , �6�

Q1 = Y1�e−�, �7�

e1 �
E	Q	e	

Y1	
. �8�

Table III shows the calculated values �using data in Tables I
and II� of Y1, Q1, and e1. By substituting the calculated val-
ues in Table III into Eq. �4� we are getting the lower bound
of the key generation rate per pulse S
9.53�10−6, a low
value. Since the total number of pulses sent by Elisabeth �the
last active station in the five-user setup� was N=785 Mbit
the final length of the secret sharing key L=N�S

=7.48 kbit. The low value of the lower bound of key genera-
tion rate per pulse depends on our choice of the mean photon
number � for signal states. However, our single-decoy state
protocol implementation has not aimed to achieve the opti-
mal � value due to the specific, already mentioned, limita-
tions of our five-user secret sharing setup. For the three- and
four-party secret sharing setups the one-state decoy protocol
was implemented in the exactly the same way as for the
five-party.

VIII. CONCLUSIONS

We have presented a quantum secret sharing experiment
in fiber in three, four, and five-party implementations using a
single qubit protocol, which makes it possible to implement
quantum secret sharing over telecom fiber channels. Our
setup measurements have shown that multiparty quantum se-
cret sharing is feasible over telecom fiber networks.
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