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A quantum key distribution with decoherence-free subspaces has been proposed to overcome collective
noise to the polarization modes of photons flying in quantum channels. Prototypes of this scheme have also
been achieved with a parametric down-conversion source. However, the photon-number-splitting attack we
propose will make practical implementations of this scheme insecure since the parametric down-conversion
source may occasionally emit multiphoton pairs. We propose a decoy-state method to make these implemen-
tations immune to this attack. With this decoy-state method, both the security distance and key bit rate will be

increased.
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I. INTRODUCTION

As a combination of quantum mechanics and conven-
tional cryptography, the quantum key distribution (QKD)
[1-3] can help two distant peers (Alice and Bob) share a
secret string of bits, called a key. Unlike conventional cryp-
tography whose security is based on computational complex-
ity, the security of the QKD relies on the fundamental laws
of quantum mechanics. Any eavesdropping attempt on an
ideal QKD process will introduce an abnormal high bit error
rate of the key. By comparing subsets of the key, Alice and
Bob can catch any eavesdropping attempt. Polarization and
phase time of photons are the most common coding methods
to implement the QKD. But birefringence in optical fibers
may depolarize the photons, which makes the polarization
coding unsuitable for a QKD based on fiber. Phase time cod-
ing is commonly used for fiber QKD. Using “plug and play”
[3] or Faraday-Michelson interferometers [11], phase time
coding can be free from polarization fluctuations due to the
birefringence of optical fiber. However, plug and play may
be vulnerable to a Trojan attack. And for Faraday-Michelson
interferometers [11], it is very sensitive to phase fluctuations
from arms between Alice’s and Bob’s interferometers. To
overcome this problem, active compensation, which makes
the system more complicated and inefficient, is used.

Alternatively, Walton et al. [4] proposed a QKD protocol
based on decoherence-free space (DFS) and Boileau er al. [5]
developed this scheme to use time bins and polarization for
encoding. In the scheme of Boileau et al., Alice can encode
her qubit in the two-photon states as
(|HYVy+|W)H)Y) /2, and (|H)|V) —|V)|H)/\2 [in an experl-
ment by Chen er al. [6], the four states are ()
+ V)2, (V)= WIENN2,  (EDIV)+ilV)H))/N2,
and ( |H)|V)—1|V)|H>/ V2)], where H (V) means the horizontal
(vertical) polarization mode of photons. The two photons are
distinguishable by a fixed time delay Az, which is known to
Alice and Bob. Then Alice applies a time delay operation to
the V photons, and before Bob detects the two photons, he
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applies the same time delay operation to the H photons. Fi-
nally, Bob detects the two photons in the |H)|V) and |V)|H)
bases or (|H)|V)+|V>|H>), —(|H>|V> —|V)|H) bases. Due to
the fact that ly)= |H>|V)—|V)|H>) is invariant under col-
lective unitary transformatlon this scheme is insensitive to
phase fluctuations from Alice’s and Bob’s interferometers. If
the interval of the time between the two photons is just Az,
Bob will successfully get Alice’s qubit and this probability
will be 2/3 assuming the collective noise is totally random.
Besides this, photons from the same pair can provide precise
time references for each other. So, in this scheme, an accu-
rate synchronization clock is unnecessary.

Bennett-Brassard 1984 (BB84) type QKD protocols,
which are the most-widely used QKD protocols, need a
single-photon source, which is not practical with the present
technology. Usually, real-file QKD setups [7—11] use attenu-
ated laser pulses (weak coherent states) instead. It means the
laser source is equivalent to one that emits n-photon states
|n) with probability P,= “—"e‘“ where u is the average pho-
ton number of attenuated lased pulses. This photon-number
Poisson distribution stems from the coherent state |\ ,ue’”) of
the laser pulse. Therefore, a few multiphoton events in the
laser pulses emitted from Alice open the door to a photon-
number-splitting attack (PNS attack) [12-14], which makes
the whole QKD process insecure. Fortunately, decoy-state
QKD theory [15-18,26], as a good solution to beat PNS
attacks, has been proposed. And some prototypes of the
decoy-state QKD have been implemented [19-25]. The key
point of the decoy-state QKD is to calculate the lower bound
of the counting rate of single-photon pulses (Sf) and upper
bound of the quantum bit error rate (QBER) of bits generated
by single-photon pulses (e?). Many methods to improve the
performance of the decoy-state QKD have been presented,
including more decoy states [26] and a nonorthogonal decoy-
state method [27], photon-number-resolving method [28],
herald single-photon source method [29,30], and modified
coherent-state source method [31]. And for the intensity fluc-
tuations of the laser pulses, Refs. [34] and [35] give good
solutions.

As a BB84-type protocol, the scheme of Boileau et al. is
still vulnerable to PNS attack. This problem will be dis-
cussed in details in Sec. II, in which we propose a type of
PNS attack. In Sec. III, we propose a decoy-state method to
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overcome this problem. In Sec. IV, a numerical simulation
will be given. Finally, we will give a summary to end this

paper.

II. PNS ATTACK IN THE SCHEME OF BOILEAU ef al.

To implement the scheme of Boileau et al., an ideal two-
photon states source that is far in advance of present tech-
nology is needed. In practice, two-photon states are gener-
ated by a parametric down-conversion source (PDCS), which
will emit n-photon (n>1) pairs with certain probability.
However, the state from a type-II PDCS can be written as
[32]

|) = (cosh )2, Vi + 1e™? tanh” x|®,), (1)
n=0

in which |®,) is the state of an n-photon pair, given by

1
|®,) = ﬁE( D"l = m,m)Jm,n—m,.  (2)
m=0

Here, aiy=IH)s(5)|V)ah)» Where a and b are two spatial
output modes of the PDCS, respectively. By randomizing the
phase 6 [15], we can write the density matrix of the PDCS
as  py=JTd6/ 2m)]| (Y= J where, P,(\)
=(n+1)N"/(1+N\)™2, A=sinh? x, which is half of the aver-
age number of photon pairs generated by one pumping pulse
and could be adjusted by the intensity of the pumping pulse.
Therefore, the PDCS is really just a photon-number-state
source emitting n-photon pairs |®,) with probability P,(\).
For implementations that do not apply phase randomization,
Eve may attack this QKD system more powerfully [36].
Therefore, for simplicity we assume that Alice has applied
phase randomization to her photon pairs.

Here we focus on the attack on two-photon pairs, because
two-photon pairs are dominant among multiphoton pairs. For
the practical implementation [6] by Chen et al., Alice delays
the b mode of the two spatial outputs of the PDCS with Az,
Then through phase-modulation by Pockel cells [6] two-
photon pair states can be described in creation operator form
as

|—>_ r(H”v*2 2H!V'H V) + VI2H}%)|vacuum),

1 . P
|+)= E(HZZVZ2 +2H V'HV] + VI2H]%)|vacuum),
AV

0) = r(H'ZVT2 +2iH!\ V' H} V] — VI?H}?)|vacuum),

(.
1) = ﬁ(yfvjf - 2iH!V'H} V] — VI?H}?)|vacuum),
\!

3)

where H' Hy, | VI and Vb represent the creation operators for

a

horizontal polanzed photons in the a mode, horizontal polar-

PHYSICAL REVIEW A 77, 062326 (2008)

ized photons in the » mode, vertical polarized photons in the
a mode, and vertical polarized photons in the b mode, re-
spectively. For simplicity, we assume Eve adds a beam split-
ter (BS) to both modes a and b and we name the two spatial
modes of the output of the BS as 1 and 2. Now Eve has four
spatial-temporal modes al, a2, b1, and b2, and creator op-
erators for horizontal-polarized and vertical-polarized pho-
tons in these new modes are correlated with modes a and b
by H = (1/\2)(HT HY), Vi= (1/\2)(\/T Vi), H)
=(1\2)(H],~H},), and Vi=(1/\2)(V},~ vbz) Then Eve
can post-select the states that each of modes al, b1, a2, and
b2 has one and only one photon, respectively. We should
notice that although through just one BS the probability of
success of this post-selection is just 1/4, Eve may use many
BSs to make sure that this probability will be close to 1. And

1
|-) = E[(Hulvbl = VarHp ) (H Vi = Vo Hy)
\

+ (Hy Vi = Vi Hp) (H o Vi = Voo Hpy) 1,

|+) = 2 /—[(Halvb1+ atHp1) (H Vi + Vo Hyo)

+ (Hy 1 Vig + Vo Hy) (H Vi + Vi Hy) ],

1
0)' = E[(Halvbl + iV Hy ) (H Vi + iV 0Hy)
’\J

+ (H, Vg + iV Hyy) (H o Vipy + 1V oHy) ],

1 , .
1) = 5 E[(Halvhl = iV Hyp) (HanVig = iVaa i)
AY

+(Hy Vo =iV, Hyy) (H Vi = iV0Hpy) ], (4)

where H(V)y represents state vector |[H(V))y for abbreviation
and the same below. Then Eve could use a unitary transfor-
mation U, to the photons in modes al and 52. The definition
of L{l is giVen by L{IHVE():HVEI, L{IVHE():VHEI,
UHHEy=HHE,, and U,VVE,=VVE,, in which E, is an as-
sist state of Eve satisfying (E,|E,)=(E,|E,)=(E,|E,)=0.
Eve post-selects E, through projection P,=|E;)E,| and then
the four states will be mapped onto the states below with
probability 75%:

//_L_ _
=)= V,,5(2|X> Y)).
+)'=

\,ig<z|x> 7).

1
0)" = =(2[X") +i[Y)),
V5
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1) = =X} + 1Y), (s)
V5

where _ 1X)=(1/\2)(H oy Vir Hoo Vs + Var Hy Vo Hy) . |Y)
=(1/N2)(H oy Hp 1 Vaa Vi + Var Vi HaoHpy), and X")
=(1/\‘”2)(H¢llvblHu2Vb2_ Valelvaszz). NOW, Eve can con-
struct another unitary transformation 1/, defined by
Uo|X)E)=(BIDIE)+[XNEN 12, U|X")|Eg)=(\3|2)|E5)
+|X")|E,))/2, and U,|Y)|Ey)=|Y)|E,). Here, |E) represents an
assist states of Eve and (Ey|E,)=(Ey|E,)=(E,|E,)=0. And
|Z> is any state of photons in modes al, b1, a2, and b2. With
U, and projection operation P,=|E,)E,|, the four photon
states will be mapped onto the following form with probabil-
ity 40%:

///_L _
=) —\E(|X> Y))

1 1
==(H Vo = VaHp) =(Hpo Vi1 = Vo Hip)
V2 V2

N/_L
[+)"= \EGXH'Y»

| =

/

1
(Hy Vo + Vale2)TE(Ha2VbI +VpHy),
v v

T

0y = \,%<|X> i)

1 . 1 .
= ,_E(HaIVbZ + lValeZ)TE(HaZVbl +iVaHy),
V v

1y = \,%<|x> —ilry)

1 1
= TE(HuIVbZ - iVale2),_§(Ha2Vbl - iV Hy). (6)
v v

Obviously, with the states |-)", [+)"”, |0)", and |1)", Eve can
keep one pair and send the other pair to Bob through a spe-
cial channel controlled by herself. When Alice and Bob do
basis reconciliation, Eve will get all secret information. This
is just the same as a PNS attack [12-14].

Let us review our attack strategy. First, Eve divides the
two photons modes a and b into modes al, a2 and b1, b2,
respectively. With many BSs, the success probability of this
step is close to 1. Second, Eve applies the unitary transfor-
mation U, and projection P;; she gets an intermediate state
with success probability 75%. Finally, she applies the unitary
transformation U/, and projection P,; she gets the final state
from which she can launch a PNS attack immediately and
the success probability of this step is 40%. Overall, for two-
photon pairs Eve will launch a PNS attack with probability
of 75% X 40%=30% or discard the failure case with prob-
ability 100%—-30%=70% .

According to the above facts and the discussion of Refs.
[12-14], we know that the security distance (L) of this
scheme must obey P,(\)(107*/10)2= p,(\) X 30%, in which
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k is the transmission fiber loss constant. If we assume k
=0.2 dB/km, which is a typical value of this constant, and
A=0.1, we obtain L=37.4 km. This is a highly unsatisfac-
tory situation. How to prolong the security distance is what
we will discuss in the next section.

III. DECOY STATES OF THE SCHEME OF BOILEAU et al.

The rate of secret key bits (R) for the BB84 protocol with
nonideal source can be determined from Ref. [33]:

R=RF=g{- Q\A(E)H,(E)) + Py (N)ST1 = Hy(e)]}.
(7)

Here, R represents the lower bound of R, ¢ depends on
protocol (1/2 for the scheme of Boileau et al.), Q, is the
overall counting rate for the photon pairs, A is half of the
average number of the photon pairs, f(E,) is the error cor-
rection efficiency, E) is the QBER of the key bit, H, is the
binary Shannon information function, S, is the counting rate
for the one-photon pairs, and e; is the QBER of the key bits
generated by the one-photon pairs. Similar to the BB84 pro-
tocol based on weak coherent states, we need to modulate \
to several values randomly. Through watching counting rates
for different X, we can obtain the lower bound of §, (Sf) and
the upper bound of ¢, (e%]). Finally, R" can be obtained from
Eq. (7).

Our three-intensity protocol is the following: Alice ran-
domly emits photon pairs of density matrices py, pys, and 0
[\ for signal states, N’ (\>\"), and O for decoy states]; then,
Bob can obtain their counting rates Q,, Oy, and S,. With
formulas we derive later, Sf and e%’ can be obtained. Finally,
RY is given by Eq. (7). Now we derive these formulas.

The counting rates for the two intensity (A and \") photon
pairs are determined by

0r= 2 P,(N)S,, ®)
n=0

Q}\’ = 2 Pn()\,)S}w (9)
n=0

where S, represents the counting rate for n-photon pair states
|®,). Then the QBER for the \ (E,) is determined by

[

E}\Q}\ = E enPn()\)Srw (10)
n=0

in which e, is the QBER of the key bits generated by the
n-photon pairs |®,). Before the derivation of the formula to

calculate Sf and e?, we prove that : 2((:,)) P,(\")=P,(\) for all
n=2: ’
P,(\)  P,(\ 3 1\ 1\"?
() PN [(H_) _(1+—) ]SO.
P\ P,(N) n+l ) N

(11)

With this result, we can deduce the formula for calculating
NE
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0y = Po(N)So+ Pi(N)S; + Pr(N)Sy + P3(N)S5 + -+

Py(\)
XY );;P S, (12)

= Py(N)Sp+ Pi(N)S; +

With Eq. (9), we have

_ [P2(N")Po(N) = Po(N)Py(N')]So + P,(N) Oy — P,(N')Q
v P,(NP(N) = Py(\') Py (V)

(13)
According to Eq. (10) and [18], eV can be given by
U= E\Q) = SoPo(N)/2
1 Pi(N)ST

With Eqgs. (13) and (14), % and ¢! can be obtained. Finally,
RL is given by Eq. (7).

(14)

2[P,(N")Py(N) - Pz()\)Po(A,)]po(x) + Po(N)Qyr = Po(N) Q)
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For the experiment, the two-intensity decoy-state protocol
is quite convenient [25]. In this case, Alice randomly emits
photon pairs of density matrix p, for signal states and p,, for
decoy states; then, Bob can obtain their counting rates Q,
and Q,,. We now deduce the formula to calculate ST and e
just from Q, and Q..

According to Eq. (10), the upper bound of S, (S§) can be
given by

2E\QO\

sY= .
0 Po(N)

(15)

Then, from Eq. (10), S¥ for the two-intensity case can be
given by

E\O\

Si= [P, ()P (') = PyN )P (N)Po(N)

To get ef/ for the two-intensity case, we just set the lower
bound of S, (S5) to 0; then, with Egs. (10) and (16), ! is
given by

U E\QO\
N

(17)

Equations (16) and (17) are for the two-intensity case. With
these equations, we have established the basic methods to
beat the PNS attack in the QKD scheme of Boileau et al.
Next, we will make sure that this decoy-state method can
improve the performance of the QKD scheme of Boileau
et al. impressively.

IV. IMPROVEMENT BY DECOY STATES

Now, we will show the improvement for the performance
by the introduction of decoy states through numerical simu-
lations. In the following discussions and simulations, we ne-
glect the error induced by channels and assume Bob’s mea-
surements are perfect except for a few dark counts for
simplicity. According to Ref. [6], Bob’s measurement is
equivalent to the projection onto the polarization states F and
S defined by H= (F+S)/\2 and V=(F-S)/\2, respectively.
We rewrite the encodlng states |+) and |-) in the form
of F and S: |+)==E" oD EISTELS and  |-)
== \n+1 o(=1)"F” ”’S’”F’"S” ™. For Bob, if he observes F,S,
or S,F,, it will be |+), whlle F,F, or S,S, is for the result of
|+). According to Ref. [18], the transmission efficiency for
n-photon pulses, 7,, can be written as 7,=1-(1-%)", in
which 7 is the transmission efficiency of the fiber channel
and 7= 10CKL10) - K i the transmission fiber loss constance,

(16)

and L is the fiber length. Since our goal is to show the dif-
ference between the original QKD scheme of Boileau et al.
and this scheme with decoy states, but not exact RE versus
fiber length, we take the efficiency of the detector and loss
due to projection onto the DFS space or other causes just as
a part of fiber loss and do not concern ourselves with these
values. We assume that dark counting rate of the detectors is
D. Since Bob must neglect all the three or fourfold counts, S,
can be written as

n

2
S S, (1= 0"+ 71 = 0

Sp=
+ 477n—m(1 - 77)m(1 - 7])"D + 477'71(1 - U)"_m(l - 77)nD
+4(1 - n)*"'D?. (18)

Then with Eq. (8), we can obtain formulas to estimate Q\
and Q)

0, =2 P,(\)S,
n=0

~ 2(1-D)?
[T+ A7B -+ NP2 - T
X{4NpD(1 = )(1 + A7) +2D*(1 + A )?
+ NP1+ N Q2= )+ N -27+3)]}. (19)

For simplicity we neglect the probability of a surviving pho-
ton hitting the wrong detector; then, e, is written as

062326-4



DECOY STATES FOR QUANTUM KEY DISTRIBUTION ...

n

enSn = E (277n—m(] - 77)m(1 - ﬂ)n_mﬂm

m=0

+ 277m(1 - U)"_m(l - 7])nD
(1-D)

+1
(20)

+27,_,(1 = 9)"(1 = "D +2(1 = »)*"D)

b}

in which the first term of the summation corresponds to the
case of the photons in modes a and b both hitting the detec-
tors. Only when n=2 is this term not equal to 0. The second
and third terms in the above summation represent the case of
photons in only one mode (a or b) hitting the detector. The
dark count of one detector may result in the QBER in this
situation. The last term of the summation is for the case of all
photons being absorbed by fiber.
With this, we can estimate the QBER E, as

©

E}\ = E Pn()\)enSn/Q)\
n=0

=[D+\Dnp+\75(1 - 1])]2
X{[4xD7(1 - p)(1 + N 5) + 2D*(1 + A 7)?
+ AP (L+ N2 = ) + N> =29+ 3) ] (21)

Now with Egs. (19) and (21) and setting k=0.2 dB/km, D
=107%/pulse, and f(E\)=1.2, Qy, O/, and E, can be calcu-
lated by numerical simulations. Then, with Egs. (13) and
(14), S% and e{ can be obtained. Finally, the relation between
R" and the fiber length L can be acquired. The results are
depicted in Fig. 1. In Fig. 1, the solid curve is for the case
that no decoy state is employed. In this case, for the calcu-
lation of ST and e} we have to assume that S,=1 (n=2) and
with Eq. (15), then obviously S, is given by

O\~ Po(M)Sg - E;; Py(\)

L _
Si= Pi(\)
_ Q=28 =[1=PN) = (V] @)
Pi(\)

Then e! is calculated by Eq. (14). With this method, R is
obtained from Eq. (7). From Fig. 1, we found that the three-
intensity decoy-state method can improve the performance of
the scheme of Boileau et al. dramatically. The longest secu-
rity distance in the original scheme of Boileau et al. is about
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FIG. 1. (Color online) Lower bound of the secret bit generation
rate (Rf) versus fiber length L. Solid curve: no decoy states is
employed. Alice just emits a PDCS with a half average number of
photon pairs, A=0.1. Dashed curve: the three-intensity case. Alice
randomly used a PDCS with a half average number of photon pairs,
A=0.1, A" =0.01, and 0.

18 km, while this distance for the three-intensity decoy-state
method will be 40 km. This improvement means about a
4.4-dB increase in the longest security distance.

V. CONCLUSION

According to above discussions, we proved that through
the introduction of the decoy-state method, especially the
three-intensity decoy states, the performance of the DFS-
type QKD of Boileau et al. would be dramatically improved.
Because of the three-intensity decoy-state protocol, the in-
crease of the longest security distance can be 4.4 dB. This
increase relies on the ability of the three-intensity decoy-state
protocol to obtain a tighter bound of S§ and e!. Furthermore,
one can estimate the information leaked to Eve with high
precision and a higher key bit rate and a longer security
distance can be obtained. We hope that our protocol can be
implemented soon.
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