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Quantum key distribution without a shared reference frame
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We report a simple quantum-key-distribution experiment in which Alice and Bob do not need to share a
common polarization direction in order to send information. Logical qubits are encoded into nonseparable
states of polarization and first-order transverse spatial modes of the same photon.
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I. INTRODUCTION

It has been shown that the transmission of quantum infor-
mation generally requires a shared reference frame (SRF)
and that this presents a considerable amount of overhead; an
infinite amount of information must be exchanged in order to
establish a perfect SRF [1,2]. The type of reference frame
required depends not only on the physical system used, but
also on how information is encoded.

There exist protocols for quantum communication without
SRFs [3-8]. Generally, they follow the same idea as
decoherence-free subspaces [9]: encode rotation-invariant
“logical” qubit states into composite states of two or more
physical qubits. For example, the states

1
0,) = —=(|0)4]1), = [1),]0),) (1a)
V2

and

1= = (100 [0)> + 1413, (1b)
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are angular momentum eigenstates with zero eigenvalue, and
are thus invariant under bilateral R”(6) ® R?(6) rotations (ro-
tations around the y axis in the Bloch sphere), where

(% 0
Ry(0)|0)—>cosz|0>+sin5|l), (2a)

0 .0
Ry(0)|1>—>cos§|1>—sm5|0>. (2b)

For any rotation there exist states that are invariant, provided
that the rotation acts collectively on the qubits. This is only
approximately true for closely spaced ions in the same trap
or closely spaced photons traveling in the same optical fiber,
for example.
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In Ref. [10], it was shown that two-qubit states defined in
the polarization and transverse spatial degrees of freedom of
the same photon satisfy the “collective condition™ perfectly.
For quantum communication using polarization of photons,
the required reference frame is a well-established axis in the
plane transverse to the propagation direction. The lack of this
reference frame can be expressed as a random RY(6) rotation
of the polarization degree of freedom. The same is true for
the first-order Hermite-Gaussian (HG) transverse spatial
modes [10,11]. Thus, qubits 1 and 2 in Eq. (1a) and (1b) can
be represented by the polarization and HG mode of a single
photon by making the identification |0),=|H), |1),=|V),
|0),=|h), [1),=|v), where H and V stand for horizontal and
vertical polarization, and & and v stand for horizontal (HG,)
and vertical (HG,;) HG modes [11,12]. For the sake of sim-
plicity, we consider different Hilbert spaces for the different
degrees of freedom of the same photon, which, although a
slight abuse of notation, allows us to make a simple analogy
with multiqubit entangled states.

Here we report an experimental investigation of a SRF-
free Bennett-Brassard 1984 (BB84) key distribution protocol
using these two degrees of freedom of the same photon.
First, let us briefly summarize the BB84 quantum-key-
distribution protocol in the context of photon polarization
[13,14]. Traditionally, Alice sends photons to Bob, each po-
larized in one of four directions |H), |V), [+)=(|H)
+|V))/\2, or |-)=(|H)=|V))/\?2, and records which polar-
ization state she sent. Bob then measures randomly in either
the H/V or +/- basis, recording each basis chosen and the
corresponding result. Using classical communication, Alice
and Bob sift through their results, keeping only those cases
in which Bob measured in the “correct basis.” Bob’s sifted
results should coincide with each polarization that Alice sent
and will serve as a key in a classical cryptography protocol.
They can check the error rate in their key strings to deter-
mine the security achieved and can apply classical error cor-
rection and privacy amplification techniques [14]. The lack
of a SRF in the BB84 protocol results in a larger quantum bit
error rate, which may compromise the success of the key
distribution. We note that a procedure for a rotation-invariant
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FIG. 1. (Color online) (a) Quantum circuit illustration of the
BB84 protocol with logical states. The upper wire represents the
polarization and the lower wire the transverse mode of the same
photon. (b) Schematic of the experiment. PBS are polarizing beam
splitters, DP is a Dove prism oriented at —45°, and HWP are half-
wave plates. & and S are the angles of Alice’s and Bob’s reference
frames. M is a detector used for monitoring the phase of Bob’s
interferometer.

quantum key distribution using higher-order angular momen-
tum states of single photons was proposed in Ref. [15].

II. EXPERIMENT

The quantum-key-distribution scheme presented here uses
logical states defined in the polarization and HG modes of
the same photon. We chose to implement the scheme in a
“plug-and-play” configuration [14], in which Bob sends Al-
ice a photon or pulse, and Alice implements a rotation to one
of the four states used and then sends the photon back to
Bob. This type of system has been shown to offer technical
advantages due to fluctuations in optical fibers [14]. Here we
implement this setup due to its experimental simplicity and
the fact that it illustrates the “no reference frame” feature
more clearly.

Figure 1(a) shows a quantum logic circuit which outlines
the experiment. In the first step, Bob creates a single-photon
logical state using polarization and HG mode, represented by
the upper and lower wires, respectively. This can be achieved
through a controlled-not (CNOT) gate acting on the initial
product state |—)|v), which creates the logical state [0,). The
logical rotation operator R}(6) can be implemented on the
logical states by applying the RY(6) operator on the first qu-
bit or R”(—6) on the second qubit [10]. Thus, Alice trans-
forms [0,) into_one of the four states [0.), |1,), or [*,)
=(|0,) %[1,))/+2, depending on the angle 8 of rotation R”(6)
on the polarization qubit. Finally, Bob chooses either the
0;/1; or +;/—; basis by adjusting the angle ¢ of rotation
RY(¢). He then performs a CNOT gate and a Hadamard rota-
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tion (H) on the polarization qubit, and finally measures the
polarization qubit in the H/V basis. We note that since the
four logical states used are all eigenstates of the R;(6) op-
erator, the entire key distribution protocol is fault- tolerant in
the sense that it occurs entirely within the logical subspace.

Figure 1(b) shows the experimental setup. Bob sends a
red HeNe laser through a holographic mask designed to pro-
duce the first-order HG-mode v [16,17]. The diffracted beam
in the v mode then passes through a polarizing beam splitter
(PBS) aligned at —45° to produce the state |—)|v). Next, Bob
uses a Mach-Zehnder interferometer to implement a
polarization-controlled CNOT gate to create the logical state
|0,). The interferometer is constructed with polarizing beam
splitters and has a Dove prism (DP) in the V-polarized arm
[18,19]. The DP is aligned at —45°, so that the HG mode of
a V-polarized photon transforms as |V)|v)—|V)|h) and
|[V)|h)— |V)|v). Since nothing happens to the H-polarized
photons, the action of the interferometer corresponds to a
CNOT gate. The relative phase between the two arms of the
interferometer was maintained at zero with a piezoelectric
translator (PZT) attached to one of the mirrors. A nonzero
relative phase  switches the action of the CNOT gate, so that
Bob generates a state which does not belong to the logical
basis defined in Eq. (1a) and (1b). The phase can be moni-
tored at Bob’s auxiliary detector M before attenuation, which
does not require communication with Alice and does not
decrease the transmission rate.

Bob then sends the state |0;) to Alice, who implements
the logical Ry (6) rotation by applying only polarization ro-
tations using two half-wave plates (HWPs). The matrix de-
scribing the action of a single HWP aligned at angle « is

cos2a  sin 2«
HWP(a)=| . . (3)
sin 2a¢ —cos 2«
Two consecutive HWPs at angles a and a+ 6 give
cos 26 —sin26
HWP(a+ ) HWP(a) =| . (4)
sin26 cos 26

which is equivalent to the R¥(46) rotation operator on the
polarization qubit Thus, two adjustable HWPs transform
0,) into  [0), [1;), or superposition states |+ L)
=0 = |1,.) \'2 when their relative angle is 6=0°, 45°,
+22.5°, respectively.

Bob measures in either the 0;/1; logical basis or the
+;/— logical basis by first performing a logical Ry (¢) rota-
tion to choose the basis (two HWPs with relative angles ¢
=0 or ¢$=22.5°) and then a polarization-HG mode CNOT
gate, followed by a polarization measurement. Taking advan-
tage of the unused entrance and exit ports, we use the same
Mach-Zehnder interferometer as in the preparation stage, as
shown in Fig. 1(b). However, now the DP is in the
H-polarized arm. The interferometer then corresponds to a
X| CNOTX; gate, which flips the transverse mode when the
control is in the “0” state. Here X is the first Pauli operator.
Applying the X; CNOTX] transforms the logical states as

0)) — \,‘—5<|H>— VY= |-, (sa)
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FIG. 2. Images from a CCD camera at detection positions R and
T when Bob measures in the 0;/1; logical basis and Alice’s labo-
ratory frame is rotated by a=0°, 30°, 60°, and 90°.

) — \,1—5<|H>+ V)lo) =] +)lo). (5b)

These two states are then distinguished through polarization
measurements, which are performed using a HWP at 22.5°
and a PBS to measure in the +/— polarization basis, so that
detector T registers |+) and detector R registers |-).

We first discuss the results for the case in which Alice and
Bob’s laboratory angles are equal (a=£=0°), and then show
that these results are independent of the laboratory orienta-
tion defined by «a. In all cases an intense laser beam was
used. However, attenuation to the single-photon level is
straightforward [14] and should give similar results. Figure 2
shows images registered with a charge-coupled-device
(CCD) camera at detector positions R and 7 when Bob’s
wave-plate angles are 8=0° and ¢=0°, which corresponds
to the 0;/1; detection basis. One can see that when Alice
sends either state |0,) or |1,), Bob detects light at only the
correct detector. When Alice sends the |+,) states, the light
intensity is split between both detectors, which is necessary
for the security of the BB84 protocol. Similarly, when Bob
detects in the +;/—; basis he distinguishes states |=;), while
states |0,) and |1,) are split randomly between detector R
and T, as shown in Fig. 3. Equivalently, the CCD images
shown in Figs. 2 and 3 show that the same results could have
been obtained through transverse-mode measurements, as
Eq. (5a) and (5b) suggests.

Alice’s laboratory reference frame is easily changed by
varying the angle a. Figures 2 and 3 show the images at
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FIG. 3. Images from a CCD camera at detection positions R and
T when Bob measures in the +;/—; logical basis and Alice’s labo-
ratory frame is rotated by a=0°, 30°, 60°, and 90°.

Bob’s detectors when Alice’s reference frame is rotated by
a={0°,30°,60°,90°} and Bob detects in the 0,/1, and
+,/—1 bases, respectively. It can be seen in both figures that
Bob’s measurement results are independent of the global ro-
tation angle a of Alice’s station. To achieve more quantita-
tive results, we also measured the intensity at detectors R and
T with an optical power meter. Figure 4 shows the intensity
as a function of @ when Alice sends the state |0;) and Bob
measures in the correct (0;/1;) and wrong (+;/—;) bases. In
all cases, the intensity remains nearly constant as « is varied.
Figure 4 shows that there is a slight probability (~5/73
=0.068) that Bob measures the wrong state even when he
chooses the correct basis. This error is mostly due to mis-
alignment of the interferometer.
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FIG. 4. Intensity measured with a power meter as a function of
Alice’s laboratory angle a. Solid lines are linear curve fits.
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Alice’s station contains only the RY(6) operator, which
depends only on the relative angle 6 between the two half-
wave plates and is thus independent of the orientation angle
a of Alice’s station. However, the equivalence between the
physical R(6) [R*(-6)] operator on the first (second) qubit
and the logical operator R} (6) is valid only for the logical
basis defined in Eq. (1a) and (1b). Thus, the “alignment-free”
aspect of the experiment reported here is built into the logi-
cal encoding. It is interesting to note that a similar plug-and-
play experiment based on RY(6) operators and using only
photon polarization would allow the implementation of a
reference-free BB84 scheme, provided that Bob prepares and
measures the photons relative to the same reference frame.
The logical states defined in Eq. (1a) and (1b), on the other
hand, are invariant even for different preparation and mea-
surement reference frames.

As in the usual BB84 protocol, an eavesdropper Eve can
attempt many different types of attacks. Let us briefly men-
tion possible eavesdropping strategies that are particular to
our protocol. First, we emphasize that, since each photon is
in a polarization-mode entangled state, no information is
available if Eve measures only the polarization or transverse
mode of the photons. Second, any operation which removes
the state from the logical subspace defined by |0,) and |1,)
will produce errors in the key string and will be detected by
Alice and Bob in the error-check procedure. The only advan-
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tageous strategies available to Eve are those that are analo-
gous to the usual BB84 attacks, such as intercept-resend or
cloning, for which the allowable quantum bit error rates for
secure communication are well-known [14]. Moreover, since
our experiment applies either to single photons or attenuated
laser pulses, techniques such as decoy states [20,21] are also
applicable.

III. CONCLUSION

We have demonstrated a proof-of-principle quantum-key-
distribution experiment which does not require a shared ref-
erence frame between Alice and Bob, using the polarization
and first-order transverse spatial modes of the same photon.
Our experiment was performed using an intense laser beam.
Of course, actual security is only guaranteed for single pho-
tons or attenuated pulses and can be straightforwardly
achieved by attenuating the laser to the single-photon level.
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