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We report an experimental demonstration of effective entanglement in a prepare-and-measure type of quan-
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excess noise of the states, we experimentally demonstrate that they fulfill a nonseparability criterion previously
presented by Rigas et al. �J. Rigas, O. Gühne, and N. Lütkenhaus, Phys. Rev. A 73, 012341 �2006��. For a
restricted eavesdropping scenario, we predict key rates using postselection of the heterodyne measurement
results.
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I. INTRODUCTION

The process of quantum key distribution �QKD� �1,2�
uses quantum-mechanical properties of light fields to estab-
lish a secret shared key between two honest parties, named
Alice and Bob. This key is then used to ensure secret com-
munication between Alice and Bob by means of a classical
cipher such as the one-time-pad �3�. The adversary of Alice
and Bob is an eavesdropper Eve, who tries to gain maximum
knowledge about the key without being noticed by Alice and
Bob. Eve can use any method within the laws of quantum
mechanics, and therefore is not restricted by technological
imperfections.

The physical implementation of a QKD protocol requires
two channels between Alice and Bob. Over the quantum
channel, Alice and Bob can exchange quantum states. By the
laws of quantum mechanics, Alice and Bob are able to detect
any interference of Eve with the quantum states. Classical
information is exchanged on the classical channel. This
channel has to be authenticated in order to prevent a man-in-
the-middle attack by Eve.

After the quantum states have been exchanged over the
quantum channel, they are measured by Bob. Alice and Bob
keep the results of the preparation process and the measure-
ment process, thus sharing a set of classical correlated mea-
surement data described by the joint probability distribution
p�A ;B�. This is the first stage of the QKD protocol. In the
second stage, Alice and Bob try to generate a key pair from
their correlations p�A ;B� and correct possible errors. From
the disturbance of the correlations they deduce the amount of
information Eve might have on the key pair, and reduce
Eve’s information by privacy amplification. For these tasks,
only communication over the classical channel is needed, as
all exchanged information is classical. If the QKD is success-
ful, Alice and Bob will share a key and have an upper bound
on the information Eve might have about it.

Most practical experimental QKD schemes do not use
sources that produce entangled states as such. Instead, they
prepare and measure schemes where one sends signals cho-
sen from a set of nonorthogonal signals from Alice to Bob.

Clearly, no physical entanglement is present. However, one
can introduce entanglement concepts through the back door:
Any source preparing nonorthogonal signals can be thought
of as employing a specific entangled state internally, so that
some measurement on one subsystem produces conditional
states of the other subsystem corresponding to the desired
nonorthogonal signal states �and the right a priori probabili-
ties�. This will be explained in more detail for our specific
situation in Sec. II. Once the signals have been sent to Bob
via the quantum channel, we can therefore think about the
situation as if Alice and Bob share effectively a bipartite
quantum state. It has been shown by Curty et al. �4,5� that
there is a necessary precondition for the second stage of
QKD, the public discussion stage, to succeed: using the cor-
relations p�A ;B� coming from the first stage, one has to be
able to verify the entanglement of the effective bipartite state
shared between Alice and Bob. Only then will it be possible
to generate a secret key from the data set. Again, this “effec-
tive entanglement” does not mean that entanglement as a
physical resource has to be used in the state preparation step.
It is sufficient that Alice and Bob can model their correla-
tions as if they had shared an entangled state. In our ap-
proach, we use an entanglement witness to check if the cor-
relations show effective entanglement.

In the absence of full security proofs for a given QKD
scheme, the verification of this necessary precondition is an
important step to demonstrate that there is a potential to cre-
ate secret keys. Indeed, had this step been applied to weak-
coherent pulse implementations of the BB84 protocol, one
would have seen much earlier that some combinations of
reported mean photon number and channel transmittivities
cannot lead to secure keys at all, even before actual security
proofs for some suitable parameter combinations became
available. Note that the search for virtual or real entangle-
ment is not only important for QKD, but can also be relevant
to demonstrate the presence of quantum effects in setups for
other quantum communication tools, such as quantum tele-
portation.

In this paper, we demonstrate the effective entanglement
for a particular prepare-and-measure setup, which uses the
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polarization of coherent light pulses to generate nonorthogo-
nal quantum states. The pulses are characterized by a hetero-
dyne measurement �6� on Bob’s side, allowing for a recon-
struction of their antinormal ordered quasidistribution, or Q
function �7�. We show for this particular system that we can
prove effective entanglement for the prepared quantum states
using a model developed by Rigas et al. �8,9�. Thus, clearly
it has the potential of generating secret keys. The idea is to
combine the advantage of continuous variable detection
�here heterodyne measurement� with a small set of signal
states, which, in a full security analysis, will simplify the
analysis of statistical errors. Following this, we use a reason-
able model to predict expected key rates for a classical key
generation process with the data obtained in stage 1 of the
experiment. It considers postselection �11� with direct or re-
verse reconciliation �12,34� of the measurement data. This
QKD protocol is known to be secure against an adversary
Eve who is restricted to beam splitting attacks �13�.

The paper is divided into five subsections. In Sec. II, we
briefly introduce the theoretical background of the entangle-
ment verification process, as it is described by Rigas et al.
�8,9�. We also present the QKD quantum state protocol there.
In Sec. III, we give a characterization of the experimental
apparatus, which implements the quantum stage of the QKD
system. Section IV shows how the Q function can be experi-
mentally reconstructed and how the effective entanglement
of the QKD setup can be verified. Section V gives achievable
key rates for our experiment applying a postselection proce-
dure.

II. PREPARE-AND-MEASURE QUANTUM KEY
DISTRIBUTION AND VERIFICATION OF

EFFECTIVE ENTANGLEMENT

The existing QKD systems fall into two categories:
entanglement-based systems and prepare-and-measure sys-
tems. For a review on both, see, e.g., �14�. In entanglement-
based systems, a bipartite entangled state is produced by a
source that might even be under Eve’s control. One part of
the entangled state is then sent to Alice while the other is
sent to Bob. Here Alice and Bob can directly verify the en-
tanglement of the state, thus bounding any interaction of Eve
�15�. Then privacy amplification can be understood as an
entanglement distillation �see, e.g., Shor and Preskill �16��.

In a prepare-and-measure system Alice prepares a quan-
tum state and sends it through the quantum channel to Bob
�2,17�. He characterizes the quantum state, and from Alice’s
preparation and Bob’s measurement results they estimate
Eve’s action and information on the quantum state. As
sources of entangled states are hard to implement and suffer
from technical disadvantages, we use the latter approach in
our experiment, which ensures stable, deterministic state
preparation with minimum resources.

In our protocol, Alice encodes her bit values into two
nonorthogonal states as in the B92 protocol �17�. In particu-
lar, she prepares coherent states with the amplitudes −� or
+�. A general coherent state can be described in a Fock state
basis by

��� = e−���2/2�
n

�n

�n!
�n� , �1�

where n is the photon number and �n� is a photon number
eigenstate. The set of coherent states constitutes an overcom-
plete basis, and the overlap between any two coherent states
with amplitudes � and � is given by

	���� = e−�1/2��� − ��2. �2�

Thus it is impossible to discriminate between the coherent
states �−�� and �+�� with certainty �18–21�. The coherent
states emitted by Alice are transmitted through the quantum
channel, which is under the control of the eavesdropper Eve.
She can manipulate the states and adjust the channel proper-
ties to get an advantageous position in the key generation
process. As the states enter Bob’s measurement station, he
performs a heterodyne measurement �6�, in contrast with the
original B92 setup, where a photon counter is used to dis-
criminate between the different states. The heterodyne mea-
surement splits the optical mode on a 50/50 beam splitter
and measures the two conjugate field quadratures on its out-
puts with two homodyne detectors. This measurement of two
conjugate observables �see, e.g., �22,23�� corresponds to a
projection on coherent states. The quadrature operators are
derived from the creation and annihilation operators a† and a
by

X =
1

2
�a† + a�, Y =

i

2
�a† − a� . �3�

Bob records the results of the heterodyne measurement in a
two-dimensional histogram, which represents the Q function
�7,24–28�,

Q�Re �;Im �� =
1

�
	������ . �4�

Here, the general state � is projected onto the coherent state
���.

To model the prepare-and-measure setup with effective
entangled states, we follow Bennett et al. �29� and assume
that Alice possesses a source of bipartite quantum states
given by

���Alice→Bob =
1
�2

��0�AB +
1
�2

��1�AB, �5�

whereas the states ��0,1�AB are given by

��0�AB = �0�Alice � �− ��to Bob,

��1�AB = �1�Alice � � + ��to Bob. �6�

The model setup is shown in Fig. 1. Alice keeps the first part
of the state, which consists of a qubit, and sends the other
part of the state over the quantum channel to Bob. By detect-
ing her qubit, Alice effectively prepares a coherent state of
amplitude −� or +� as a signal. Thus, conditioned on her
qubit measurement result, Alice produces a certain coherent
state. As her measurement result, 0 or 1, is occurring com-
pletely randomly, but also completely correlated with the
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generated coherent state, the entanglement source resembles
the random production of coherent states with amplitudes −�
or +�. In reality, such a random production of coherent states
can be enabled without the use of an entanglement source,
but in the theoretical description there is no difference be-
tween these two physical systems.

The coherent states travel over the quantum channel,
where Eve can interact with them. Also channel losses are
attributed to Eve, as she can always replace a lossy channel
with a lossless one and tap off the surplus intensity. When
Eve has interacted, the pure coherent states might have
changed to more general mixed states described by the den-
sity matrices �1 and �2. From the results of the heterodyne
measurement, Bob can reconstruct the Q-function, and de-
duce the quadrature variances �2X= 	X2�− 	X�2 and �2Y
= 	Y2�− 	Y�2 and all other elements of the covariance matrix.

As the full joint density matrix of Alice and Bob is not
accessible by heterodyne measurements and dichotomic
preparation, we revert to the bipartite expectation value ma-
trix defined in �9� to describe the state shared by Alice and
Bob. It consists of a part A describing Alice’s state prepara-
tion, and a part B describing Bob’s heterodyne measurement,

� = 
	�0�	0�A � B� 	�1�	0�A � B�
	�0�	1�A � B� 	�1�	1�A � B� � , �7�

with the matrix B composed of the quadrature operators di-
rectly accessible to Bob,

B = �
1 X Y

X X2 1

2
�XY + YX�

Y
1

2
�XY + YX� Y2  . �8�

It has been shown that some classes of observed expecta-
tion value matrices can be explained only by underlying en-
tangled states. The derivation of the corresponding criteria
�9� is based on the partial transposition criteria �10�. The
criteria give already useful information given only the
knowledge of the overlap of the signal states and the expec-
tation values corresponding to the matrix B of the two con-
ditional signal states arriving at Bob’s receiver. By proving
effective entanglement from the experimental data, we fulfill
the first precondition in order to be able to generate a secret
key from Alice’s and Bob’s correlations �4,5�. The separabil-
ity condition can be evaluated by semidefinite programming
�30�, giving an upper bound on the tolerable noise �2X ,�2Y
below which the effective entanglement can be verified. This
bound depends on the input state overlap 	−� � +�� and the

quantum channel loss. We define the excess noise or excess
variance E of an observable X for a signal state by compar-
ing its variance to the variance of a coherent vacuum state
�shot noise� as

E�X� =
�2X�signal�

�2X�vacuum�
− 1. �9�

Figure 2 shows the numerically calculated bounds to the ex-
cess variance for different quantum channel transmissions.
All experimental excess variances that are below their corre-
sponding bounds fulfill the nonseparability condition and
thus the scheme exhibits effective entanglement.

III. EXPERIMENTAL APPARATUS

The experimental setup deviates from the theoretical de-
scription in the previous section in one aspect. To determine
the quadratures X and Y, Bob has to use a phase reference as
a local oscillator for the homodyne measurements �6,31�.
This phase reference is sent along with the signal state in our
experiment, as it is done in most continuous-variable quan-
tum cryptography experiments �32–36,38�.

The reported theoretical analysis of quantum correlations
does not apply to this experimental setup as such, as it would
mean that Eve cannot manipulate the reference pulse. How-
ever, one can think about a setup that either reloads the phase
of the reference phase via classical phase estimation into a
local oscillator �as used in �39��, or one that directly uses

FIG. 1. �Color online� Simplified theoretical setup.
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FIG. 2. Graphical representation of the entanglement criterion.
For excess variances E �in shot noise units �SNU�� below the
curves, the correlated data p�A ;B� cannot be explained by separable
states. Zero excess variance corresponds to the detection of a pure
coherent state. Different curves belong to different quantum channel
transmissions T. The input state overlap depends only on Alice’s
choice of the coherent state amplitude �, and not on the channel
transmission.
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classical synchronization of the local oscillators. Both meth-
ods are not as practical as desired. Moreover, one does not
expect that Eve indeed obtains a noticeable advantage in the
actual experiment. Therefore, we now assume that the local
oscillator is not manipulated by Eve in any way.

Consequently, our experimental realization of the quan-
tum channel has to transmit two light modes: the signal field
mode a contains the weak coherent pulses in which the quan-
tum information is encoded. The local oscillator mode b is
needed in the heterodyne measurement of the signal mode as
a phase reference. We have a free-space implementation in
mind, and therefore, instead of using two spatially separated
channels to transmit the two modes, we use two orthogonal
polarization modes as representing the two fields in one spa-
tial mode. This facilitates the generation of the signal states
as well as providing high-quality interference of the two
modes at the heterodyne detector. If one aims at fiber-optics
implementations, however, this polarization encoding is not a
good choice; instead, one would encode the two modes into
two time separated modes in the fiber. The amplitude and
relative phase of our two orthogonal polarization modes can
be described by the Stokes parameters �40� or by the Stokes
operators �41–43� in quantum theory. In our notation, they
read

S0 = a†a + b†b , �10�

S1 = a†a − b†b , �11�

S2 = a†b + b†a , �12�

S3 = − i�a†b − b†a� . �13�

The intensity in the local oscillator mode b is always much
larger than the intensity in the signal mode a, thus we have
	S0��−	S1��1, 	S2��0, 	S3��0. The relative phases and
amplitudes of the polarization modes can be manipulated
with birefringent optical elements and polarizing beam split-
ters.

A schematic drawing of our setup is shown in Fig. 3. An
external cavity laser diode emits continuous wave light at
810 nm, and by a polarizing beam splitter acting as a polar-
ization filter, a coherent bright state is created in the local
oscillator mode b whereas the signal mode a is in the
vacuum state. The light passes through a magneto-optical
modulator that utilizes the Faraday effect to alter the polar-

ization state �44�. Depending on the externally applied mag-
netic field, the modulator rotates a linearly polarized input
field and shifts the phase of circular polarized fields. The
light polarization can be varied continuously from S1-polar-
ized to S2-polarized, which corresponds to equal optical
power in the a and the b modes. In our case, we only induce
a very tiny modulation, such that for the optical powers Pa,
Pb in the two modes Pb� Pa is always satisfied. The modu-
lation is applied in pulses of 5 	s duration, either with par-
allel or antiparallel magnetic-field orientation, such that ei-
ther the state �+�� or the state �−�� is produced in the a
mode. The state overlap 	+� �−��=e−2���2 is in the range from
0.2 to 0.8. When encoding the signal, the intensity in the
local oscillator mode is reduced only by a negligible amount
�intensity variations are smaller than 10−9 in our experiment�.
Therefore, a local oscillator of constant power can be as-
sumed. As the signal field is derived from the local oscillator
field through modulation, the relative phase of both fields is
constant, even though the laser phase might suffer from fluc-
tuations.

The beam is then directed to Bob, traveling through Eve’s
domain over a free space link of approximately 20 cm. Vari-
ous quantum channel transmissions can be simulated by us-
ing neutral density filters to equally attenuate both modes a
and b.

In Bob’s receiver, the incoming beam undergoes a hetero-
dyne measurement. It is split on a polarization independent
50/50 beam splitter, and both parts are directed to individual
homodyne measurement setups, which record the S2-po-
larization and S3-polarization, respectively. This is done by
interfering the signal and the local oscillator modes on a
beam-splitter and subsequently recording the intensity differ-
ence at the beamsplitter output ports �31,45,46�. As long as
the local oscillator mode is much brighter than the signal
mode, the difference photocurrent I corresponds to

I 
 �Pb
�Pa cos � �14�

with Pb being the local oscillator optical power and Pa the
signal optical power, and � the relative phase between signal
and local oscillator. The relative phase of signal and local
oscillator in our setup is controlled by the appropriate choice
and setting of half-wave plates �HWP, S2 measurement� and
quarter-wave plates �QWP, S3 measurement�. The two modes
interfere at polarizing beam splitters. As both the signal and
the local oscillator are in the same spatial mode, a very high
interference contrast can be achieved. We record a polariza-
tion contrast larger than 104, corresponding to an interference
visibility larger than 99.9%. Both homodyne detector volt-
ages are sampled with a fast A/D converter. Figure 4 shows
10 superimposed test pulses with high amplitude in the a
mode. Each point corresponds to one sample. It can be seen
that one polarization pulse is much longer than one sample
period. The variance of the sampled data is an indicator for
the shot noise of the signal light mode. For the experiments,
a sample rate of 20�102 samples/s and a pulse duration of
5 	s was chosen. Consequently, an integration over 100
samples defines our pulse amplitude. The electronic and dark
noise of the detectors is more than 14 dB below the signal

FIG. 3. �Color online� Simplified experimental setup. Alice pre-
pares coherent polarization states with a cw laser diode and a Far-
aday modulator. Bob characterizes the incoming light by a hetero-
dyne measurement consisting of two polarization sensitive
homodyne setups. Eve is simulated by changing the loss of the
quantum channel.
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noise in a frequency window from 100 Hz to 2 MHz with a
local oscillator power of Pb=1.2 mW. Dark noise at higher
frequency is filtered by a 2 MHz low pass filter. From the
pulse amplitudes, the quadratures and polarizations are cal-
culated by measuring the local oscillator power and the de-
tector transimpedance �approximately 110 k� as well as the
diode quantum efficiencies �91% ±3.5% �.

With the pulse separation of 10 	s, a clock rate of 100
�103 pulses/ s is feasible. As we characterized five vacuum
noise time slots for each bright signal pulse, the effective
clock rate for signal pulses was reduced to 16.7
�103 pulses/ s for the Q function and effective entanglement
measurements. In the real QKD system, the vacuum charac-
terization is only needed for an initial calibration, and the full
clock rate can be used for pulse transmission subsequently.

A whole measurement sequence consists of 250 000 sig-
nal pulses. A histogram of recorded pulse amplitudes in the
S2 polarization �corresponding to a 0 or � phase shift be-
tween signal mode a and local oscillator mode b� is shown in
Fig. 5. The shot noise reference in this demonstration is pro-
duced with no modulation current �vacuum mode� and is
shown in black �dotted� �53�. The gray histogram is derived
from the signal pulses with amplitudes −� and +�. The over-
lap of the two resulting Gaussian distributions is too high to
distinguish between them in this histogram, the only visible
effect being a decrease in peak height and an increase in
variance.

The variances of the polarization �or quadrature of the a
mode� measurement can be used to calculate the appropriate
entries of the � matrix �cf. Eq. �7��. We reconstructed the Q
function of the state entering Bob’s measurement apparatus
by building a histogram of the S2 and S3 values and renor-
malizing the volume of the resulting two-dimensional func-
tion. As this apparatus is not lossless due to experimental
imperfections, as in all tomography experiments, our re-
corded functions are rather convolutions of the Q function
with a Gaussian function defined by the detection loss. This
loss consists of optical losses and nonunit quantum effi-

ciency of the detector, and sums up to 13.6%. Thus, also the
peak height of our Q functions does not reach �−1 as it
would after Eq. �4�, but a somewhat lower value even for
pure states. It is assumed, however, that these losses cannot
be actively used by Eve, as they appear in Bob’s domain and
can be monitored by him. For the entanglement criterion, the
excess noise variance �cf. Eq. �9�� is used, which compares
the signal variance with the vacuum variance. As the vacuum
variance is determined with the same setup, the detection
losses are not regarded in further analysis.

IV. RESULTS

The restrictions for the quadrature variances given by the
entanglement criterion of Rigas et al. �9� are shown in Fig. 6
for the relevant parameter range. The curve shows the maxi-
mum measured excess variance E compared to the coherent
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FIG. 4. Demonstration of a detected signal in the time domain.
Ten identical measurements were superimposed to show the varia-
tions in detector voltage due to quantum noise. The pulse duration
was set to 50 	s at a sample rate of 1�102 samples/s to better
visualize the pulse shape and the discrete nature of the sampled
data. In the further experiments, a pulse duration of 5 	s was used.
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FIG. 6. Graphical representation of the entanglement criterion.
For excess variances below the curves, the correlated data p�A ;B�
cannot be satisfied by separable states. Different curves correspond
to different quantum channel losses. The open diamonds show mea-
sured averages of E�S2� and E�S3�; their numerical values can be
seen in Table I.
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vacuum state, which is tolerable without having a separable
state. As it can be seen, all measurement results �diamonds�
lie below this threshold. Therefore, the joint probability dis-
tribution can only be explained by effective entanglement in
the whole shared state between Alice and Bob. Numerical
values are compiled in Table I. For each measurement, a
separate evaluation of the vacuum variance �shot noise level�
was calculated from the vacuum pulses transmitted during
the measurement. The state overlap prepared by Alice is
shown in the first column. The second column gives the
quantum channel transmission, where losses in Bob’s detec-
tion unit are not taken into account. The third column gives
the excess variance E�S2� of Bob’s polarization measure-
ments compared to the vacuum variance. The fourth column
gives the excess variance E�S3� of the S3 polarization. Apart
from one value, all excess variances fall well below 1%,
whereas more than 10% are enough to prove effective en-
tanglement with the given quantum channel transmissions.
Note that negative excess variances are no sign of nonclas-
sical states but represent the statistical variations due to the

finite sample size. The average excess variance is given by
E�S2�=0.4±0.5% and E�S3�=0.0±0.3%. Additionally, to
give a conservative estimate on the impact of electronic
noise on our measurement results, we subtracted the variance
of the electronic noise only from the shot noise reference.
The excess variances that are compared to this corrected
vacuum state are given in column five. They are all still
below 9%. Even with this conservative correction, we wit-
ness the presence of effective entanglement.

Figure 7 shows the reconstructed Q function of the
vacuum state. This function is a direct histogram, and has not
been smoothed or fitted. In Fig. 8, we depict the Q function
of the mixed state �= 1

2 �+��	+��+ 1
2 �−��	−�� with an overlap

	−� � +��=0.51 measured with no channel loss. From the
figure, it can be seen that the height of the Q function is an
indicator of mixedness of the depicted state. Here the mix-
ture of �1 and �2 states with no additional quantum channel
loss gives a Q function with a peak height that is distinc-
tively less than that of the pure vacuum state. After a loss of
54.3%, the mixedness of the state is decreased �cf. Fig. 9�.
This Q function corresponds to the highlighted line in Table
I and the gray histogram in Fig. 5.

If Alice reveals to Bob which pulse belonged to the state
��0�AB and which to the state ��1�AB, Bob can produce two
histograms. They are both shown in Fig. 10. The two Gauss-
ian distributions represent the states Bob receives of ��0�AB
��1= �−��	−�� ideally� and of ��0�AB ��2= �+��	+�� ideally�.
The overlap increases as losses are introduced. Figure 11
shows the two states’ Q functions after 54.3% losses. The

  4
  2

0
2

4

  4
  2

0
2

4
0

0.1

0.2

0.3

SS

Q
(S

 ;S
 )

3 2

2
3

FIG. 7. Vacuum noise Q function. S2 and S3 are proportional to
the X and Y quadrature of the signal mode a. The peak height is
indicated by the gray line. Note that all displayed quantities are
dimensionless.

TABLE I. Excess variances E for the coherent state measure-
ment, depending on state overlap and quantum channel transmis-
sion. The statistical error is ±0.5 for E�S2� and ±0.3 for E�S3�. The
last column gives the excess variance with the electronic noise sub-
tracted only from the shot noise reference, which refers to a worst
case scenario. The highlighted line shows the data set that produced
the Q function in Fig. 9 and the marginal distribution in Fig. 5.

State Quantum Excess Excess E�S2�
overlap channel variance variance with electronic

	−� � +�� transmission T E�S2� E�S3� noise subtracted

0.51 100% 0.8% 0.1% 4.5%

0.50 45.7% 0.2% −0.3% 8.3%

0.78 100% −0.2% −0.2% 3.5%

0.77 45.7% 0.3% 0.1% 8.3%

0.52 100% 1.6% 0.1% 5.3%

0.52 48.3% 0.2% 0.3% 7.7%

0.51 65.0% 0.2% 0.0% 5.8%

0.65 100% 0.6% -0.5% 4.2%

0.65 48.3% 0.1% 0.0% 7.5%
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FIG. 8. Mixed Q function of the two signal states �1 and �2 after
leaving Alice’s preparation.
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FIG. 9. Mixed Q function of the two signal states �1 and �2 in
balanced mixture after experiencing 54.3% of channel loss. This Q
function corresponds to the highlighted line in Table I.
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two Gaussians moved closer together and the overlap has
increased. In the ultimate limit of 100% loss, a pure vacuum
state �cf. Fig. 7� would be registered by Bob.

V. APPLICATION TO A CONTINUOUS VARIABLE
QKD SCHEME

We now use our prepare-and-measure system for a spe-
cific quantum key distribution protocol. Alice prepares either
the coherent state �+�� or �−�� as a signal. As shown in the
previous sections, Alice and Bob can verify the entanglement
in their virtually shared state by simultaneously measuring
both quadratures �or polarizations� and thereby recording the
Q function of the received states. In this section, we want to
demonstrate a key generation system, which is based on
postselection of Bob’s measurement results. The idea of
postselection of continuous variable data was introduced by
Hirano et al. �32� and Silberhorn et al. �11�. The implemen-
tation with a discrete set of states was demonstrated in
�32,47�. The idea for the simultaneous measurement setup
was already demonstrated in �35� and further elaborated in
�36�.

To estimate the efficiency of our experiment of generating
key pairs, we make three assumptions. The first concerns the
excess noise produced by the quantum channel. We have
shown in the previous section that this excess noise is always
less than 0.02 shot noise units and that we are clearly within
the regime of quantum correlations. We expect that the influ-
ence on the key rate is small for these values of the channel

excess noise. Therefore, we neglect this excess noise in a
first approximation and assume a noiseless quantum channel.
A full security analysis, however, will have to take noisy
quantum channels into account.

The second assumption concerns the local oscillator. As
already mentioned in Sec. III, we transmit the local oscillator
mode and the signal mode through the quantum channel, and
manipulate both by polarization optics. We assume also in
this section that the classical local oscillator mode is not
manipulated by Eve.

Our third assumption is that Eve performs a collective
attack, which consists of an individual interaction of Eve’s
ancilla states with the signals and a coherent measurement
onto those states. Eve is allowed to delay her measurement
after the classical postprocessing step in the protocol is com-
pleted to optimize her attack. In this scenario, a lower bound
on the secret key rate G is then given by Devetak and Winter
�48�,

G � IA:B − �Holevo, �15�

whereas IA:B denotes the mutual information between Alice
and Bob. The Holevo quantity �Holevo is a function of the
states that Eve holds and quantifies her knowledge about the
data �37�.

With these assumptions, we estimate the secret key rate
while using either direct or reverse reconciliation combined
with postselection. The estimation of the key rates is based
on the derivation given in �13�. In a reverse reconciliation
scheme, the key is built from Bob’s measured data to im-
prove the key rate �34�. This can be achieved by using suit-
able one-way protocols in the classical postprocessing phase
of the protocol.

The characteristic effect of postselection on the data rate
can be seen from Fig. 12. The experimental measurement
data from the last line in Table I are used to demonstrate the
general effect of postselection on a joint probability distribu-
tion p�A ;B� derived from our experiment. After the postse-
lection step, Alice and Bob share correlated data from which
they deduce a binary raw key by assigning a “0” bit value to
negative measurement results, and a “1” bit value to positive
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FIG. 10. Both Q functions of the �1 and the �2 state, measured
directly after preparation. This figure corresponds to Fig. 8.

−4
−2

0
2

4

−4
−2

0
2

4
0

0.1

0.2

0.3

SS

Q
(S

 ;S
 )

3 2

2
3

FIG. 11. Both Q functions of the �1 and the �2 state, measured
after propagation with 54.3% losses. This figure corresponds to
Fig. 9.
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FIG. 12. Experimental analysis of relative acceptance and aver-
age error rate depending on the postselection threshold. Open
squares: Fraction of accepted states after applying a postselection
threshold of �. Black circles: remaining average error rate in the
postselected pulses. This measurement was produced with a channel
loss of 51.7% �cf. Table I, last line�.
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measurement results. The x axis of Fig. 12 shows the post-
selection threshold �; only data points with �S2��� are used
to generate the raw key pair. The open squares show the
fraction of the data points that are postselected. The black
circles show the average error rate of the raw key after post-
selection. It can be seen that the postselected fraction de-
pends on the threshold � as expected, but also that the aver-
age error rate decreases with increasing threshold, as data
points with higher absolute value are less ambiguous than
data points with low absolute value �cf. also �32��. In this
sense, the plotted error rate is averaged over all accepted data
points, whether they originate from low absolute values with
high error probability or from high absolute values with low
error probability.

A refined version of the postselection procedure uses an
analysis that defines effective binary information channels
between Alice and Bob to estimate the mutual information
IA:B between Alice and Bob and the Holevo quantity �Holevo.
It is described in �13� and can be used to determine the secret
key rate G for direct reconciliation using postselection and
reverse reconciliation �12,34�. By using these information
channels, one can determine the mutual information and
Eve’s knowledge about the data separately for each channel.
The secret key rate can be optimized over Alice’s input sig-
nal strength. Furthermore, it is possible to include the fact
that any implementation of an error correction scheme can-
not reach the theoretical performance limit given by Shannon
�49,50�.

Following the calculations in �13�, we can predict the key
rates for a realistic error correction protocol that is assumed
to perform as efficiently as the widely used error correction
protocol CASCADE �51�. The pulse rate for the experiment
was 100 kPulse/s; the signal rate was 16.7 kPulse/s due to
calibration. For the experiments of Table I, the key rates are
shown in Table II. With the setup used, clock rates up to
2 MPulse/s are feasible, with no need for calibration
�vacuum pulses� in the case of key generation, thus much
higher secret key rates will be achieved in future experi-
ments.

VI. CONCLUSIONS

We presented an experiment to verify the entanglement
intrinsically present in Alice’s and Bob’s preparation and
measurement data in a prepare-and-measure quantum key

distribution experiment. Under the assumption that the local
oscillator cannot be used by Eve to gain any information, we
built a coherent state measurement setup with high quantum
efficiency and low added noise. For two overlapping coher-
ent states prepared by Alice, we show that the joint probabil-
ity distribution p�A ;B� can only be explained by effective
entanglement between Alice and Bob. This is the precondi-
tion for establishing a secret shared key �4,5,52�. In addition,
by our special measurement setup we reconstruct Husimi’s Q
function for the states received by Bob, which is useful in
detecting manipulations in the quantum channel. We show
that the excess noise of our coherent states is within the
measurement accuracy, and less than 2% of the variance of
the shot noise. With this low noise, many attacks by Eve can
be ruled out for a large range of transmission losses, allow-
ing longer distance key distribution without compromising
the security. By applying postselection to our measurement
data, we showed that a secure key can be generated when
Eve is restricted to using the beam splitting attack.
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