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Recently a long distance and high key rate quantum key distribution (QKD) has become possible by the idea
of the decoy state method. We show that a longer distance QKD is possible by utilizing a heralded single
photon source (utilizing spontaneous parametric down-conversion) as a source instead of a weak coherent
pulse (WCP) as proposed in the original decoy state method. Moreover, the key rate is improved by utilizing
a presently available photon number resolving detector as a trigger detector of the heralded single photon
source and it is shown to approach the key rate of the WCP.
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I. INTRODUCTION

Quantum key distribution has drawn considerable atten-
tion as a method of achieving a shared absolutely secure
private key [1]. However, there are imperfections in the real
world which can make it difficult to guarantee security: for
instance, loss by absorption in the quantum communication
channel, imperfections in the light source, or inefficiencies of
detectors in the detection system. Whether security under
such conditions is possible is a major problem, and recently
security in the situation where both sources and detectors
have imperfections has been proven [2] and a lower bound to
the key rate has been given. The problem is that this key rate
is very small and the possible transmission distance is short.

However, we see a great improvement in the key genera-
tion rate and the distance with the proposed decoy state
method by Hwang [3]. The method has been advanced by
several researches [4-6,15]. Now we can consider experi-
mental setups that were thought insecure, but can indeed be
shown to be secure. Put simply, to generate keys over long
distances experimentalists choose high intensity light. On the
other hand, before the decoy state method, security could not
be guaranteed when high intensity light is used over long
distances.

In the decoy state method any attacks of an eavesdropper
(Eve) influence the detection rate or the error rate for an
n-photon signal. By this method we can achieve a great im-
provement, and we use even a conventional laser as the
source. In this paper we show that if we use a different
source called a heralded single photon source (HSPS) and a
presently available photon number resolving detector as a
trigger detector of the HSPS, longer distance secure commu-
nication can be attained. This improvement is possible be-
cause we can utilize the coincidence property of spontaneous
parametric down-conversion to reduce the dark count prob-
ability. Suppression of multiphoton probability due to the
photon number resolving detector contributes to the increase
of the key rate.

The paper is organized as follows. In Sec. II we overview
the decoy state method. Then we consider the use of a her-
alded single photon source as a source in Sec. III. In Sec. IV
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it is shown that it is possible to increase the key rate if an
available photon number resolving detector is used for the
trigger of the heralded single photon source. We speculate
about practical aspects in Sec. V, and the realizability of our
proposal is considered.

II. DECOY STATE METHOD

In the decoy state method decoy pulses are designed to
sneak between signal pulses at random, and the loss of the
signal and error rate are estimated by checking the loss of the
decoy pulses (it is postulated by quantum mechanics that Eve
cannot distinguish signal from decoy) and legal users can
check tapping. Any attacks by an eavesdropper affect the
signal and/or error rate. Thus whatever the eavesdropper’s
attacks are, they can be detected. The main advantage of the
decoy state method is that the estimated probability from a
single photon signal can be larger than that given in Ref. [2]
(we call this GLLP) in which the part in the sifted key origi-
nating from a single photon cannot be estimated well. In
GLLP, all multiphoton signals that leave Alice’s source are
assumed to be detected by Bob, and the detection probability
of a single photon was estimated as Q,,—pmui Where Q, is
the total detection probability, given that a pulse of mean
photon number w is emitted by Alice, and p,,,; 1S the prob-
ability Alice emits more than one photon. However, in the
decoy state method the actual signal probability originating
from a single photon can be calculated from the detection
data of Bob. This probability is important when we calculate
the secure key rate as in Egs. (5) and (6). The difference is
large in the case where the distance becomes long.

In the original decoy state based schemes a weak coherent
pulse (WCP) is assumed as a light source. Gain (overall de-
tection probability) O, and key bit error rate E,, which are
necessary to calculate the key rate, are given as follows:

Q,=Ype "+ YieHu+ Yoe M(u?12) + <+ + Y, M(u"In!)
+ te 9 (1)
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FIG. 1. Key rate. Solid curve: Rgy p for the WCP. Dotted curve:
Rgpip for the HSPS. Dotted-dashed curve: Rgecy for the WCP.
Dashed curve: Rgecoy for the HSPS.

Q,uE,u= Yoe_'uC'O + Yle_'“,uel + Yze_'“(,uz/Z)ez +

+ Y, e MW n)e, + -+, (2)

where Y, is Bob’s detection probability conditioned that an
n-photon pulse is sent by Alice. e, is a key error probability
when an n-photon pulse is launched. Therefore total gain 0,
(total error rate E,) is the total detection (error) probability
given that a pulse of mean photon number w is emitted by
Alice and can be directly observed by Bob. From Egs. (1)
and (2), Q,, (E,,) is a linear function of Y, (e,); thus, they can
detect attacks that change Y, or e, if they prepare several
values of u [15]. ¥, and e, are given as follows:

Yn= /s YO_ 7711Y() = Tyt Y()» (3)

1
€n= (edefecmrnn + EY()) / Yns (4)

where 7,=1-(1- )" is the probability that at least one pho-
ton out of n photons is detected (7 is a product of transmit-
tance of the quantum channel and detection probability of
Bob), Y, is the contribution of the dark count and stray light,
and ey is the probability that a photon hits an erroneous
detector due to a misalignment of the system or other imper-
fections in the optical setups. Because these values can be
calculated beforehand (properties of the channel, source, and
detection system are assumed to be well known by users), we
can compare the known channel values to see if there is an
attack.

The key rates in GLLP and the decoy state method are
given as follows [2,5]:

Rdecoyzq{_ ny(E,u)Hz(Ey,) + Ql[1 _Hz(el)]}’ (5)
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FIG. 2. Optimal mean photon number. Solid curve: Rgp for
the WCP. Dotted curve: Rg;yp for the HSPS. Dotted-dashed curve:
Rgecoy for the WCP. Dashed curve: Ryecoy for the HSPS.

RgLip= C]{— Q,Lf(E,L)Hz(E,L) + (Q,L = Prmuti)

x[l_H2(%>”. (6)

Q, is the gain of single photon states, q=l in the ordinary

Bennett-Brassard 1984 (BB84) protocol, I-zlz(e) is a binary
entropy function, and f(e) is the bidirection error correction
efficiency.

This formula is a function of overall transmittance be-
cause it includes Y(n)’s. Thus we can calculate the distance
dependence of the key rate. When the key rate is positive, we
can do secure key generation between two parties. Positive
areas of the two are greatly different [5]. When the transmit-
tance 7 is large, the advantage of the decoy state method is
small because there are no big differences in the probability
of two or more photons leaving the source and that after the
transmission. The advantage grows when the transmittance
becomes small which happens when the distance gets larger.
The smaller the transmittance we can tolerate, the longer the
distances we can attain. A distance extension of about
100 km became possible by the decoy state method [4,5].

III. HERALDED SINGLE PHOTON SOURCE

A heralded single photon source [7-11] that uses one
mode of a spontaneous parametric down-conversion (SPDC)
as a trigger has the possibility of allowing longer distance
transmission than the WCP as mentioned in Ref. [12]. The
photon number distribution of a single mode SPDC is ther-
mal (here we consider just one mode after separation by a
polarizing beam splitter or a dichroic mirror and photon
numbers of separated two modes are the same),

n

K~
(1 +M)n+1 .

(Sub-Poissonian light can be generated if a shutter is used at
the exit of the source. We consider this later.) Therefore,

P(n)= (7)
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FIG. 3. Key rate: (a) Dashed curve: WCP. (b) Dotted-dashed
curve: HSPS with TMD (7,=0.6). (c) Solid curve: HSPS without
TMD( 7,=0.6).

when we consider the probability that it gives more than one
. 1-P(0)-P(1)

photon among nonempty signals P(n=2[n=1)=—"5—;
that of the thermal distribution P"™¥(n=2|n=1)= Tin is

larger than the Poisson distribution PPOssn(y = 2|n> 1)
1—e #(1+u)
=—_+#. The higher the probability P(n=2|n=1) is, the

lowérethe secure key rate is. Therefore, the secure key gen-
eration rate by using SPDC with a thermal distribution be-
comes smaller than the WCP. On the other hand, the dark
count probability becomes low because it only has to make
the detector of the key generation signal open by triggering.

Here we examine whether the distance is improved when
the decoy state method is used. For this light source, 0, and
E, are given as follows due to the thermal property of the
photon number distribution and the imperfect detection effi-
ciency of the threshold (just capable of distinguishing zero
photon from nonzero) trigger detector:

1
0,= EYU (1—77A)] ),+1 YodAm,

i

1
1_77A)]j+_

E = Yl - Yodo7T—,
,quu zez 1[ ( 2 ()Al‘l‘/-l«

0,= 17]A( 1 :L )2 >
where 7, is a trigger detection efficiency and d, is a dark
count probability of the trigger detector. The second terms of
0, and E, are contributions by dark count and stray light
(Qo»ep). Because photon number is not resolved, all signals
including at least one photon 1—(1—1,)" are used as a key.
The key rates are calculated by substituting para-
meters into the formulas (5) and (6). Results are given in
Figs. 1 and 2.
Parameters are taken from [16] as in Ref. [5]. The dark
count probability of the trigger detector is 5X 1073, The key
rate is greatly improved compared with the HSPS in the case
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FIG. 4. Optimal mean photon number. (a) Dashed curve: WCP.
(b) Dotted-dashed curve: HSPS with TMD (7,=0.6). (c) Solid
curve: HSPS without TMD( 7,=0.6).

of no decoy states. This obviously shows the usefulness of
the decoy state method even in the case of the HSPS. The
cutoff distance is extended about 30 (40) km in the HSPS-
decoy state compared with the WCP-decoy (HSPS no decoy)
state as shown in Fig. 1. For clarification, we show the case
of WCP no decoy in the figure. The maximum value is
smaller than WCP (we assume 77,=0.6) because of the ther-
mal distribution and inefficiencies of the detectors. The mean
photon number of w=~O(1) can be used in the decoy state
method, and it means that photons are included in almost all
pulses. Because the click occurs almost every pulse, it might
seem to be thought that the advantage of triggering is lost.
However, we can understand from Fig. 2 that the optimal
mean photon number is almost flat until the cutoff distance
and suddenly cutoff occurs for WCP. The optimal mean pho-
ton number begins to fall gently in the HSPS and the cutoff
has been extended to the place where it becomes too low.
The cutoff becomes gradual because the dark count probabil-
ity is lower than the WCP and then a distance extension can
be achieved. It is understood that the HSPS can correspond
to some degree by lowering the mean photon number while
the cutoff occurs suddenly in the WCP because of a rapid
increase of the error probability.

IV. HSPS WITH A TIME-MULTIPLEXED DETECTOR

Next, we consider the case in which a photon number
resolving detector is used as the trigger detector of a heralded
single photon source. Here a time-multiplexed detector
(TMD) is considered [13,14]. This consists of an optical fiber
loop, 50-50 couplers, and single photon detectors that do not
have the ability to resolve. An incident pulse is divided into
two paths by a 50-50 coupler. The differences in path length
are larger than the dead time of the detector. The two pulses
are recombined at a second 50-50 coupler which splits the
pulses equally into two paths and directs them into one of
two single photon detectors. Thus N=4 spatiotemporal
modes are generated. Two or more photons in the incidence
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FIG. 5. Rgecoy wep—Raecoy nsps- (2) Solid curve: Ryecoy wep
~Rgecoy usps (74=0.6 and 1 from above). (b) Dotted curve:
Rdecoy WCP_Rdecoy nsps-Mp (74=0.6, 0.8, and 1 from above).

pulse are separated with a high probability, and in each
mode, only the zero- or one photon probabilities are large.
Therefore, the photon number is found by counting the de-
tection number in single photon detectors. The probability
P(I|m) of I counts for m incident photons is given by [13]

1 , l . m
P(llm)=<7)2<—1)f(.){(1—nA>+M} L ®
j=0 J N

Here, N=2" and x is the number of fiber couplers; thus, N is
the number of modes generated by the 50-50 couplers (we
take x=2 so N=4 here) and 7, is the quantum efficiency of
the single photon detectors. The gain and error rates are as
follows:

0,= 2 YP(IIz) ),w 9)
1

Q0= YoNdAm, (10)

E,Q,= EeYP(1|l) ),w (11)

0= Yﬂ)(lll)ﬁ. (12)

In this case, Q, is the same as the HSPS without a TMD,
because no matter which time mode is selected by the fiber
loop as for one photon, the detection probability is just the
detection probability of a single photon detector. Since mul-
timode fiber can be used, it is possible to take a value close
to 1 though strictly the value is smaller than 1 by the cou-
pling probability and transmittance of the fiber, but we ig-
nore this because the situation is the same as a threshold
detector and the loss at the fiber is absorbed into the overall
detection efficiencies. Results are given in Figs. 3 and 4.
Parameters are taken from [16] as in Ref. [5]. The larger key
rate than the case originally without a TMD for the trigger
detector is obtained but it is still close to the one for no
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TMD. In Fig. 5 we show the difference between the WCP
and HSPS. The key rate of the HSPS without a TMD never
exceeds that of the WCP, and even the trigger detection ef-
ficiency is unity. However, that of the HSPS with a TMD can
exceed the case for 7,=1. Though it cannot exceed the WCP
in the case for relatively low efficiencies (for example, 74
=0.8), it can exceed the case for the HSPS without a TMD
(m4=1). The separation probability of two or more photons
rises by increasing mode number (four-mode TMD is as-
sumed here). However, the increase of the key rate is very
small, so we do not show it.

V. IMPLEMENTATION

We can use the mean photon number of order 1 in the
decoy state method that uses the SPDC photon source as
seen. Roughly speaking, one down-conversion should occur
by one pump pulse. Even with weak pump light, 8.5
X 10° coincidences (s mW) has been reported recently in
quasi-phase-matched KTP waveguides [8]. As a method of
generating decoy pulses it is in principle possible to utilize
fundamental light from which pump light for SPDC is made
by second harmonic generation, because the center wave
length is the same as degenerate SPDC light. However, there
are actually differences in the spectrum in fundamental light
and the generated SPDC light. In experiments an interference
filter is widely used to improve interference by narrowing the
spectrum width. It can be used to match the spectrum of the
decoy and that of the signal. However, it is easy to use an
intensity modulator at random, generating signal and decoy
from the same source. The upper bound of the bit rate in this
method is not a repetition rate of the pulse. One down-
conversion per pulse on average is possible as described
above. The upper bound is determined by the speed of the
trigger detector. The detector in the visible range where the
quantum efficiency is high and the dark count probability is
small has a dead time of about 50 ns. As a result, the upper
bound of the frequency of the trigger becomes about
20 MHz. In the TMD (four-mode here) there are two tempo-
ral modes as for an incident one pulse. Thus it becomes half
(about 10 MHz).

If we use a cw pump and a mechanical shutter at the exit
of the source, then we can get sub-Poisson photon statistics.
Thus the key rate can be increased compared with the ther-
mal source. In this case the upper limit of the bit rate is
determined by the repetition rate of the pulse generated by
the shutter. However, it is possible to use an eletro-optical
modulator instead of a mechanical shutter. By the use of a
modulator we can get a good extinction rate, enough to ob-
tain a sub-Poissonian statistic.

We have shown that the distance of a secure key distribu-
tion can be extended by using a heralded single photon
source that uses SPDC light as a source and the key rate is
increased by the use of the decoy state method. Moreover, it
has been shown that it is possible to increase the key gen-
eration rate by using a time-multiplexed detector as a trigger
detector.
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