PHYSICAL REVIEW A 73, 032325 (2006)

Error tolerance of two-basis quantum-key-distribution protocols using qudits and two-way
classical communication

Georgios M. Nikolopoulos, Kedar S. Ranade, and Gernot Alber
Institut fiir Angewandte Physik, Technische Universitdt Darmstadt, 64289 Darmstadt, Germany
(Received 12 December 2005; published 17 March 2006)

We investigate the error tolerance of quantum cryptographic protocols using d-level systems. In particular,
we focus on prepare-and-measure schemes that use two mutually unbiased bases and a key-distillation proce-
dure with two-way classical communication. For arbitrary quantum channels, we obtain a sufficient condition
for secret-key distillation which, in the case of isotropic quantum channels, yields an analytic expression for
the maximally tolerable error rate of the cryptographic protocols under consideration. The difference between
the tolerable error rate and its theoretical upper bound tends slowly to zero for sufficiently large dimensions of

the information carriers.
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I. INTRODUCTION

Provable entanglement has been shown to be a necessary
precondition for secure quantum key-distribution (QKD) in
the context of any protocol [1,2]. Recently [3], we investi-
gated the maximal average disturbance (error rate) up to
which the two legitimate users (Alice and Bob) of a QKD
protocol can prove the presence of quantum correlations in
their sifted classical data. In particular, we focused on qudit-
based QKD protocols using two Fourier-dual bases (to be
referred to hereafter as 2d-state protocols). Under the as-
sumption of arbitrary joint (coherent) attacks, we showed
that the threshold disturbance for provable entanglement
scales with the qudit-dimension d as

d-1
Dy (d) = YR (1)

This theoretical upper bound on tolerable error rates for
2d-state protocols is valid for arbitrary dimensions, provided
that Alice and Bob focus on their sifted key and do not apply
any collective measurements on their halves. Its implications
are obvious for estimated disturbances above Dy, namely,
Alice and Bob are not able to infer whether the correlations
in their data have originated from an entangled state or not,
and the protocol must be aborted. However, for detected dis-
turbances below Dy, the picture is incomplete. In particular,
based on the above result we only know that the two honest
parties can be confident that they share provable entangle-
ment with high probability. Thus, the necessary precondition
for secret-key distillation is satisfied for disturbances up to
Dy,. Nevertheless, the details of a prepare-and-measure
(P&M) scheme which will be capable of attaining this theo-
retical bound are unknown. In fact, it is not at all clear
whether such a P&M scheme exists.

So far, the highest tolerable error rates in the framework
of P&M QKD schemes have been reported for protocols us-
ing a two-way Gottesman-Lo-type procedure for key distil-
lation [4]. This procedure was introduced and improved in
the context of the standard qubit-based (d=2) QKD proto-
cols [4,5]. Tt is based on local quantum operations and two-
way classical communication (LOCC2) and is able to pro-
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vide the two legitimate users with an unconditionally secure
key up to high error rates. In particular, for the standard
four-state qubit-based protocol [Bennett-Brassard 1984
(BB84)], the tolerable error rate is 20% [5,6], which is well
below the corresponding theoretical upper bound given by
Eq. (1), that is, 25%. The natural question arises, therefore,
whether this gap still persists for higher dimensions (d>2)
and, in particular, how it scales with the dimension d of
information carriers.

Recently, extending the Gottesman-Lo two-way key dis-
tillation (GL2KD) procedure to higher dimensions, Chau ad-
dressed this open question in the context of fully symmetric
qudit-based QKD schemes using all (d+ 1) possible mutually
unbiased bases [7]. More precisely, he showed that if d is a
prime power, the tolerable error rate scales with dimension
as 1-(3+5)/2d, for d— .

In this paper, our purpose is to analyze the error tolerance
of 2d-state QKD protocols using a GL2KD process. In con-
trast to the protocols considered in [7], the protocols consid-
ered here are not necessarily fully symmetric. In general, we
have only one symmetry constraint, i.e., the symmetry be-
tween the two Fourier-dual bases used in the protocol.
Hence, the problem in its most general form is analytically
solvable to some extent only. Specifically, we are able to
derive a sufficient condition for secret-key distillation in
which the number of open parameters scales quadratically
with d. However, the derivation of an analytic expression for
the tolerable error rate is possible under additional symmetry
assumptions related to isotropic quantum channels. In this
case, we find that the asymptotic (d— 00) tolerable error rate
scales with dimension as 1/2-1/4Vd, and slowly ap-
proaches, therefore, its theoretical upper bound determined
by Eq. (1), that is, 1/2.

The organization of the paper follows the three phases of
a typical P&M QKD scheme. In Sec. II, for the sake of
completeness we briefly summarize basic facts about the first
two phases of a 2d-state QKD protocol, i.e., quantum state
distribution and verification test. Subsequently, in Sec. III we
focus on the key-distillation phase which is the main subject
of this work. In particular, we consider a GL2KD procedure.
Our analysis is based on the entanglement-based version of
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the 2d-state QKD protocol, whose reduction to a P&M
scheme is summarized at the end of the section. An analytic
expression for the tolerable error rate is derived in Sec. IV
under the assumption of isotropic quantum channels. Finally,
we conclude with a short summary and outlook in Sec. V.

II. THE FIRST TWO STAGES OF TWO-BASIS QKD
PROTOCOLS

For the sake of simplicity, and without loss of generality,
we will focus on prime dimensions only. Thus, throughout
this work all the arithmetics are performed in the finite
(Galois) field I;={0,1,...,d—1} [8]. It has to be noted,
however, that similar arguments hold if d is a prime power
but the formalism is more involved (e.g., see [3]).

In general, theoretical investigations of d-level quantum
systems (qudits) are performed conveniently with the help of
the generalized Pauli operators

A= > OUn)|l—m)i| for mn e Fy, ()
lely

where ®(x)=exp(i2mx/d). These d* operators form a faith-
ful projective unitary representation of (Z\dZ) X (Z\dZ) and
an error basis on the Hilbert space of a qudit C? [9].

In a typical 2d-state P&M scheme, Alice and Bob use for
their purposes two mutually unbiased bases. Following
[3,10,11], throughout this work we choose the eigenbasis
{lay:a e F} of 2, as the standard (computational) basis 3,
while the second basis B, is the Fourier dual of the compu-
tational basis with the discrete Fourier transformation given
by

F = # > PGl

Vdijel,
Hence, the indices m and n in Eq. (2) refer to dit-flip and
phase errors in the standard basis B, respectively. Moreover,
3, F=D(-mn)2A . which indicates that dit-flip errors in
the computational basis become phase errors in the comple-
mentary basis and vice versa.

In general, the first stage of a QKD protocol is the quan-
tum state distribution stage which involves quantum state
(signal) preparation and transmission via an insecure quan-
tum channel. The purpose of this phase is to establish corre-
lations between Alice and Bob, which may also involve cor-
relations with a third untrusted party (eavesdropper). As far
as a typical 2d-state P&M scheme is concerned, this first
stage proceeds as follows [3,7,10,11]. Alice sends to Bob a
sequence of qudits each of which is randomly prepared in
one of the 2d nonorthogonal basis states (d states for each
basis). Bob measures each received particle randomly in B,
or B,. Alice and Bob publicly discuss the bases chosen, dis-
carding all the dits where they have selected different bases
(sifting).

Generalizing the ideas presented in [12], the aforemen-
tioned state-distribution process can be viewed as follows
[3,7,10,11]. Alice prepares each of N>1 entangled-qudit
pairs in the maximally entangled state |W,). Thereby, the
generalized maximally entangled states in the Hilbert
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space of two distinguishable qudits C{®CE are defined as
|V, = EjEFd|jA>®QL$’3|jB>/\f'd, where from now on the
subscripts A and B refer to Alice and Bob, respectively
[7,10,11,13,14]. Alice keeps half of each pair and submits the
other half to Bob after having applied at random and inde-
pendently a unitary transformation chosen from the set
{1,F}. As soon as Bob receives the particles, he acknowl-
edges the fact and applies at random | or §~! on each qudit
independently. Alice reveals the sequence of operations she
performed, and all the pairs which involve different opera-
tions on the transmitted qudit are discarded. This is the as-
sociated entanglement-based (EB) version of the 2d-state
QKD protocol and offers many advantages, in particular with
respect to security issues and error tolerance.

The second stage of the QKD protocol is the verification
test (also called signal-quality test) which we discussed in
detail elsewhere [3]. In this stage, the two legitimate users
sacrifice part of their (quantum) signal in order to quantify
the eavesdropping rate during the transmission stage. More
precisely, after a random permutation of their sifted (qu)dit
pairs, Alice and Bob randomly select a sufficiently large
number of them and determine their average error probabil-
ity (disturbance). If as a result of a noisy quantum channel
(from now on all the noise in the channel is attributed to
eavesdropping) the estimated disturbance is too high, the
protocol is aborted. Otherwise, Alice and Bob proceed to the
key-distillation phase, which will be discussed in detail in
the following section.

At any rate, it is always worth keeping in mind that the
success of the verification test (and thus security) relies on
two key points. First, an eavesdropper does not know in
advance which qudit-pairs will be chosen for quality checks
and which qudit-pairs will contribute to the final key. Sec-
ond, any joint eavesdropping attack can be reduced to a clas-
sical (probabilistic) cheating strategy for which classical
sampling theory can be safely applied [4,7,15,16].

In particular, the action of the quantum channel can be
regarded as a Pauli one [4,7]. At the end of the distribution
stage of the 2d-state protocol, each transmitted qudit may
have undergone any of the d? possible types of errors 2,,,,.
Let p,,, denote the rate (probability) of errors of the form
2., in the particles shared between Alice and Bob, with

> Pm=1l. (3)

mnely

In general, any symmetries underlying the QKD protocol
under consideration may imply additional constraints on p,,,,,.
For the protocols under consideration, both Fourier-dual
bases are used at random and independently on each qudit-
pair during the transmission. Moreover, the choices of the
bases are not known to an eavesdropper, and they are pub-
licly announced only after all the particles are in Bob’s pos-
session. Thus, as a result of the symmetry between the two
bases, the quantum channel connecting Alice and Bob yields
different sets of identical error probabilities [3]. In particular,
we have that
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Pmn = Pn.d-m = Pd-m,d-n = Pd-n.m> v m,n € Fd' (4)

Note that in highly symmetric protocols, the corresponding
symmetry between all (d+1) mutually unbiased bases leads
to a depolarizing quantum channel with p,,,=po; for all
(m,n)#(0,0) [7].

In view of the symmetries (4), the estimated disturbance
during the verification test is given by [3]

D= E Pmot E 2 Pmns (5)

V>i< V* ‘*
mek, mel, nek,

where I;:=",\{0}. This estimated error rate should not be
confused with the so-called quantum-channel (overall) error
rate Q=1-pg,, which is not estimable in a typical verifica-
tion test of a P&M 2d-state QKD protocol.

At this point, we have all the necessary formalism and we
turn to investigate the error tolerance of 2d-state P&M pro-
tocols.

III. ANALYSIS OF THE TWO-WAY KEY DISTILLATION

Throughout this work, we focus on the GL2KD procedure
in the context of which the highest tolerable error rates have
been reported for various P&M QKD schemes [4,5,7]. Our
purpose is to investigate the conditions under which an inse-
cure quantum channel allows the distillation of a secret key
in the context of 2d-state QKD protocols and the GL2KD
procedure. Such an analysis can be performed conveniently
in the EB version of the protocols we described in the pre-
vious section and adopt from now on. We will close this
section with the reduction of the EB scheme to a P&M one.

A. Dit-flip error rejection (DER)

As any other key-distillation process, the GL2KD has two
stages [4,5,7]. The first stage is a typical two-way entangle-
ment purification with LOCC2 [13,14,17,18]. More pre-
cisely, in order to reduce the dit-flip-error rate in their signal,
Alice and Bob apply a number of D-steps. In each D-step,
they form tetrads of particles by randomly pairing up their
qudit-pairs. Then, within each tetrad of particles they apply a
bilateral exclusive OR (BXOR) operation. Specifically, Alice
and Bob individually apply to their halves the unitary opera-
tion [13,14]

XORC—>I:|‘x>C ® |)’>1 g |x>c ® |x -V (6)

where ¢ and t denote the control and target qudit, respec-
tively. Subsequently, they measure their target qudits in the
computational basis and compare their outcomes. The con-
trol qudit-pair is kept if and only if their outcomes agree,
while the target pair is always discarded.

In general, this procedure is repeated many times (many
rounds of D-step) until the dit-flip-error rate in the surviving
qudit-pairs is sufficiently low to guarantee an arbitrarily
small total error rate at the end of the key-distillation proto-
col. We are going to make this statement more precise later
on. For the time being, we turn to analyze the effect of the
D-steps on the signal shared between Alice and Bob.
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Following [4,5,7], our analysis will be based on classical
probability arguments since any eavesdropping attack can be
reduced to a classical probabilistic one. In particular, let
S={p,um|m.n € F,} be the set of error rates (error-probability
distribution) at the beginning of DER (i.e., at the end of
the first stage of the QKD protocol). It has been shown [14]
that the effect of k rounds of D-step (with ke N) on
S can be identified by a mapping D;:S—S;, where
Sk={p(k) |m,nelF,} and

mn

o _ 2er, PCN l)[zje‘h‘d ®Wp ’”-f]Zk
Pon= dE (E P,-_,') 2k

One can readily check that by setting d=2, this mapping
reduces to the well-known mapping for qubit-based proto-
cols [4,5].

Clearly, pf:l?: =pl(1fr)l since the summations in Eq. (7) run
over all the finite field I';. Furthermore, for the same reason,
Eq. (7) can be rewritten as

[CmT + 2, D= Im[Am.DT

(7

iel’, jely

(k) _
pmn_ k. (8)
d[1+2,_[COF]
where
d
Alm,))=——, (9a)
Eje]pdpo_j
EJE]demj
Clm)=—, (9b)
Eje][:dp()j
for m,l ey

From now on we restrict ourselves to estimated distur-
bances D < Dy, since for D= Dy, Alice and Bob do not share
provable entanglement [3-5]. Furthermore, for D <Dy we
also have

2 p0n> 2 Pmn

nely nely

vV mel), (10)

which implies that 0<C(m) <1, Vm € I;. Besides, a neces-
sary condition for 0 < p’(f;)l =<1 after many rounds of D-step is
|A(m,l)| <1 for all m,leF, Thus, as k—o, we have
AP0 and |C]* —0, which imply that p'—1/d and
pnf’)l—>0 for m,ne ', and m#0. In other words, the main
effect of DER on the surviving particles shared between
Alice and Bob is to reduce errors of the form 2(,, with
m # 0, while increasing the rate of pure phase errors of the
form 2Ay,with n # 0.

In particular, let

RY=2 2 P

met;neFa

(11a)

and
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RY=2 X pl=2> ¢¥

meky , E]F: ne JI“{:,

(11b)

be the total dit-flip and phase-error rates after k rounds
of D- step, respectlvely In general, as k— o, R(k) 0
whereas R —>(d 1)/d. We must therefore have a closer
look at the corresponding individual phase-error rates q
which, using Eq. (8), are given by

0= S W &
> pmn—g T+ (12)

mely,

for all n € ;, where

D= X b n)AmDI, (13a)
mEFdle]F:;
= [cmP. (13b)

-
mel';

Clearly, the parameters §( ) and x™® also take arbitrarily small
values as k— o, since |A[>—0 and |C]*' —0.

Observation 1. The phase-error rates after k rounds of
D-step satisfy the inequality

q(()k) > qflk) Vne ]F;, (14)

where qék) is the no-phase-error probability.

Proof. First of all, recall that throughout this work we
assume prime dimensions only. Starting from Eq. (12), we
have to show that 58‘) > §flk) for all n# 0. Using the symmetry
condition (4), Eq. (13a) reads

22:/25 2 /2] cos(In)T(m,I)
Zk
I:EJEW 1p0]i|

where all T(m, 1) are real and positive. In particular, we have
that

-
n

Vne Fd’ (15)

ldr2] ok
7(0,0) = | poo+22 cos(ipo; |
j=1

k
T(m,l) =2 Re“ S q)(lj)pmjr } for m # 0,
jely
where Re(x) denotes the real part of x. In view of Eq. (15),
Eq. (14) now follows immediately from the inequality
§<k) ék) as a consequence of the fact that cos(x)<1,Vx
€ F A similar but more involved calculation can be per-
formed if d is a prime power. |

B. Phase error correction (PEC)

Assume now that Alice and Bob have applied a DER
process involving many (k> 1) rounds of D-step. As we
have just discussed, at this point the dit- ﬂ1p error rate in their
surviving pairs will be negligible (i.e., p N~ 0 for m#0),
whereas the phase-error rate has p0551bly increased. It is
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therefore reasonable that the second stage of the GL2KD
(usually called privacy amplification) deals with phase error
correction (PEC) [4,5,7].

In general, at the beginning of the PEC we have a d-ary
asymmetric channel with respect to phase errors. In particu-
lar, we have (d— 1) possible phase errors with corresponding
probabilities (rates) qik) given by Eq. (12). To correct the
phase errors, Alice and Bob apply an [r,1,r], repetition code
with a relative majority-vote decoding [8]. The key point is
that, according to inequality (14), the necessary condition [8]
for such an error correction to work is satisfied at the end of
the DER process.

For the sake of completeness, let us briefly summarize the
main steps of the PEC procedure [4,5,7]. Alice and Bob ran-
domly divide their qudit-pairs into sets (blocks), each con-
taining r qudit-pairs. Within each block, they perform a dis-
crete Fourier transform §, ® §p on each pair. Subsequently,
they perform a sequence of (r—1) BXOR operations with the
same control pair (say the first one) and target each one of
the remaining pairs. For each target pair, they measure their
corresponding halves and estimate the parity of their out-
comes. Finally, they apply 52\1 ®S§1 on the control pair and
Bob performs 2(, on his control-qudit, where s € F; is the
parity corresponding to the relative majority of their (r—1)
outcomes. If the relative majority of the outcomes is ambigu-
ous, Bob applies %Ay In this way, each block may result in
one phase-error-free qudit-pair at most.

Our task now is to investigate the effect of such a PEC
process on the signal shared between Alice and Bob. Let us
denote by p©  the various error rates in the remaining qudit-
pairs at the end of the process. We are mainly interested in
the corresponding total dit-flip and phase-error rates.

1. Phase-error rate

Let us start with the estimation of an upper bound on the
total phase-error rate RPEEmZn;&Opzm of the signal at the
end of PEC. We are basically interested in the limit of large
block lengths r that is in the limit of a large number of
distributed qudit-pairs.

Before we proceed further, it is worth noting that the
problem under consideration belongs to a well known class
of stochastic processes, the so-called occupancy problems or
Balls-and-Bins experiments. In this picture, our problem can
be viewed as a probabilistic experiment where r balls (qudit-
pairs) are randomly distributed among d different (error-)
bins. This class of problems is fundamental to the analysis of
randomized algorithms and has been extensively studied in
the literature (e.g., see [19-21]). A particularly useful result
in this context is the so-called Chernoff-Hoeffding bounds
[22], which are basically large-deviation estimates. In gen-
eral, these bounds are applicable to sums of negatively asso-
ciated, identically distributed random variables. Their precise
derivation can be found in various papers and standard text-
books (e.g., see [20-23]).

Observation 2. The phase-error rate in the surviving pairs
at the end of PEC satisfies the condition

rr= 3 [1-06 - a7 (16)
nek,

032325-4



ERROR TOLERANCE OF TWO-BASIS QUANTUM-KEY-...

Proof. Clearly, we have that Rp is upper bounded by the
probability of failure for the repetition code Pyy;. It suffices,
therefore, to estimate an upper bound on Pgy;.

As we mentioned before, PEC is applied on a particular
asymmetric channel with phase-error rates g,>q; for all
J# 0 (to simplify notation throughout this proof, we write g;
instead of q(.k)). Let us denote by %, the total number of
qudit-pairs within a block of length r suffering from phase
errors of the form 2A,,;, with m € ;. Clearly, majority voting
fails only if ;> n, for some j# 0, where 7, denotes the
number of error-free pairs in the block. For asymmetric
channels satisfying Eq. (14), this may occur for sufficiently
large deviations of 7; from their mean values. In particular,
we expect for the failure probability of the majority-vote
decoding,

Py < P[‘Vw(m‘? 770)] <> P(n;=mn), (17)
]ejkd jeJFZ

where V is the logical OR operator. The next step now is to
upper bound each of the probabilities P(7;= 7,) appearing

in the last summation.

Let us focus on a particular term, say P(7;= 7,). We will
work with the random variables 7;, 7, and 7., Where
i+ Mo+ et =" and e =2 40,4 7;- Accordingly, the corre-
sponding probability distribution of interest is (¢, q;,Grest)
with g;+qo+¢rese=1. Obviously, (79, 7;, 7es) have a trino-
mial distribution which is given by

r r,-
r r; )
P( o> 1i» nrest) = 2 ( )‘lrzrftsl 2 ( l )qgoqim ’
Trest 7

rest=0 7;=0

where r;=ny+ 17;=r— N Introducing the new normalized
probabilities §,=¢,/(go+q;) with [ €{0,i}, the trinomial dis-
tribution can be rewritten as

d r Mrest, = Npeg
P(770’ i 77rest) = E Qrersets (qO + ql) rest
Nyest=0 rest

Ti
r .
X[E( )q67°q?”]~
7;=0 7

Note now that the expression in the brackets is the well
known binomial distribution involving the two events of in-
terest, i.e., the event of phase-error i, and the event of no-
phase-error. In particular, for a given 7, the probability that
;= 7, is given by

T

P(ni = 770|7]resl) = E
77,':[” ,'/2]

_ { 4404, :|r,-/2
(q0+q;)* .
The above inequality is the well-known Chernoff-Hoeffding

bound for the binomial distribution [23], which also applies
here since gy>¢,;Vie ]FZ. Thus, in total we have

r\_ .
( -)‘I(’)’OQ?’$(4%%) i’
1
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P(n;= )

,
r
= E < )qrzrs;t(l - qrest)r_nreStP( 7 = 770| nrest)
Trest=0 Trest
-
< >

:| (r="Trest)/2
Tresi=0

r 4404;
Mrest = _
q.x (1 -q ) resl|:
( Trest ) et e (CIO + %‘)2
(18)

Finally, given that Rp < Py, inequality (16) is obtained from
the condition (17) by using inequality (18) and the identity
L
> ( )p“(l =p)" " =[p+(1-p}]".
a=0 \4
|
According to observation 2, the phase-error rate in the
signal after PEC decreases exponentially in the block-length
r. If we are not interested in a tight upper bound on Rp, we
may upper-bound the right-hand side of this condition as
follows:

Ro= X [1- (gl - VgP)T

HEF;
s(d—l)[l—(v’%—\/@)z]r, (19)

where qg()=max{quk)|n e I}, while the equality in the latter
part holds if and only if ¢¥=¢%, ¥ n e ;. Although this

last step is not at all necessary, it simplifies considerably the
subsequent notation and discussion.

Recall now that the quantities §£lk) and y® become arbi-
trarily small as k—co. Thus, in view of Eq. (12), Eq. (19)
may be further simplified to

(&0 _ oy ]

< (J— = cnZ

Rp=<(d-1)| 1 14 +0Q3)| .,
where O(3) denotes third-order terms in §£Tk),)(("), and §E)k).
Inclusion of such higher-order terms may only lead to negli-
gible corrections in the argument of the exponent. At any
rate, the phase-error rate will always be upper-bounded by a
quantity that decreases exponentially fast in . Alternatively,
using the inequality (1—-x)"<exp(-rx) for all x<1, we ob-

tain
k) _ k)2
(& - &) ] o0

RP$(d—1)expl—r 1d

We turn now to estimate the corresponding dit-flip-error rate
in the signal.

2. Dit-flip-error rate

As we mentioned before, the PEC involves (r—1) BXOR
gates in the complementary basis. During these gates, the
dit-flip errors propagate backwards from the target to the
control qudit. As a result, at the end of the PEC the dit-flip-
error rate in the remaining particles increases by at most r
times (the control qudit-pair itself may initially suffer from a
dit-flip-error), i.e.,
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Rp= > X pb.<r2> X p%. (21)

me }“; nely me JF; nely

According to the preceding discussion, the net effect of
the PEC is to reduce any phase errors of the form 2, with
n#0, while possibly increasing dit-flip errors of the form
2,0 with m # 0. Thus, at first site, the whole situation seems
to be a vicious circle since PEC tends to destroy what was
achieved in DER and vice versa. A way out of this stumbling
block relies on the judicious combination of DER and PEC.

C. A judicious combination of DER and PEC

For a given 2d-state protocol (i.e., for a fixed d), Alice
and Bob agree in advance upon a fixed and arbitrarily small
security parameter e>0. They apply many rounds (k> 1) of
D-step, until there exists an integer »>0 such that a single
application of the PEC will bring the quantum-channel error
rate in the finally surviving pairs to values below e. Clearly,
the protocol has to be aborted if the estimated integer r ex-
ceeds the number of remaining pairs immediately after the
DER procedure. More precisely, at the end of DER, Alice
and Bob may choose the block length for the repetition code
to be

6(1 1 __€ (22)
r= “\l+—F]=—.
2 (k) 24
ZZmEFdEnE]F pm” X X
Note that for this particular choice of the block-length,
r— as k— .

The key point now is that for such a choice of r, the
overall channel error rate Q= 1-pg, can be upper-bounded as
follows:

"

(&P é")ﬁ}

QSRD-'-RP\ +(d—1)exp|:

(23)

where inequalities (21) and (20) have been used. Thus, for
any given dimension of the information carriers, Q < € pro-
vided that

(24)
€

[V - &P g [2(d— 1)}
———>—1In .
d)((k) €
As long as Q<e, Alice and Bob share a number of nearly
perfect pairs whose fidelity with respect to the ideal state
|Wo) is exponentially close to 1. The final key can then be
obtained by measuring each pair separately along the stan-
dard basis, and the information that an eavesdropper may
have on it is also upper bounded by the security parameter €.

The condition (24) is a sufficient condition for secret-key
distillation in the context of 2d-state QKD protocols using
two Fourier-dual bases. In particular, it determines the error
rates which can be tolerated by such protocols using a
GL2KD procedure. From that point of view, it is a generali-
zation of the corresponding condition for fully symmetric
qudit-based protocols obtained by Chau [7].

Unfortunately, the number of independent parameters in
inequality (24) scales quadratically with d, and thus an ana-
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lytical (or even numerical) solution becomes rather difficult
for d>3. Hence, in order to obtain an analytic expression for
the tolerable error rate for arbitrary dimensions, we had to
resort to isotropic quantum channels. The related results will
be discussed in detail in Sec. I'V. For the time being, we close
this section by summarizing the main points in the reduction
of the EB version of the 2d-state QKD protocol to a P&M
one.

D. Reduction to a P&M QKD scheme

In general, not every EB QKD protocol can be reduced to
a P&M one. The main difficulty appears in the reduction of
the underlying quantum-key-distillation procedure to a
purely classical one. The advantage of the GL2KD is that by
construction it allows for such a reduction [4].

The reduction of the EB 2d-state QKD protocol to a
P&M one, which tolerates precisely the same error rates,
follows the same steps as for other protocols [4,7,16]. Here,
for the sake of completeness, we would like to summarize
the four cornerstones of such a reduction. First, during the
distribution stage, Alice can measure all the halves of the
pairs before sending the other halves to Bob. This is
equivalent to choosing a random dit-string and encoding
each dit in the corresponding qudit-state, in one of the two
Fourier-dual bases. Second, the XOR operation used in the
quantum-key-distillation procedure can be easily replaced by
its classical analogue. Thus, the DER stage is immediately
reduced to a classical error-rejection (advantage distillation)
process. Third, the quantum circuit of the PEC can also be
reduced to a classical one. Such a reduction relies on
the fact that the sequence of gates applied independently by
Alice and Bob in each block of r qudits during

PEC, i.e., SI (XOR_,, " XOR,|_,)®_;§;, is equivalent
to 28 (XOR(r:)l- XOR(+)) This  equivalence

follows by induction from the fact that for any two
qudits, (S_ ®1)XOR _(F.®F)=(1.®F; I)XORHC, where
XORE:)l [X)e ® [y)¢—|x). ® |x+y),. Finally, the last essential
point in the reduction is the observation that the key-
distillation procedure does not rely on phase information.

The above steps lead to a P&M 2d-state QKD protocol
with the distribution and the verification-test stages discussed
in Sec. II. The corresponding classical key-distillation stage
of the protocol proceeds as follows [4,5,7].

DER: Alice and Bob perform many rounds of D-step. In
each round, they randomly form tetrads of their dits. For
each tetrad j, Alice announces the parity of her dits, i.e., she
announces X%’)—Xg ), where XE’) denotes the ith pair of tetrad
J- Similarly, Bob announces the parity of his corresponding
dits YY)— Yé’). One of the dit-pairs (say X&’) and YY)) survives
if and only if the announced parities agree. This process is
repeated (many rounds of D-step), until there is an integer
r>0 such that a single application of the following phase-
error correction will bring the overall error rate in the re-
maining signal below e. The protocol is aborted if the esti-
mated parameter » exceeds the number of remaining dits.

PEC: In the classical PEC (which is essentially privacy
amplification), Alice and Bob randomly divide their remain-
ing dit-pairs into blocks each containing r dit-pairs. Let us
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denote by (X(’ ) Y(’ )) the ith dit-pair in block j. Alice and Bob
replace each block by the parity of its dits, i.e., by = X(’)
and X7_Y; (’), respectively. In this way, the final secret key
essentially consists of the estimated parities for each one of
the blocks.

In closing, it has to be noted here that for a more efficient
secret-key distillation, the two legitimate users may follow
the adaptive key-distillation procedure introduced by Chau
[5,7]. The main difference is that Alice and Bob do not apply
many rounds of D-step and PEC in order to bring the overall
error rate below the security parameter e. Instead, they sim-
ply adjust their DER and PEC in order to bring the overall
error rate below, let us say, 5%. From that point on, they
switch to more efficient error-correction and privacy ampli-
fication using concatenated Calderbank-Shore-Steane codes.

IV. ISOTROPIC QUANTUM CHANNELS

An isotropic channel is characterized by py;=pjo=pio and
pij=pu fori,je ]F It turns out that isotropy is an inherent
property of the two basis protocols using qubits (standard
BB84) or qutrits [3]. The validity of this particular correct-
ability condition will be discussed in detail elsewhere.

The robustness and security of various QKD protocols
under the assumption of isotropic eavesdropping has been
extensively studied in the QKD literature [10,11,24-27]. In
particular, we know that at any rate the isotropy assumption
does not affect the threshold disturbance for secret-key dis-
tillation which, for 2d-state protocols, is given by Eq. (1) [3].
In this section, our purpose is to further analyze the sufficient
condition for key distillation (24) in the framework of iso-
tropic quantum channels and derive an analytic expression
for the tolerable error rate of 2d-state QKD protocols.

Instead of isotropic channels, we may consider a slightly
more general class of channels for which Poj 7 Pjos that is,

Poo Po1r --- Poi
Pio Pui -+ Pn

pmn: B . .. : * (25)
Pio P --- Pn

Given the normalization condition (3), such a channel in-
volves three independent parameters and thus the derivation
of an analytic expression for the tolerable error rate is pos-
sible. Moreover, by setting py;=p;o we can easily obtain the
corresponding expressions for isotropic channels.

A. Tolerable error rates

For channels satisfying Eq. (25), Eq. (8) yields for the
probabilities after k£ rounds of D-step

k k
*) _ [poo + (d = Dpo 1> + (d = 1)(poo — por)”
pOO - dH ’

k k
o = [poo + (d = Dpoi1* = (oo — Por)*
o dll .
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k k
) _ [Pro+ (d=Dpy]” +(d=1D)(pio—pi1)°
me dH ?

k k
W _ [Pio+(d=Dpy " = (pio—p11)°
mn dll ’

where  TT=[poo+(d—1)po 2 +(d=Dp1p+(d-Dpy ¥, In
view of these relations, the form (25) is invariant under
—steps since we have that p(()k)—pf)ﬁ), pf:()) p(llf)) and
fnn— pn, V m,n# 0. Therefore, all the phase-error rates q(k)
with n # 0 are equal at the end of DER and the corresponding
quantum channel is therefore symmetric with respect to
phase errors.
As in the previous section, we may also introduce the
parameters A(m,n) and C(m). In fact, for the particular class
of channels under consideration, A(m,n)=A(m) for all

m e, and

Poo — Poi

AO)=— " —, (26a)
Poo+ (d—=1)pg;
Am)=A(1)= —POZPIL__ gm0, (26b)
Poo+ (d—1)pg;
+(d-1
Clmy= (1) =20 =000 (260)
00+ (d = 1)py,

while C(0)=1. To proceed further, we note that A(m)
=B(m)C(m), where

Pm0~ Pmi1
Pmot (d_ 1)pml

and [B(m)]* =0, as k—o. Thus, using Eqs. (26) and (27)
Egs. (13) can be simplified to

B(m) = =B(1), (27)

&=@-12 [Am], (28a)
me]Fd
= S [AmP for n#0, (28b)
mel,
® = (d- D[, (28¢)
where
%wazmwﬁ+2wwWwwﬂ
mel, me]FZ

=[AOT +@- DB (29)
Accordingly, condition (24) now reads
A + (d - DBO)C)F }2

[Z(d— 1)}
(d- DICHP s
or equivalently [setting A=A(0), B=B(1), and C=C(1)]
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2k+1

dA R
@-nct " dd-1)CB*" + 2dA¥B* > f(d,e), (30)
d-1)C

where f(d,e)=8¢'In[2(d-1)/€].

Recall now that the positive quantities AzkHO, CzkHO,
and B* 0 for k— . Thus, inequality (30) can always be
satisfied for any & such that

2k+1

dA

—— > fld,e). (31)
d-1)c?

For a given dimension, this latter inequality defines the criti-
cal number of D-steps k, such that for k> k_, inequality (30)
is satisfied. In particular, solving Eq. (31) with respect to &,
we obtain

. log2{ In[(d - 1)f(d, €)/d] } o)

In(A4%/C)

This is a well defined quantity provided that A>> C, i.e., for

(Poo—Por)* > [p1o+ (d - Dpyllpoo + (d = Dpyi]. (33)

where Egs. (26) have been used. The same inequality holds
for isotropic channels but py;=p;o. This is therefore a suffi-
cient condition for secret-key distillation in the context of
any 2d-state QKD protocol under the assumption of isotropic
quantum channels. In particular, it determines the error rates
which can be tolerated by such protocols using a GL2KD
process.

Recall now that according to Eq. (5) the estimated distur-
bance for the isotropic channel is D=[1-pgy+(d—1)>p;,]/2.
Moreover, due to the normalization condition (3), inequality
(33) actually involves two independent parameters (say
Poo-P11)- Thus, estimating the values of pg, which satisfy it,
we obtain the tolerable error rate (disturbance) which de-
pends on both d and py,, i.e., Dycc(d,py;). In fact, we find
that D,cc(d, p,;) increases monotonically with respect to p, ;.
Hence, the worst-case scenario (from Alices’” and Bob’s point
of view) corresponds to p;;=0, for which we obtain for the
tolerable disturbance

—poo__ 2(d-1)
2 4d—1+V1+4d

chc(d) = 1 (34)

where D,cc(d)=Dscc(d,p;=0). Given a particular dimen-
sion of the information carriers (i.e., a specific 2d-state pro-
tocol), the GL2KD procedure enables Alice and Bob to gen-
erate a provably secure key whenever the estimated
disturbance is below D,cc(d), or else the quantum channel
error rate is below 2D,cc(d).

B. Discussion

The tolerable disturbance D,cc and its theoretical upper
bound Dy, are plotted as functions of the dimension d, in Fig.
1. First of all, we see that D,cc(d) <Dy, for all d. Actually,
the difference between the two bounds &(d)=Dy—Dycc
scales with dimension as
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FIG. 1. 2d-state QKD protocols: The tolerable error rate D,cc
(dashed line) and its theoretical upper bound Dy, (solid line) as
functions of the dimension d. Secret-key distillation is impossible in
the regime (I), while it may be possible for error rates below Dy,. In
the regime (II), a secret key can be distilled by means of the key-
distillation procedure considered here. Inset: The gap between the
two regimes &(d)=D,cc— Dy, is plotted as a function of the dimen-
sion. The symbols (triangles, circles, and squares) correspond to
prime dimensions.

(d-1)(=2+V1+4d)
&) = 2d(4d - 3) ’

(35)

and is also plotted in the inset of Fig. 1. It is also worth
noting that & increases as we go from qubits (d=2) to qutrits
(d=3). It reaches its maximum value around d=4 (i.e., for
quatrits) and decreases monotonically for higher dimensions.
Note that the same behavior also appears in the case of
(d+1)-basis protocols [7]. Moreover, as d— %, we have that

Doccld) = 1 1

o=
while 8(d)=1/ 4\d. Tn other words, we see that the tolerable
error rate for the 2d-state QKD protocols approaches its the-
oretical upper bound as 1/\d for d— o°. This is in contrast to
the (d+1)-basis protocols where the corresponding
asymptotic behavior scales with dimension as 1/d.

A special case of the isotropic channel we have just con-
sidered is the so-called depolarizing channel for which
Pun=Po1 for (m,n)# (0,0). In this case, condition (33) re-
duces to Eq. (36) of Ref. [7], i.e.,

(Poo—P10)* > dp1o[poo+ (d = 1)pyol-

Note also that for d=2 we recover the well-known tolerable
error rate of the standard BB84 protocol, i.e., Dycc(2)
=20% [5,6].

In closing, it is worth noting that condition (33) can also
be obtained by generalizing the ideas of Ref. [6] to higher
dimensions. More precisely, let us define the characteristic
exponent ri‘}? € R with the defining property that there exists
an >0 such that
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@ =a, (36)

where Rg) and R;,k) are given by Egs. (11), respectively.

For channels satisfying Eq. (25), the quantities Rg‘) and
[(d—l)/d]—Rf,k) tend to zero from above, as k— . More-
over, we obtain the following expression for the characteris-
tic exponent:

D [Poo*‘ (d- 1)1701] | {Poo*‘ (d- 1)1701}
o pio+(d=1py, Poo~ P11

Following [6], Eq. (33) can now be obtained from the con-
dition for asymptotic correctability, that is, ri‘}?>2. The va-

lidity of this particular correctability condition will be dis-
cussed in detail elsewhere.

V. CONCLUSIONS

We have discussed the error tolerance of qudit-based
QKD protocols using two mutually unbiased (Fourier-dual)
bases. In particular, we focused on Gottesman-Lo-type key-
distillation procedures. For arbitrary quantum channels sub-
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ject only to the symmetry between the two bases used in the
protocol, we derived a sufficient condition for secret-key dis-
tillation, thus extending known results on depolarizing quan-
tum channels.

In the case of isotropic quantum channels, we were able
to analyze this condition further and to obtain an analytical
expression for the tolerable error rate as a function of the
dimension d of the information carriers. Specifically, as
d—, the tolerable error rate scales with dimension as
1/2—1/4\d, thus approaching its upper theoretical bound,
that is, 1/2. This asymptotic behavior is substantially differ-
ent from the corresponding behavior in the fully symmetric
(d+1)-basis protocols, where the tolerable error rate scales
as 1—(3+5)/2d.

Unfortunately, for moderate values of d, the tolerable er-
ror rate is always well below its corresponding theoretical
upper bound Dy,(d). Hence, the development of new classi-
cal key-distillation protocols which will be able to bridge this
gap still remains an interesting open problem.
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