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A photon-number-splitting PNS attack against differential-phase-shibPS quantum key distribution
(QKD) is described. In the conventional 1984 Bennett-Brassard protocol, using weak laser light, the PNS
attacks, which involve installing a lossless transmission line and blocking pulses from which extra photons
cannot be picked up, impose a limit on the transmission distance. In contrast, use of a coherent pulse train in
DPS QKD prevents the PNS attack and removes the distance limitation imposed by it. We carried out a DPS
QKD experiment that simulated the situation where some pulses are blocked. The result showed that extra bit
errors are induced in an eavesdropped condition, indicating the robustness of DPS QKD against PNS attacks.
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I. INTRODUCTION ated laser light. Alice sends out weak coherent states into the

Quantum key distributionfQKD) provides an uncondi- transm_ission line. Eve probes the states just afterA_Iice’s out-
tionally secure secret key to two legitimate parilice and ~ Put using a photon-number quantum-nondemolition mea-
Bob) for ciphering and deciphering messadd$. Photons ~surement and judges whether one state contains more than
are usually used to carry key bit information. Although atwo photons or not. From states that contain more than two
single-photon source that emits just one photon in one pulsghotons, she takes out one photon, stores it, and then lets the
is desired for highly secure QKD systerf%3], such a de- remaining photons go to Bob through a lossless transmission
vice is difficult to implement and a weak laser pulse is usudine. For states that contain one or no photdns., states
ally used instead in actual experiments. However, use of &om which she does not take a photpon the other hand,
weak laser pulse allows an eavesdrop{t®re) to conduct a she blocks them as long as the blocking does not reduce the
photon-number-splittindPNS attack[4,5]. Even a highly  photon number received by Bob. After the photon transmis-
attenuated pulse, e.g., 0.1 photon per pulse on average, hasian, Alice and Bob disclose the basis information. Eve lis-
finite probability that it contains more than two photons ac-tens in and then measures the stored photons according to
cording to the photon statistics of laser light. Eve can extracthat basis information.

a part of the key bit information from these extra photons  This PNS attack restricts the transmission distance be-
without being detected by Alice and Bob. The PNS attack iSyeen Alice and Bob as followis]. In the normal condition,
especially effective for the well-known and widely _employed Bob's raw detection rate per state Rs=Lu, provided that
QKD 1984 Bennet-Brassai@B84) protocol[6], which op- Bob’s detectors are perfect, whdrds the transmission loss

erates over lossy transmission lines. The transmission dis; :
tance in the BB84 scheme using weak laser light with pracs?md'“ the mean photon number sent from Alice. When Eve

tical system parameters is limited to around 50 km due to théO”d“CtS a P.NS attack, Ey_es detection rate per §taRg IS
possibility of a PNS attack5]. Entanglement-based QKD =Pz, wherep, is the propabmty that one pulse contains more
schemes are robust against such attatksbut are hard to thban_two”ph(f)tons _at AI'(;’)eS Ol;]tpUt'.fW(;'dl?‘:Ret Eve C;’m.
implement at the present. Recently, a protocol modified frong tain ‘ZI‘ bln;)‘lr_manond aB ObUtFt e_%' tle dey without being
the BB84 scheme has been propog&dwhich is also robust  d€tected by Alice and Bob. Fqi=0.1 and a transmission

against a PNS attack. The unique sifting procedure of théos.S (.Jf 0.25 dB/km, .for. example, the conditid®,=R, ‘.S .
modified BB84 protocol prevents Eve from obtaining full satisfied for a transmission !ength of about 50_km, which IS
information by means of the PNS attack, and the transmis[egarded as the maximum distance between Alice and Bob in

sion distance is enlarged as a result. BB84 QKD systems. When Bob’s detection efficiency is not

In this paper, we study the robustness of a QKD protocoperfect(typically 10% _in pra_ctice in _the fiber communication
called differential-phase-shiftoPS QKD against PNS at- wavelength, the possible distance is further reduced.
tacks. DPS QKD is a recently proposed QKD scheme that
uses a weak coherent pulse train as a signal cd8ie}. It is B. DPS QKD
shown that the use of a pulse train prevents Eve from block-
ing photons and removes the distance limitation imposed bYatt
the PNS attack.

The distance limitation in BB84 systems imposed by PNS
ack arises because of Eve’s strategy of blocking pulses
that contain one or no photon. With this strategy, she can

Il. PHOTON-NUMBER-SPLITTING ATTACK realize the condition that all photons received by Bob are
identical to those stored by her, provided that the probability

A. BB84 protocol of more than two photons in a state is equal to the transmis-

First, we briefly describe how a PNS attack is carried outsion loss. If Eve cannot employ this strategy, her PNS attack
against the conventional BB84 scheme using strongly attenwwill not be so successful. This is the case for the differential-
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FIG. 1. The configuration of DPS QKD. D1 and D2 are photon

a click at the first or last time slots randomly occurs because
detectors.

a pulse having a photon probability interferes with a vacant
phase-shift QKD protocol in fact. We discuss the PNS attaclpulse at these time slots. Thus, bit errors can be introduced
against DPS QKD in this section. from the detection events at the first and last time slots. The

First, we briefly describe the setup and how DPS QKDprobability that the detectors click at the first or last time slot
works[8]. The basic configuration is shown in Fig. 1. Alice is 0.5, and then the error probability is 0.25. The eavesdrop-
sends out a coherent pulse train in which each pulse has leping is revealed from this error rate.
than one photon on average and is phase modulated by 0 or The above error rate 0.25 comes from a signal condition
7. The coherence time of the pulse train is much longer thamvhere two isolated pulses go to Bob. Eve may try to reduce
the pulse interval. Bob receives the pulse train with an asymthis error rate by sending thréer more isolated sequential
metric Mach-Zehnder interferometer whose path-length difpulses, i.e., one photon positioned over three pulses, to Bob.
ference is equal to the time interval of the incoming pulsesFor such a signal, Bob counts a photon possibly at four time
At the recombining coupler of the interferometer, neighbor-slots with a probability ratio of 1:2:2:1. The detection events
ing pulses interfere with each other, and photons are detected the first and fourth time slots randomly occur, which can
by either detector D1 or D2 depending on the phase differinduce an error with 1/6 probability. Thus, the error rate is
ence between neighboring pulses. A secret key bit is createduced from that for two isolated pulses. However, Eve can-
from which a detector counts a photon, i.e., from whether thaot obtain full information in this eavesdropping. For send-
phase difference is 0 ar. Since the transmitted photon num- ing three pulses in the framework of PNS attacks, she mea-
ber is less than one per pulse on average, a photon is neures if two photons are positioned over three pulses, takes
detected at every time slot and at which time slot a photon i®ut one photon from three pulses that contain two photons,
detected is probabilistic. This uncertainty originates the sestores it, and lets the three pulses go to Bob. She keeps the
curity of DPS QKD. photon positioned over three pulses until Bob counts the

A PNS attack against the above DPS QKD can be considether photon and discloses its detection time. Note that she
ered as follows. Since bit information is embedded over twanust keep her photon in a state where those three pulses
sequential pulses, a photon positioned over two neighboringave an equal probability of having a photon, because she
pulses is needed for Eve to extract bit information. Thus, sheannot predict which phase difference Bob will measure.
probes the transmitted signal and judges whether more thafhen after listening in to the detection time, Eve measures
two photons are positioned over two pulses or (ibbugh the corresponding phase difference. This measurement is
we do not know how to do )it From pulses that contain more conducted such that she makes the first two pu(seghe
than two photons, she takes out one photon, stores it, and ldiast two pulsekinterfere with each other when Bob measures
the two pulses go to Bob through a lossless transmission linghe phase difference between the first two pulsedbetween
For other pulses, she blocks them. Then after the signahe last two pulses In this measurement, one pulse out of
transmission, Eve measures the stored photons based on tirtiee three is inevitably discarded, which means that Eve
information disclosed by Bob. That is a PNS attack analoimisses the photon with a probability of 1/3 and cannot ob-
gous to one against conventional QKD schemes. tain full information from her stored photon. Since Alice and

Unfortunately for Eve, however, this PNS attack is re-Bob can create a secure key through privacy amplification
vealed as follows. When Eve conducts the above PNS attackinder such a condition, this eavesdropping is not successful.
Bob receives a signal in which one photon is definitely po- In any event, the discussion above indicates that a PNS
sitioned over two sequential pulses and no photon in otheattack that blocks pulses cannot be carried out against DPS
pulses, as illustrated in Fig. 2. In other words, the PNS attackQKD. Eve would have to adopt a strategy that does not block
changes the transmitted signal from a condition where everpulses. A possible one is a passive photon-splitting attack as
pulse has a finite probability of having a photon into a con-illustrated in Fig. 3, where Eve inserts a beam splitter on the
dition where some two sequential pulses definitely have ong&ransmission line just after Alice and partially splits the trans-
photon and other pulses have no probability of having phomitted signal. At the beam-splitter output that goes to Bob,
tons. For such a signal, Bob’s detectors click possibly ashe installs a lossless transmission line in order to compen-
three time slots as illustrated in Fig. 2. A click at the middle sate signal loss due to beam splitting. The split pulses are
time slot occurs according to interference between the tw@assed through an asymmetric interferometer and then de-
pulses, which gives Bob a correct answer. On the other handected. After the signal transmission from Alice to Bob, Bob
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f k where the system works in the normal condition, and the
D latter that where Eve blocks some pulses in a PNS attack.
Each pulse was randomly phase modulated by 8, @ttenu-
ated, and then sent out toward the receiver. The output power
e was adjusted so that one pulse had 0.1 and 0.5 photons on
R | average for the former and latter pulse patterns, respectively.
beam  lossless line — With this power adjustment, the photon-counting rate in the
splitter receiver was the same for both situations. The pulses were
transmitted through a 20 km fiber, and then input to the re-
FIG. 3. Possible photon-splitting attack against DPS QKD.  ceiver, which consisted of a planar lightwave circ{RL.C)
Mach-Zehnder interferometer module and gated avalanche

discloses time slots at which he detected photons. Eve listefd10t0 diode(APD) photon detectorg9]. The interferometer
in and obtains bit information from her detection events cor12d @ path length difference of 20 cm, which corresponded to
responding to Bob’s detection time. the time interval of the transmitted pulses. The APD gating

In the above eavesdropping scenario, Eve obtains key bfft€ Was 5 MHz, at which the afterpulse effect was suffi-
information when she detects a photon at a time slot fociently small. _ .
which Bob also detects a photon. The probability of Bob USing the above setup, we conducted signal transmission,
detecting a photon at a particular time slotjs, and that of created sifted key strings in the transmitter and receiver, and
Eve doing so iseu, wherea is the beam-splitting ratio in thgn evaluated the bit error rate by comparing those key
Eve. Thus, the probability that photons are detected by botRrings. The obtained error rates were 3.9% for the normal
Bob and Eve at a corresponding time slot js%. Then the situation and 28.3% for the pulse-blocked situation. The bit
probability that Eve obtains key bit information relative to €rors in the normal condition were due to imperfections in
Bob is Lu2a/Lu=pa. Here, u,a<1; thus the amount of the experiment, such as imperfect interference in the inter-
Eve’s information is always less than Bob's regardless of thdérometer, the timing jitter, and the APD dark count. The
transmission loss. This indicates that the transmission di€Xtra errors induced in the pulse-blocked condition resulted
tance in DPS QKD is not limited by the photon-splitting from there being no interfering detection events due to va-
attack, unlike the case in the conventional BB84 QKD usingc@nt pulses. The expected error rate induced by the pulse
weak laser light. locking is 25%, as described in the previous section. Taking

The discussion in this section concludes that DPS QKD idhe experimental error into account, the error rate in the

more robust than the conventional BB84 protocol againsPulSe-blocked condition should be 25+33/4=28.0%,
PNS attacks. which is nearly equal to the value obtained in our experi-

ment. Thus, the above experiment confirmed that blocking
pulses in DPS QKD induces bit errors and makes Alice and
Ill. EXPERIMENT Bob aware of the PNS attack.

Eve

—

V)

The point of the robustness of DPS QKD discussed above
is that Eve cannot block pulses in an attempt to obtain the IV. SUMMARY AND DISCUSSION
same amount of key bit information as Bob's. If she blocks
pulses, bit errors are induced in Bob’s key bits and the eaves- Photon-number-splitting  attacks against differential-
dropping is revealed. To confirm this, we carried out an expphase-shift QKD were studied. The use of a coherent pulse
periment with the configuration shown in Fig. 4. cw light 5in in which every pulse has an equal probability of having
from an external cavity laser diodevavelength =1.55:m) 4 photon, prevents Eve from blocking pulses from which she
was intensity modulated by a LiNk@nodulator driven by @ = cannot take out extra photons. As a result, the transmission
pulse pattern generator. We generated a consecutive pul§&tance in DPS QKD systems is not limited by the PNS,
train of 1 GHz repetition rate or a repetitive pulse pattern ofyjike in conventional BB84 systems using weak laser light.
(000110000pat 1 gigabit/s, with a pulse width of 125 psin  The mechanism of this robustness of DPS QKD is basi-
both cases. The former pulse pattern simulated a situatioga"y the same as that of the Bennet 19892) QKD sys-
tems using a strong reference pu[&10]. In the original
B92 protocol, a weak coherent pulgégignal pulse is sent

transmitter

pulse pulse \| 0.5 photon/pulse from Alice to Bob together with a strong reference pulse.
‘;2:2,0,1 g:'n'::tmz : R g‘sr\;'; an teceiver . When Eve blocks a signal pulse, a noninterfering detection
| I P NS simulation) [— R event occurs from the reference pulse, which induces bit er-
| |covity fimensitylfphase : — i ﬁ'}; rors and makes Alice and Bob aware of the eavesdropping.
{ foser att | 0.1 photon/pulse | PLC However, the power ratio of the signal pulse to the reference

(nﬂalll]_l]_\ :m“;}eﬁ,';“"“__ pulse should be quite large in long-distance systems, e.g.,
1074/4 for an 80 km systerf5]. That requirement is hard to
FIG. 4. The experimental setup simulating a photon-numberSatisfy in practice. DPS QKD provides the same robustness
splitting attack that blocks pulses. PLC, planar lightwave circuit;as the B92 protocol using a strong pulse without such diffi-
att, attenuator. culty.
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