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This study proposes quantum secret sharing protocols using product states. The first two protocols adopt the
quantum key distribution protocol using product std@sio et alPhys. Rev. A64, 042301(2001)]. In these
two protocols, the sender does not reveal any information about the qutrits until confirming that each receiver
has received a qutrit. This study also considers the security and some possible eavesdropping strategies. In the
third proposed protocol, three-level Bell states are exploited for qutrit preparation via nonlocality swapping.
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I. INTRODUCTION ing using product states is possible. Notably, Getoal.
o ) considered quantum key distribution using the orthogonal
The problem of secret sharing is as follows. Alice, theyroquct statef9,10]. In the protocol of Guet al, the sender

president of a bank, wants to give access to a vault to tWas to prepare one of the two-qutrit bases in a complete set
vice presidents, Bob and Charlie. Alice knows that one off| ;.

them, and only one, may be dishonest and she does not know

who is the honest one. Nevertheless, any classical secret las) | B
sharing cannot prevent an eavesdropper with unlimited
power from accessing secret bits. On the other hand, it is ly) = 1) |0),

believed that secret communication using quantum bits can

be absolutely secure. In quantum physics, one cannot take a 1

measurement without perturbing the system. That is, an |42) =10) T§(|O>+|2>),

eavesdropper cannot access full information without being v

detected in quantum secret communication. Recently, people

have become interested in quantum secret sharing. Hidfery |yp) =|0) ir(|0> - 2)),

al. introduced the quantum secret sharing protocol using V2

Greenberger-Horne-ZeilingeiGHZ) states[1]. Moreover,

Koashi and Imoto considered the correlation of the two-qubit 1

Bell state in their quantum secret sharing schd@e Ka- |4ha) =12) '_E(|o>+ 1),

rimipour et al. then proposedi-level secret sharing via en- v

tanglement swapping]. Furthermore, Cabellos suggested a

quantum secret sharing scheme using entanglement swap- ) = [2) i_(|0)—|1)),

ping between three-qubit GHZ states and two-qubit Bell V2

states[4]. Also, Bagherinezhad and Karimipour introduced

the protocol for quantum secret sharing based on the reusable 1

GHZ states as secure carrigfs. In addition, Hillery and |46) = TE(|O>+|1>) 1),

Mimih considered quantum secret sharing with restricted '

classical communicatiof6]. Nevertheless, the above quan-

tum secret sharing protocols cannot be implemented without i) = =

entangled states. \
This study proposes some quantum secret sharing proto-

cols using product states. The obvious advantage of the first 1

two proposed protocols is that there is no need to prepare any g = ,_E(|1> +12) 2),

entanglement. In quantum cryptography, the nonorthogonal- v

ity of the state vectors is exploited to detect any possible 1

eavesdropping. For example, using the BB84 or B92 proto- o) = —=(|1) - |2)) [2). (1)

cols, quantum key distribution can be performed without en- V2

tanglement7,8]. Therefore, performing quantum secret shar-

1|'-‘

(10 =[1) 1),

N

This study writes the Hilbert space of the bipartite complete
set basis abl,® Hg. That is, everyy;) with state index can

be written as|a;)®|B,), where|a;) e Hy and |8;) € Hg, re-
*Electronic address: lyhsu@phys.cts.nthu.edu.tw spectively. Bennetet al. proved that full information of an
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i j k -j),|k} and {|j)+|k),|j>—|k),li)}, respectively. This ap-
: proach is now accessible to full information via local opera-
P (S tions and classical communication. In other words, nonlocal-
ity is embedded in the unknowrorder of the local
W@£)) measurements. That is, since whether an unknown state lies

Y in a horizontal domino or a vertical domino is unknown, the
correct order of local measurements cannot still be known.
H G2k This study proposes three quantum secret sharing proto-
cols. The first two proposed protocols are based on these
K =k nonlocal complete sets. Reviewing the quantum key distribu-
I tion protocol of Guoet al. is helpful. The protocol is as
follows [10]: (1) The sender, Alice, sends the receiver, Bob,
one qutrit of a basis state in the complete{#p}. (2) After
receiving the qutrit, Bob informs Alice, via classical commu-

FIG. 1. The complete sdti,j,k),(i’,j’,k’)). The complete set
{ly)} can represented €0, 1, 2,(1, 0, 2). There are two horizon-

tal dominos and two vertical dominos. For example, the horizontal . . .
domino (i+))/i" represents two state€/\2)([i)+|}) @i’} and nication, that he has received the qut(8) Alice sends the

(N2)(iy~[j5) @[i"); the vertical domingk/(i’+]"). This domino ~ Other qulrit.(4) Bob performs the measurement in e}
represents two stated /\2)|k® ([i")+]j’)) and (L/\2)ke(i"y  Pasis. The key feature of this protocol is that Alice does not
i) send the second qutrit before ensuring that Bob has received
the first qutrit. Thus, Eve, the eavesdropper, is incapable of
unknown|¢) is inaccessible via local operations and classi—p(?:ormg‘g. ané/ joint (rjn?suremen;].on the tV‘Ilc.) sel'nt' lqutrlts
cal communication unless the specific joint measurement j@ithout thel'?gt]h eteCtz. : ov(\;eve_r, t IIS protct)rc]:o 'mp 'C'tg as-
performed11]. Hence, the nonlocality without entanglement SUMes that the sending order Is aways e same. For ex-

: bedded in th let M 111 Th local ample, Alice and Bob both preagree that Almlevayssends
is embedded in the complete p;)} [11]. These nonloca .ILﬁ) € Ha in step(1) and then sendgB) € Hg in step(3). If

complete sets of product states are graphically illustrated i . i
Fig. 1. In addition, as shown in Fig. 1, indicesj, k, i’, j/, the Hilbert space of th@)} basis is permuted, the complete

andk’ can be rearranged as different nonlocal complete set e((0,1,2,(1,0,2) begomes another different complete set
This study denotes the nonlocal complete sets as that in Fi (2' O'. 2.0, 1 2) and vice versa. Thus, the protocol of Guo
1 by ((i,,K),(",j’ k). For example, the complete set t al..|s mod|f|e'd as follows. Alice randomly e>'<changes the
{ly} can be denoted a0, 1, 2,(1, 0, 2). It is easy to sending order in stepfl) and_ (3). As_a result,_ in step4),

! . R T Bob does not know that the first received qutritdg or |5)).
verify that ((i.J,k), (",]" k")) and ((k.},1), (k 0 ) indi- Bob performs his joint measurement randomly in the basis of
cate the same complete set. Consequently, in the three-ley e complete set eithéf0, 1, 2,(1, 0, 2) or (2, 0, 1,(0, 1
two-partite system, 18 complete sets of product states po%)' In the next step, Bc;b ;’nu,st ’tel,l Alice his’ m’ea’su,rer’nent
Sess n.onlocahty without entangler_nent. basis via classical communication. Alice then informs Bob

[t is _In.o,tev,vorth.y to  examine the complete S€t\which outcomes are to be disregarded via classical commu-
((1,3,K), G, ,'k ))- F|gur§ 1 contains four rgctangulgr domi- nication. Significantly, Alice and Bob consider the permuta-
nos: two horizontal dominos and two vertical dc_)m_nlwos. Theion effect of the Hilbert spaces. This modified protocol is
two horizontal dominos in Fig. 1 are denoted(dy j)/i’ and oy adaptable to be used in quantum secret sharing. In the
(jxKk)/K’, respectively. Similarly, the two vertical dominos in quantum secret sharing protocol of Hilleeg al. or Koashi
Fig. 1 are denoted biy/(j'+k’) andk/(i’£j'), respectively. and Imoto, the three-qubit GHZ states or two-qubit Bell
Obviously, these 18 nonlocal complete sets contain nine difstates are invariant under the permutation of Hilbert space. In
ferent horizontal dominos and nine different vertical domi'eﬁect, the eavesdropper does not have to consider the effect
nos. In addition, the nonlocality in the complete setof the permutation of Hilbert space. However, such an effect
((k,j,i),(k',j",i")) is preserved even if thg)®|j’) state is s the advantage of the proposed protocol to prevent success-
excluded11]. In this study, the sender never sends states ofy| cheating.
the|j)®|j’) kind. That is, the sender always sends some state This paper is organized as follows. Section Il considers
lying in some horizontal or vertical domino. the effect of the permutation of Hilbert space using a simpler

However, if the two distant parties know the order of the protocol. Section 11l then explores another protocol, which is
local measurements, then both can access full informatiothe generalization of the protocol in Sec. Il. Section IV ana-
via local operations and classical communication. For injyzes the security and investigates some possible eavesdrop-
stance, the unknown state is one of the bases in the nonlocging strategies on the protocols | and Il. Section V discusses
complete set((i,j,k),(i’,j’,k’)) and, moreover, the un- the third protocol based on nonlocality swapping. Finally,
known state is known to lie in one of the horizontal dominos.Sec. VI then draws some conclusions.

To distinguish the unknown state, at first, the local measure-
ment is performed on the Hilbert spaklg in the basis{|0),

|1), |2)}. The conditioned local measurement then can be per-
formed on the Hilbert spadd,. If the outcomes of the mea-
surement orHg areli’) and|k’), the conditioned local mea- In the following proposed protocols, the secret is the state
surements are then to be performed in the b#Bis|j),|iy  index| of the prepared qubit systeft). Since the staté)

II. QUANTUM SECRET SHARING PROTOCOL
VIA PRODUCT STATE: PROTOCOL |
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®lj’) is discarded, the state index of the other eight basis|j)),(1/v2)([i)~|j)),|k)}. Charlie performs the measure-
vectors in the complete séti,j,k),(i",j’,k’)) can be en- ment on |'3'i>$ using either the basid|i’),|j’),|k’)} or
coded as three bits in the binary representation. That is, thg1/y2)(|i")+|j’)),(1/v2)([i")=]j’)),|k)}. They publicly an-
sender splits the information of three secret Hitsja send-  nounce their respective measurement results. Alice discards
ing each receiver a qutrit—i.e., sendifig) and|f) to Bob  the results with the outcomes of inappropriate measurement
and Charlie, reSpeCtiVEIy. The task of the receivers is to debases_ If there are too many errors for the remaining out-

termine the state index of the transmitted two-qutrit systemeomes, Alice aborts the secret. Otherwise, the othem’)
Only when the receivers access full information of the prOd'qutrit pairs are used in the revealing phase.

uct states do they decode the secret bits correctly. This study

now considers how to modify the quantum key distribution Revealing phase
of Guoet al. for quantum secret sharing. The proposed quan- (7) To know the state indek of |a'i>$®|ﬁ'i>$’ Bob and
tum secret sharing protocol is as follows. Charlie discuss who performs the first local measurement in

the basis{|0), |1), |2)} and then the other performs the con-
ditioned local measurement. For example, Bob and Charlie
access a random independent coin flip. If the coin i€)Q
Preparation phase Bob (Charlig and Charlig(Bob) should perform the first and
the conditioned local measurements, respectively. In this
study, F and S denote the receivers, who perform the first
and conditioned measurements, respectivElytells S his
D2 :{|all>51'|“lz>32’ ’|“'n>5n} (2) measurement outcome in private.
(8) The receivelS performs the second local measurement
and and then broadcasts the measurement basis and consequently
_ tells the receiveF his measurement outcome in private.
€= {|,6’|1>51,|,8|2>32, ’|'8'n>3n}' S (9) Alice tells Bob and Charlie which outcomes should be
Notably, |a; )s ® |, )s is @ basis vector of the complete set disregarded owing to the incorrect local measurement order.
either (0, 1, 2,(1, 0. 2) with S=0 or (2, 0, 1,0, 1, 2) In this protocol, e|the5‘0>®|1> or |1)®|0) are disregarded.
with §=1. In addition, Alice permutes the element order in (10) This study divides t'he measurement outcomes based
set¢ based on the bijective functiam(x): on correct measurement into two subsets: those for which
Bob performs the first local measurement, denoted bgnd
r'ix)=y, andr(x) # x0x, y=1,...n. (4) those for which Charlie performs the first local measurement,
denoted byC. On average, there are about equal element
numbers of subset8 andC. Alice randomly selects half of
the elements from subsefsandC, respectively, after which
¢ ={8 s B Vs v IBL Ds T (5) Bob and Charlie then broadcast the selected measurement
'S e S @ o S outcomes, respectively. As a result, Alice checks these out-

(2) Alice prepares twan-bit stringsb and b’. Then she comes to detect possible eavesdropping behavior. If too

Protocol |

(1) Alice creates two ordered qubit sets & and ¢,
where

That is, thexth element in the ordered sétnow becomes
the [r"Y(x)]th element. Therefore, the new ordered &kis

performs the three-level Hadama transformation many errors occur, Alice announces to abort the secrets.
The proposed protocol is described in detail. At first, we
11 1 - explain stepg1), (2), and(3), which are the essential differ-
H=|1l o %], w:exp<—m>, (6) ences from the protocol of Guet al. [16]. Suppose Eve
1 o o 3 intercepts the qutrit{sf)qi>s1 andw'm))%) for anyi in step(3).

) . . ) , ) Then Eve can perform some joint measuremenrroqtrs and
on ith qutrits in the set® and¢’ if the ith bits ofb andb E .>§. before resending one qutrit pair. In this case, Eve
are 1, respectively. (i) k()

(3) Each time Alice sends the qutri)@s(|a|_>si cHyandB  can get very little information because she cannot measure

(B '>Sr' € Hp) to Bob and Charlie, respectively. Once Bob |“'i>$® |'8'i>5_1 jointly. m the protocol of Gueet al,, Alice ca_n
r” 710 send a qutrit at one timel0]. In the proposed protocol, Alice

and Charlie receve one quirit, .they publicly announc€ca, send two qutrits at a time in st&}). On the other hand,
the facts, respectively. Then Alice sendja|i+1>s1+l and

) - ) " suppose Eve wants to access full information of single qutrit
|Blr(i+1)>sr(i+1) after she confirms their respective receptions. e )s (|ﬁ|r(i)>sl'(i))' In this case, Eve has to knoty (b)) at

(4) After sending all qu/trits and confirmation, Alice_lan- least. Therefore, stef®) is to reduce Eve’s mutual informa-
nounces the strings andb’. Bob and Charlie perforrh tion when she attacks on only a qutrit. Correspondingly, Al-
on qutritsA andB for which b andb’ are 1, respectively. ice and Bob recover a|h|_>§’5 and|, )s,’s in step(4). In

(5) Alice publicly announces the functior(m). Eventu- ' r@" @)

ally, Bob and Charlie share qutrit pairs|a|i>s1®|,8|i>s1, i stc_ap(5), Bob ref';lrrangeTs the order of wlr(i)>sr(i)s so that
=1,...n. Alice and Bob'sith qutrits arele )s's and|B, )5 .. respec-

(6) Alice announces the informatiofk,k’) of the picked tively.
n’ qutrit pairs. Then Bob performs the measurement on Second, there are two steps to detect possible eavesdrop-
lay,)s using either the basigli),[j),[k)} or {(1/v2)([i)  ping attacks. In the preparation phase, Alice tries to detect
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possible attacks actively in ste(6). Suppose Alice an- not reveal any information of the complete set. The eaves-
nounces the informatiotk,k’) for thei’th qutrit pair. In the  dropper can employ the basis of a nonlocal complete set as
error-free case, she expects that Bob or Charlie can finthe collective measurement basis. For example, suppose that
some|a|i,>s1, or |,8|i,>s1, if an appropriate measurement basis Alice prepareg1/v2)(|i)+|j))®|i’). The eavesdropper inter-

is exploited. As a result, deception can be detected if receivcepts both qutrits and then performs some collective
ers announce wrong outcomes in the appropriate measurgeasurement with one of the 18 complete set basis. If he
ment basis. In the revealing phase, as previously stated, Bd#iooses one of the complete setd,j,k),(i’,j’".k")),

and Charlie both have full access to information if they per-((j.i,k),(i’,j’", k"),  ((i,j,k),(" K" ,j"), or ((j,ik),

form the local measurements in the correct order. In 6fgp  (i’,k’,j’)) as the measurement basis, the eavesdropper can
if Bob and Charlie randomly decide the person to performaccess full information without any disturbance. Therefore,
the first local measurement in the bagi@), |1), |2)}, per- the probability of successful and undisturbed eavesdropping
forming the local measurements in the correct order yields & g

probability % For the present discussion, Bob is to be the In the quantum key distribution protocol of Gebal, the
receiver that performs the second local measurement. Measender and receiver preagree on the sending order of qutrits
while, honest Bob supposes that they both employ the coand the measurement basis. The key point is that the sender
rect order of local measurements and then he tries to guessust ensure that, after sending a qutrit, the receiver has also
the complete set to which this product state belongs. Foreceived a qutrit. In proposed protocol | and its modification,
example, Bob knows that Charlie’s measurement outcome ithe receivers have to discuss the order of the local measure-
|1) (]2)). In addition, Bob guesses that the product state is anents. The following discussion investigates the quantum
basis vector of the complete sg0, 1, 2,(1, 0, 2). Conse- secret sharing protocol, in which the receivers do not need to
quently, Bob must measure his qutrit in the ba{s{'ﬂs/\@) discuss the local measurement order. In following discussion,
X(|0y£|1)),]2)} ({(1/\s’§)(|1)¢|2>),|0>})_ If the measurement each complete set is denoted by the corresponding iGdex
outcome of honest Bob in stép) is [2) (|0)), he immediately ~ This protocol is as follows.

knows that either they have employed the wrong measuring

order or some eavesdropping has occurred. Alice learns the Protocol Il

order of the local measurements in st@. Therefore, in
step(9), Alice can inform Bob and Charlie which measure-
ment outcomes with the incorrect measurement orders is to The steps front1) to (6) are just about equivalent to those
be dropped over a classical channel. In the above example, it protocol I. The main difference is that the ind§xcan be
Bob expects that the measurement order is wrong but Alic®, 1,.., 17. Now Bob and Charlie are assumed to hold the
tells Bob and Charlie to keep this outcome, honest Bob willordered sets of3 and ¢ in Egs.(2) and(3), respectively.
immediately know that Charlie may have cheated. Moreover,

since Bob and Charlie keep the measurement outcomes only Revealing phase

when they employ the correct measuring orders, Bob and (7) Alice broadcasts the binary bit stringsd as the ap-
Charlie generally will have to drop half of the measurementyropriate local measurements. If thk bit of d is 1 (0), Bob
outcomes in stego). (Charli® shouldF to perform the foremost local measure-
ment on qutrit|a|i>ki (|ﬂ|i>ki). After the receiverF has per-
lIl. QUANTUM SECRET SHARING PROTOCOL formed the first local measurement in the bdf, |1), [2)},

VIA PRODUCT STATE: PROTOCOL II F broadcasts that he has performed his measurement. In ad-

In the previous protocol, the secret can be revealed On|§,1ition, F privately informs the other repeiver of the measure-
when Bob and Charlie perform the local measurements in thB1ent outcome. For example, let Alice prepate v2)(|i)
correct order. In addition, the sent product state is one of the|j)) ®i’). Alice broadcasts that CharligF) performs the
basis vectors of the complete set, eitlferj,k),(i’,j’ k")) first local measurement in the bagig), |1), |2)}.
or ((i",j’",k),(@i,j,k). In general, Alice can prepare a prod-  (8) Each time Alice receives the broadcastrofshe then
uct state, which can be a basis vector lying in some domin®roadcasts the complete set to which the sent product states
of the 18 nonlocal complete sets. Therefore, protocol | can b&elong. Since(1/y2)([i)+[j)) ®[i’) is one basis of the four
modified as follows. complete sets ((i,j,k),(@i",j",k")), ((G,i,k),(@{",j",K)),

(a) As in step(1) of the protocol in Sec. Il, Alice prepares ((i,j,k),({’,k’,j")), and((j,i,k),(i",k",j")), Alice can pub-

a product state, which is one of the basis vectors of the 18cly announce that the state of the prepared qutrits is one of
nonlocal complete sets. This study assumes the prepard¢de basis vectors in the complete ¢etj,k),(i’,j’ ,k’)).

product state to be one of the basis vectors of the complete (9) Bob and Charlie must announce some portion of the

set((i,j,k),(i",j" k")) secret bits to detect possible deception behaviors. Conse-

(b) Following the confirmation in stefb), Alice broad- quently, Bob and Charlie perform stép0) of the proposed
casts the indexXi’,j’,k’) and (i,j,k). Notably, the correct protocol I.
local measurement order remains unknown to Bob and Char- The protocol used in this investigation is described in de-
lie. tail. Obviously, Alice initially does not reveal the sending

Now suppose the eavesdropper can intercept two-qutriorder and measurement basis information, to prevent the
system|a,i>§® |,6',i>§ simultaneously. In addition, Alice does eavesdropper from accessing full information without aware-

Preparation phase
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ness. For example, suppose that Alice prepares one of t}’(&/\s‘E)(|O>—|1>)}) are exploited in the BB84 protocol. Proto-
following four states: [k)®(1/v2)([i")£]j’)) and i)  col Il can be regarded as the hybrid of three BB84 protocols
®(1/72)(|j")£|K")). After Alice broadcasts the measuring or- based on three different sets of four stafé,|j),(1/v2)

der and the complete set bagiis j,k),(i’,j" k")) instep(®),  x([i)+|j)),(1/\2)(|i}-|j))}, where(i,j) are(0, 1), (1, 2), (2,

Bob (F) performs the measurement in the bdi%, [1), [2)}. ), respectively. In addition, the sender smashes the informa-
The outcome should be eithdq) or [i). Bob then informs  tjon (i, j) using three-level Hadama transformation. Further-
Charlie () of his outcome. After Alice broadcasts the mea- gre the sender must always confirm that the receiver has
surement basis in stép), Charlie performs his measurement yoceived the previous qutrit before the next qutrit is sent.
in the basis{(1/v2)(|[i")%[j"),[k")} or {(1/v2)(|j")%[k’), Therefore, protocol Il is much more secure than the ordinary
i")}, respectively. Charlie should tell Bob his outcome. As aggga protocol. As for protocol I, Guet al. prove that, in
result, Alice can share a secret bit with Bob and Charlietheir protocol, an eavesdropper cannot access full informa-
Notably, if Bob is honest, he will not measufg in this  tion even if an eavesdropper can intercéps ) ®|8,))s Si-
example. If Bob measure§), honest Bob immediately multaneously. In addition, an eavesdropper can never inter-
knows that some deception has occurred in the error—freeept(|ali>(g>|13|i>)sﬂ simultaneously in protocol I. To access

cor|1d|t|0n. | i t shari tocol bfuII information in protocols | and I, an eavesdropper has to
n generali, a quanium Secret snaring prolocol can bgnq yhe following information after intercepting and before
modified to be a quantum key distribution as follows. BObresending the other's qutrit: the complete set in&gxthe

and Charlie are regarded as the same receiver. In additiogtringsb andb’, and the functior(m). In step(6) and the
Alice can send the second qutrit only after confirming thatlast step of pr(’)tocols | and Il, the sender checks possible

the receiver has received the first one. As the sender does . . . . .
step(4) of the proposed quantum secret sharing protocol ”,é'};lvesdroppmg. That is, Alice can always find the possible

; ; eavesdropping with higher probability than the BB84 proto-
s e a1 Nest e st conaider some posse atacks. Furhr

T security proof is considered in Sec. V.
tum key distribution schemes.

This study examines how Alice performs the initial prepa-
ration. Alice can prepare two supplies [6f and|0+1), re-
spectively. To prepare the stat@$ or |2), Alice can perform Since Bob and Charlie have to discuss Alice’s prepara-
the unitary transformatioM: |t)—|t+1) on |0) once or tion, the intuitive cheating is to lie to the honest receiver. For
twice, respectively. Similarly, Alice also can prepare somesimplicity, let Bob and Charlie be receiveffsand S, respec-
li+]j) in this manner. If Alice has to prepafie-j), she may tively. If the eavesdropper is receiv8rthe simplest method
perform the unitary transformatio®: diag1,-1,1 fol-  of cheating is to misstate local measurement outcomes to the
lowed byMs. Both D andM are one-qutrit unitary transfor- other receiver. However, such deception can be detected in
mations. Consequently, Alice does not require any pairwisétep(6) because the honest receiver can choose and broad-
unitary transformation for the preparation. Therefore, physicast a portion of such false outcomes to the sender.
cally realizing such preparation will be much easier than the Moreover, the no-clone theorem guarantees that a perfect
preparation of the Bell states and GHZ states. clone of possible nonorthogonal states is imposdib. In

Finally, we compare the proposed protocols with quantunprotocol ll, if the eavesdropper, Bob or Charlie, takes the
secret sharing using GHZ statgl. In the error-free case, intercept-resend strategy, he can access full information us-
the efficiency of quantum secret sharing using either GHZng the correct basis with probabilit%. Otherwise, the
states or product states is nearly 100%. In the case of quaravesdropper will disturb the quantum state. Therefore, the
tum secret sharing using GHZ states, leaving out any reprobability of successful eavesdropping without disturbance
ceiver, the rest can have no information about the secret bits g On the other hand, since receiveis assumed to per-

In the proposed protocols, any receivers can obtain mutudbrm his measurement after receiverS always can access
information even without classical communication. Conse<ull information beforeF. Therefore, ifSis the eavesdropper,
quently, Eve can gain some mutual information. The pro-Scan cheaf by stating false outcomes. This condition also
posed protocols can reduce Eve’'s mutual information irhappens in other quantum secret sharing schemes. In some
steps(1) and (2). On the other hand, let Eve be able to quantum secret sharing schemes, the two receivers have to
entangle the sent qubits with ancilla qubits. If the GHZ en-discuss Alice’s outcomelsl] or preparatiori2]. In practice,
tanglement introduces no errors into secret sharing procesither Bob or Charlie must expose his outcome to the other
dures, an eavesdropper can gain no information in this wayirst. Inevitably, the second receiver to expose his outcome
Or if Eve can gain information about secret bits, inevitablecan always have access to full information before the other
errors must occur. In the proposed protocols, the ideal eaveseceiver. However, since the sender is aware of any of incor-
dropping attack is to clone the untangled qutrit states perrect public measurement outcomes in st@) false outcome
fectly. However, the nonorthogonality and no-clone theorenstatements can be detected.

guarantee the impossibility of such an attack. In addition, the dishonest receivErcan also misstate the
outcomes: For example, Alice prepares the product siate

IV. SECURITY ANALYSIS OF PROTOCOLS I AND I ® (L/V2)(|i"y+]j")). If the receiverF misstates his outcome

Now we consider the security of protocols | and IIl. Recallas |j), receiverS can detect this cheating immediately after
that four possible states ({|0),|1),(1/V2)(|0)+|1)),  Alice broadcasts the complete set basis @8,j,k),

A. Misstate strategy
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(i’,j",k") in step(5). Meanwhile, ifF misstates the outcome outcome. However, Alice can detect such cheating in step
asli), receiverSshould perform his local measurement in the (6). Suppose that the eavesdropper performs the intercept-
basis {(1/V2)(|j")£|k’)),li")}. If the outcome is|i’y with  resend strategy on every pair of sent quitrits. In this example,
probability 2, S can immediately detect the cheating. In ad-0nly when Charlie resends Bdk) and tells Bob the faithful
dition, Alice is definitely aware of this cheating if the out- outcome will Charlie not be found to be cheating. In other

come is broadcast in step). Therefore, any misstatements Words, dishonest Charlie’s cheating must be detected. Impor-
can be detected. tantly, the eavesdropper cannot know the measuring order in

advance. That is, Alice can prevent Trojan horse attacks quite

B. Intecept-resend strategy well [13]. Otherwise the proposed protocol will be ineffec-

For simplicity, we just considarim)=m. Either dishonest
Bob (F) or dishonest Charli€S) can take the intercept-
resend strategy. In the quantum key distribution protocol of
Guoet al, the eavesdropper can only perform local measure- For simplicity, we just consider(m)=m. The quantum
ments. In the protocol presented here, the eavesdropper clay distribution protocol of Guet al. considers the follow-
perform any joint measurement. However, only when theng eavesdropping strategy. The eavesdropper, Bob or Char-
eavesdropper performs a correct collective or local measurdie, intercepts the other’s qutrit. The eavesdropper performs
ment on these two intercepted qutrits can the eavesdropp#ie orthogonal measurement on one qutrit in the bf8js
access full secret information. Otherwise, the eavesdroppgt), |2)}. Based on the outcome, the eavesdropper performs
will fail to know the secret. For example, in protocol I, the another orthogonal measurement on the other qutrit in some
eavesdropper intercepts the product stites (1/y2)(|0)  different basis. Guet al. used only one complete sgt);)}.
+|2)). If the eavesdropper performs the measurement in th&low suppose that the eavesdropper takes such an eavesdrop-
basis of the complete sét2, 0, 1,(0, 1, 2), he will get ping strategy in our quantum secret sharing protocol Il. The
(11\2)([0)]2) ®|0) or (1/12)(|0)+|1)®|2) with equal eavesdropper first performs an orthogonal measurement on a
probability 7. The corresponding density matrix is single qutrit in the basi§0), |1), |2)}. Without loss of gener-

ality, the first outcome can be allowed to |0 Furthermore,
the eavesdropper infers that the probability of the stiies
®(1/\2|)(|i’>ilj’>) ((",j"=(0,1,(1,2, or(2,0) and
. . . 0tky® k") (k=1, 2 andk’=0,1,2 may be prepared with
?ppa;ﬁ.ntl)é’ ”“?t eavets.dropp\)per canTtottr?aln any dlnformatlo qual probability. Finally, suppose the eavesdropper guesses
rom this density matrix. AS a result, Ie eavesaropper Caly, 4t the state is one of the stats® |i’+j’). The eavesdrop-

perform successful eavesdropping with probabiﬁty per then can perform the nonorthogonal measurement with
This study considers that, in protocol Il, dishonest Boby,o following six positive-valued operators:

(F) intercepts Charlie’s qutrit and resends a quitrit to Charlie
before Alice’s first broadcast in stég). This study assumes
that Bob sends Charlie the qutfiit), which is equally likely
to be|0), |1), or |2). Also, it is assumed that Alice sends the
quantum systemk) & (1/V2)([i"y+]j")) or |k (1/y2)(|i") 1
-|j’)), and then announces that the corresponding complete [y =Z[2+ 12+ 1], (8)
set is((i,j,k),(i’,j’,k")). In addition, Charlie should per- 2
form his local measurement in the bas{§1/12)(|i") where|0+1) denotes the staté4/12)(|0)+|1)) and so on. It
|j")),|k’)} after Bob tells him the faithful outcome. |I') s easy to verify thak, ;(IL;,;+1I,_) =1, where 1 denotes the
=|j’) or |i") and Bob honestly tells Charlie the outcomes,identity operator. Alice is assumed to prepfes |i”+j"). In
then Charlie fails to detect the deception. Nevertheless, if thehis case, the rate that stdié+j”) projects into thdTj» is
outcomes are public in stef), Alice can detect the cheating 1. In this way, the probability that an eavesdropper can ac-
with probability 3. If |I’)=|k’), Bob must misstate his out- cess full information without awarenessjs
come to be certain of avoiding Charlie’s detection. Neverthe-
less, Alice can definitely detect such cheating if the outcomes
are public in stef6).

This study now assumes that dishonest Charlie, receiver
S, intercepts Bob’s qutrit and resends the qutyitwhich can
be |0), [1), or [2) with equal probability. Again this study In this section, we propose another protocol similar to the
assumes that Alice sends the receivers the quantum systeBkert protocol[14]. Recently, many researches focused on
k) (1/V2)(|i")+]j")) and then announces that the corre-proving the unconditional security of the quantum key dis-
sponding complete set {§i,j,k),(i’,j’,k’)). If |I)=|j), Bob tribution [15,16. The main theme of proof is to purify the
can directly detect the cheating in sté§) since Bob’s out- raw two-level Bell states and then measure the syndrome of
comes should be eithéiy or |k). If |I)=|k), the eavesdrop- the stabilizer cod¢17]. As a result, the receiver and sender
ping is ineffective. In addition, Charlie’s misstatement is de-can share perfect Bell states. Nevertheless, in this paper,
tected in step(6). If |I)=l|i), Charlie may misstate his three-level qutrits are exploited. To prove the unconditional

C. Guo-Li-Shi-Li-Guo strategy

1
;10000 + (2020 +[0202 +[1212). (7

1 1
Hosy = §|0 +1(0£1], Myp= 5|0 +2)(0£2],

V. QUANTUM SECRET SHARING PROTOCOL
VIA PRODUCT STATE: PROTOCOL Il AND A SIMPLE
PROOF OF SECURITY
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security of protocols | and Il, we first introduce the nonlo- Po2= N"X(PooP20+ P10Poo + P20P10)» (14)
cality swapping 18]

12 Pio= Kzoz N~ (Po1Po2 + P11P12+ P21P22) . (15
Y00 1.2Yo0 3.9 = 5% |i/f|>§,(1,4)|¢/|>§,(2,3), 9

. . Pra=Agy= N™(Po1P12+ P11P22 + P21Po)
where 1, 2, 3, 4 are qutrit indices amﬂ)(i,j) is the three-

level Bell state: ~ ~ -
P12=A21= N"(Po1P22+ P11Po2 + P21P12) . (16)

|‘POO>(i,j):%(|OO>+|11>+|22>)- (100 and the normalization constamMi=(Pgo+ P10+ P20+ 2(Po1
V3 +P11+ P20 (Poat Pt Pay). Our simulation of the iterative
mapping in Eq.(16) is shown in Fig. 2. Therefore, if the

Alice holds the qutrits 1 and 4. Bob and Charlie hold qutrits ender and each receiver perform the above QPA algorithm

2 and 3, respectively. Alice performs the measurement in th . )
basis(h)s=|s = 8)s) of some complete set of st ndex it BeY B8 BT (1 Iveeerer B8 SR,

S . . 00 9. y
S, wherei=0,...,17. I_n this way, Bob and Charll_e POSSessy 4 initial diagonal elements,; ;= p,,=0, we can purifyl¥)
|a/|)$ and|ﬁ|>§, respectively. It is noteworthy that it is non- even with the initial diagonal elemep,> 2-1.
locality rather than entanglement which is preserved after the = p¢q, purifying the raw entanglement, the sender and each
measuremeritl8]. Therefore, the main idea of the proposed o eiver measure the syndrome of the three-ary—i.e.,
protocol llis as_follows. The sender and each receiver ini'nonbinary—stabilizer code for purity testifg7]. In other
tially share the first and second halves of ea¥gy. After \yo14s three-ary quantum stabilizer codes are required for
performing the purification and the purity test, the sender an‘f.i)urity. Recently, nonbinary quantum stabilizer codes have
each receiver can share perfect three-level Bell sfd8s  aep studied20-25. There must exist three-ary quantum

Then the sender performs nonlocality swapping and theQiapjjizer codes that encode qutrit into n qutrit and can
publicly announces the set index. Finally, the two receiverg.q ractt “nice” errors T'R'. where

discuss the state index of the shared states at hand. Never-

theless, few papers investigate how to purify multilevel Bell _ _ 2pri

states. Here we propose a quantum privacy amplification al- ~ 1-/P) —[p+1mod 3, Rip)— ex 3 ) (17)

gorithm (QPA algorithnm) on three-level Bell states as follows o .

[19]. (1) The sender performs the three-level Hadama trang21]. On the other hand, it is easy to verify

formation and the receiver performs the inverse Hadama _ kol _

transformation.(2) The sender and receiver each perform V)= (1 TR)¥o, 01m=0,1,2. (18)

two instances of the quantum bilateral controlledff  Suppose that the states shared between Alice and each re-

(CNOT) operations, ceiver are assumed to be nearly in statgy))®". The sender

and each receiver can correatice errors via quantum error

|a)|b) — [a)la® b mod 3,a,b € {0,1,2, (1) correction codes[15,16,28. Still, each receiver should

between the control pair and target pair. Notably, any of thdroadcast the necessary measurement results. It is the sender
control pairs and the target pair comprise two qutrits in the_that performs the needed local operations for error correct-
initial state|W,y. (3) The sender and each receiver then meaind- As a result, the sender can share perfect $tge ™.

sure the target qutrits in the bagje), 1), |2)}. Each receiver Next, the sender performs the nonlocality swapping. Now we
publicly announces the measurement outcomes. If the sendBfoPose protocol Il of quantum secret sharing as follows.
finds that the outcomes coincide, they keep the control pair

for the next round and discard the target pair. Notably, it is Protocol Il

Alice who decides whether a target pair should be kept. In
this way, the eavesdropper’s forgery will fail the proposed
QPA algorithm. We denote the three-level Bell basis by (1) The sender Alice and the each receiver of Bob and

Preparation phase

| ¥y, where Charlie agree on some stabilizer purity testing. In addition,
) Alice prepares two strings of Bell states
1 . .
|\P]k> = EE w|k||>|l +] mod 31 Jik: 01112' (12) {|q,OO>Bli|q,OO>BZI T v|q}OO>Bn/}
/31=0
In addition, the fidelity of the statg¥;,) is denoted byp. and
After one round of the proposed QPA algorithm, the new Yoo ¥oc.r - | Yoorc.,}
density matrix comprises the survived controlled pairs with ' 2 N
{B}, where
_ o 5 ) (2) Alice selects two random’-bit stringsb andb’. Alice
Poo=N""(Pgo* P10+ P20 (13 performs the three-level Hadama transformation on the sec-
ond half of|Wopg and|W¥eo)c, if the ith bitvalues ofb andb’
Po1 = N"(PooP10+ P10P20* P20Po0)» are 1, respectively.
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(3) Alice sends the second half of eactﬂ’m)Bi and After nonlocality swapping, Bob and Charlie have to dis-
[Wooc, i=1,... 0, respectively. Alice holds the first half of cuss the state index of the shared product state based on
|‘1’oo>B.l and |V, i=1,...n". Alice’s announcement. The eavesdropper can forge the mea-

(4) When Bob and Charlie receive their qutrits, they in- Surement results. Moreover, the eavesdropper can forge the

form Alice that they have received the qutrit over a classicaf"asurement results in the error-correction process of distil-
channel, respectively. lation. Eventually, the sender and each receiver could share

(5) Alice announces the bit strings and b’ after she Some Bell state_s othejrth@rm). In this case, the state of the
confirms that all qutrits have been received. Bob and Charli€lutrits 1 and 4 is not identical that of the qutrits 2 and 3 after
then perform the three-level inverse Hadama transformatiof® nonlocality swapping in Eq9). Therefore, any misstate-
on the qutrits wherd andb’ are 1, respectively. ment can be detected in stéef).

(6) Alice and each of Bob and Charlie perform the pro-
posed QPA algorithm to purifj’p). Notably, Alice decides V]. CONCLUSION

whether the purification is successful. If they fail to purify

|Wo0), Alice aborts the secret. Otherwise, Alice performs the This study introduces how to perform the quantum secret
following steps. sharing via product states. These three proposed protocols

(7) Next they have to perform purity testing via measur-¢an split information and detect eavesdropping simulta-
ing the syndrome of the preagreed stabilizer cfidd. neously using product states. Since the proposed protocols |

(8) Alice performs nonlocality swapping in the basis of and Il in this study do not require any entanglement, their

the complete sef(i,j,k),(i’,j’,k’)) with set indexs. physical realization is very feasible. This study also investi-
. gates possible eavesdropping attacks. In addition, this study
Revealing phase can revise the quantum key distribution protocols using

(9) Alice publicly announces the set indéxof the mea-  product states as the quantum secret _sharing'protocols using
surement basis and who should perform the foremost me#roduct states. Furthermore, we provide a simple proof of

surement via classical communication. protocols I and 1.
(10) Bob and Charlie discuss the state index of the qutrits
at hand. ACKNOWLEDGMENT

(11) Bob and Charlie must announce some portion of the
secret bits to detect possible deception behaviors. Conse- L.Y.H. would like to thank the National Science Council
qguently, Bob and Charlie perform stéf) of the proposed of the Republic of China for financially supporting this re-
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022321-8



QUANTUM SECRET SHARING USING PRODUCT STATES PHYSICAL REVIEW A1, 022321(2005

[1] M. Hillery, V. BuZek, and A. Berthiaume, Phys. Rev. B9, Phys. 74, 145 (2002.
1829(199_9. [14] A. K. Ekert, Phys. Rev. Lett67, 661 (1991).
[2] M. Koashi and N. Imoto, Phys. Rev. Letf9, 2383(1997. [15] P. W. Shor and J. Preskill, Phys. Rev. L6, 441 (2000.

[3] V. Karimipour, A. Bahraminasab, and S. Bagherinezhad, Physf16] 4. K. Lo and H. F. Chau, Scienc83 2050(1999.

4 ie\clipt\)GIIS 0423_20(2003' h/000902 [17] H. Barnum, C. Crépeau, D. Gottesman, A. Smith, and A. Tapp,
[4] A. Cabello, e-print quant-p 5. in Proceedings of The 43rd Annual IEEE Symposium on Foun-

[5] S. Bagherinezhad and V. Karimipour, Phys. Rev. &V, dations of Computer Science (FOCS'OREEE, New York,
044302(2003.
2002, pp. 16-19.

[6] M. Hillery and J. Mimih, Phys. Rev. A67, 042304(2003.
[7] C. H. Bennett and G. Brassard, Rioceedings of IEEE Inter- 18] L. Y. Hsu, Phys. Rev. AG5, 062302(2002. _
national Conference on Computers, Systems and Signal prd19] D. Deutsch, A. Ekert, R. Jozsa, C. Macchiavello, S. Popescu,

cessing(IEEE, New YOI‘k, 198;1, p. 175. and A. Sanpera, Phys. Rev. Leit7, 2818(1996.
[8] C. H. Bennett, Phys. Rev. Let68, 3121(1992. [20] E. Knill, e-print quant-ph/9608048.
[9] L. Goldenberg and L. Vaidman, Phys. Rev. Le®s, 1239  [21] A. Ashikhmin and E. Knill, IEEE Trans. Inf. Theord7, 3065
(1995. (200D.
[10] G.-P. Guo, C.-F. Li, B.-S. Shi, J. Li, and G.-C. Guo, Phys. Rev.[22] E. Rains, e-print quant-ph/9703048.
A 64, 042301(2002). [23] A. Ashikhmin and S. Litsyn, IEEE Trans. Inf. TheoApb, 1206
[11] C. H. Bennett, D. P. DiVincenzo, C. A. Fuchs, Tal Mor, E. (1999.
Rains, P. W. Shor, J. A. Smolin, and W. K. Wootters, Phys.[24] R. Matsumoto and T. Uyematsu, |IEICE Trans. Fundamentals
Rev. A 59, 1070(1999. 83, 1206(2000.
[12] W. K. Wootters and W. H. Zurek, Naturgondon 299 802  [25] E. Knill, e-print quant-ph/9608049.
(1982. [26] Charles H. Bennett, David P. DiVincenzo, J. A. Smolin, and
[13] N. Gisin, G. Ribordy, W. Tittel, and H. Zbinden, Rev. Mod. W. K. Wootters, Phys. Rev. /54, 3824(1996.

022321-9



