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Bidirectional quantum key distribution protocol with practical faint laser pulses
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We present a two-way protocol for the quantum key distribution with practical faint laser pulses. It is secure
when the faint laser pulses contain no more than two photons. The key distribution task is completed in two
transmissions. Bob first sends the laser pulses to Alice, and Alice encodes the key message through certain
unitary operations and returns the laser pulses to Bob. Security is achieved by placing eavesdropping check
procedures in both transmissions. This protocol is secure and is close to practical conditions. In addition, it
does not require the exchange of measuring basis information between Alice and Bob, hence saving a lot of
storage space.
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I. INTRODUCTION a serious threat as Eve can use photon-number splitting

Preventing information from leaking to an eavesdroppePNS attacks[16] to steal a fraction of the information
has become one of the most important issues nowadays. TR&OUt the key. _ _ o
known way to complete the task securely through a commu- In this paper, we will present a practical bidirectional
nication channel is the one-time pad cryptosystem in whicHQKD scheme. This QKD protocol is based on a recent secure
the secret message represented by a string of classical bitsdgantum direct communication protocol using perfect single-
combined with a key composed of a sequence of randorphoton source§l?]. It has several distinct features. First, as
binary numbers with equal length. The randomness of thén the direct secure quantum proto¢dP], it does not require
key ensures that the cryptogram obtained by encoding ththe exchange of the measuring-basis information, and it
secret message with the key is also completely random arghves a lot of on-site classical information storage and re-
as such totally unintelligible to other unauthorized users. Theluces the classical communication cost. Second, it is secure
security of the key distribution is the core part in secret com-even for laser pulses that contain two single photons. With a
munications. There is no way for creating a key unconditionferfect single-photon source, this QKD protocol is secure.
ally secure with classical signals as an eavesdropper, Evés the protocol uses bidirectional transmissions, it is secure
can monitor the line freely without leaving a trace. Wheneven when the single photons are replaced by faint laser
guantum mechanics enters the field of information, the caspulses that do not contain more than two single photons. This
is changed and the quantum key distributi@KD), a ma-  greatly relieves the demand on the single-photon source.
ture application of the principles in quantum mechanics sucf his will allow us to use less attenuation in the laser pulse
as the uncertainty principle, quantum correlations, and nonand helps to increase the communication distance. We will
locality, supplies a secure way for generating a key privatehgive the details of the protocol in Sec. Il and the security
and has progressed quicKl{—9] since Bennett and Brassard analysis is given in Sec. Ill. In Sec. IV, we give a brief
designed an original QKD protoc@dBB84 protoco) [10]  summary.
based on a noncloning theorefhl] with polarized single
photons in 1984. Though the QKD is usually based on single
photons, recently QKD’s based on continuous variables are
being actively explored7-9]; they offer a potential higher A. Property of faint laser pulses
key distribution rate. They can be implemented with practi-
cal faint laser pulses and homodyne detectors, which is pracy
tically attractive.

For a secure communication with BB84 protocol, a per-
fect single-photon source is required. Although single pho

II. BIDIRECTIONAL QKD PROTOCOL

Laser lights are coherent states, and they can be produced
hout difficulty. In the QKD, single photons are approxi-
mated by faint laser pulses that are obtained after performing
an attenuation to an extent that the mean photon number in
‘each pulse is less than 0.1. The coherent state gives a Poisson

g?gtzuffg at\)/ias rf?grl:]CS?alcTiC%Ir;(;gl[ggt’iJ:\]erTiésdsetmosrg?:ﬂ Orilistribution in the Fock states, the number states. The prob-
S ility that th ingle ph i I
of QKD protocols has been done with faint laser pulses bility that there are single photons in a pulse [4]

[14,15. It is very likely that the first commercial QKD ma- a"

chines will use attenuated laser pulses instead of perfect P(n):ﬁe “ (1)
single-photon sources, though in most laser pulses there is '

only a single photon, but there is still some probability thatwheren is the photon number and=(|n|) is the average
the pulse may contain more than two photons. Hence there isumber of photons in a pulse. Then the probabilities that a
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nonempty weak coherent pulse contains more than one and

b —»—

two photons can be calculated, respectively, as follpiys Ub) L |ou }= U® |v)
inY= ——

1-PO)-P(1) 1-1+a)e” « ) =lvd
P(n>1n>0) = = =— =aliY+ Bli
(n>1n>0) 1-PO) e 5 1Y+ £[7)

(2) FIG. 1. Coding with the quantum operation.

1-P(0)-P(1) - P(2) outcome. With this knowledge, Bob can check if Alice’s
P(n>2n>0) = 1-P(0) measurement is consistent with his in those cases where Al-

ice chooses the same measuring basis as his. This is equiva-
lent to the eavesdropping check of the BB84 QKD protocol.

2
jd —a
1_(1+a+5>e a? If Alice chooses the coding mode, she encodes on the

= =3 (3 quantum signal with one of the two unitary operations ran-

1-e domly, whereU(b) is defined as
If «=0.05, the probabilitie®(n>1jn>0)~2.5X 1072 and , _
P(n>2|n>0)~8.3x 1074 respectively. That is, when the U(b) = I+ioy +(- 1)bﬂx’ (4)
Fock states are attenuated to one photon per 20 pulses, the 2 2
probability that there are more than two photons in a pulse i%ndb e 10,1} is the binary number that Alice wants to trans-

about 102,

In the implementation of the BB84 protocol with faint } —
laser pulses, it is well known that there is danger if there are afiy+pli) is
two photons in a pulse. Eve can eavesdrop on the communi- s o
catiopn with PNS aR[tack516]. That is, Eve sglits one photon U(b)[y) = a(=1***i & b) + B )***i & b), (5)
in a multiphoton pulse and gets a deterministic outcomeandi e {0,1} and|a|?+|8[?=1, shown in Fig. 1. Explicitly
Then Eve can steal some information about the key, andj(0)=1=|0)(0|+|1)(1] andU(1)=|0)(1|-|1)(0|. The effect of
Alice and Bob cannot detect the action of Eve. The attacknhe gperatoru(1) is only to negatee.g., 0—1,1—0) the

can be avoided by using perfect single-photon sources. Hov‘(juantum states in the same measuring basis—i.e.,
ever, at present, perfect single photons are some distance

mit to Bob. The output state aft&f(b) for a input statdy)

away from practical application; to avoid this type of attack, U)|H)=-1|V), (6)

it is necessary to lower the average number in a pulse. By

doing so, the laser pulses are very weak. U(D)|V) = [H), (7)
U(D)[u) =1d), (8)

IIl. QKD PROTOCOL

The bidirectional QKD protocol is a modification to the U@)ld)=-[u). ©)
quantum secure direct communication protoft?] where  After encoding the quantum signal, Alice returns it to Bob.
the ideas from dense codifig] and the BB84 QKD protocol  (3) After receiving the pulses from Alice, Bob performs
[10] are combined. In the QKD, the security requirement isthe measurement using the measuring basis he previously
less than that of the direct secure communication where botfjsed to read out the information about Alice’s operations.
the capability of detecting Eve and the capability of not leak-The schematic demonstration is shown in Fig. 2.
ing secret information before detecting Eve are required. In  after transmitting a sufficiently large set of qubits, Bob
the QKD, only the capability to detect Eve is required be-qoes the analysis on the results which will be divided into
cause, once Eve is found, Alice and Bob can simply discarghree sequences. The first one is those Alice has chosen in the
the raw key. The detailed procedures for the bidirectionathecking mode and with the same measuring basis as Bob.

QKD protocol is as follows. _ This checking can find out whether the eavesdropper, Eve,
(1) The receiver, Bob, chooses randomly two conjugatqakes the quantum operation on the quantum signal if the
bases: the rectilinear basise., {|H)=|0),|V)=|1)}) and di-  |aser pulses contain only a single photon. However, if there

agonal basis [i.e., {juy=(1/12)(|0)+|1)),|d)=(1/v2)(|0)  are more than two photons in a pulse, Eve can use the PNS
-|1))}] to produce each faint laser pulse randomly in one ofattacks[16] in the transmission from Bob to Alice, and Eve’s
the states and sends the laser pulses to Alice. H€r@nd  PNS attack can evade this first check. The second part is
|V) denote the horizontal and vertical linear polarizations ofchosen by Bob randomly from the results for which Alice
photons, respectively. has chosen the encoding mode and has done the encoding

(2) Upon receiving the laser pulses, Alice decides to pickoperation. Bob publishes the results of this part, and by com-
up the coding mode or checking mode for each pulse. If shearison Alice and Bob can check if Eve is present in the
selects the checking mode, she performs the measurement trtansmission from Alice to Bob. The third part is the biggest
the quantum signal choosing randomly one of the two basegart of the results and Bob can use them as the key for later
and then tells Bob which photon she has sampled for meaencryption; of course, some post-processing has to be done if
surement and the information about the measuring basis arttlere are noises.
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The security of this QKD protocol depends on the two e= Pgsinzqs, (12

processes of eavesdropping checking. If the quantum signal
is perfect single photons, then the QKD communication 'WherePy is the probability that the quantum signal is in state

unconditionally secure which is the same as that for th .
L : : ). Let us suppose tha$)=|0) and|¢)=|1) are the eigenvec-
BB84 QKD protocol[17], because it is equivalent to Alice ors of o, (the condition that they are eigenstatesgiis the

and Bob doing the two BB84 QKD processes. Second, bet— ) . .
cause there are two eavesdropping checks, laser pulses come as it for checking eavesdropping

taining no more than two photons can be used securely. Even

though Eve can use the PNS attack during the transmission U~g[0)|0) =|0)|0) = (00, 13
from Bob to Alice, the second check will discover Eve.
There are several advantages to this protocol. First the intrin- _ : _
sic efficiency of this protocol is high as every photon is used Urel1)[0) = cos ¢[1)]0) + sin ¢|0)|1) = cos ¢|10)

for the valid key distribution except those chosen for the +sin ¢|01), (14
eavesdropping check. Moreover, it is not necessary for Alice

and Bob to exchange information about the measuring bases

1
for the photons. e= Esinzqs. (15)

IV. SECURITY ANALYSIS OF THE BIDIRECTIONAL

QKD PROTOCOL Bob prepares the photon in each state with equal probability;

the density matrix of the quantum signal for Eve is
A. Proof of the security with a perfect single-photon source

There are a lot of attack methods done by Eve. For steal-pP = E|H><H| + E|V)(V| + 1|u><u| + l|d)(d| = }|O><O| + }|1>
ing all the information that Alice encodes on the quantum 4 4 4 4 2 2
signal, Eve introduces the error rate in the results no more x(1]. (16)

than 25% which is the Iimita.tion done by intercep_t—resend
T e el Bt th couing cone by A, he quantu statescary 1
After the coding done by Alice with quantum operation useful mformatlo_n for Eve and Bob. _On the other hand,V\_nth-

U(b), Eve measures the partices one by one, and obtains tft PSS PARED 0 BERLG SR 8 ARG SO
LEZ”Q:J'I?S”c():fotrﬁglg;[gtly&]sehceki‘;]vglég\:gggfgp%?:g.e"or ate 1N hich is the same as the classical one-time-pad cryptosys-

Without loss of generality, we now work with the assump- tem. That is to say, she has to eavesdrop the quantum signals

. Lo running forth and back. The informatidg about the quan-
:Ifﬁn t'[rl]rit E\t/ﬁ o or?tlyn?e ?br:elt(i) n:ﬁke IngIVI?uaillnaltta}CES.tlrr;tum operations(or the code done by Aligethat Eve can

s time, the quamim signal 1S the perect SINGIe-photon, iy is |ess than the minimum number in the information
source. The optimal individual attack done by Eve can b

realized by a unitary operatid6,18—23 on the photon trav- from the quantum signal forth and back—sky, and ley
eling with a probe whose initial state [8)—i.e.,

IE = min(lEf,lEb). (17)
Urel§)(0) = |6)[0), (10)
reé) gl But the error rates introduced by her disturbance is more
. . than the maximal one afz; andeg, which are the error rates
U+e£)]0) = cos ¢|£)|0) + sin ¢|&)|1), (11) in the two checking eavesdropping processes, respectively:
where|¢) and |¢) are two eigenvectors of the two-level op- & = MmaxX(egr, egp) - (18)
erator[18,19, and ¢ € [0,7/4] characterizes the strength of
Eve’'s attack6]. les, lgp @andegs, egp, can be calculated similarly.
For Alice and Bobh, Eve's eavesdropping will introduce  After Eve’'s eavesdropping, the state of the system com-
the error rate posed of the photon and Eve’s probe can be described by
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L:o0s8 1
b= —[|0)0| +|1)(1]]. 25
o P = 51100] +]2)1]] (25
0.6 Suppose that Eve uses the same attack strgtbgyopti-
0.5 mal individual attack in the second eavesdropping as she
-y 5 does for the quantum signal traveling from Bob to Alice. A
’ - similar result can be obtained easily—i.e.,
0.3
021 4 L
014 lgp=1- 5[(1 + coge)log,(1 + code) + sirfe log,sirfe] =
/
0.0 T T . .
000 005 010 0I5 020 025
& — eepl0G2eEp — (1‘8_?)'092(1‘%), (26)

FIG. 3. The relation between information obtained by By,
and the error rate introduced by heg. where ¢ € [0,7/4], similar to ¢, used to characterize the
strength of the second attack done by E8¢ Ig, and egy

, 1 . have the same relation &s; and egs.
ps= §[|00><00| +coS $|10)(10] + sinf¢|01)(0] With a quantum channel whose noise does not contribute
to the error rate largely, the disturbance of Eve’s eavesdrop-
+cos ¢ sin ¢|10)(01] + cos ¢ sin ¢[01)(10]]. ping is detected easily. Moreover, Eve can get the informa-

(19)  tion less than the mutual information between Alice and Bob,
I(A:B), which is 1 bit for each photon.

Tracing out the photon from the systeph, we can get the In a word, this protocol is secure if there is no more than
density matrix of Eve’s probgg;. one photon in a pulse same as that in R&€]. The analysis
of the error rates will discover the action of Eve during the
Per= }<1 +cogp 0 ) (20) photons traveling from Bob to Alice or returning back. In
2 0 Sirf¢ fact, Alice and Bob use a maximally mixed-state traveling

The informationlg; about the quantum states of the uan—through the insecure quantum channel, which makes Eve
Ef q q leave a trick in the results if she monitors the channel.

tum signal prepared by Bob, which Eve can get, is equal to
the Von Neumann entropj20]

B. Security analysis with faint laser pulses with no more than

lgs= =-Tr(pgslo , 21
er = S(pg) (Pel0G20e+) (21 two photons
ie.,
For a faint laser pulse source, there is just no more than
1 one photon in a pulse in the most time and at this time it can
les=S(per) = - 2 Nilogo\;, (22) be considered as a perfect single-photon source. On the other
1=0 hand, there is a small probability that the pulse includes more

than one photon. As discussed above, whken0.05, the
probabilities P(n>1|n>0)~2.5x 1072 and P(n>2|n>0)
~8.3X 1074, respectively. As the probability of loss for each
1 photon in the quantum channel cannot be thought of as dif-
lgs=1-=[(1 + coge)logy(1 + coge) + sirfe log,sirf¢] = ferent, there are no more than 3% probability for Eve to
2 eavesdrop on the quantum communication with PNS attacks.
Moreover, the attacks on the pulse that includes only two
>- (23)  photons will leave a trick, which is different from the BB84
QKD protocol[10]. When there are more than two photons
The relation betweeiy; andeg; is shown in Fig. 3. Under- in a pulse, the probability that Eve attacks the communica-
going the first eavesdropping done by Eve, the state of th&éion successfully will increase. However, the probability of
photon traveling reads this taking place the instance is as small as the probability
that a pulse includes more than two photons is less thah 10
On the one hand, Eve cannot obtain the information about
the quantum operation done by Alice perfectly as she does
not know the base for each pulse because they do not publish
which is obtained by means of tracing out the probe of Eve’shem, and the number of photons in the same guantum states

where\; (i=0,1) are the eigenvalues ¢fz;, which arel,
=2(1+cod¢) and\,=3sirf¢. That is to say,

- sEflogstf - (1 - %)logz(l - %

ph= %[(1 + sirf)|0)(0] + cof | 1)(1]], (24)

from the system. which is unknown to Eve is limited, and she cannot copy
After codingU(0) andU(1) with equal probabilities, the them fully [11]. On the other hand, Alice and Bob can do
state becomes privacy amplification to eliminate the information leaked to
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classical channel

FIG. 4. Schematic demonstration of this QKD
protocol with eavesdropping using tloaioT op-

_______________________ sz - eration when there are no more than two photons
Bob D Alice in a pulse. PBS is a photon beam splitter.
H—s@ | D
delayer detector
~ _
~
Eve

Eve. So this protocol for the QKD with a faint laser pulse is After the cNOT gate, the state reads
secure.

Now, let us first discuss the case that there are two pho- |#')e,t = @84(00) + a50,[01) + b,a4[11) + b,b,[10) = a,|0)
tons in a pulse, which happens with not a negligible prob-
ability if « is not too small. In this case, PNS attagks] can X (,]0) + by|1)) + b,|1)(a|1) + by|0)).. (28)
be used by the means that Eve captures a photon from thghen the traveling quantum signal is encoded in the state
pulse composed of multiphotons when they travel from Boqc3):a3|0)+b3|1>, Eve intercepts it as the second control bit

to Alice, shown in Fig. 4. His action, of course, will increase 15 qo thecnoT operation on the target bit. Then the state of
the lossy rate of the quantum signal, but he can eavesdrop gRe system made up of three particles is

a fraction of the quantum signal and use a better quantum
channel to transmit the other quantum signal in order tq¢’>03czt:(a3|o)+b3|1)) ® [a,]0)(a4|0) + by|1)) + by|1)(ay|1)
make the loss of photons change nothing, which does not

violate the nature. After Alice’s coding, he intercepts the +by|0))] = a5/0)a,|0)(a,|0) + by|1)) + a5|0)b,| 1)
quantum signal to eavesdrop on the information about the

coding done by Alice. In this way, the goal of the attacks is X (2q|1) +b1|0)) + bg|1)2;]0)(24]0) + by [1))

to distinguish the quantum states of the two photons having + b3 1)b,|1)(ay|1) + by|0)). (29
different stories in the originally same pulse and not leave a ) )
trick in the results. Completing thecNOT operation, the state becomes

Eve cannot perform measurements of the quantum signa

returning from Alice to Bob simply as she does not know the ’W>C3°2t = 2/0)27/0(2y/0) + by[1)) + 2 O)bo| 1)(2y|1)

measuring bases and any measurement done by Eve will +,]0)) + bg|1)a,|0)(ay]1) + by|0)) + bs|1)b,|1)
introduce errors in the results similar to that in the BB84 B

QKD protocol [10] with a perfect single photon source. X (2|0} + by| 1)) = (a33,|0)[0) + b3y 1)[1))(a4|0)
Moreover, any eavesdropping on the traveling quantum sig- +by|1)) + (agh,|0)| 1) + bga,|1)|0))(ay|1) + by|0)).

nal can be considered as an unitary operation, which will (30)
leave a trick on the results and be detected when Alice and
Bob do the second eavesdropping check, the same as thHite results of theNoT operation is shown in Table I, which
with only one photon in a pulse discussed above. tells us that the eavesdropping done by Eve with dheT
As an example of the attack, let us assume that Eve usesperation cannot distinguish the difference between the
as control no{CNOT) operation(presented in Fig.)2to dis-  original and coding quantum signals because of the principle
tinguish the two photons having different stories in a pulseof superposition. Moreover, her action disturbs the quantum
As Eve cannot measure the quantum signal back from Alicesignal and will be detected in the second check.
this eavesdropping does not succeed. We give the reason asif there are more than two photons in a pulse, Eve, of
follows. course, can eavesdrop without introducing errors in the re-
Suppose the state that Eve inputsciwoT gate acting as  sults of the communication, shown in Fig. 5. But it is diffi-
target bit is|t)=a;|0)+b,|1), and the photoiithe first control  cult to distinguish the two states before and after the coding
bit) she captures with the photon beam split®BS is in  perfectly. Eve can measure them with a same basis choosing
the state|c,)=a,/0)+b,|1), where |aj|?+|b;?=1 and|ay/*  randomly and have not less than 75% probability to obtain
+|b,|?=1. The state of the joint system composed of the conthe information if she can capture one photon before and
trol bit and target bit can be written as a product state agfter the coding, respectively. With a low-loss quantum chan-
follows: nel, the fraction of the quantum signal that can be eaves-
- - dropped is smaller; otherwise, the action will make the rate
ez = (@210) +bol1)) @ (24/0) + by 1)) = 8,2,/ 00) + 30,(01) of lossy photons increase largely. As the probability that
+b,a4|10) + byb,|11). (27)  there are more than two photons in a pulse is very small and
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TABLE I. The results of thecNoT operations.iys (original) and ¢ (coding are the states originally
prepared by Bob and those after the coding done by Alice, respectively.

Coding operation ¢ (coding i (original) Yoyt
| 1D 1) |1)[1)(a|0)+by[1))
U |0) 1) |0)[1)(ay|1)+b;[0))
! |0) |0) |0)[0)(a4|0)+b;[1))
U -1 |0) —[1)[0)(ay|1)+b4|0))
I

142(000+]1)  102(00+[1)  2(0)|0)+|1)]1))(ay]0) +by| 1))+ 5(|0)1)
- - +[1)[0)) (ay] 1) +b4|0))

U 1N2(0)-[1)  1/42(0)+]1)  1(|0)[0)-|1)]1))(ay|0)+by 1))+ 2(0)] 1)
- —[1)[0))(ay] 1) +b4|0))

| 142(00-11)  142(00-[1)  3(0)|0)+|1)]1))(ag]0) +by| 1) - 2(|0)[1)
N _ +]1)[0))(ay|1) +b4|0))

u —162(00+[1)  142(00-]1)  3(-[0)]0)+|1)]1))(ay]0)+by| 1))+ 5(|0)[1)
~[1)[0))(ay] 1) +b4|0))

Eve cannot obtain the information perfectly, even she carlum signal travel twice distance between them and exploit
steal two photons from a pulse. Moreover, Alice and Bob carthe quantum operation to code the signal. That is, the re-
eliminate the information leaked to Eve with the process ofceiver, Bob, prepares the quantum signal, randomly choosing
privacy amplification. In this way, the protocol is secure forthe two bases, and sends it to the sender, Alice, and she
the QKD with faint laser pulses. selects the checking mode or coding mode to operate the
guantum signal. If Alice chooses the coding mode, she per-
forms the two unitary operations on the signal with equal
probability and then sends it back to Bob. Otherwise, she
The BB84 QKD protocol is not unconditionally secure measures it choosing randomly the two bases and tells Bob
with faint laser pulses, especially in a high-loss quantungll the information about the measurement. After twice
channel, as Eve can eavesdrop on the communication usiriiecking eavesdropping, they can determine whether there is
PNS attack$16]. In essence, the demerit comes mainly from@n eavesdropper in the line for almost all of the instances.
the process that Alice and Bob must publish their measuring With @ perfect single-photon source, its security is same
bases for the quantum signal. If they do not need to an@S theé BB84 QKD protocol10] which is proved uncondi-
nounce it, the security of QKD protocol will increase largely, ionally secure[17]. The advantage of this protocol is that
We present a QKD protocol without announcing the in_each photon can carry one qubit of information and none of

formation about the measuring bases. It can be done by th%hotons are discarded. Moreover, it is not necessary for Alice

means that the two parties of communication make the quargggeg(;grt%:);]ﬁggg the information about the measuring

If the quantum signal is the faint laser pulses with small
FBS mean photon numbey, this protocol is secure with the pro-
Nd > % cess of privacy amplification. Moreover, Eve cannot obtain a
i perfect result even though there are more than two photons
in the pulse as the measuring bases are not published.

e iy ﬂ ------------ ‘i@ This protocol is not only suitable for the case with two

V. DISCUSSION AND CONCLUSION

bases, but also for cases with nonorthogonal states, such as

—D three bases or two nonorthogonal states similar to the six-
D state protoco[23] and Bennett 1992 protoc§R4], respec-
tively.
A cL @ 4 n
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