
Secure direct communication with a quantum one-time pad

Fu-Guo Deng1,2 and Gui Lu Long1,2,3,4

1Department of Physics, Tsinghua University, Beijing 100084, China
2Key Laboratory For Quantum Information and Measurements, Beijing 100084, China

3Center for Atomic and Molecular NanoSciences, Tsinghua University, Beijing 100084, China
4Center For Quantum Information, Tsinghua University, Beijing 100084, China

(Received 31 October 2003; published 17 May 2004)

Quantum secure direct communication is the direct communication of secret messages without first produc-
ing a shared secret key. It may be used in some urgent circumstances. Here we propose a quantum secure direct
communication protocol using single photons. The protocol uses batches of single photons prepared randomly
in one of four different states. These single photons serve as a one-time pad which is used directly to encode
the secret messages in one communication process. We also show that it is unconditionally secure. The
protocol is feasible with present-day technique.
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Quantum key distribution(QKD) provides a novel way
for two legitimate parties to establish a common secret key
over a long distance. Its ultimate advantage is its uncondi-
tional security, the feat in cryptography. Combining with the
one-time pad scheme in which the private key is as long as
the messages, secret messages can be communicated safely
from one place to another place. QKD has progressed
quickly [1] since Bennett and Brassard designed the original
QKD protocol (BB84) [2].

Recently, a novel concept, quantum secure direct commu-
nication(QSDC) was proposed and pursued[3–6]. Different
from QKD whose object is to establish a common random
key between the two remote parties of communication,
QSDC is to transmit the secret message directly without first
creating a key to encrypt them. In 2002, Beigeet al. pre-
sented a QSDC scheme based on single-photon two-qubit
states[3]. In this scheme the message can be read after a
transmission of an additional classical information for each
qubit, which is similar to a QKD scheme as each bit of key
can represent one bit of secret message with an additional
classical information, i.e., retaining or flipping the bit value
in the key according to the secret message. Boström and
Felbinger put forward a ping-pong QSDC scheme[4] using
Einstein-Podolsky-Rosen(EPR) pairs [7] as quantum infor-
mation carriers. It is secure for key distribution, but is only
quasisecure for direct secret communication if perfect quan-
tum channel is used. However it is insecure even for QKD if
it is operated in a noisy quantum channel, as shown by
Wójcik [8]. The ping-pong protocol can be modified for se-
cure QKD by taking into account the procedures proposed by
Wójcik [8]. Cai found that the ping-pong scheme can be
attacked without eavesdropping[9]. Meanwhile, we pro-
posed a two-step secure QSDC protocol with EPR pairs
transmitted in block[5] by modifying a QKD protocol based
on EPR pairs[10]. In Ref. [6], Cai modifies the ping-pong
scheme by replacing the entangled photons with single pho-
tons in mixed state. However it is unsafe in a noisy channel,
and is vulnerable to the opaque attack[11].

QSDC may be important in some applications. For in-
stance when the transmission time is urgent, or the transmis-
sion may be subject to the danger of destruction. Further-

more, as the technologies for quantum information improves,
the efficiency of quantum transmissions may be greatly in-
creased compared to the low rate transition in present-day
laboratories, then secure direct quantum communication may
well become highly demanded and become an elegant means
for secret communication.

In this paper, we propose a QSDC scheme that uses single
photons in batches. The states of the single photons them-
selves serve as a one-time pad, and they are encoded with the
secret message by two different unitary operations. The
scheme may be viewed as a modification of the well-known
BB84 QKD scheme. Comparing with protocols using EPR
pairs, this scheme is practical and well within the present-
day technology. All in all, it inherits the unconditional secu-
rity merit of the BB84 QKD scheme, and renders it an at-
tractive choice in practical applications. Here we first present
our QSDC protocol, then we analyze its security by reducing
it to the BB84 QKD protocol.

The security of QKD is the capability of the users to
detect eavesdropping. If no eavesdropping is detected or the
eavesdropping is negligible, the transmissions are retained,
and after some treatment, a sequence of secret key is pro-
duced. Otherwise the transmissions are abandoned. However
the requirement for secure direct quantum communication is
even higher. In addition to the ability to detect eavesdrop-
ping, the users must ensure that the secret messages encoded
do not leak to eavesdropper before she is detected. For in-
stance in a noiseless channel, the ping-pong protocol is se-
cure for quantum key distribution, but is insecure for direct
communication as it does not satisfy the second requirement
and some message has already leaked to Eve, the eavesdrop-
per, before she is detected.

Here we first describe the details of our quantum-one-time
pad QSDC scheme. Suppose Alice wants to transform a se-
cret message to Bob. Similar to the BB84 QKD protocol[2],
Alice and Bob use two measuring bases(MB), namely, the
rectilinear basis, i.e.,{uHl= u0l, uVl= u1l} and the diagonal
basis, i.e.,{uul= 1/Î2su0l+ u1ld, udl= 1/Î2su0l− u1ld} where
uHl anduVl are the horizontal and vertical polarization states,
respectively. As in the BB84 QKD protocol, theu0l and uul
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states represent the binary value 0, and theu1l and udl states
represent binary value 1. For simplicity we call them the
plus-measuring basis(plus-MB) and the cross-measuring ba-
sis (cross-MB), respectively. We assume ideal noiseless
channel first. The case with a noisy channel will be discussed
later. The quantum-one-time pad QSDC protocol contains
two phases.

(1) The secure doves sending phase. Bob prepares a
batch of polarized single photons and sends the photons to
Alice. Each photon is randomly in one of the four polariza-
tion states:uHl, uVl, uul andudl. We call this batch of photons
at this stage, theA-batch photon as it goes toward Alice.
After receiving the batch of photons, Alice and Bob check
eavesdropping by the following procedure. Alice selects ran-
domly a sufficiently large subset of photons from theA
batch, which we call theS batch, and she measures each of
them using one of the two measuring bases randomly. Alice
tells Bob the positions, and the measuring basis and the re-
sult of the measurement for each of the sampled photons in
the S batch. With this knowledge, Bob can determine,
through the error rate, whether there is any eavesdropping.
The photons leftover in theA batch after the eavesdropping
are called theB batch. Apparently, theB batch is the differ-
ence set of theA batch and theS batch:B=A−S. If the error
rate is high, Bob concludes that the channel is not secure,
and the communication is halted. Otherwise, Alice and Bob
continue to the next phase. This is just like that Bob sends a
batch of doves to Alice for carrying the message back. This
is similar toping in the ping-pong protocol, but instead of a
single ping, our protocol uses a batch ofpings. In addition to
operating in batches, another major difference between our
protocol and the Cai protocol[6] is that we use four states,
but only theuHl and uul states are used in Cai’s protocol at
this phase, and this makes the Cai protocol insecure under an
opaque attack[11].

(2) The message coding and doves returning phase. After
the security of theB batch is completed, Alice encodes each
of the photons in theB batch with one of the two unitary
operations,I = u0lk0u+ u1lk1u, and U= isy= u0lk1u− u1lk0u, re-
spectively, according to the secret message. If the secret mes-
sage is 0, then operationI is performed, and if it is a 1 theisy
operation is performed, the same as that in Ref.[6]. The nice
feature of theU operation is that it flips the state in both
measuring bases,

Uu0l = − u1l, Uu1l = u0l, s1d

Uuul = udl, Uudl = − uul. s2d

After encoding the photons in theB batch, Alice returns
them to Bob. As theA batch is prepared by Bob, Bob knows
the measuring basis, and the original state of each photon in
the B batch. He uses the same measuring basis when he
prepared the photon to measure the photon, and reads out the
secret messages directly. To guarantee the security of the
whole communication process, it is necessary for Alice to
use randomly some of theB-batch photons as checking in-
stances. She will announce publicly the positions and the
coded bit values of these checking photons after the trans-

mission of a batch is completed. This measure gives Alice
and Bob an estimate whether there is an Eve in the line to
intercept their communication. But Eve can only interrupt
their transmission in this phase and could not get any useful
information about the secret message since Eve cannot get
any useful information during theB-batch transmission, in
the same way as in the two-step protocol[5].

We now discuss the unconditional security of this
quantum-one-time pad QSDC scheme. First we notice that
the encoding of secret messages in the second phase(doves
returning phase) is identical to the process in a one-time pad
encryption where the text is encrypted with a random key as
the state of the photon in theB batch is completely random.
In a one-time pad encryption, it is completely safe and no
secret messages can be leaked even if the cipher text is in-
tercepted by the eavesdropper. Here the quantum-one-time
pad QSDC protocol is even more secure than the classical
one-time pad in the sense that an eavesdropper cannot even
intercept the whole cipher text as the photons’ measuring
basis is chosen randomly. Thus the security of this QSDC
protocol depends entirely on the first step when Bob sends
the A batch to Alice.

The process for ensuring a secureA batch of photons is
similar to that in BB84 QKD protocol. The difference be-
tween this protocol and BB84 QKD is that theB-batch pho-
tons are stored, whereas all the photons are measured one by
one in the BB84 QKD scheme. The security of BB84 QKD
is assured by means that Alice and Bob choose randomly
sufficient instances for checking eavesdropping. The process
of the QSDC scheme before Alice encodes her message us-
ing the unitary operation is in fact identical to the BB84
QKD process. The BB84 QKD has been proven uncondition-
ally secure by several groups[12]. The BB84 QKD protocol
is secure even when the channel is noisy. In this way, the
process for establishing a secure quantum channel in this
QSDC scheme is proven unconditionally secure by this ob-
servation.

The Holevo bound states that the mutual information be-
tween Bob and Eve satisfies[13]

HsB:Ed ø Ssrd − o
x

PxSsrxd, s3d

wherer=oxPxrx andrx is a quantum state prepared by Bob
with probabilityPx, and is the Von Neumann entropy of state
ri f13g. If Bob prepares the four states,uHl, uVl, uul, and udl
symmetrically, then the binary entropy of states prepared by
Bob is HsBd=ox−Px log2 Px=2. Thus we have

HsB:Ed ø Ssrd − o
x

PxSsrxd , HsBd. s4d

That is to say, Alice and Bob can share a sequence of quan-
tum states securelyf13g.

The essential difference between this protocol and the
ping-pong protocol[4] and its variant[6] is that the security
of the quantum channel is analyzed first in a batch after batch
manner and the encoding of the message is done only after
the confirmation of the security of the quantum channel,
while in the ping-pong protocols the security check and the
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encoding of messages are done concurrently. Since the secu-
rity of the channel is insured first in this quantum one-time
pad protocol, Eve can get nothing even though she monitors
the rest of the process of communication. Another major dif-
ference between our protocol and the Cai protocol is the
different sets of states in the doves sending phase. The asym-
metry of theu0l and u1l components in Cai’s protocol makes
it insecure under the opaque attack.

In the implementation of this quantum-one-time pad
QSDC protocol, single photon source and the technique for
storing quantum states are required. These techniques are
principally available, for instance, the single photon source
[14], information storage through electromagnetic induced
transparency[15]. Of course, they still need further improve-
ment for perfection for realistic applications. At present, this
protocol can be implemented with existing techniques. The
storage of photons can be done by optical delays in a fibre as
has been proposed in Ref.[5], shown in Fig. 1. In practice,
there are also losses in the transmission lines, error correct-
ing techniques are necessary. There have already been quite a
few good correcting codes, for instance, in Refs.[16–18]. In
fact, many of the state of art experimental QKD setups use
the Faraday mirrors where the photons are sent to one party
and then returned back to the sender. It is quite possible that
these setups may be adapted to realize this QSDC protocol.

Before we conclude, it is worthwhile to inspect the basic
requirements for quantum secure direct communication.
First, eavesdropping check before the message being en-
coded must be performed first. This is necessary for secure
communication. Secondly, since eavesdropping can only be
performed through sampling, it is necessary to perform the

communications in a batch after batch manner. A batch of
single photons is transmitted first from one place to another
place. Its security is assured by sampling a sufficiently large
subset of instances from the batch. Then this secured batch is
used to encode the secret message and transmitted to the
other location.

Finally, it is seen here that quantum secure direct commu-
nication does not necessarily need EPR pairs as the informa-
tion carrier, therefore quantum entanglement and nonlocality
are not the necessary requirements for QSDC.
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