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Quantum cryptography using pulsed homodyne detection
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We report an experimental quantum key distribution that utilizes pulsed homodyne detection, instead of
photon counting, to detect weak pulses of coherent light. Although our scheme inherently has a finite error rate,
homodyne detection allows high-efficiency detection and quantum state measurement of the transmitted light
using only conventional devices at room temperature. Our prototype system works atri.6%@velength and
the quantum channel is a 1-km standard optical fiber. The probability distribution of the measured electric-field
amplitude has a Gaussian shape. The effect of experimental imperfections such as optical loss and detector
noise can be parametrized by the variance and the mean value of the Gaussian distribution.
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[. INTRODUCTION the experimental setup. In Sec. V, experimental results are
presented.

The standard quantum key distributig@KD) scheme
uses photon counting as a means to detect weak light pulses
[1]. The security of practical implementations of the photon
counting scheme is limited by imperfections in the experi- Homodyne detectioisometimes called quadrature phase
ments, such as multiphoton part of the signal, channel losseBpmodyne measuremeénis a well-established quantitative
low detection efficiency, and dark counts of the detectormethod for measuring the quadrature-amplitude operator of
Brassardet al. provided a necessary condition for securethe radiation field7,8]. It has been developed as a means of
QKD taking into account these imperfectiot&]_ Recenﬂy detecting reduced quadrature-amplitude fluctuations
Inamori et al. presented a proof of unconditional security of (Squeezed states of ligh{i9]. In this method, a weak signal
the practical QKD protocol against a cheater with unlimitedf'e|fj interferes Wlt_h a strong local pscnla.t(.irO) on a beam
computational powef3]. splitter, and the dlffe_renc_e of the intensities of the two out-

There are two currently available methods for detecting?UtS of the beam splitter is measured. When the LO is much

weak light. One is the photon counting method, and the otheptronger than the signal, the output of the homodyne detector
is homodyne detection. One technical limitation of the pho-IS proportional to the quadrature-amplitude operator of the

ton counting method is that at present there exists no effi§|gnal field[8]. This is a very efficient method for measuring

cient photon counter for infrared light, especially for the quadrature amplitude of the signal, although no informa-

155 h tical | . tical fiber is mini tion on the conjugate quadrature is obtained.
-0 uM Where oplical 1oss In-an optical ber IS minimum. - -, 1993, Smitheyet al. demonstrated the determination of

State-of-the-art experiments used a specially designeg,o \yigner distribution and the density matrix of a light field
photon-counting system made up of cooled avalanche phgsy measuring not only the variances but also the distributions
todiode operated in a gated Geiger m¢de In this opera-  of the quadrature amplitude of the fie[d0]. They used
tion mode, it is impossible to resolve the photon number an(bulsed homodyne detection and the so-called optical homo-
there is a trade-off between the detection efficiency and th@iyne tomographyOHT) method in which the inverse Radon
dark-count probability. For example, a quantum efficiency ofransform of the distributions was calculated. Pulsed homo-
11% for 1.55um with a dark-count probability of ¥10~"  dyne detection differs from the usually used method of using
per pulse is reportefb]. radio frequency spectral analysis of the current to study noise
In this paper, we propose using pulsed homodyne detect high frequencies: in the pulsed homodyne detection, pho-
tion for implementing the Bennett-Brassard 19@8B84)  toelectrons generated by each pulse are separately amplified
protocol with phase coding6]. As we will explain, the by a low-noise charge-sensitive amplifier, so a single mea-
above limitations associated with photon counting can b&urement on the quadrature amplitude of the signal pulse is
resolved by using homodyne detection. In order to demonperformed for each pulse. A measurement of the density ma-
strate the experimental feasibility of our scheme, we haverix provides all knowable information allowed by quantum
performed QKD by sending light pulses at 1.a5n wave-  mechanics. Of course, it is impossible to measure the density
length through an optical fiber of 1 km length. matrix of asingle quantum system; we need the ensembles
The paper is organized as follows. In Sec. Il, we firstof the same quantum state. Such ensembles can be prepared
review the essential features of homodyne detection. We thelny randomly switching the QKD and OHT procedures at the
explain our implementation of QKD. In Sec. Ill, we discuss cost of a lowered QKD transmission rate. However, even
the security aspects of the protocol. In Sec. IV, we presendithout the OHT, distributions of the quadrature amplitude
for some phases are obtained in the QKD procedure, thus
limiting the range of allowable eavesdropping strategies.
*Electronic address: takuya.hirano@gakushuin.ac.jp Note that if a QKD protocol uses a phase coding relative

Il. HOMODYNE DETECTION AND PROTOCOL
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FIG. 1. Theoretical probability distributions of the quadrature
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same, so it is impossible to differentiate them; in this case,
Bob selected the wrong basis. It is, however, possible to
differentiatep=0° from ¢=180°. To do this, Bob sets up
two threshold valuesK, and X_ where X_<X_ . In the
following, we setX_=—X, . If the measured quadrature
amplitude X4 is larger thanX, (in this case, we say that
Bob’s result is plus side Bob judges thaip=0°. If X, is
smaller thanX _ (Bob’s result is minus sideBob judges that
¢=180°. Finally, ifX, is betweerX_ andX, (Bob gets an
inconclusive resulf Bob abandons the judgment. Note that
becauseP(X,) overlapsP(X;g0, Bob’s judgment is not al-
ways true and there exists intrinsic error probability. This
intrinsic bit error rateg;,; is the probability that is actually
180° even when Bob's result is plus side,¢o+=0° for Bob’s

amplitude for total phase shifts are 0°, 90°, 180°, and 270°. Théninus-side result. The larger the, , the smaller thee;,,,

signal photon number is 1 photon/pulse.

to bright light as proposed in Refgl1,12, Eve as well as

Bob can perform homodyne detection, although such poss
bilities have seldom been discussed so far. Also from thi?he n

viewpoint, it is important to investigate QKD using homo-
dyne detection. Recently, several authors have present

guantum cryptography using homodyne detection. Thes f]

proposals use Einstein-Podolsky-Rosen—type correlation
squeezed stat¢43], or coherent states whose phase and a
plitude are modulated with Gaussian random nunilidi.

Our scheme uses only coherent states with four kinds

We will now explain our implementation of QKD in more
detail. The protocol is basically an interferometric QKD us-
ing four nonorthogonal staté4+2 protoco) [12] except for

the detection method. Laser pulses are split by an unsyme, .
metrical beam splitter into two arms of a Mach-Zehnder in-

terferometer. Pulses in one arm, which we will call the LO
contain many photongtypically, 16 photon/pulsg and

pulses in the other arm, which we will call the signal, contain

photons at quantum levéless than 1 photon/pulseAlice
applies a randong,=0°, 90°, 180°, and 270° phase shift
to the signal; Bob, a randorig=0°, 90° phase shift to the
LO. Bob then performs balanced homodyne detection. To p
it concretely, Bob combines the signal field with the LO field
by a 50-50 beam splitter. Two photodiod€&Ds are used to
monitor the intensities from two output ports. Finally, the

but at the same time the probabiliy;,. that Bob gets incon-
clusive results becomes larger. We define postselection effi-
ciencypq as the probability that Bob gets plus- or minus-side
results Og=1-pinc). A remarkable feature of our imple-
Fhentation of QKD is that botle;,; and py are functions of

sig and X, . The values ofe;,; and py can be easily
calculated by using the error function. For example, when
ig=1 and X, =X_=0, €,;=0.023 andpg=1. If we
€hooseX, =—X_=0.5, e, is greatly reduced to 0.0016,

Wnite pq=0.84 changes a little. Wheng;;=0.1 andX, =
M_x_ =1, €int=0.047 andpy=0.090. In order to compare

e performance of our scheme to that of the photon-

. . o ' 0ihounting scheme, we may define “effective” quantum effi-
phase modulation so that experimental realization is easier.

ciency 74=pq/Nsig- In the last case, thereforey;=0.90.
These values demonstrate the excellent performance of ho-
modyne detection.

After an appropriate nhumber of pulses have been trans-
red, Bob tells Alice which phase shift he applied for each
pulse. Alice, then, tells Bob which phase shifts were correct.

'The correctly measured data are interpreted as a binary se-

guence according to the coding schemgg € 0° or 90°)=1
and ($ppo=180° or 270°F0 for Alice, and (plus-side
resuly=1 and(minus-side result=0 for Bob. Finally, Alice
and Bob perform error correction and privacy amplification

LRrocedures.

Ill. SAFETY

In this paper we mainly address the difference of our sys-

tvlvo PD outputs are subt(;acted, dand thehdifferelnceh of ph(r)]t,ot'em from the photon-counting system in terms of security
electronsN,, is measured. We denote the total phase shiff,5is. Because Alice announces the basis of all pulses

between the signal and the LO lgy= pp— dg -

The normalized quadrature amplitude of the signal is ob
tained byX,=N4/2n o, where the quadrature amplitude
is defined byX = (asig+al;y)/2, andagq is the annihilation
operator of the signal. For each pulsg, takes a random

after the quantum transmission, Bob can graph two probabil-

ity distributions: one is for pulses for which he selected the
correct basis ¢=0° or 180°), the other is for pulses for

which he selected the wrong basig£90° or 270°). We

may classify Eve’s strategies into two categories; strategies

value due to quantum fluctuations. Theoretically, the probin the first categorglo change these probability distributions,

ability distributionP(X,) is given by integrating the Wigner
distribution over the conjugate variab¥, , go- [15]. When
the signal is in a coherent stat(X,) is given by a Gauss-

and strategies in the second categdoynot
The intercept-resend eavesdropping strategy, in which
Eve intercepts selected light pulses, measures them, and then

ian function with a standard deviation of 1/2. Figure 1 showsresends an appropriate state to Bob, belongs to the first cat-
P(Xy) for ¢=0°, 90°, 180°, and 270° when the averageegory. For Eve’s intercept-resend eavesdropping not to
signal photon number is 1. The probability distribution for change the distributions, Eve must determine Alice’s phase
¢=90°, P(Xqp), and that for¢p=270°, P(X,;9, are the shift with high accuracy. This is because if Eve’s resend state
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is different from Alice’s original state, Bob’s probability dis- ATT

A X L PM1
tribution for the correct and/or wrong basis varies in general. —J BN
For example, if Eve resends the vacuum s{atnds noth- ZT A
ing) to Bob, Bob’s probability distribution for the correct POL A/2 N K ATT Jl\
basis becomes a mixture of Gaussians not only centered ¢ —] I v \ =
+ \ngjq but also centered at 0. It is clear, however, that if PBS PBS
Nsig is sufficiently small, the nonorthogonality between the fiber
four states becomes significant, thus, Eve cannot differentiatt
the four states with high accuracy. The change in the prob- 7]'7 P,%S| )“|£|2 PBSA,, PBS 32 ;“ﬁd'
ability distributions for some of Eve’s strategies is explicitly Ki—l U4 o
calculated in Ref[16]. Nonlinear optical processes, such as @ "
amplification or parametric processes, generally change thi PD A % Hy
guantum state of light, sophisticated eavesdropping strategie I Trigger

should also fall into the first category. The resolution of mea-

suring the quadrature-amplitude distribution becomes higher . 2. Experimental setup. We used a four-state protocol in

as the number of pulses increases. Thus, eavesdropping strahich keys are encoded in the phase difference between two pulses:

egies belonging to the first category are in principle detect{0°,180°) or (90°,270°). In the transmission fib@r km length,

able without announcing the bit values of test pulses. two pulses have mutually orthogonal polarization and are delayed
The beam splitting attack is the most obvious strategy thaley 500 psec. The light source is a 1.a%-wavelength semicon-

belongs to the second category. If there is an optical loss ifluctor diode laser.

the communication channéthis is always true for long-

distance transmissign Eve can, in principle, replace the

original channel with a more transparent one, and then put a |n order to demonstrate the feasibility of our scheme, we
beam splitter on the channel. This beam-splitting attack doegave performed a prototype QKD experiment. The experi-
not change the state of the transmitted light, so Bob cannaghental setup is shown in Fig. 2. In this prototype experiment,
detect the presence of Eve. Moreover, because Eve can staye do not use fiber-optical components except for the fiber
closer to Alice than Bob, the signal intensity at Eve’s portand the fiber couplers.

may be higher than the one at Bob’s port. The question is The light source is a 1.5pim-wavelength pulsed diode
whether it is possible to generate secure keys when thiaser (PicoQuant PDL-80D that generates
signal-to-noise ratio of a cheater is better than the legitimate-0.4-nsec-duration pulses when the output pulse energy is
receiver. To answer this question, we have calculated th&0 pJ(pulse duration is~0.1-ns for the output pulse energy
collision probability and the secure key creation rate wherof 2 pJ). The measured coherence length of the laser pulse
Eve performs balanced homodyne detectjd6]. For ex- after traversing 1-km optical fiber was 0.07 mm. The laser
ample, when there are 6-dB losses in the syst&we’s pulses can be triggered through an external trigger input or
signal-to-noise ratio is three times better than the recgiveran internal clock whose repetition rate is 80 MHz. In the
the creation rate is 810 2 for nsig=1 where optimal QKD experiment a digital output of a PC is connected to the
threshold value isX.=1.0. Thus the answer to the above external trigger input. In the typical setup, the average output
question is affirmative. The reason for this is as follows:pulse energy in the external trigger mode is measured to be
First, due to quantum fluctuations entering from the dark portl.33 times larger than that in the internal trigger mode. Using
of the beam splitter, Eve’s measurement result is uncorrethis ratio(external-to-internal ratip we can easily determine
lated with Bob’s. The situation is analogous to the Yuen-Kimthe pulse energy in the external mode from a measurement of
protocol where the existence of independent noise for Evéhe average power in the internal mode.

and Bob is assumefll7]. In our protocol the uncertainty After traversing a glan laser linear polarizer, the laser out-
relation of quantum mechanics assures the existence indeut is split by a half-wave plate/2 and a polarizing beam
pendent noise. Second, the bit error rate of the legitimatsplitter (PBS into the signal and LO pulse. An electro-
receiver can be decreased to an arbitrary small value by raisptical phase modulataiPM1, NewFocus model 4004s

ing the thresholdthe postselection efficiencpy also de- used to modulate the phase of the signal puldéce’s
creasep That is, Bob can choose pulses for which he occamodulatoy. Then the signal pulse is attenuated to a single-
sionally obtained large quadrature values. Because of thghoton level by using two variable attenuators. A piezoelec-
independence of the noise, Eve’s error rate for pulses thdtic transducer is used to adjust the offset of the interferom-
Bob chooses remains unchanged. Only the legitimate rester. We use time and polarization division to separate the
ceiver can choose his useful pulses. This asymmetry betweesignal and the LO in a transmission fijdQ]. The length of

the legitimate receiver and a cheater gives the legitimate rghe fiber was 1 km, and two pulses were delayed by 0.5 nsec.
ceiver a great advantage. Recently, Silberhetral. also A quarter-wave plata./4 and a half-wave plate are used to
show that secure QKD is possible even when Eve’s signaleontrol the polarization of the signal and the LO after they
to-noise ratio is better than Bob if an appropriate postselectraverse the fiber. A portion of the LO pulse is split by a
tion mechanism is employdd8]. Detailed security analysis partial mirror (HM) and used to trigger Bob’s analog-to-
in general situations is the subject of future investigation. digital (A/D) converter. PM2 is a homemade electro-optical

IV. EXPERIMENTAL APPARATUS AND METHOD
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modulator whose aperture size ix3 mn? (Bob’s modula- ., 5x10°+
tor). The signal and the LO overlap each other in time on the @ X experiment .
second PBS. A careful alignment is needed to spatially over-EL
lap these beams. The fringe visibility=0.93 was realized
in the experiment. Their polarizations are then rotated by 45°
so they interfere on the third PBS. Typical phase drift of our £  3x10°1
interferometer was about/25 in 200 sec.

The homodyne detector consists of two In-Ga-As PDs.
(Kyoto semiconductor KPDE020-56a charge-sensitive am-
plifier (Amptek A250 using 2SK152 and shape amplifiers
(Amptek A275. These electronics are installed inside a cop-
per box and battery powered in order to reduce electric noise5 3
The external feedback resistor and external feedback capac 0 ———— 7 T T 71—
tor of A250 are 11 M) and 1 pF, respectively. The detector 0.0 20x10° 4.0x10° 6.0x10° 80x10° 1.0x10’
output is recorded by the A/D board installed in a PC. LO power [electrons/pulse]

The quantum efficiencies of the PDs were measured to be o ) )
0.80+0.02 and 0.840.02 using a power metgiNewport FI_G. 3. The standard deviation of the dlffgrenc_e S|gna_1l as a

. . . function of the LO power. The dashed line is a fit by

818-IR) and a picoammetgiKeithley 485. The gain of the VA T Bree with B=7 5% 10-°
amplifier (A250+A275) was calibrated by injecting the (ANamg ™+ N0t Ao with S=7. '
external-mode laser pulse and measuring the output voltage

using the A/D board. The number of photoelectrons gener.—or maximum transmission. Finally, the average power of the

ated by the laser pulse was determined by measuring th|gternal-mode signal was measured with the power meter.
average power of the laser in the internal mode and using the
external-to-internal ratio and the quantum efficiency. Note V. EXPERIMENTAL RESULTS AND DISCUSSION
that, in this procedure, the calibration of photoelectron num- _ i
ber relies on the picoammeter. The measured gain was 29.5 1he noise performance of the homodyne detector is
+0.2 V/pC. shown in F|g. 3. In thls_ figure the standard_dewanon of the
In this prototype experiment, the key distribution was per-difference signal 4n) is shown as a function of the LO
formed using a software running on a standard PC. In th@OWerno. The input signal was in the vacuum state
software Alice’s phase shifts were determined by pseudorariDPUt and the two photodiode’s currents were balanced. The
dom numbers, then the corresponding voltage values wenertical axis was call_brated by using the gain of the amplifier.
stored in an array variable for a certain number of pulses! he overall electronic detection noige,y,, was 390 elec-
Bob’s bases were also determined by pseudorandom nunfoNs rms. As the .LO power increases, th.e q#fgrence noise
bers and the corresponding voltage values were stored ifeviates from the ideal square-root behavmlid line) due
another array variable. For each pulse, Alice and Bob’s phas‘@ classical noises. The experimental data fit well with the
modulation were set through D/A ports, a laser pulse wag€duation, An=\(An,n)?+n o+pnio, Wwhere B=7.5
triggered through the digital output, and then the output ofx 10 8. Excess noise ratidn/\/n_ takes the minimum of
the homodyne detector was recorded through A/D port. Thé.1 forn o=1.5X 108
repetition rate of the laser was K40 pulses/sec. The Figure 4 shows the measured quadrature-amplitude distri-
maximum repetition rate was mainly limited by the responsebution for ¢=0°, 90°, 180°, and 270°. There was a total of
time of the D/A board. The phase offset of the interferometerl.5X 10° pulses. The horizontal axis represents the normal-
was adjusted by the following procedure. First, Alice sentized quadrature amplitude and the bin width is>21® 2.
2x10° pulses and announced all her phase modulations. Bobhe average photon number of the signal at the input end of
measured the quadrature distributions, and calculated the fiber (n'sr}g) was set to be 1.0 photon/pulse. The number
mean values of the quadrature amplitudes for four kinds obf photoelectrons was adjusted to be XBF electrons/
phase shifts. If the phase offset was correct, Alice sent 2Qulse fi, o=1.5<10°%). The total of 1.5 10° data consists
X 10% or 30x 10° pulses for the key distribution. After this, of 30 sets of 26 10° data and thirty sets of 3010° data.
Alice again sent X 10° pulses in order to check the phase  The most significant result from Fig. 4 is that the distri-
offset. butions are well fitted with Gaussian functions. This means
In order to adjust the photon number of the signal at thethat even if there exists some imperfections in the experi-
input end of the fiberr('sr}g), we first calculated the desired ment, the probability distribution of the quadrature amplitude
photon number just after the output fiber coupler using theobserved by Bob is Gaussian in the absence of the eaves-
loss of the optical fiber (10°°%=0.93) and the transmittance dropper. The effect of imperfections such as channel losses
of the fiber-coupling len$0.97, Newport F-L40B and then  and detector noise appears in two points. One is the decrease
we calculated the desired average power of the signal in thef the mean value of the distribution feb=0° and 180°,
internal mode using the external-to-internal ratio. Next, byand the other is the increase of the standard deviations of the
using the transmittance of the attenuators, we calculated thaistributions.
desired average power when the attenuators were adjusted The mean values and the standard deviations of the dis-

4x10°

| [electrons

igna

2x10°

1x10°

fference si
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TABLE Il. The first ten pulsesX,=0.500).

Alice’s bit ¢, ¢z Basis QA Bob’s bit  Success

W

, 10
2 1 90 0 x —0.448
§ 0 180 0 O  —1.206 0 O
s 10° 1 90 9 O 0912 1 O
5 0 270 90 O  —1.311 0 O
E 1 0 0 O 1.514 1 O
> 10 1 90 9 O 0.310
0 270 90 O  —0.474
10° 1 0 9 X 0.284
| _ , , , &\ 0 180 0 O —0.134
-4 -3 -2 -1 0 1 2 3 4 1 0 0 @) —-0.161

Quadrature amplitude X¢

' FIG. 4. The meaSL_lred quadrature gmplitude distributions for Figure 5 shows the measurpg and BER as a function of
dlfzerent tootal phaseoshlfts between the signal and thle LO goise the threshold valueX, for n" =10 For example, when
90°, 180°, and 270°). The total number of pulses is<118° and Sig
the bin width is 2.6<102. The signal power was 1.0 photons/ X+~ 0: Pa=1, and BER was 0%% and whef, =0.857,
pulse, and the LO power was X830 electrons/pulse. The solid Pg=0.443, a,nd_ BER was 1M0 - The error bar; repre-
lines and dotted lines are fits with Gaussian functions. sent the statistical error. Solid lines show theoretical curves

calculated using the values shown in Table I. The excellent
tributions are shown in Table I. The measured values of theagreement between the experimental data and the theory
mean are consistent with theoretical values ofmanifests the fact that the quadrature-amplitude distribution
+ \/n';}ngpDV: + 0.75, wherel (=0.79+0.02) represents obeys Gaussian distribution. Figure 6 shows the meaguyyed
the optical loss including the fiber loss, coupler loss andand BER for various signal powers. The total number of
losses in Bob’s interferometer, angp, is the mean quantum pulses sent by Alice for each signal power was éfcept for
efficiency of PDs. The standard deviations are slightly Iargen's’}g= 1.0. Solid lines are theoretical curves assuming Gauss-

than that expected from the excess noise ratio okQ3

=0.55 probably due to the excess noise of the signal and the (@)
phase error. . 10°-
Sifted keys can be obtained using the procedure explained & 10"
in Sec. Il. The first ten pulses out of X30° pulses are 2
shown in Table Il as an example where the threshold value 2 1073
X is set to be 0.500. 5 10°1
In this table Bob selected correct basis for eight pulses, S 10
and the absolute values of normalized quadrature amplitude 8
(QA) are greater than the threshold for four of them. There is @ 1074
no error between Alice’s bit and Bob’s bit. For all datasets, 9 10
the number of correct-basis pulses was 750417 out of 1.5 & 407 , , , ,
x10° pulses, and the postselection efficienqy is 0 1 2 3 4
513 280/750 417 0.68. Quantum bit error ratéBER) is Threshold X,
15923/332419:3.1X 10 2. The postselection efficiency is
1.2 times smaller and the bit error rate is 19 times larger than (b) »
that calculated in the ideal situatidisee Sec. ) This is 1074
because the decrease of the mean value due to experimental
imperfections gives rise to the decreasepgfand the in- o 104
crease of BER, and the increase of the standard deviation &
gives rise to the increase pf and the increase of BER for a ‘g‘ 10°
fixed threshold value. w d
TABLE I. Mean and standard deviations of measuR{c ). @ 104
[0 Mean Standard deviation
00 05 10 15 20 25 30
0° 0.759 0.621 Threshold X,
90° —0.001 0.626
180° —0.758 0.623 FIG. 5. (a) Postselection efficiency an@h) bit error rate as a
270° 0.003 0.615 function of a threshold value when the signal power was 1.0

photons/pulse.
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(a) functions has important consequences. First, Eve’s eaves-
0 d [ ill be limited h h
10° semas ropping strategy will be limited to the one that preserves
Q p Gaussian distribution even in the presence of experimental
> 107 imperfections, because, otherwise, the attempt by Eve will be
< -2 ] detected in principle. Second, the error rate can be reduced to
2 10 S - .
k%] an arbitrarily small value by raising the threshold va(lies
D 10°4 worth remembering thapy also decreasesThis is in con-
o 101 © 2.0 photon trast with the photon-counting scheme where the error rate is
o * 1.5 photon bounded by the dark count of the detector.
] 10-5_ A 1.0photon
© * 0.5 photon
2 5¢] | + 02photon VI. CONCLUSION
& . ,] | X 005photon In conclusion, we have presented a scheme for QKD that
utilizes pulsed homodyne detection in the phase-encoding

00 05 1.0 15 20 25 3.0 35 4.0 _ 2-¢
BB84 protocol. The scheme has an inherently finite error
Threshold X ; o :

+ rate, but previous schemes also have finite error rates in prac-
tice. The advantage of our scheme is that the error rate can
be decreased to an arbitrary small value by raising the thresh-
old value. However, it should be noted that the postselection
efficiency also decreases in this case. Another advantage is
that measuring the distributions of quadrature amplitudes

—~
O

Q
§ limits the allowable eavesdropping strategies. In addition, if
5 Alice randomly adds auxiliary phase shift, the density matrix
£ o 2.0 photon of the signal could be measured by optical homodyne tomog-
E ¥ 1.5 photon raphy. We have performed a prototype QKD experiment at
(i3] 4 1.0 photon 1.55um wavelength. The measured quadrature-amplitude
* 0.5 photon distributions were well fitted with Gaussian functions. The
¢ 0.2 photon effects of experimental imperfections can be parametrized by
5 X 0.05photon . . T
10 —— N the variance and the mean value of the Gaussian distribution.
00 05 10 15 20 25 3.0
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