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We present a protocol for quantum cryptography in which the data obtained for mismatched bases are used
in full for the purpose of quantum state tomography. Eavesdropping on the quantum channel is seriously
impeded by requiring that the outcome of the tomography is consistent with unbiased noise in the channel. We
study the incoherent eavesdropping attacks that are still permissible and establish under which conditions a
secure cryptographic key can be generated. The whole analysis is carried out for channels that transmit
guantum systems of any finite dimension.
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[. INTRODUCTION channel and so limit eavesdropper Eve’s possibilities sub-
stantially.

The objective of quantum cryptography is the distribution ~ The paper is organized as follows. In Sec. Il the stage is
of a secure cryptographic key between two parties, traditionset by defining the tomographic protocol. Then we analyze,
ally called Alice and Bob. The key consists of a truly randomin Sec. lll, what the eavesdropper can do and achieve, which
sequence of “letters.” The most important among theprepares the subsequent determination of the security crite-
schemes proposed for this purpose—the 1984 protocol dfon in Sec. IV. We close with a summary of our results and
Bennitt and Brassar(BB84) [1], and the 1991 protocol of & critical discussion of some crucial details.

Ekert's (E91) [2]—and all experimentally realized schemes
(Refs.[3-7], in particular, but also othersise a binary al-
phabet, i.e., just two letters that are usually denoted by the
numbers 0 and 1. A very readable account of the state of this We consider a setup of the kind sketched in Fig. 1. A
art is the recent review paper by Gisnal. [8]. source emits entangled pairs of qunits to Alice and Bob, who

Binary keys suffice, of course, for all practical purposesreceive one qunit each of every pair. The qunits distributed
and they are relatively easily generated with the aid of binarypy the source in this manner constitute an effective quantum
guantum alternativesqubity. In fact, the selected experi-
ments cited above provide increasing evidence that it may bg
comm_ercially viaple to introduce feasible quantum crypto- She prepares pairs of entangled qunits
graphic SyStemS 'n .the near fgture. . ) — each pair additionally entangled with an ancilla —

The utter simplicity of the kinematics of a qubit, the most | angd sends one qunit of each pair to Alice, the other to Bob
elementary quantum degree of freedom, facilitates both th

IIl. THE TOMOGRAPHIC PROTOCOL

Eve controls the source:

theoretical analysis and the experimental implementations. & quantum s 2 %,)/,

And yet, there is a natural curiosity about schemes for quan- S{@é I\ %6”

tum cryptography that exploit richer degrees of freedom, es- © v

pecially ternary quantum alternativeguutrits, for three- Alice measures the m/th Bob measures the mth

letter keys, and generallyn-fold quantum alternatives | of her n+1 observables of his 7 + 1 observables

(qunits, forn-letter keys withn=2,3,4 .. .). and gets the kth and gets the ith
measurement result measurement result

Almost all qunit schemes are generalizations of the famil-
iar BB84 and E91 qubit protoco[®-12], and we deal with
a particular generalization of E91 in the present paper. It is “...classical_channel .-~
worth mentioning, however, that there is also at least one
higher-dimensional scheme of quite a different kind, namelyan
the deterministic protocol of Beiget al.[13], in which four-

FIG. 1. Schematic setup of the key distribution system. Alice
d Bob are connected to each other by an effective quantum chan-
. . . . - nel, which consists of a source that distributes entangled qunit pairs.
dimensional systempairs of qubits, for instangeare used For each qunit, Alice measures one of her tomographically com-

for the generation of a binary key.. . plete observables, chosen at random when the qunit arrives. Bob
The BB84 and E91 protocols amedeterministic because does the same for each of his qunits. They exchange well-chosen

key letters are only obtained when Alice’'s and Bob's meajntormation about their measurements through a classical channel,
surement bases match and, therefore, a substantial fraction d conclude then whether or not the quantum channel has the right
the data is not used at dlh BB84) or used just for security characteristics to allow for the generation of a secure cryptographic
checks(in E9J). In the protocol we analyze here, all mea- key from their raw data. In their security analysis, Alice and Bob
surement results for mismatched bases are exploited for comassume that all imperfections of the quantum channel result from
plete quantum state tomography, by which Alice and Bobeavesdropper Eve’s intervention and, to be on the safe side, they
manage to impose very stringent conditions on the quanturgrant Eve full control of the source.
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channel between Alice and Bda&B ), although these two values—referred to asit values are perfectly correlated and

users are not themselves sending any quantum systems ttaus give rise to a cryptographic key in an alphabet with

each other. As a consequence of unavoidable imperfectionktters.

both in the functioning of the source and in the transmission In reality, however, A&B must take into account Eve's

line, this quantum channel will be noisy to some extent, sattempts at eavesdropping and the resulting disturbance of

that A&B will not receive qunit pairs with the ideal proper- the quantum channel. As a consequence thereof, the statisti-

ties they hope for. cal properties of the detected qunit pairs will not be correctly
Nevertheless, they will be able to generate a secure crygescribed by the pure two-qunit state of E2). Rather than

tographic key if the noise level is below a certain thresholdthe projector|#){y|, an appropriate statistical operatpr

But to be on the safe side, they must determine this thresholdpplies to the qunit pairs emitted by a nonideal source.

level under the assumption that all imperfections result from Since A&B measure tomographically complete sets of ob-

their adversary Eve’s intervention, who eavesdrops on theervables on their respective qunits, they can determine the

communication between A&B. In particular, one must grantactual two-qunit statep from their measurement results.

Eve full control over the qunit-pair source, and she will try to They exploit all data of the mismatched bases for this pur-

know as much about the qunits detected by A&B as the lawpose, and some of the matched-bases data. Ideally, they wish

of physics allow her to know. for the projector ){ | but, realistically, they expect to find
After receiving a qunit from the source, Alice measures aa p of the form

nondegenerate observable that she selects at random from

her set of n+1 tomographically complete observables B1

[14,15. She keeps a private record of the observables she p=(B¢—B1)|¥){¢¥|+— with Bo+(n—1)B,=1, (3)

measures and of the outcomes of her measurements. Like- n

wise, Bob measures on each of his qunits an observable ran-

d0m|y chosen from his Corresponding set, and keeps a recomhiCh is what one gets when an imperfect transmission line

of his data as well. We adopt the notation of R&0] and ~ admixes unbiased noise f¢)(¢|. The non-negative param-

denote by|m,) the kth eigenket of Alice’smth observable ~€tersBy and3; have the following physical significancgy

and byﬁk) the kth eigenket of Bob'snth observable. The is the probability that Alice gnd Bob get _the same nit value

correspondence between the two sets of observables, gghen Fhe bases maich, agq is the probability that Bob gets

rather between the orthonormal measurement bases they pi%_partlcular one of the—1 values that are different from

vide, is then established by requiring that Alice’s nit value. , ,
Formally, p is a nonnegative operator of unit trace, and

thus permissible as a statistical operator, whenever 0

(0jlmg)=(my0;) (1) <pfB;/Bo=n/(n—1). But only values in the range

hold forj,k=0,1,2 ... ,n—1 andm=0,1,2 ... n. In short,

the roles of bras and kets are interchanged. B1 @)
Ideally, A&B wish to receive from the source the maxi- Bo

mally entangled two-qunit stafe/) that is specified by

correspond to an admixture of symmetric noise| #0{ |

-1
)= 1 nE 1000 and, therefore, this is the parameter range of interest. The
1= Jn 0 K-k limiting values mark the extreme situations of “no noise at
all” (Bo=1, B1=0) and “nothing but noise” By=p1
1 =1/n).
= ﬁ kZO 1L Sources that emit two-qunit states of a kind different from

Eq. (3) are not regarded as trustworthy by Alice and Bob. As
=... the crucial, defining step of thimmographic protocglthey
thus accept the raw key sequence only if their state tomog-
1 — raphy confirms that the source emits a two-qunit state of
N kgo [Ny (2)  form (3). Otherwise, they reject the data wholly and use a
different source.

n-1

As a consequence of E€}), it has the same form regardless
of the pair of observables that is used to define it. [ll. EAVESDROPPING
When the transmission is over, A&B announce their
choice of observables, their respective values, for all
qunits through a public channel. They can then divide the By imposing this rather stringent requirement, A&B re-
detected qunit pairs into two groups, one in which the meastrict Eve’s possibilities markedly. Her strategy is to keep a
surement bases mat¢hoth m values are the same, which quantum record of what she sends to A&B by entangling
happens with a probability of Id(d1)], and theother in  each qunit pair with an ancillGan auxiliary system of her
which the bases do not match. In the absence of noise, tHiking), and to perform a judiciously chosen measurement on
measurement results of the first grodihe respectivek  the ancilla after carefully weighing the information ex-

A. Choosing the right ancilla states
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changed by A&B through the public channel. Quite gener- ﬂon_l -
ally, Eve’s option is to prepare an entangled pure state of the |¥)=/— > |mm,)|E{D)
form n &5
S m )| E(m) + ﬂz |mkﬁ>|E(m)) (any m=0,...n).
[w)= 2 Imm)[E) (anym=01,...n), (5 Vi & kl e

(10

where the|E{)’s are the unnormalized kets of the ancilla A stated in Eq.(9), for eachm value, the ancilla states
states attached by Evvith reference to themth pair of |E{™) with k#1 are orthogonal to each other and orthogonal
A&B’s observableg Since there is no advantage in generat-i, the ones withk=1. The latter are not orthogonal among

ing a mixed state instead, it is sufficient to consider all S”C'}hemselve$except whenB, = B, the case of pure noise and

pure-state preparations. . . . of very little interes}, but rather have the same inner prod-
Now, the two-qunit state received by A&B is obtained by ucts for all pairs

tracing| W )(¥| over the ancilla degree of freedom, and their

insistence on getting of Eq. (3) implies that Eve must B4
choose her ancilla states such that they obey k#1: (ESVE(M)y=1- Ao (12)
=my=m,_ Bo~ B1 B1 Then ancilla state$E{!") are thus linearly independent, ex-
(BB = 016k + —— S Oy _ i ; T ;
k'l n n cept wheng; =0, which is the ideal situation of no noise at
all, that is, no eavesdroppif@7].
Bo/n if k=I=k'=Il', Ppirg7]
B B1/n if k=k'#l=I", ® B. Ancilla subspaces
(Bo=BIn if k=I1#k'=l", This exception aside, thie=1 ancilla stateE{}’) span
0 otherwise. an n-dimensional subspace that is orthogonal to thé (

—n)-dimensional subspace spanned by khel states. We

The right-hand side does not depend onrthealue to which refer to them as théirst and thesecondsubspace, respec-
vely. The subspaces associated with differentalues are

the ancilla states on the left refer and, therefore, the mappinfj . :
=(m) =(m')\ ) . . . elated to each other by the unitary transformations of
[EX™Y—|EL"’) is unitary. Quite explicitly, two different sets Eq. (7)

of ancilla states are related to each other by

Eve takes advantage of the structure of these subspaces in
the eavesdropping attack that we now proceed to describe.
~(mp _ ~(m’) ' ' We shall deal solely with attacks, in which she performs
|E(k' )>_|<'E|' B/ X midmy )(my, [my), @) measurements on the ancillas one by one, commonly termed
' incoherentattacks. By contrast, in @oherentattack, she
would measure some joint observables of a few, or perhaps
rany, ancillag28]. This limitation is mainly dictated by the
Yechnical difficulties that one faces when analyzing coherent
attacks. We note, however, that some have argued—notably
Cirac and Gisif29], and Wang 30]—that coherent attacks
Eve chooses in Ed5). are not more powerful than incoherent attacks, but their ar-

It is expedient to introduce normalized ancilla statesggm?nts refer rather explicitly to p'rotocols of the BB84 typg,
|E{™) in accordance with with _mtercept-r_esend eavesdropping at_tacks,_ and are not im-

kl mediately applicable to our tomographic qunit protocol.

Eve’s incoherent eavesdropping procedure is as follows.

which is an immediate consequence of E§s$.and(1). As a
check of consistency, one can exploit the completeness a
orthonormality of the single-qunit statfgs,) to verify rather
easily that Eq(6) holds for anymvalue, if it holds for one of
them. In summary, then, it does not matter whiohvalue

k=1: |E{M)=|EM)VBo/n, (8  The information exchanged by A&B over the classical chan-
nel identifies those qunit pairs that contribute to the raw key
B T sequence, the ones for which Aliceisvalue is the same as
k#1 [EQ™)=Ed) VBN, Bob’s. To find out, as much as she can, about the nit values

that A&B have recorded for each of these matched qunit

Then pairs, Eve performs a suitably chosen measurement on the
respective ancillas, one at a time. The statistical operator for
1 if k=k’' andI=1", one of these ancillas is obtained by trac|ng)('¥'| over the
. unit degrees of freedom, with the outcome
(EMEMy={ 1-81/8, if  k=l#k'=I", (@ 9
-1
0 otherwise, Bo B1
plh=—" 2 [ERNER]+— X [EM)ED],
N k=o n =
and (12
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wherem identifies the matched pair of bases. The first sum-
mation corresponds to the situation, in which A&B get the lew) = —=—==|Ex)
same nit value and the ancilla ends up in the first subspace, V”PH
which happens with probabilitg,. And the situation of dif-
fering nit values, when the final ancilla state is in the secon
subspace, is accounted for by the second summation, which
carries the complementary weight of € 1)3,=1— g,. > led(end =1, (17

Since the variousp{™'s (m=0,1,...n) are unitarily k
equivalent, it is sufficiently general to consider just ane 44 thus define a generalized measurement—the square-root

value. For notational simplicity, we leave it implicit from |\ ,a5surement. Now note the eigenvalue equations
here on and suppress thelabel. Then we have

(16)

djecompose the identity by construction,

_ (=) =
pee=PBop' )+ (1~ o)™, (13 (p7=10) 2, [Ey)=0, (18
with _ 1
(PO =ry)| [Bad—5 2 ) |=0, (18D
1 n—-1 J
(===
p=r g’o |Exio{ Exid 14 with
n-1p B
and rozl_Tﬁ_;, rl:n_[;o, (19)
1
(#)_ E.MEul. 15  so that
P n(n—1) %' k) {Eil (15 ;
1
. . _ _ +(n—=1)r{=1, —r=1-—. 2
The first of these conditional statistical operatqsS;’, ap- fot (N=1)ry fo= Bo 29

plies when A&B have the same nit value and the second, ) ) )
p*), applies when they do not. Sinp&~) andp(*) reside in The eigenvaluery, is nondegenerate, whereas; is

the first and second subspaces, respectively, Eve can di§?—1)-fold, and not-fold, because the kets in Eq.(18)

criminate between the two situations unambiguously. have a vanishing sum. We make use of these eigenvalues in
Suppose she thus establishes that different nit values ak¥1ting

the case. Under this circumstance, she performs a measure-

ment that distinguishes between the:l ancilla states, 1 _rof Jrorg+r;—pt (21)
which is surely possible because they are mutually orthogo- V& rori(Wro+ o)

nal. She finds the ancilla in the state with k&), say, and _ _
then knows with certainty that Alice’s nit value s and  and then exploit Eq(18) to establish
Bob’s is| (with k#1, of course.

By contrast, if Eve establishes that the nit values of A&B 1 1-=Arylrg
are the same, she cannot find out with certainty what is this €)= \/?(|Ekk>_ " h 2,: |Ejp)- (22)
common value because the=| ancilla states are not or- !
thogonal to each other, except when t8e= g, limit is The parameters;, and 7, that appear in the probability
reached in Eq(4) and the right-hand side vanishes in EQ. amplitudes
(12).

For B,< By, Eve's attempts in discerning the nonorthogo- (ewd En) = Vm08u+ Vmu(1—84) (23

nal |E,,) ancilla states in the first subspace are prone to error.

Recalling Eq.(11), we note that the inner product for each are crucial, inasmuch as they quantify Eve’s knowledge
pair of them is the same positive number, just like it is for the@bout the common nit value of A&B: Upon findingy), she
vectors pointing from the tip of a pyramid to the corners atknows that the actual nit value kswith probability 7o, and

its base. It is known that the error-minimizing measurementhat it is either one of the—1 other values with probability
for such “pyramid states” is the so-callestjuare-root mea- 71. In conjunction with Eq(20), the required normalization
surementsee, e.g., Ref$31,32 and the pertinent references

therein, in particular Ref§33,34)). Although demonstrating not(n—1)m=1 (24)

this optimality requires a careful argument, it is easy to gras

the basic idea of a square-root measurement. Rollows immediately from the explicit expressions

Jrot(n=1)r Vro—ry
C. Square-root measurement \/77—: T, \/E: T (25
For the following, up to and including Ed27), we re-
strict the discussion to the first subspace. Thenntkets The implied identity
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61 as well as the individual probabilities for Alice and Bob,
Vno—m= Bo (26)
1 1
(A) — — (B) — —
is worth noting. Pi |k2/|/ Prizkrir = P kkz,l, Pitikrr =
We close the discussion of the square-root measurement o o (32)
in the first subspace with the observation that Eve’s reference
statesle,,) are orthonormal, and for Eve,
(el en) =i - (27 1
: : P& =2 Pk ==[(Bo—B1) Sk +B1]. (33
As a consequence, the generalized measurement defined by K £ ’ n

decomposition(17) is in fact a standard von Neumann mea-

surement. _ _ _ To get a first rough understanding of the significance of
_ Now returning to the generf'il discussion of the full statis-pgg's probabilities 3o, 8, and Eve’s conditional probabili-
tical operator(13), we summarize Eve’s strategy as follows. tjag 70,71, consider this scenario. A qunit pair has been

She performs a measurement that distinguishes trstates received by A&B and detected with matched bases. Both

[35] Bob and Eve are asked to bet on Alice’s nit value. Bob’s best
strategy is to guess that Alice’s value agrees with his own,

(28) and he guesses right with probabiljgy, but he is never sure

|Eq) for k#1, about Alice’s nit value. Eve, by contrast, knows Alice’s nit

value with certainty when detecting the ancilla in one of the
which are orthonormal. With probabilityn-1)8:=1—8o k| states of Eq(28), and guesses right with probability,
she finds a state witk#1, and then infers that Alice’s nit gtherwise. Her total betting odds are thus 8o+ Bo7o. The

value isk, and Bob’s isl. And when Eve finds &= state, comparison with Bob's establishes that, if such bets are per-
which happens with probability,, she knows that A&B  formed frequently,

have the same nit value and can guess it right with probabil-
ity 79, but will guess a particular one of the—1 wrong
values with probabilityz;.

as givenin Eq(22) for k=I,
)=

Bob wins more often ifB,>(n+3) B4, (34

D. Probabilities Eve wins more often if8o<(n+3) B,

In more formal terms, the joint probability that, for
matched bases, Alice gets nit valkeBob getsl, and Eve
detectsle,|/) is given by

and they come out even iBy=(n+3)B;.

These betting odds are, however, really only a rough measure

Pkt = | (Bl ]2 of Bob's anq Eve’s Ifnov.vledge' apout Al_ice’s nit value, be-
’ cause Eve’s information is qualitatively different from Bob’s.
Bo As discussed in the following section, the rae/ B, must
- F‘skl‘sk'l’[(%_ 71) S + 71 be substantially below the X 3) threshold of Eq(34) if
A&B want to be able to generate a secure key from the raw
n %(1_ 8et) B B (29 key sequence that these bets are about.

All reduced and conditional probabilities are derived from V. SECURITY CRITERION

this expression by partial summation and normalization. For A. Csisza-Ka rner threshold
Et%r reference we note the joint probabilities for Alice and A more systematic quantitative measure of what Bob and
ob, Eve know about Alice’s nit values is the mutual information
1 between the respective parties. With the probabilities of Egs.
pie® = Z, Pektr =5 L(Bo= Bt Bal, (300  (30) and(32), we get
K p(A&B)
and for Alice and Eve, I(A&B)= >, pﬁf&B)lognﬁ
k]
: Pk P
p(kAff|E,) :EI Pki:kri7 :1+,30|09nf30+(1_ﬁo)|09nﬂ1 (35

Bo B1 for the mutual information between Alice and Bob, where,
=F5k,|,[(7;0— 1) Ok + M1+ Fékk'(l_ Oxnr), fitting to then-letter alphabet, the logarithm is taken to base

n. Likewise, the mutual information between Ali¢er Bob)
(31 and Eve is given by
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FIG. 2. The differencev, defined in Eq.(37), of the mutual
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FIG. 3. Threshold values @, for CK yields of 0%, 30%, 60%,

information between Alice and Bob and between Eve and either onand 90%. As a function of, with the abscissa linear in log the

of them, as a function oB,, for various values of. Curvesa—e

crosses display the exact values & for which =0 (seta), v

are forn=2, 3, 5, 10, and 100, respectively. A secure key can be=0.3 (setb), »=0.6 (setc), or v=0.9 (setd), respectively. The

generated from the raw key sequence i positive. The threshold
value of By, the point of intersection with the=0 line, decreases
with increasingn and approacheS(,:% for n—oo.

solid lines show the corresponding values of the analytical approxi-
mation (38), which is assuredly good for large values, but per-
forms remarkably well even for small ones.

(A&E) values ofnpg, /B, and the ration, /5, of Eve’s conditional
Prrrrr 1/Po 771/ 70
[(A&E)= 2, p(kAff) Iogn% probabilities.
kK1 Pk Py Now, according to the Csise&orner (CK) Theorem
_ B [36], a secure cryptographic key can be generated from the
=1+ Bol 70l0Gn 70 (1= 70)10Gn 7] (36) oy key sequence, by means of a suitably chosen error cor-
Their difference recting code and classicdbne-way communication be-
tween Alice and Bob, if the mutual information between Al-
v=I1(A&B)—1(A&E) ice and Bob exceeds that between Eve and either of them. In
the present context, this is to say that the tomographic pro-
= BolognBo+ (1~ Bo)log,B1 tocol is securgunder the incoherent eavesdropping attacks
— Bl 76100 70+ (1= 76)10G 71] 37) consideregif »>0. Moreover,v is then the yield of the key

is shown in Fig. 2 fom=2, 3,5, 10, and 100 over thg,
range of Eq(4). There, it is a monotonically increasing func-
tion of B, that grows fromv=—1 for By=1/n to v=1 for
Bo=1. The values of3y, where the sign o> changes, are
listed in Table | for somen, along with the corresponding

generation, in the sense that a secure key of lengthan be
obtained from a raw key sequence of lenftfThis invites to
call max0,v} the CK yield It is positive wheng, is larger
than the threshold values of Table | and vanishes at and
below the threshold.

Any actual implementation of the tomographic protocol
for quantum key distribution needs a reasonable efficiency.

TABLE I. Threshold values of some parameters. For the variousThe =0 threshold is then of less interest than, say, the

n values of the first column, table reports valuesgaf, nB4 /B0,
and 7,/ o for which the CK threshold is reached€0), or for
which the CK yield is 50% ¢= %). The limiting values fom— oo
are shown in the last row.

= 1 threshold at which the CK yield reaches 50%. The re-
spective values oBg, nB1/By, andn, /7 are also listed in
Table I.

For sufficiently largen, the threshold values g8, are
well approximated by

=0 v=0.5

n Bo nNBi/Bo  mlno Bo nNB1/Bo  mln0 2

2 0.8436 0.3707 0.2659 0.9357 0.1373 0.4661 1+ v+logy—)

3 07733 04398 0.2741 0.9050 0.1574 0.4649 Bo~ 11, (39)

4 0.7334 0.4846 0.2790 0.8870 0.1698 0.4641 2+log, 1T

5 0.7077 05163 0.2821 0.8750 0.1785 0.4635 v
10 0.6503 0.5975 0.2880 0.8468 0.2010 0.4604
30 0.6016 0.6851 0.2887 0.8203 0.2266 0.4532 which becomes the strikingly simplg,~3(1+log,2) for
50 0.5881 0.7146 02872 0.8123 0.2358 0.4496 v=0. By comparing with the entries given in the second and

100 0.5747 0.7475 0.2843 0.8040 0.2462 0.4448 fifth columns of Table |, we observe that the error is 1% or

© 05 1 0.25 0.75 0.3333 04019 less forv=0 andn>4, orv=3% andn>3. Forrv=0, 0.3,

0.6, and 0.9, we illustrate38) in Fig. 3.
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B. Channel capacities source emitting entangled two-qunit states of a particular

It is interesting to view the CK security criterion also form—only states from a one-parametric family are in fact
from another perspective of information theory. Rather tharf€garded as acceptable—and thereby they limit Eve’s choice
mutual information, the relevant notion is then that of chan-Of eavesdropping attacks stringently. Up to unitary equiva-
nel capacity. lence, there is then only one preparation by Eve of the qunit

The generation of the raw key can be regarded as thgairs, entangled with her ancilla states, that gives her best
outcome of a communication between Alice and Bobknowledge of the raw key sequence obtained by Alice and
through the effective quantum channel of Fig. 1. By choos-Bob. But even with this optimized eavesdropping attack, Eve
ing her observables and measuring them, Alice effectivelydoes not acquire enough information to prevent Alice and
prepares the gunits sent to Bob in the states resulting frorBob from generating a secure key, provided that the two-
the formal procedure of state reduction. For instance, aftequnit state is in the parameter range where the Csisza
Alice has measured henth observable and founiin,) for ~ Korner theorem applies. Alice and Bob find out whether this
her qunit, her reduced statistical operator for Bob’s qunit isis the case when they determine the parameters of the two-

- qunit state by state tomography.
pB™=(Bo— By)|m (M| + B, (39 But the story does not end here. If the source emits states
outside the parameter regime where an immediate key gen-
with each k value occurring—or, nowpeing sent-with  eration is possible, Alice and Bob might still be able to
probability 1h. Upon measuring hisnth observable, Bob achieve their objective although it seems that Eve knows too
gets the nit valu& with probability B, and each of then much. They just need to first “distill” a better raw key, for
—1 other ones with probability3;, quite consistent, of which purpose they can choose between the quantum proce-
course, with the joint probabilitie€0). dure of entanglement distillatior139,40 and the classical

These projective measurements carried out by Bob can bgrocedure ofadvantage distillatio41]. Recent work estab-
interpreted as his attempt to extract the information encodetishes[42] that both procedures are applicableG§>23
by Alice in the statep{®™ , so that, for everym, a certain and only then, which is, therefore, the true threshold condi-
guantum channel is thus defined between Alice and Boktion for the tomographic protocol.

Since, for a giverm, Bob gets all right nit values with the The square-root measurement, on which the present
same probability3,/n, and all wrong values with the same analysis of Eve’s incoherent attack is bagedid also the
probability 8,/n, we are in fact dealing with a so-called analysis in Ref[42]), maximizes Eve's odds of guessing
weakly symmetric channgB7]. For a channel of this kind, Alice’s nit values right but, as noted by SHa3], it does not
transmission at full capacity is achieved for totally randomalways maximize her information about them. In other
input, as is the case here. words, it may happen that @lightly) larger value of the

All m values are equivalent, and the capacity of eachmutual information between Alice and Eve obtains for an-
channel, C(A&B) =1+ B,l0g,8y+(1—Bylog,B;, is just other measurement. The only case on record for which this is
equal to the mutual informatiol(A&B) of Eq. (35) [38]. A known to occur is, however, a very flat=3 pyramid of
similar reasoning applies to the effective ancilla channel bestates, outside the physical parameter range of&qOther
tween Alice and Eve that is associated with Eve’s square-rodtases are likely to exist, possibly also for largeralues and
measurement. The capaciB(A&E) of this channel is also rather tall pyramids. If so, the CK threshold values would be
equal to the corresponding mutual informatibfA&E) of ~ changed(slightly), but presently there is no indication that
Eg. (36). the Bo>2, condition for successful distillation is affected.

It follows that the CK threshold criterion for the tomog- These matters are not settled as yet, systematic investigations
raphic protocol has a simple intuitive meaning: secure oneare being performed, and results will be reported in due
way communication is possible if the capacity of the channeFourse.
between Alice and Bob is higher than the capacity of the In protocols of the BB84 type, Alice prepares qunits and

channel between Alice and Eve. sends them to Bob, with Eve eavesdropping on the quantum
channel. As discussed in Sec. IV B, one method of prepara-
V. SUMMARY AND DISCUSSION tion could be to detect one qunit of an entangled pair, thereby

reducing the state of the other, which is on its way to Bob. In

The protocol for quantum key distribution that is de- the setup of Fig. 1 this would amount to having, so to say, the
scribed and analyzed in this paper differs from other protosource inside Alice’s laboratory. It follows that our analysis
cols by the element of complete quantum state tomographyias a bearing also on schemes of the BB84 type. Reversing
For this purpose, Alice and Bob exploit the measurementhe argument, no matter how Alice prepares the qunit sent to
results they obtain for unmatched bases, rather than just di®ob, she can treat her record of it as if it were the result of a
carding these data as one does in the BB84 protocol and iteeasurement on another qunit, be it real or virtual. Alice and
various generalizations. The check for a violation of Bell'sBob can then treat their joint records as if the data referred to
inequality in the E91 protocol amounts to a partial state to-entangled qunit pairs, and apply the tomographic protocol. In
mography and, in this sense, our tomographic protocol migheéffect, this limits Eve’s choice of eavesdropping attacks on
be viewed as a refinement and generalization of the E9the quantum channel in an analogous way and, as a conse-
protocol. quence, our results are also applicable to tomographic proto-

In the tomographic protocol, Alice and Bob insist on the cols of this other kind.
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In the security analysis of protocols of BB84 type, Eve isis an analogous question about the optimal cloning device in
assumed to intercept the qunits in transmission, to use sonmsingle-qunit protocols. In view of these close interrelations, a
cloning device for copying the qunit state with the fidelity definite answer to one of them will surely teach us a lesson
permitted by quantum limitations, and to perform eventuallyabout the other question too.

a suitable measurement on the quantum copy. It is in this
context of single-qunit protocols that relations equivalent to
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