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Differential-phase-shift quantum key distribution using coherent light
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Differential-phase-shift quantum key distribution based on two nonorthogonal states is described. A weak
coherent pulse train is sent from Alice to Bob, in which the phase of each pulse is randomly modulated by
$0,p%. Bob measures the differential phase by a one-bit delay circuit. The system has a simple configuration
without the need for an interferometer and a bright reference pulse in Alice’s site, unlike the conventional QKD
system based on two nonorthogonal states, and has an advantage of improved communication efficiency. The
principle of the operation is successfully demonstrated in experiments.
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Quantum key distribution~QKD! offers an ultimately se-
cure communication based on the laws of quantum mech
ics. Several schemes have been proposed, such as
based on four nonorthogonal states@Bennett-Brassard 198
protcol ~BB84!# @1#, quantum entanglement@Ekert 1991 pro-
tocol ~E91!, Bennett-Brassard-Mermin 1992 protoc
~BBM92!# @2,3#, two nonorthogonal states@Bennett 1992
protocol ~B92!# @4#, and a variant of the four-state schem
@5#.

The B92 protocol uses weak coherent light with the se
shown in Fig. 1. Alice sends two sequential coherent pu
by using an unbalanced interferometer: a weak signal p
and a bright reference pulse. The weak pulse is rando
phase-modulated by$0,p%. Bob measures the signal and re
erence combined at the output of another unbalanced in
ferometer in which the phase of one arm is randomly mo
lated by $0,p%. When the phase modulation is match
between Alice and Bob, Bob can count a photon from wh
Alice and Bob create a secret key. The security of t
scheme is based on the fact that coherent states of light
an average photon number less than one are nonorthog
when they have opposite phases. If an eavesdropper~Eve!
tries an intercept-resend attack, she has to send a fake s
even when she does not measure a photon~inconclusive
measurement result! due to the existence of the bright refe
ence pulse. This results in errors, which reveals the pres
of the eavesdropping.

This paper presents a QKD system based on two no
thogonal states. Weak coherent light is sent from Alice
Bob, which is randomly phase-modulated by$0,p% for each
time slot. Even without a bright reference pulse, the sys
can prevent an eavesdropper from performing an interc
resend attack.

Figure 2 shows the setup of the proposed system. A
randomly phase-modulates a pulse train of weak cohe
states by$0,p% for each pulse and sends it to Bob with a
average photon number less than one per pulse. Bob div
each incoming pulse into two paths and recombines them
50:50 beam splitters, where the path-length difference is
equal to the time interval of the sequential pulses. Pho
detectors are placed at the two outputs of the recombin
beam splitter. At the detectors, the partial wave functions
two sequential pulses interfere with each other, as illustra
1050-2947/2003/68~2!/022317~4!/$20.00 68 0223
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in Fig. 2. With an appropriate phase in the interferome
detector 1 clicks for 0 phase difference between the two c
secutive pulses and detector 2 clicks forp phase difference.

Using the above setup, Alice and Bob create a secret
by the following protocol. After raw transmission, Bob tel
Alice the time instances at which a photon is counted. Fr
this time information and her modulation data, Alice know
which detector clicked in Bob’s site. Under the agreem
that the click by detector 1 denotes ‘‘0’’ and the click b
detector 2 denotes ‘‘1,’’ for example, Alice and Bob obta
an identical bit string.

This bit string can be guaranteed not to be attacked by
eavesdropper as follows. Here, we consider a sim
intercept-resend attack using the same measuring setu
Bob’s. Because the average photon number per pulse is
than one, an eavesdropper~Eve! does not measure a photo
for some time slots. For an unmeasured time slot, she se
a pulse with a randomly chosen phase. From this fake sig
Bob obtains data ‘‘1’’ in the following three different case
~a! Alice sends ‘‘1’’ → Eve measures and resends ‘‘1’’→
Bob measures ‘‘1,’’~b! Alice sends ‘‘1’’→Eve measures no
photon but resends ‘‘1’’→ Bob measures ‘‘1,’’ and~c! Alice
sends ‘‘0’’ → Eve measures no photon but resends ‘‘1’’→
Bob measures ‘‘1.’’ The probabilities for these cases are
proximately n̄2, (1/2)n̄(12n̄), and (1/2)n̄(12n̄), respec-
tively, where it is assumed the average photon number
pulsen̄ is much smaller than one. Case~c! introduces a bit
error with the probability of (12n̄)/2 in Bob’s ‘‘1.’’ The
situation is the same for data ‘‘0.’’ Thus, Alice and Bob ca
find the existence of eavesdropping from this error rate.

FIG. 1. Configuration of the conventional B92 system. UB
unbalanced coupler; PM, phase modulator; and DET photon de
tor.
©2003 The American Physical Society17-1
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Another eavesdropping strategy is that Eve sends a si
only when she detects a photon. She sends a single ph
split into two time slots through an interferometer identic
to Bob’s one, in which the relative phase between the t
time slots is 0 orp according to the measured phase diffe
ence. For unmeasured time slots she sends no photon.
fake signal generates the same count rate in Bob’s dete
as the original one. Bob does not notice the eavesdrop
from the photon counting rate. However, bit error is intr
duced from this fake signal as follows. When a photon s
into two time slots arrives at Bob’s site, he counts a pho
possibly at three time instances. First, a photon pas
through the short path in Eve’s interferometer and the sh
path in Bob’s interferometer. Second, a photon pas
through the short path in Eve’s and the long paths in Bo
and through the long path in Eve’s and the short path
Bob’s. Third, a photon passes through the long path in Ev
and the long path in Bob’s. At the second time instance,
detectors click according to the phase difference between
two time slots, which gives a correct answer. Bob does
notice eavesdropping in this case. However, no interfere
occurs and the detectors click randomly at the first and th
time instances. Bit error is introduced from these detect
events. The probability of clicks at the first or third tim
instances is 1/2, thus the error rate is 1/4. The eavesdrop
is revealed from this error rate.

In general words, Alice sends coherent states of an a
age photon number less than one with opposite phases,uu0&
and uu1&. They are nonorthogonal to each other, thus p
sible measurement results that Eve can obtain areuu0&, uu1&,
and an inconclusive one@6#. If Eve resends something i
place of the inconclusive result, a bit error can be introdu
in Bob’s measurement. If she resends a vacuum state ins
that vacuum state can be coupled to a conclusively re-
state (uu0&, or uu1&) in Bob’s interferometer, which can resu
in a bit error. In both cases, the eavesdropping is reveale
checking some test bits. Unfortunately, however, full secu
analysis has not been made. It is likely that more soph
cated the intercept-resend strategy Eve follows, more w
Bob has to do in order to verify the security of the comm
nication line.

The present system looks similar to differential-pha
shift QKD recently proposed by the authors@7#. The differ-
ence is in Alice’s configuration; sequential coherent pul
are directly phase-modulated while a single photon is s
into three time slots by a three-path delay line before ph
modulation in the previous scheme. The present config
tion is simpler and thus more practical. Theoretically spe

FIG. 2. Configuration of the proposed system. PM, phase mo
lator; ATT, attenuator; and DET, photon detector.
02231
al
ton
l
o
-
his
rs

ng

it
n
es
rt
s
,

n
’s
e
he
t

ce
d
n

ng

r-

-

d
ad,
nt

by
y
i-
rk
-

-

s
it
e

a-
-

ing, four fully nonorthogonal states are utilized in the pre
ous scheme while the present scheme uses two n
orthogonal states.

This system is suitable for fiber transmissions. The
information of the above system is carried by the phase
ference between two sequential pulses. Though the pola
tion state changes after propagating through fiber, two
quential pulses experience the same change and thus
the same polarization state at the fiber output, as long as
time interval of two sequential pulses is much shorter th
time constant of change in the fiber. This condition is sa
fied in actual system, because change in temperature an
mechanical pressure have slow time constant compared
the pulse interval. Therefore, nearly prefect interference
tween two sequential pulses is possible. An issue is polar
tion dependency in the receiver. In the present system
polarization sensitive device~e.g., optical modulator! is
needed in Bob’s site, and thus no polarization control is n
essary in principle.

The stability in Bob’s interferometer is an issue in th
differential phase detection. The phase delay in the inter
ometer, which depends on the optical length and the li
wave frequency, should be adjusted so that a photon alw
clicks detector 1~or 2! when sequential pulses have 0~or p)
phase difference. Fortunately, our receiver consists of o
passive elements. All-passive interferometers can be im
mented into one monolithic chip by the silica-based wa
guide technology@8–10#, in which optical length can be se
accurate and stable. Stable and polarization insensitive
eration is possible in waveguide circuits. Note that no int
ferometer is used in Alice’s site, unlike conventional pha
encoding QKD systems, which is preferable for simplicity

A high communication efficiency is another advantage
the proposed system. In conventional B92 protocol@4#, the
key creation efficiency isn̄/2, in which the factor 1/2 reflects
the fact that basis-mismatched photons do not contribut
the key creation. On the other hand, the present system
lizes all photons for creating the key, thus the key creat
efficiency isn̄. In addition, no reference pulse is necessa
so that the clock frequency can be higher than the conv
tional B92 protocol.

Experiments were carried out to demonstrate the fun
mental operation, with the setup shown in Fig. 3. A cw las
diode with an external cavity (l5840 nm) was used as
signal source. By taking data within time windows as d

u-

FIG. 3. Experimental setup. PM, phase modulator; ATT, atte
ator; HM, half mirror; and DET, photon detector.
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scribed later, we can use cw light as a signal carrier at
expense of the efficiency. Note that this source setup ca
easily changed to a pulsed light source by placing a hi
speed amplitude modulator just after the cw light sour
though the cw light was directly used in our experiment si
ply because we did not have such a modulator. The li
from the laser diode was phase-modulated by a phase m
lator whose bandwidth was 120 MHz. The modulator w
driven by a 100-Mbit/s pseudorandom binary sequence f
a data generator. In order to reduce the driving voltage for~0,
p) modulation, the setup was constructed for the light
pass through the modulator four times. The modulated li
was coupled to a single mode fiber of 20 m length, and t
it reached the receiver. The light power input into the fib
was attenuated to be less than one photon per one-bit pe
on average. In the receiver, the incoming light pas
through an open-space Mach-Zehnder interferometer.
path-length difference was 3 m, which introduced one-
delay of 10 ns at 100 Mbit/s. A phase shifter was placed
the short path for phase adjustment. The two outputs fr
the interferometer were coupled to single mode fibers in
der to achieve good spatial matching for high visibility. T
obtained visibility was about 98% for nonmodulation con
tion. The fiber outputs were coupled to photon detectors.
excess loss in the receiver was about 10 dB, including
quantum efficiency of the detector, the fiber coupling lo
and the loss due to the optical elements.

Figure 4 shows a histogram of photons counted by
detector for a fixed modulation pattern. Since the modula
had a finite response time, the histogram showed a tai
distribution, not an ideal rectanglelike distribution. In tra
sient regions, the detection event is in intermediate st
between ‘‘1’’ and ‘‘0,’’ from which Bob cannot obtain correc
answers. In the middle of bit periods, however, the modu
tor completely switches to ‘‘1’’ or ‘‘0.’’ Thus, Bob can obtain
correct answers by taking data within a time window in t
middle of a bit period. While this scheme of using cw light

FIG. 4. Histogram of the detected signal at detector 2 for a fi
pattern. Shown above is the corresponding phase-modulation
tern. Data within shaded time windows are taken for sifted data
02231
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simpler than the use of pulsed light, a disadvantage is
photons detected outside the time windows are not utilize
create a sifted key, and thus the key creation efficiency
reduced. The reduction ratio depends on the bandwidth
phase modulator. For a large bandwidth, the width of
time window can be large and the efficiency closes to 1. N
that Eve cannot use a pulsed light source to neatly cheat
somehow in this cw scheme, because Bob can check it if
detection events are uniformly distributed in time, and
notices something wrong when the detection events are
centrated on particular time windows by eavesdropping
ing pulsed light.

After confirming the interference for a fixed pattern,
random pattern was sent from Alice to Bob. Then after
lecting data within time windows, Alice’s modulation patte
and Bob’s detection event were compared. The time wind
for the data selection was 2 ns out of 10-ns bit period, me
ing that one fifth of the detected photons were utilized
creating a sifted key. The result is summarized in Table I
which the number of data relative to the total number
listed for each case. A correlation between the modulat
pattern and the detection event was demonstrated, such
detector 1 clicked for modulation patterns of~0, p) or (p, 0!
and detector 2 clicked for~0, 0! or (p, p). The error rate
was 4% on average. An error rate of 1–2 % resulted from
imperfection in the interference, and the other was caused
the imperfection in the phase-modulation and some error
data acquisition. The sifted data were then processed
final key string through error correction and privacy amp
fication assuming the eavesdropping that introduces an e
rate of 1/4~i.e., the second intercept-resend attack descri
above!. The compression ratio from the sifted data to t
final key was 58%. In this experiment, the photon-count
rate was 80000 counts/s, the sifted data rate was 16 000
and the creation rate of the final key was 9280 bit/s. Tak
the receiver loss into account, photon arrival rate at the
ceiver was 8003103 counts/s, which corresponds to a situ
tion that signal with 0.1 photon per one-bit period~i.e., 10
3106 counts/s! is sent from Alice and reaches Bob after 1
dB transmission loss.

In summary, differential-phase-shift QKD using cohere
light was proposed and experimentally demonstrated. A
sends weak coherent states that are phase-modulated for
pulse, and Bob measures the signal by a one-bit delay cir
The system has a simple configuration favored for pract
implementation and can offer a higher key creation e
ciency.

d
at-

TABLE I. Number of data relative to the total number for ea
case.

Bob’s detection~%!

DET1 DET2

Alice’s modulation ~0, 0! 1.4 20.7
(0,p) 26.3 1.0
(p,0) 27.2 0.7
(p,p) 0.9 21.8
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