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Quantum identification schemes with entanglements
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We need secure identification schemes because many situations exist in which a person must be identified.
In this paper, we propose three quantum identification schemes with entanglements. First, we propose a
quantum one-time pad password scheme. In this scheme, entanglements play the role of a one-time pad
password. Next, we propose aquantum identification schemethat requires a trusted authority. Finally, we
propose aquantum message authentication schemethat is constructed by combining a different quantum
cryptosystem with an ordinary authentication tag.
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Due to the popularization of several global networks,
need many techniques to transmit information securely.
cently, information security techniques based onquantum
physicshave been actively studied because it is thought
these are more secure than classical ones. The most fa
scheme is aquantum key distribution scheme@1–3#, and
some protocols of this scheme have proved to be unco
tionally secure protocols@4–8#. Other quantum security
schemes are also proposed, e.g., a quantum identifica
scheme@9–11# and a quantum digital signature scheme@12#.
These schemes use entanglements effectively. Also in
quantum communication complexity theory, we use so
type of entanglements being shared among parties. The
tanglements used in it are calledprior entanglementsbe-
cause these are prepared beforehand among the parties@13–
15#. The central role of prior entanglements is that part
can share some property related to the input values of
given problem without communication among the parties

In this paper, we propose three quantum information
curity schemes with entanglements, a quantum one-time
password scheme, a quantum identification scheme, a
quantum message authentication scheme. These schem
very significant for today’s electronic society. We constru
unconditionally secure protocols under prior entangleme
That is, the probability that any eavesdropper guesses s
information is the same as that of deciding a value at r
dom. First, thequantum one-time pad password schemeis a
quantum analogy of classical ones. In this scheme, a
uses some prior entanglements as a password in order
identified by a system. Next, we propose aquantum identi-
fication scheme, which authenticates a person’s identity
another person and is thought to be an extension of the p
word scheme. Our identification scheme requires a trus
authority ~TA!. Some identification schemes between tw
persons are proposed@9–11#; however, these schemes a
only a defense against eavesdroppers. Although the met
that do not use any TA are simple and convenient, there
problem such that a verifier cannot confirm that a prove
the person who is identified. Therefore, we think that
existence of a TA is reasonable for the real world because
information on a person’s identity must exist somewhere
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order to confirm the person. Finally, we propose aquantum
message authentication scheme, which is a scheme confirm
ing that a person’s message is indeed the person’s messa
another specific person only once. Our protocol is co
structed by combining a quantum cryptosystem with an
dinary authentication tag. Therefore, we also denote a dif
ent quantum cryptosystem used in the protocol.

Throughout this paper, we assume that entanglements
be securely shared among parties and can be kept for a
time. The technique of sharing entanglements secu
through an insecure channel is shown by Refs.@4,16#. More-
over, we construct our protocols under the assumption
the communication channels used in them are error free
noiseless, and a public channel is a channel such that an
can read messages but cannot alter them.

In general, a user will have to be identified by a mecha
cal system for security if he wishes to use it. However, if
stays at a place remote from there~e.g., due to travel!, he
needs to send his identification data such as a passw
through an insecure channel. This involves many risks
cause an eavesdropper may steal his identification data
order to avoid this situation, we consider an identificati
scheme between a user and a mechanical system, wher
mechanical system means a system that does not cheat
one. We then propose a quantum one-time pad passw
scheme that regards prior entanglements as a password

Before a user goes out, he and the system prepare a s
n prior entanglementsuc1&,uc2&, . . . ,ucn& taking the form

uc&5
1

A2
~ u0,0&1u1,1&), ~1!

where the user has a set of the first qubits and the system
a set of the second qubits. Throughout this paper, we t
B5$u0&,u1&% as a basis. Moreover, the system assigns
~ordinary! passwordp5(p1 ,p2 , . . . ,pn) to the user, where
piP$0,1%( i P$1,2, . . . ,n%). Each entanglementuc i& is re-
lated to eachpi . If they think that they need not use th
passwordp, the system takes onlyp5(0,0, . . . ,0).

Quantum password

~1! A user requires the use of a system.@They sharen
prior entanglementsuc1&,uc2&, . . . ,ucn& taking the form of
Eq. ~1!.#
©2002 The American Physical Society26-1
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~2! The system selects ann-bit number r
5(r 1 ,r 2 , . . . ,r n) at random, where r iP$0,1%( i P$1,2,
. . . ,n%).

~3! For 1< i<n, execute the following.
~a! If r i % pi50, the system applies nothing touc i&; oth-

erwise the system applies

X5S 0 1

1 0D
to uc i&.

~b! If pi50, the user applies nothing touc i&; otherwise he
appliesX to uc i&. If r i50, then uc i&→uc i8&5(1/A2)(u0,0&
1u1,1&); otherwiseuc i&→uc i8&5(1/A2)(u0,1&1u1,0&).

~4! For 1< i<n, execute the following.
~a! The user measuresuc i8& in B and sends the outcomeui

to the system through a public channel.
~b! The system also measuresuc i8& in B and obtains the

outcomesi .
~5! The system verifies whether r i5ui % si( i

P$1,2, . . . ,n%).
If this protocol is correctly executed, the user can be id

tified by the system becauseui % si5r i . Therefore, we ana
lyze the security of this protocol. Let«(0<«,1/2) be the
error rate of the device. That is, maximally«n errors occur.
The probability that an eavesdropper impersonates the u
i.e., the probability that she guesses the user’s outcome
fore step~4!, is then at most( l 50

«n ( l
n)22n<(«n

n )22(12«)n be-
cause she only guesses each bit at random with the prob
ity 1/2. Thus, the probability approximates zero ifn is
sufficiently large, and she cannot cheat the system. M
over, because the user’s outcome is not reusable, she ca
use the outcome obtained in step~4! next time in order to
access the system. This protocol is then secure providing
both of the shared entanglements and the password are
stolen.

Furthermore, we extend the protocol to a multiparty ca
Let B1 , B2 , . . . ,Bm bem parties. We consider a problem i
which Bm wishes to use the system but he needs the aid
the other parties,B1 , . . . ,Bm21, in order to use the system
Here, we consider only the case whereB1 , . . . ,Bm21 are
honest.

Before all the parties and the system begin the proto
they prepare a set of n prior entanglements
uc1&,uc2&, . . . ,ucn& taking the form

uc&5
1

A2
~ u0,0, . . . ,0&1u1,1, . . . ,1&), ~2!

where its length ism11 qubits,Bj ( j P$1,2, . . . ,m%) has a
set of the j th qubits, and the system has a set of them
11)th qubits. Moreover, the system assigns an ordin
passwordp to Bm .

Multiparty quantum password

~1! PartyBm requires the use of a system.@They sharen
prior entanglementsuc1&,uc2&, . . . ,ucn& taking the form of
Eq. ~2!.#
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~2! The system selects ann-bit number r
5(r 1 ,r 2 , . . . ,r n) at random, where r iP$0,1%( i
P$1,2, . . . ,n%).

~3! For 1< i<n, execute the following.
~a! If r i % pi50, the system applies nothing touc i&; oth-

erwise the system applies

Z5S 1 0

0 21D
to uc i&.

~b! If pi50, Bm applies nothing touc i&; otherwise he
applies Z to uc i&. If r i50, then uc i&→uc i8&
51/A2 (u0,0, . . . ,0&1u1,1, . . . ,1&); otherwise uc i&→uc i8&
51/A2 (u0,0, . . . ,0&2u1,1, . . . ,1&).

~4! For 1< i<n, execute the following.
~a! All the parties and system apply the Walsh-Hadam

matrix H

H5
1

A2
S 1 1

1 21D
to the stateuc i8&. If r i50, then

uc i8&→uc i9&5
1

A2m (
% j 51

m bi j % si50

ubi1 , . . . ,bim ,si&;

otherwise

uc i8&→uc i9&5
1

A2m (
% j 51

m bi j % si51

ubi1 ,•••,bim ,si&.

~5! For 1< i<n, execute the following.
~a! Each partyBj measuresuc i9& in B and sends the out

comebi j to the system.
~b! The system also measuresuc i9& in B and obtains the

outcomesi .
~6! The system verifies whetherr i5 % j 51

m bi j % si( i
P$1,2, . . . ,n%).

Also in this case, if this protocol is correctly execute
partyBm can be identified by the system. Therefore, we a
lyze the security of this protocol. This protocol is also secu
against any eavesdropper for the same reason as the pre
protocol. Here, we consider a case in whichBm tries to cheat
the system, i.e.,Bm tries to use the system without the aid
the other parties,B1 , . . . ,Bm21. Let

uc i&5~1/A2!~ u0,0, . . . ,0&1u1,1, . . . ,1&)

5~1/A2!~ u0,0,0&1u1,1,1&),

where u0& and u1& are the collective bits ofB1 , . . . ,Bm21.
Now, partyBm applies notH but a general unitary operato
6-2
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U5S a 2b

b* a* D
to his qubit in the stateuc i&, wherea and b are complex
numbers satisfyinguau21ubu251. Then,

uc i9&5 1
2 @ u0&~au0,0&1au0,1&1b* u1,0&1b* u1,1&)

6u1&~2bu0,0&1bu0,1&1a* u1,0&2a* u1,1&)].

Thus, partyBm and the system obtain only one of four pa
~0,0!, ~0,1!, ~1,0!, and ~1,1! with the equal probability 1/4
independent ofr i as the measurement outcome. This me
that Bm only guessesbim(1< i<n) at random and canno
cheat the system.

The entanglements in these protocols cannot be reu
However, because no secret information can be obtaine
eavesdropping through a channel, the ordinary passwordp is
reusable if the system can maintain it securely.

Next, we propose a quantum identification scheme t
authenticates a person’s identity to another person. If a
son wishes only to verify whether he shares entanglem
with another person, we can use the protocol mentio
above. For instance, this type of quantum identificat
scheme is proposed in Refs.@9–11#. Here, we consider an
other type of identification scheme including a method ve
fying whether a person is indeed the person whom ano
person wishes to confirm.

In our scheme, we require a TA. We think that for the re
world, the existence of a TA is reasonable because the
son’s information must exist somewhere in order to confi
a person’s identity. Now, we call the prover Alice and t
verifier Bob. We then construct a protocol that authentica
Alice’s identity to Bob. This protocol is constructed of tw
parts, ‘‘issuing a certificate to Alice’’ and ‘‘identifying Alice
to Bob.’’

Issuing a certificate to Alice

~1! A TA establishes Alice’s identity by means of conve
tional forms of identification, such as a passport, and for
an n-bit string I (Alice).

~2! The TA splitsI (Alice) into I A(Alice) % I pub(Alice)
% I TA(Alice).

~3! The TA gives I A(Alice) to Alice and opens
I pub(Alice) to the public as Alice’s public identification in
formation. Moreover, the TA maintainsI (Alice) and
I TA(Alice) securely.

Note that only the TA knows the information of Alice’
identificationI (Alice).

Next, we show the protocol of identifying Alice to Bob
Here, let

I ~Alice!5~ I 1 ,I 2 , . . . ,I n!,

I A~Alice!5~ I A1 ,I A2 , . . . ,I An!,

I pub~Alice!5~ I pub1 ,I pub2 , . . . ,I pubn!,

and
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I TA~Alice!5~ I TA1 ,I TA2 , . . . ,I TAn!,

where each is a bit.

Identifying Alice to Bob

~1! Bob requires the authentication of Alice’s identity
the TA.

~2! The TA makes a set of n entanglements
uc1&,uc2&, . . . ,ucn& taking the form

uc&5
1

A2
~ u0,0,0&1u1,1,1&).

~3! The TA sends a set of the first qubits to Alice and a
of the second qubits to Bob.

~4! For 1< i<n, execute the following.
~a! If I Ai50, Alice applies nothing touc i&; otherwise she

appliesZ to uc i&.
~b! If I pubi50, Bob applies nothing touc i&; otherwise he

appliesZ to uc i&.
~c! If I TAi50, the TA applies nothing touc i&; otherwise it

applies Z to uc i&. If I Ai % I pubi% I TAi50, uc i&→uc i8&
5(1/A2)(u0,0,0&1u1,1,1&); otherwise uc i&→uc i8&
5(1/A2)(u0,0,0&2u1,1,1&).

~5! Each party announces the completion of the proced
to the others through a public channel.

~6! All the parties apply H to every uc i8&( i
P$1,2, . . . ,n%). If

I Ai % I pubi% I TAi50, uc i8&→uc i9&5
1

2 (
ai % bi % t i50

uai ,bi ,t i&;

otherwise

uc i8&→uc i9&5
1

2 (
ai % bi % t i51

uai ,bi ,t i&.

~7! Each party announces the completion of the proced
to the others through a public channel.

~8! Alice measures everyuc i9&( i P$1,2, . . . ,n%) in B, ob-
tainsn-bit valuesa5(a1 ,a2 , . . . ,an), and sendsa to the TA
through a public channel.

~9! Bob also measures everyuc i9& in B, obtainsn-bit val-
ues b5(b1 ,b2 , . . . ,bn), and sendsb to the TA through a
public channel.

~10! The TA also measures everyuc i9& in B and obtains
n-bit valuest5(t1 ,t2 , . . . ,tn).

~11! The TA verifies whetherI (Alice)5a% b% t and
sends the outcome to Bob through a public channel.

If this identifying protocol is correctly executed, Bob ca
identify Alice becausea% b% t5I A% I pub% I TA5I (Alice).
Therefore, we analyze the security of this protocol. Note th
in general, a% bÞI A% I pub although a% b% t5I A% I pub
% I TA . Even if Alice’s valuea and Bob’s valueb are stolen,
any eavesdropper~including Bob! cannot then find the infor-
mation for I (Alice), I TA(Alice), or I A(Alice), and Alice
also cannot findI (Alice) or I TA(Alice). In other words, the
probability that an eavesdropper obtains each of them is2n
6-3
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because she only guesses each bit at random with the p
ability 1/2. Next, we consider the case in which an eav
dropper tries to impersonate Alice either by using the valua
or by stealing the entanglements. Because the valuea is not
reusable, no eavesdropper can impersonate Alice by usia
next time. Moreover, because only Alice knows the va
I A(Alice) even if the entanglements are stolen, the proba
ity that an eavesdropper can cheat Bob is at m
(«n

n )22(12«)n for the same reason with the previous pro
cols, where«(0<«,1/2) is the error rate of the device.

Finally, we consider a quantum message authentica
scheme. In our protocols mentioned above, the informa
for communicating with each other might be stolen but m
not be altered. Therefore, we used a public channel bec
of each party being able to verify it. Here, we propose
scheme verifying whether a message through a chann
altered.

Now, we consider that Alice has ann-bit messages
5(s1 ,s2 , . . . ,sn) and sends it to Bob through an insecu
channel. First, we denote a quantum cryptosystem use
our message authentication protocols

Quantum cryptosystem

~1! Alice makes a set of n entanglements
uc1&,uc2&, . . . ,ucn&, taking the form of Eq.~1!, and sends a
set of the second qubits to Bob.

~2! For 1< i<n, execute the following.
~a! If si50, Alice applies nothing touc i&, i.e., uc i8&

5(1/A2)(u0,0&1u1,1&); otherwise she appliesX to uc i&, i.e.,
uc i8&5(1/A2)(u0,1&1u1,0&).
gn

l

-
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~3! Alice measures everyuc i8&( i P$1,2, . . . ,n%) in B, ob-
tainsn-bit valuesa5(a1 ,a2 , . . . ,an), and sendsa to Bob.

~4! Bob also measures everyuc i8& in B and obtainsn-bit
valuesb5(b1 ,b2 , . . . ,bn).

~5! Bob recoverss by computinga% b becausea% b5s.
We describe the quantum cryptosystem for a messages as

Qc(s).
We then propose a quantum message authentication

tocol by combining the quantum cryptosystem with an or
nary security means, an authentication tag.

Quantum message authentication

~1! Alice selects a one-way hash functionh, computests
5h(s) as an authentication tag, and makes a tripletm
5(s,h,ts).

~2! Alice sendsm to Bob by using the Qc(m).
~3! Bob verifies whetherts5h(s).
Note that we can use not only a trapdoor function bu

real one-way function as the functionh.
Obviously, if this protocol is correctly executed, Bob ca

authenticate Alice’s message. Part of authenticating a m
sage depends on the one-way hash functionh; therefore, we
cannot precisely evaluate the security. However, becaus
the transmitted data includingh are encrypted, we think tha
Bob will be able to detect it in step~3! with high probability
even if an attacker tries to alter the messagem. That is, an
attacker only guesses the content of the message at rand
our quantum cryptosystem is used. Moreover, an attac
cannot makem even if the attacker wishes to impersona
Alice, because the attacker does not share entanglem
with Bob.
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