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Quantum identification schemes with entanglements
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We need secure identification schemes because many situations exist in which a person must be identified.
In this paper, we propose three quantum identification schemes with entanglements. First, we propose a
guantum one-time pad password schenmethis scheme, entanglements play the role of a one-time pad
password. Next, we proposecuantum identification schentbat requires a trusted authority. Finally, we
propose aguantum message authentication schetima is constructed by combining a different quantum
cryptosystem with an ordinary authentication tag.
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Due to the popularization of several global networks, weorder to confirm the person. Finally, we proposguantum
need many techniques to transmit information securely. Remessage authentication schemich is a scheme confirm-
cently, information security techniques based gqumantum ing that a person’s message is indeed the person’s message to
physicshave been actively studied because it is thought tha@nother specific person only once. Our protocol is con-
these are more secure than classical ones. The most famogf§ucted by combining a quantum cryptosystem with an or-
scheme is aguantum key distribution schenjé—3], and dinary authentication tag. Therefore, we also denote a differ-
some protocols of this scheme have proved to be uncondent quantum cryptosystem used in the protocol.
tionally secure protocol§4—8]. Other quantum security ~ Throughout this paper, we assume that entanglements can
schemes are also proposed, e.g., a quantum identificatid® securely shared among parties and can be kept for a long
schemd9-11] and a quantum digital signature schefa@]. ~ time. The technique of sharing entanglements securely
These schemes use entanglements effectively. Also in th@rough an insecure channel is shown by Refsl6]. More-
quantum communication complexity theory, we use someVer, we construct our protocols under the assumption that
type of entanglements being shared among parties. The efl€ communication channels used in them are error free or
tanglements used in it are callgtior entanglementde-  noiseless, and a public channel is a channel such that anyone
cause these are prepared beforehand among the fdgies can read messages but cannot alter them.
15]. The central role of prior entanglements is that parties In general, a user will have to be identified by a mechani-
can share some property related to the input values of acal system for security if he wishes to use it. However, if he
given problem without communication among the parties. Stays at a place remote from the@g., due to travgl he

In this paper, we propose three quantum information seneeds to send his identification data such as a password
curity schemes with entanglements, a quantum one-time pd@rough an insecure channel. This involves many risks be-
password scheme, a quantum identification scheme, andG@use an eavesdropper may steal his identification data. In
quantum message authentication scheme. These schemes @i@er to avoid this situation, we consider an identification
very significant for today’s electronic society. We constructscheme between a user and a mechanical system, where the
unconditionally secure protocols under prior entanglementgnechanical system means a system that does not cheat any-
That is, the probability that any eavesdropper guesses seci@fie. We then propose a quantum one-time pad password
information is the same as that of deciding a value at ranscheme that regards prior entanglements as a password.
dom. First, thequantum one-time pad password schéma Before a user goes out, he and the system prepare a set of
quantum analogy of classical ones. In this scheme, a uséyprior entanglementij,),|#5), . . . |¢,) taking the form
uses some prior entanglements as a password in order to be
iplen_tified by a system. Next, we proposejaantum iderjti- )= i(|010>+|1,1>), 1)
fication schemewhich authenticates a person’s identity to J2
another person and is thought to be an extension of the pass-
word scheme. Our identification scheme requires a truste@here the user has a set of the first qubits and the system has
authority (TA). Some identification schemes between twoa set of the second qubits. Throughout this paper, we take
persons are proposd®—11]; however, these schemes are B={|0),|1)} as a basis. Moreover, the system assigns an
only a defense against eavesdroppers. Although the methoggrdinary passwordp=(ps,p, - - - ,pn) to the user, where
that do not use any TA are simple and convenient, there is B €{0,1}(i €{1,2, ... n}). Each entanglemerit);) is re-
problem such that a verifier cannot confirm that a prover idated to eachp;. If they think that they need not use the
the person who is identified. Therefore, we think that thepasswordp, the system takes only=(0,0, . .. ,0).
existence of a TAis reasonable for the real world because the
information on a person’s identity must exist somewhere in Quantum password
(1) A user requires the use of a systefithey sharen

prior entanglement§y, ),|#,), . .. ,|¢,) taking the form of

*Electronic address: tmihara@ktmail.ktokai-u.ac.jp Eq. (1).]
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(2) The system selects ann-bit number r (20 The system selects ann-bit number r
=(rq,fp,...,r,) at random, wherer,e{0,3(ie{1,2, =(rq,rp,...,ry) at random, where r;e{0,1(i
...,n}). e{1,2,...n}).

(3) For 1=i=<n, execute the following. (3) For 1=<i=n, execute the following.

(@ If ry®p;=0, the system applies nothing tg¢;); oth- (@ If ri®p;=0, the system applies nothing tg;); oth-
erwise the system applies erwise the system applies

X=<O 1) (1 0 )
10 Z= 0o -1
to |¢).

(b) If p;=0, the user applies nothing |@;); otherwise he  to | ;).
appliesX to ). If r;=0, then|¢;)— | )=(1/42)(|0,0) (b) If p;=0, By, applies nothing td;); otherwise he
+11,2)); otherwise|¢)— |y ) =(1V2)(|0,)+|1,0). applies Z to  [g). If =0, then [¢)—|y)

(4) For 1<i=<n, execute the following. =1/32(|0,0,...,0+[1,1,...,3); otherwise |y)— |y )

(a) The user measurég; ) in B and sends the outcome ~ =1/12(/0,0,...,0—[1,1,...,3).
to the system through a public channel. (4) For 1=<i=n, execute the following.

(b) The system also measurfg') in B and obtains the (a) All the parties and system apply the Walsh-Hadamard
outcomes; . matrix H

(55 The system verifies whetherr;=u;&s(i
e{1,2,...n}). 1 (1 1)

If this protocol is correctly executed, the user can be iden- H=—
tified by the system because®s,=r;. Therefore, we ana- V211 -1

lyze the security of this protocol. Let(0<e<1/2) be the

error rate of the device. That is, maximaby errors occur.  to the statd ;). If r;=0, then

The probability that an eavesdropper impersonates the user,

i.e., the probability that she guesses the user’s outcome be- 1

fore step(4), is then at mosE{" (M2 "< ()2~ 2" pe- W —lgy=— D Ib, Bim i)

. . . i i m ils =+ sMimsSi/s

cause she only guesses each bit at random with the probabil- 2 & b ©5=0

ity 1/2. Thus, the probability approximates zero rif is

sufficiently large, and she cannot cheat the system. More- .
; : otPervwse

over, because the user’s outcome is not reusable, she canno

use the outcome obtained in stép next time in order to

access the system. This protocol is then secure providing that

both of the shared entanglements and the password are not i) =1y} = F E [Big,- - i, Si)-
stolen. ®j=aPij@si=1

Furthermore, we extend the protocol to a multiparty case.
LetB,, B,, ... B, bem parties. We consider a problem in (5 For 1<i=<n, execute the following.
which By, wishes to use the system but he needs the aid of (a) Each partyB; measure$y;) in B and sends the out-
the other partiesB,, ... ,By,_1, in order to use the system. comeb;; to the system.
Here, we consider only the case whee, ... B, 4, are (b) The system also measurpg’) in B and obtains the
honest. outcomes; .

Before all the parties and the system begin the protocol, (6) The system verifies Whetheri:@Jm:]_bij@Si(i
they prepare a set ofn prior entanglements e{1,2,...n}).

|p1),|2), - - . |y) taking the form Also in this case, if this protocol is correctly executed,
n party B, can be identified by the system. Therefore, we ana-
_ lyze the security of this protocol. This protocol is also secure
) \/§(|0’0’ - 0F[LL D), @ against any eavesdropper for the same reason as the previous

protocol. Here, we consider a case in whigh tries to cheat
where its length isn+1 qubits,Bj(j {1,2,... m}) has a the system, i.eB, tries to use the system without the aid of

set of thejth qubits, and the system has a set of the ( the other partiesB,, ... ,B,_1. Let
+1)th qubits. Moreover, the system assigns an ordinary
passwordp to By, 43 =(1N2)(|00, ... 0+|1,1,....3)
Multiparty quantum password =(1/4/2)(|0,0,0)+|1,1,1)),
(1) PartyB,, requires the use of a systefiThey sharen
prior entanglementy,),|#,), ... |¢,) taking the form of ~ where|0) and|1) are the collective bits 0B, ... By 1.
Eq. (2).] Now, partyB,, applies notH but a general unitary operator
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a —b Ira(Alice)=(Ita1 a2, - - - l7An),
U: * *
b a . .
where each is a bit.
to his qubit in the statéy;), wherea and b are complex Identifying Alice to Bob

numbers satisfyinga|?+|b|°=1. Then, _ o S
(1) Bob requires the authentication of Alice’s identity to

|4)=3[10)(al0,0)+a[0,1) +b*|1,00+ b*|1,1)) the TA.
(29 The TA makes a set ofn entanglements
*[1)(—b|0,0+b[0,1) +a*[1,00—a*|1,1))]. |2 )|, . . . | iby) taking the form
Thus, partyB,,, and the system obtain only one of four pairs 1
(0,0, (0,2, (1,0, and (1,1) with the equal probability 1/4 |¥)=—=(]0,0,00+|1,1,1)).
independent of; as the measurement outcome. This means V2

that B, only guessed;,,(1<i<n) at random and cannot
cheat the system.

The entanglements in these protocols cannot be reuse
However, because no secret information can be obtained by
eavesdropping through a channel, the ordinary passpad _
reusable if the system can maintain it securely. appliesZ to |;). , _ ,

Next, we propose a quantum identification scheme that (P) If Ioubi=0, Bob applies nothing thys); otherwise he
authenticates a person’s identity to another person. If a pePPIi€SZ t0 i) _ _ o
son wishes only to verify whether he shares entanglements (©) If 17Ai=0, the TA applies nothing thi); othermsg it
with another person, we can use the protocol mentione@Pplies Z to [¢). If 1a®loui®l7ai=0, [¢i)— i)
above. For instance, this type of quantum identification=(1/v2)(/0,0,0+1,1,1)); otherwise  [¢)—|4/)
scheme is proposed in Ref@—11]. Here, we consider an- =(1/42)(/0,0,00—|1,1,1)).
other type of identification scheme including a method veri- (5) Each party announces the completion of the procedure
fying whether a person is indeed the person whom anothégp the others through a public channel.
person wishes to confirm. (6) All the parties apply H to every |)(i

In our scheme, we require a TA. We think that for the reale {1,2, ... n}). If
world, the existence of a TA is reasonable because the per-
son’s information must exist somewhere in order to confirmI ST ST , "ot E bt
a person’s identity. Now, we call the prover Alice and the ' Ai®'pubi®l1ai=0, 9= 197 2 a063=0 lai.bi ti):
verifier Bob. We then construct a protocol that authenticates
Alice’s identity to Bob. This protocol is constructed of two otherwise
parts, “issuing a certificate to Alice” and “identifying Alice
to Bob.”

(3) The TA sends a set of the first qubits to Alice and a set
8f the second qubits to Bob.
" (4) For 1=<i=<n, execute the following.
(@) If 1,=0, Alice applies nothing tdy;); otherwise she

1
—1e=5, 3 laibit).

Issuing a certificate to Alice
(1) A TA establishes Alice’s identity by means of conven- (7) Each party announces the completion of the procedure

tional forms of identification, such as a passport, and formd® the others through a public channel. .
an n-bit string I (Alice). (8) Alice measures everyy)(i€{1,2, ... n}) in B, ob-

(2) The TA splits| (Alice) into | 5(Alice) @1, (Alice) tainsn-bit valugsa=(a1,a2, ...,a,), and sendsa to the TA
ala(Alice). through a public channel. _ _ _
(3) The TA gives IA(Alice) to Alice and opens (9) Bob also measures evepy!) in B, obtainsn-bit val-
I un(Alice) to the public as Alice’s public identification in- UesSb=(by,b;, ... by), and sends to the TA through a
formation. Moreover, the TA maintaind (Alice) and  Public channel.
I1a(Alice) securely. (10) The TA also measures evefy!) in B and obtains
Note that only the TA knows the information of Alice’s Nn-bit valuest=(ty,t5, ... t,).
identification| (Alice). (11) The TA verifies whetherl (Alice)=a®bat and
Next, we show the protocol of identifying Alice to Bob. sends the outcome to Bob through a public channel.
Here, let If this identifying protocol is correctly executed, Bob can
identify Alice becausea®@b®t=I1,&1,,,&1ra=1(Alice).
[(Alice)=(l1,l5, ... 15, Therefore, we analyze the security of this protocol. Note that,
in general, a®b#1,®1,,, although adbet=1,&1,,,
[a(Alice)=(la1,l a2, - - -l an)s @®l1a. Even if Alice’s valuea and Bob’s valueb are stolen,
any eavesdroppémcluding Bob cannot then find the infor-
loun(Alice)= (1 pup1:l pub2s - -+ ol pubn)s mation for I (Alice), Ita(Alice), or I15(Alice), and Alice
also cannot find(Alice) or It5(Alice). In other words, the
and probability that an eavesdropper obtains each of them'fs 2
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because she only guesses each bit at random with the prob- (3) Alice measures everyy )(i €{1,2, ... n}) in B, ob-

ability 1/2. Next, we consider the case in which an eavestainsn-bit valuesa=(a,,a,, ... ,a,), and sends to Bob.
dropper tries to impersonate Alice either by using the value  (4) Bob also measures evepy) in B and obtains-bit
or by stealing the entanglements. Because the valsenot  valuesb=(b,,b,, ... b,).

reusable, no eavesdropper can impersonate Alice by asing (5) Bob recoverss by computinga®b becausea®b=s.

next time. Moreover, because only Alice knows the value We describe the quantum cryptosystem for a message

I n(Alice) even if the entanglements are stolen, the probabilQ.(s).

ity that an eavesdropper can cheat Bob is at most We then propose a quantum message authentication pro-
(snn)zf(lfa)n for the same reason with the previous proto-tocol by cqmbining the quantum cryptosystem with an ordi-
cols, wheres (0<e<1/2) is the error rate of the device. ~ Nary security means, an authentication tag.

Finally, we consider a quantum message authentication
scheme. In our protocols mentioned above, the information . )
for communicating with each other might be stolen but must (1) Alice selects a one-way hash functioncomputests
not be altered. Therefore, we used a public channel because(S) @s an authentication tag, and makes a triptet
of each party being able to verify it. Here, we propose a—(shty).

h e heth th h h | is (2) Alice sendsm to Bob by using the gfm).
scheme verifying whether a message through a channel is (3) Bob verifies whethet, - h(s).

Quantum message authentication

altered. '
Now, we consider that Alice has an-bit messages Note that we can use not only a trapdoor function but a
=(s1,S,, - . .,S,) and sends it to Bob through an insecure real one-way function as the functién

channel. First, we denote a quantum cryptosystem used in t(r)]bvipustly, A'fl.th',s protocol is Ic;‘)orrtectfly emecutt_edil Sobican
our message authentication protocols authenticate Alice’s message. Part of authenticating a mes-

sage depends on the one-way hash fundtotiherefore, we
cannot precisely evaluate the security. However, because all
_ the transmitted data includingare encrypted, we think that
(1) Alice makes a set of n entanglements pgop will be able to detect it in ste8) with high probability

Quantum cryptosystem

[#h1),|42), . .. | i), taking the form of Eq(1), and sends &  eyen if an attacker tries to alter the messageThat is, an
set of the second qubits to Bob. attacker only guesses the content of the message at random if
(2) For 1=i=n, execute the following. our quantum cryptosystem is used. Moreover, an attacker

(@ If 5,=0, Alice applies nothing td#;), i.e, [¢{)  cannot makem even if the attacker wishes to impersonate
=(112)(]0,00+1,1)); otherwise she applie$to ), i.e.,  Alice, because the attacker does not share entanglements
|[4)=(1112)(10,1)+[1,0). with Bob.
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