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Quantum key distribution using nonclassical photon-number correlations
in macroscopic light pulses
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We propose a scheme for quantum key distribution using macroscopic nonclassical pulses of light having of
the order 106 photons per pulse. Sub-shot-noise quantum correlation between the two polarization modes in a
pulse gives the necessary sensitivity to eavesdropping that ensures the security of the protocol. We consider
pulses of two-mode squeezed light generated by a type-II seeded parametric amplification process. We analyze
the security of the system in terms of the effect of an eavesdropper on the bit error rates for the legitimate
parties in the key distribution system. We also consider the effects of imperfect detectors and lossy channels on
the security of the scheme.
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Quantum key distribution~QKD! is used for sending a
key from one party~Alice! to another~Bob! in such a man-
ner that the laws of quantum mechanics guarantee the s
rity of the key @1#. The key can be used later as a one-tim
pad to encrypt a message. If an eavesdropper~Eve! intercepts
all or part of the key, errors in the key are unavoidably
troduced, which are detectable by Bob and Alice, thus
vealing the presence of eavesdropping.

All experimentally demonstrated schemes to date h
used single photons to encode the key bits@2#. Such systems
are subject to several difficulties–foremost is the absenc
reliable technologies for generating single-photon pulses
demand. Usually, highly attenuated laser pulses are use
approximate single-photon pulses, but the presence of
two-photon component in such pulses provides a poten
avenue for an eavesdropper to foil the security by acquir
the redundant photon and making measurements on it. O
difficulties include sensitivity to stray light and the difficult
of low-noise detection of single photons at waveleng
(1.3–1.5 mm) that are used in fiber-optic telecommunic
tion.

We present a scheme for QKD that uses macrosco
nonclassical light pulses. Our light pulses are macroscopi
that each contains on average 104–106 photons, and are
‘‘nonclassical’’ in that their density operator cannot be re
resented as a statistical~diagonal! mixture of coherent states
The variable that we use for the encoding of each bit is
difference of the numbers of photons in two optical mode

Other proposed schemes for QKD using multiphoton n
classical optical fields exist@3–5#. These schemes are di
tinct from ours in that they are based on the measuremen
field quadratures in squeezed states. These schemes re
one or more local oscillators, that are phase locked to
signal field, for the measurement of the signal field, there
introducing a practical difficulty in the implementation
Schemes based on polarization require not phase stab
but polarization axis stability.

There exists a proposal to use macroscopic optical pu
prepared in a coherent state, to perform QKD@6#. This
scheme uses the inherent quantum uncertainty for the n
ber of photons in the coherent state to ensure security. H
ever, the intended recipient of the key is also subject to
1050-2947/2002/65~4!/042307~5!/$20.00 65 0423
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same uncertainties in photon number as the eavesdrop
This results in a large systematic error rate (>30%) for the
measurement of the bits. The large error rate is corrected
using considerable amounts of classical error correction,
quiring a large number of optical pulses to be sent for e
logical key bit. This results in a very low logical-bit-pe
optical-pulse rate.

In this paper we will describe how our scheme overcom
some of the difficulties with practical implementations f
previously proposed QKD schemes. We also provide a str
plausibility argument for the security of our scheme.

It should be noted that this paper does not contain a pr
of absolute security, as has been proven for the BB84 pr
col @7# and the quadrature squeezed-state protocol@5#. The
first proof of security for BB84@7# did not take into accoun
several practical points. Subsequently, several proofs h
been constructed that take into account some important p
tical considerations, which affect the security of QKD prot
cols such as lossy channels, imperfect detectors, and im
fect sources@8–11#. Proof of absolute security is a difficul
task, and work is currently underway to construct a rigoro
proof of absolute security at nonzero data rates for our Q
protocol.

In our protocol the security of the key is ensured by us
nonclassical light pulses having, in a particular polarizat
basis, a photon difference number between two polariza
modes that is better defined than in a coherent state with
same total number of photons. The quantum correlations
tween the orthogonal polarization modes are rapidly
graded by any of Eve’s attempts to measure the key.
degradation of the correlations leads to different measu
ment results for Bob than in the eavesdropper-free case.
changes in the measurement result will then indicate to B
and Alice the presence of Eve.

The protocol is as follows: Alice encodes each bit value
the mean ‘‘polarization difference number’’^n&5^n12n2&,
where^n1&(^n2&) is the mean number of photons in the fir
~second! polarization mode making up a basis. Two differe
polarization bases are used. One basis~‘‘V/H basis’’ ! is de-
fined by the vertical and horizontal linear polarizations; th
n5nV2nH . The other basis~‘‘ 645 basis’’! is defined by the
©2002 The American Physical Society07-1
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145° linear polarization and the245° linear polarization;
then n5n1452n245. Alice chooses at random which bas
to use. Bob measures the photon difference number eith
the V/H basis or in the645 basis. After the transmission o
all the key bits, Alice and Bob communicate via a pub
channel and compare which basis was used on each enco
and on each measurement. Alice and Bob will keep only
bits for which they used the same basis for the respec
pulse. To estimate the overall error rate, Bob and Alice co
pare a small fraction of the key bits over the public chann

We consider nonclassical optical pulses used for the
coding generated using type-II seeded parametric amplifi
tion @12–14#. The amplifier consists of a type-II nonlinea
optical crystal that is pumped by a vertically polarized op
cal pulse at frequency 2v. The crystal is simultaneousl
seeded with a transform-limited optical pulse at frequencyv.
Each polarization mode of the seed pulse is in an indep
dent coherent state, with a mean number of photons^nV& in
the vertical polarization mode and a mean number^nH& in
the horizontal polarization mode. Both the vertical and ho
zontal polarization modes atv experience amplification. The
overall amplification can be characterized byG(.1), which
is the factor by which the total mean photon numberNT
5^nV1nH& increases.G values of up to 20 have been e
perimentally measured@14#. The mean photon differenc
number^n&5^nV2nH& of the seed pulse is small (<1%)
compared tô nV& and ^nH&.

Quantum correlations between the vertical and horizo
polarization modes are generated by the amplifier, which
sult in the statistical properties~including the mean and th
variance! of the photon difference numbern to remain un-
changed by amplification. This follows from the fact thatn is
a conserved quantity under the action of the nondegene
two-mode squeezing~parametric amplification! Hamiltonian,
which produces a nonclassical state of light@15#.

For coherent-state seed pulses, the variance ofn equals
the total mean number of photons in the seed pu
var(n)seed5^nV1nH&seed. The variance ofn for the ampli-
fied pulse is the same as the variance ofn for the seed pulse
therefore,

var~n!amp5^nV1nH&seed5
1

G
NT,amp. ~1!

The variance ofn after the parametric amplification i
thus considerably smaller than the variance that would
present if the amplified pulse were in a coherent state ha
the sameNT as in the amplified pulse. For the coherent-st
case, the variance would be given by the total number
photons, var(n)coherent5^nV1nH&amp5NT,amp. This
coherent-state variance is referred to as the shot-noise
~SNL!. Thus the variance ofn for the time-integrated ampli
fied pulse will be below the SNL by a factor ofG compared
to a coherent-state pulse with the same number of pho
@14,15#. The extent to which the variance ofn is below the
SNL, tells us how strong the quantum correlations betw
the photons in the vertical and horizontal polarization mo
are.
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The phase difference between the vertical and horizo
polarization modes isp/2, giving a polarization state that i
very nearly circular, with a slight degree of ellipticity dete
mined by^n&. The major axis of the polarization ellipse
oriented vertically in the case where^n&.0 and oriented
horizontally in the case wherên&,0. Alice can switch the
bit value by performing a 90° rotation of the slightly ellipt
cal polarization state.

Following the parametric amplifier is a 45° polarizatio
rotator. Alice can use this to rotate the polarization by 4
before sending the pulse to Bob. This will have the effect
changing the V/H basis into the645 basis. This polarization
rotation is applied or not at random. Alice records whi
basis ~V/H or 645) was used for each pulse. For tho
pulses that have their polarization basis rotated, the bit
coding changes. The relevant mean photon difference n
ber ^n& is now written aŝ n&5^n1452n245&. We will refer
to the basis that is set by Alice’s rotator on a given pulse
the ‘‘correct’’ basis and the other basis as the ‘‘incorrec
basis.

Bob receives the optical pulses sent by Alice. Bob m
suresn in either the V/H basis or in the645 basis at random
Bob uses a 45° polarization rotator and a polarizing be
splitter to select a basis and separate the polarization mo
He counts the number of photons in each of the polariza
modes for a given basis~within precision set by detecto
noise!, and subtracts the number of photons in each mod
determinen.

Alice encodes a logical ‘‘1’’~‘‘0’’ ! key bit by setting the
mean value of the difference number to be in the corr
basis ^n&51N(^n&52N), whereN is a positive number
comparable toANT,amp, the SNL for the total field.

The action of the basis change on the two-mode phot
correlated state produced by optical parametric amplifica
results in two independent single-mode quadrature-sque
states in the polarization modes of the incorrect basis. Th
are no correlations between these quadrature-squeezed s
Therefore,̂ n&50, regardless of the bit value, and the va
ance of n in the incorrect basis is thus the variance
NT,amp, which can easily be calculated from Eq.~3!. This
variance is always greater thanNT,amp. There is thus greate
uncertainty for a measurement ofn in the incorrect basis than
in a coherent state withNT,amp photons.

By setting, in the correct basis,u^n&u5N!NT,amp, a
single measurement ofn, regardless of whether the measur
ment was made in the correct or incorrect basis, will resul
a numerical value within the same range. This can easily
seen from the distributions for measurements ofn shown in
Fig. 1. This makes it difficult to determine from a sing
measurement which basis is correct and which is incorre

Bob decodes a measurement yieldingn.0 as a logical
‘‘1,’’ and n,0 as a logical ‘‘0.’’ Bob does not knowa priori
which basis Alice used to encode each key bit. In the inc
rect basis, the probability distributionP(n) for the photon
difference numbern is the same regardless of the bit valu
Alice sent. There is thus no key bit information contained
the results of a measurement in the incorrect basis. To el
nate the results of such measurements, after the transmis
of all the bits, Bob and Alice communicate publicly to dete
7-2
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QUANTUM KEY DISTRIBUTION USING NONCLASSICAL . . . PHYSICAL REVIEW A 65 042307
mine on which pulses Bob was using the correct basis.
bits are kept only for those pulses for which Bob was m
suring in the correct basis.

Bob does not need to use an ‘‘ideal’’ detector to meas
the number of photons in each of the polarization mod
Due to the finite width of the initial Poisson distribution fo
the photon number in the coherent seed, it is not necessa
use a detector that can distinguish betweenm andm61 pho-
tons. In practice a detector with a noise-equivalent pho
number around 200–300 is sufficient. This allows the use
standard linear photodiodes with quantum efficiencies
proaching 100%@14#. Even nonunity quantum efficiency de
tectors are acceptable, with deviation from unity efficien
simply treated as a loss, which will be discussed below.

Using n̂5n̂V2n̂H5âV
†âV2âH

† âH , where theâ’s are bo-
son annihilation operators, we calculate the moments ofn by
writing the amplified annihilation operators in terms of t
seed annihilation operators and assuming coherent-state
pulses. The annihilation operators for the amplified pul
when they reach Bob, including any losses experienced
the pulse during the propagation, are given by the two-m
squeezing transformation combined with a nonpolarizing
ear beam-splitter transformation to account for the los
@14#

âV(a)5A12h~mâV(s)1nuâH(s)
† !1 iAhb̂V , ~2!

âH(a)5A12h~mâH(s)1nâV(s)
† !1 iAhb̂H , ~3!

where the~a! subscripts refer to the amplified pulse, the~s!
subscripts to the seed pulse, andh is the loss experienced b
the pulse during propagation. The loss parameterh includes
loss due to a lossy transmission channel and loss du
partial sampling of the beam by an eavesdropper. Theb̂’s are
the boson operators for the vertical and horizontal vacu
modes associated with the losses, andm andn are complex
nonlinear coefficients obeyingumu22unu251, which are
functions of the properties of the nonlinear crystal and
pump beam.

FIG. 1. Probability distributions for measurement ofn in the
correct basis for a logical 1~solid curve!, logical 0 ~dotted curve!,
and for measurement in the incorrect basis~dashed curve! for ~a! no
loss and~b! for 50% loss
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By calculating the appropriate moments ofn̂, we can get
the probability distributions forn. Shown in Fig. 1~a! are the
unnormalized probability distributions for Bob’s measur
ment of n in the correct basis with a sent logical 1 key b
~solid curve!, with a logical 0 key bit~dotted curve!, and for
a measurement in the incorrect basis~this distribution is the
same for both logical 1 and 0 key bits! ~dashed curve!. For
Fig. 1~a!, in the case of 100% transmission efficiency, t
following realistic numerical values were used:6N5
62460, m51.7, andn52.36eip/2, leading to G510 and
NT523106 after the amplification. These parameters lead
a variance ofn in the correct basis that is 10 times small
than the SNL, when there is no loss~i.e., h50).

The distributions plotted in Fig. 1 for measurements ma
in the correct basis are Gaussian approximations of the P
son distributions forn, with means and widths determined b
the calculated means and variances ofn. The Poisson distri-
butions are very well approximated~to better than 1025) by
Gaussian distributions for pulses with photon numb
.104.

The distributions plotted in Fig. 1 for measurements ma
in the incorrect basis are Gaussian approximations of
exact distribution. In the wrong basis, each polarizat
mode is in an independent single-mode quadrature-sque
state. The photon number distribution for each single-mo
squeezed state can in our limit of large photon number
well approximated by a Gaussian distribution@16#. The dif-
ference of two independent Gaussian variables will thus a
be Gaussian.

Due to the tails of the distributions for the two bit value
there is a nonzero probability that a pulse encoded by A
as a logical 1~0! would be measured as a logical 0~1!. Such
an error is a ‘‘bit-flip error’’ ~i.e., 1
0). Using the same
numerical values for the system parameters, the error ra
the absence of loss or an eavesdropper is 1028.

One of the effects of losses or an eavesdropper is to
crease Bob’s error rate in a noticeable way. The change in
error rate due to the eavesdropper depends on the parti
type of attack and the extent of the attack. It should be no
that there exist situations~such as the ‘‘superior-channel a
tack’’ discussed below! where the eavesdropper can take a
vantage of large losses to acquire key information.

Any transmission loss experienced by the pulse will
crease the error rates even in the absence of an eavesdro
Bob and Alice can determine their systematic error rate
characterizing the loss of the transmission medium us
classical means before the QKD system is installed. Sho
in Fig. 2 is a log plot of Bob’s~and Alice’s! error rate vs the
loss h. Any increases from their new systematic error ra
will be indicative of the presence of an eavesdropper.

We will analyze four different attacks by Eve on the QK
system. In the first attack, Eve captures the entire opt
pulse sent by Alice, makes a measurement in a rando
chosen basis, and records the inferred bit value. She
attempts to prepare the same state that Alice sent, and s
the prepared state on to Bob. Eve does not know which b
was used to encode the bit, and in the cases where she
suresn in the incorrect basis~50% of the pulses!, she will get
the wrong bit value 50% of the time. Eve’s errors will resu
7-3



a

th
in

ea
om
to

s
n
fo

ul

ls
a
lt

s
s
str

o
a

ct

e
in
th
e

x
or
ro
ly
is
ue
l

io

-
:
fo
ne
p
te

her
t on
tuted
the
m
us-
mea-

ob
nel
n.
lse
rec-
as
al
to

the
he
y

uld
ling

ed
sers
de-
sary
g
ction.
like

ties

e
ub-
es.

e’s
nd
need

a-

he

A. C. FUNK AND M. G. RAYMER PHYSICAL REVIEW A 65 042307
in Alice and Bob having a 25% bit-flip error rate, which is
clear indication of eavesdropping.

In the second attack, Eve simply samples a fraction of
pulse with a nonpolarizing beam splitter and lets the rema
der continue on to Bob. Eve can then do any sort of m
surement on the sampled portion and try to determine s
information about the key bit. Any attempts by Eve
sample part of the beam will result in a lossh. As discussed
earlier, and as can be seen from the plot in Fig. 2, there i
increase in the error rate ash increases from 0. Based o
their error rate, Bob and Alice can make a good estimate
an upper bound on the amount of information that Eve wo
be able to obtain by sampling with a beam splitter.

In the third attack, Eve captures the entire optical pu
sent by Alice, passes it through a nonpolarizing 50-50 be
splitter and measures the photon difference number simu
neously in both bases~V/H and 645). Based on the result
of this measurement, Eve prepares the state she believe
ice sent, and sends that state to Bob. The probability di
butions for the difference numbern that Eve would measure
in this case are shown in Fig. 1~b!. Given the considerable
overlap between the three possible distributions, Eve d
not gain much information from the results of a single me
surement on both bases about which basis was used to
code the bit.

Figure 3 shows Eve’s probability of inferring the corre
bit value as a function ofh for sampling a fraction of the
pulse with a nonpolarizing beam splitter. This plot assum
that Eve knows which basis is being used, which will
general not be true, further reducing her knowledge of
key. In the case of simultaneous measurements, Eve m
sures at 50% sampling. From Fig. 3, Eve will have appro
mately a 95% probability of getting the bit value correct f
the correct basis but she has only approximately a 50% p
ability of getting the basis correct. Therefore she has on
50% probability of getting the correct bit value and bas
She will thus prepare states that result in incorrect bit val
for Bob. These errors will be detected during Bob’s and A
ice’s error rate checking, once again giving a clear indicat
of the eavesdropping.

The fourth attack is a ‘‘superior channel attack.’’ It re
quires that Eve possess the following technical items
quantum memory system that can store quantum states
potentially long period of time and a transmission chan
that is lossless. The attack consists of Eve splitting the o
cal pulse into two equal parts using a 50/50 beam split

FIG. 2. Bob’s and Alice’s error ratePERR vs lossh.
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sending one half of the pulse to Bob, and keeping the ot
half of the pulse. The pulse that she sends to Bob is sen
Eve’s lossless transmission channel that she has substi
for the original lossy channel. Eve stores the states of all
optical pulses sent from Alice to Bob with her quantu
memory system. Eve then waits until after the public disc
sion that reveals the measurement bases, and she then
sures her stored pulses in the correct bases.

In the case that the transmission loss from Alice to B
~before Eve replaces the channel with her lossless chan!
was 50%, Bob and Eve will receive the same informatio
Both Eve and Bob will have received the same optical pu
that has experienced a 50% loss. Any one-way error cor
tion that is sent by Alice will help correct Eve’s errors just
well as it corrects Bob’s errors. In the event that the origin
transmission loss is greater than 50%, Eve will be able
obtain even more key information than Bob.

Such an attack could be avoided by limiting the use of
protocol to channels with less than 50% loss. Also, if t
error correction or privacy amplification required two-wa
communication between the recipient of the key, Eve wo
not necessarily be able to correct her errors without revea
her identity.

It is possible to generate type-II parametrically amplifi
pulses as described in this paper using conventional la
and nonlinear crystals. It is possible to make direct photo
tection measurements of the signal pulses with the neces
sensitivity @14#. This differs with the QKD schemes usin
quadrature-squeezed states that require homodyne dete
Our scheme also has a low systematic bit error rate, un
the coherent-state key distribution system@6#, which requires
considerable redundancy to overcome intrinsic uncertain
that are unavoidable for theintendedrecipient of the key.

The physical origin of the security for our QKD schem
lies in the behavior of nonclassical quantum fields when s
ject to beam-splitting losses or to polarization-basis chang
The plausibility of the security is based on the fact that Ev
attacks will consist of combinations of beam splitting a
polarization basis changes. Other more general attacks
to be considered further.

This material is based upon work supported by the N
tional Science Foundation under Grant No. 9876608.

FIG. 3. Eve’s probabilityPh to infer the correct bit value given
sampling fraction ofh vs h, assuming she correctly guesses t
basis.
7-4
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