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Theoretically efficient high-capacity quantum-key-distribution scheme
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A theoretical quantum key distribution scheme using Einstein-Podolsky-R&feR pairs is presented.
This scheme is efficient in that it uses all EPR pairs in distributing the key except those chosen for checking
eavesdroppers. The high capacity is achieved because each EPR pair carries 2 bits of key code.
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Since languages became the tool for communication, the

desire and need to transmit secret messages from one person |3y = i(|10)+ |01)),

to another began. Thus humans invented cryptography—a V2

way to transmit information so that it is unintelligible and

therefore useless to those who are not meant to have access 1

to it. The most important classic cryptographic scheme is the |a)=—(|10)—|01)). 1)
public-key cryptosystenjl]; its safety relies on the high V2

complexity of the underlying mathematical problems, for in-

stance the factorization of large numbers. But with the deAlice and Bob agree beforehand that
velopment of quantum computation, especially the Shor'gy,), |¢,), |¢3), |¢s) are encoded as 00,01,10,11 re-
algorithm for factoring big numbers, the systems once seemnspectively. This coding increases the capacity of our scheme.
ingly unbroken in practice will be accessed easily. Now inAn orderedN EPR particle pair sequence is denoted by
the information community, the safety of transmission of se{(P1(1), P1(2)), (P»(1),P»(2)), ... (P;i(1),Pi(2)), ...,

cret information is becoming more and more important. OngPy(1),Py(2))]. We denoteP;(1) for one particle in théth
essential theme of secure communication is to distribute seEPR pair, andP;(2) for the other, and=1,2, ... N. We call

cret keys between senders and receivers. Quantum mechaP(1) the EPR partner particle dP;(2) and vice versa.
ics, one of the greatest discoveries of the 20th century, hashe order of these N EPR pairs is maintained
now entered the field of cryptography: if the key distribution throughout the QKD process. We can also take one EPR
makes use of quantum states, an eavesdropper cannot meartner particleP;(1) from each EPR paifP;(1),P;(2))
sure them without disturbing them. The principle of quantumto  form an EPR partner particle  sequence
mechanics can help to make the key distribution secure. UppP,(1),P,(1), ... ,P;(1),...,Py(1)]. A Bell-basis mea-

to now, there have already been several quantum key distrsurement is a joint measurement of two particles onto the
bution (QKD) schemes: BB84 protocdl2], the Einstein- four Bell basis states.

Podolsky-RoseEPR schemd3,4|, B92[5], the 4+2 pro- Our protocol is as follows:

tocol[6], the six-state protocdl7], the Goldenberg/Vaidman (1) Alice produces an orderedN EPR pair
schemg 8], the Koashi/Imoto schen|®], the recent Cabello sequence: [(Py(1), P1(2)), (Px(1), Py(2)),...,
protocol [10], and so on. (Pi(1).Pi(2)), - - . .(Pn(1).Px(2))].

Experimental research on QKD is progressing very fast, (2) Then Alice takes one particle from each EPR pair to
for instance the optical—fiber experiment of BB84 and B92form an ordered EPR partner particle sequence:
protocols have been realized upto 48 Kt and experimen-  [P,(2), P,(2), P3(2),...,Pn(2)]. The rest of the
tation in the free space of the B92 scheme has been achievgpR partner particles form another ordered EPR partner par-
over a distance of 1 kifiL2], and very recently up to 1.6 km tijcle sequence:P,(1), P,(1), P3(1),...,Pn(1)]. Al-

during daylight[13]. ice sends to Bob one ordered EPR partner particle sequence:
Before presenting our scheme, we first introduce the nofp,(2), P,(2), P5(2),...,Pn(2)].
tations. An EPR pair is one of the four Bell states (3) After Bob receives the ordered EPR partner particle
sequence, randomly he chooses a sufficiently large subset
1 among the EPR partner sets and performs measurement on
|i41)=—=(|00)+]|11)), the particles in the subset. The result of this measurement
V2 will be either O or 1. Bob stores the rest of the particles of his

EPR particle sequence.

1 (4) Then Bob tells Alice through a classical chanfmlich

| ,) = ——=(|00)—|11)), as a telephone linethat he has received the particle se-
V2 quence, and the particles that he has chosen to measure in a
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Alice  Bob Alice Bob Alice Bob Bob has only a 50% chance of obtainifg,) when he
makes a Bell-basis measurement. In order words, the error
rate will be as high as 50%, and this can be easily detected.
Eve cannot obtain any useful information from this destruc-
tive attack.

Second, the scheme is secure against the intercept-resend
attack. Suppose Eve intercepts the particle sequence
{P;i(2),i=1,... N} and keeps it, but she cannot make a
Bell-basis measurement because she does not possess the

FIG. 1. Schematic illustration of the new QKD scheme. other particle sequence. In order to obtain the other particle

sequence, she must send a fake particle sequence to Bob so

certain direction. After hearing from Bob, Alice then per- that Bob can notify Alice. The particle sequence sent by
forms measurement on the partner subset of those particlgs/e to Bob may well be a particle sequence from an EPR
whose partner has been measured by Bob. Alice and Bopair sequence [(P¥(1),P¥(2)), (P3(1),P5(2)),...,
then publicly compare the results of these measurements ®*(1),P¥(2)), ... .(P5(1), PX(2))]. However this can
check eavesdropping. We refer to this procedure as the firgfe detected easily during the first eavesdropping check. Bob
eavesdropping check. _ _ randomly chooses a subset of particles and measures them.

(9 If they are certain that there is no eavesdropping, theffter Bob tells Alice what particles he has measured, Alice
Alice sends Bob the remaining EPR particle sequenceémeasures the corresponding particles at her hands. Then Al-
[P1(1), P5(1), Ps(1),...,Py(1)]. Of course, the par- jce and Bob publicly compare their results. If Bob's particle
ticles that have been measured are dropped from this particlgsquence is the fake particle sequence sent by Eve, half of
sequence. . . his results during the first eavesdropping check will be in-

(6) After Bob receives thes@l particles, he takes one consistent with that of Alice’s. Eve will easily be detected.

particle from each particle sequence in order and performgye can see this more clearly by studying the mutual infor-
Bell-basis measurement on them. He records the results fation defined agl0]

the measurements.
(7) Alice and Bob choose a sufficiently large subset of [(X:Y)=H(X)—H(X]Y),
these Bell-basis measurement results to determine if the
QKD is successful. If the error rate in this check is below awhere H(X)=—2;p(x;)log, p(x) is the Shannon entropy,
certain threshold, then the Bell-basis measurement results awghich is a function of the probabilitieg(x;) of all possible
taken as raw keys. We refer to this procedure as the seconglues of X, and the sum is over thosewith p(x;)>0.
eavesdropping check. H(X|Y) is the expected entropy of once one knows the
The procedure is shown in Fig. 1. During the transmissionvalue ofY, and is given by
of the second particle sequence, Eve cannot access the EPR
pairs, and hence cannot steal the key. Her action just causes
disturbance to the key, which in fact is a kind of destruction. H(X|Y):; p(y))| — Z p(xilyj)logz p(xily;) |-
The second eavesdropping check is designed for detecting

this. In practice, this procedure may well be combined withi there is no eavesdropping, the mutual information between
the privacy amplification procedure in the postprocessingjice and Bob isl ,5=2, and the mutual information be-

stage of QKD. Next we discuss the security of the protocolyyeen Alice and Eve is zero. When there is eavesdropping,

First, the scheme is secure against direct measurement By mutual information between Alice and Evelig=2

Eve. In this attack, Eve intercepts the first particle sequencgnq the mutual information between Alice and Bobl is
and makes measurements on them, then she resends thesg gayesdropping in this scheme is easily detected. This is

measured particle sequence to Bob. Because of Eve's meggmpared with the BB84 protocol in which Eve eavesdrops
surement, all the EPR pairs, with one particle sequence qtin the same method as Bob =5/8log, 5+3/8 log, 3
Alice’s hand and the other particle set at Bob's hand, are_5_ g6 and pe=lgp=3/4 IongsB—lﬁO.lsg. When there
destroyed. During the first eavesdrop checking procedurq g eavesdropping, the mutual information between Alice
Eve’s destruction is not detectable because Bob's measurg:  Bob in the BB84 scheme isis=3/4 log, 3—1==0.189.

ment will yield exactly the same results as Eve’s which is  1pig the scheme is safe against the opaque attack strat-
consistent with the results of Alice’s measurement. Howeve

. . , e [egy. In this strategy Eve intercepts every signal and measures
during the second eavesdropping check, Eve’s action is €a¥em. If she gets aresult, she just let the signal go. Otherwise

lly detected. I03ecause the EPR pairs have collapsed, Bob Willje jestroys the signal completely. In our scheme Eve cannot
have only 50% probab!llty of obtaining the right re;ult when use this strategy, because Alice sends to Bob only one par-
Bob uses the Bell-basis measurement to *read” his "EPR"ji0jo sequence at a time. This particle sequence is useless

particle pairs. For instance, suppdee) +[11) is collapsed  \ithoyt the other particle sequence. If Eve tries to hide
into |00) by Eve's interception. Since something, the QKD process simply stopped.

Like other QKD protocols using orthogonal states, one
i| U+ i|¢2>' distinct feature of our scheme is its high efficiency in terms
NA J2 of number of keys sent to the number of EPR pdpar-

P P(2) P(D) P(2) P(1) P(2)

|00)=
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ticles) used[10]. This is different from the EPR protocol or multiple legitimate users. The present is different from the
the BB84 protocol where only half of the EPR pairs or par-previous two protocols in that the secret keys are common to
ticles are used as keys. We now study the efficiency of th&ll legitimate users. The procedure is given in the following.
scheme. The information-theoretic efficiency defined in RefAfter Alice has sent the keys to Bob, Bob can create an EPR

[10] is pair sequence that carries the raw keys. Then he sends this
EPR pair sequence to another legitimate user, Clare, using

by the same procedure as before. The key protocols common to

7 G+ b, (2 Alice, Bob, and Clare are those Bell-basis measurement re-

sults that are not chosen to check eavesdropping. In this way,
whereby is the number of secret bits received by Bobjs  the protocol can be generalized to a multiparty common key
the number of qubit used, ar is the number of classical distribution protocol.
bits exchanged between Alice and Bob during the QKD pro- 1he implementation of the protocol proposed here re-
cess. Here the classical bits used for eavesdrop checkirgt“reS commensurate effort. Since it employs Bell-state mea-
have been neglected. As has been discussed by C#&b8]lo rements, its prac_tlcal |mpIementat|qn is difficult. Neverthe-
in the BB84 protocolp,= 0.5, g,= 1, andb,= 1. b,=1 bit is less, it is worth noting that the operations employed here are
used to indicate Whetsher Aiice an,d Bob use the same me£|| realizable in pr|n<_:|ple, for instance, the Bell-basis mea-
suring apparatus. In this way, the efficiency of BB84 is 25%surement was used in dense codjig]. Recently complete

Similarly the EPR protocol is 50%. The protocol present her el measurement has been reall_zed in the expef'mt
becomes 100%. he sending of EPR partner particles was used in quantum

Another feature of our scheme is its high capacity sinceCIOCk synchronizationﬁl_B]. Storage of light has lpeen realized
the four possible states of the EPR pair carry two bits o ecently19,20, and this may well serve to register the com-
ing particle sequences and to store them. However, for a

information, whereas in the EPR schaBB84) each realistic implementation of the QKD scheme here, the effi-
adopted EPR paifparticle carries only one bit of informa- ciency of the Bell-basis detection and the length of time of

tion, in other wordsN adopted EPR pairs can sendll Dits

of key in our scheme. photon storage need to be enhanced. _
Townsend has introduced a protocol to distribute secret In concl_u_5|on, We propose a new QKD scheme that is

keys to multiusers over optical fiber networksl4]. secure, efficient, and has high capacity.

Townsend’s protocol is a one-to-any protocol, where Alice Discussions with Dr. Koashi are gratefully acknowledged.

acts as a single controller to establish and update a distindthe authors are grateful for financial support from the China

secret key with each network user. An any-to-any protocoNational Natural Science Foundation, The Major State Basic
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