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Conditional efficient multiuser quantum cryptography network
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We propose a conditional quantum key distribution scheme with three nonorthogonal states. Combined with
the idea presented by Loet al. ~H.-K. Lo, H. F. Chau, and M. Ardehali, e-print arXiv: quant-ph/0011056!, the
efficiency of this scheme is increased to tend to 100%. Also, such a refined data analysis guarantees the
security of our scheme against the most general eavesdropping strategy. Then, based on the scheme, we present
a quantum cryptography network with the addition of a device called ‘‘space optical switch.’’ Moreover, we
give out a realization of a quantum random number generator. Thus, a feasible experimental scheme of this
efficient quantum cryptography network is completely given.
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I. INTRODUCTION

The desire and necessity to transmit secret messages
one person to another are probably as old as the abilit
human beings to communicate. Cryptography is the ar
encoding a text in such a way that an eavesdropper can g
little information as possible about it, and only the auth
rized users can decode it perfectly. To achieve this goal
algorithm is used to combine a message with some additi
information—known as the ‘‘key’’—to produce a crypto
gram. For this reason, secure key distribution is a cru
problem in cryptography.

Since publication of the BB84 scheme proposed by B
nett and Brassard, there has been much interest in u
quantum mechanics in cryptography@1–8#. To date, quan-
tum cryptography is the most mature prospect of quan
information processing~QIP!. The best-known quantum
cryptographic application is quantum key distributio
~QKD!. Theoretical two-party QKD models based on the u
certainty principle have been analyzed by Bennett and B
sard~BB84! @1# and models based on quantum correlatio
have been proposed by Ekert~E91! @2#, which are based on
entangled pairs and use the generalized Bell’s inequality@9#
~Clauser-Horne-Shimony-Holt inequality@10#! to establish
security. In these schemes, the sender Alice uses nonorth
nal quantum states~transmitted through a quantum chann!
to transfer the key to the receiver Bob. Such states canno
cloned@11,12#, hence, any attempt by an eavesdropper E
to get information on the key disturbs the transmitted sign
and induces noise. This noise will be detected by the le
users during the second stage of the transmission, which
cludes discussion over a public channel.

The efficiencies of the schemes, which are based on n
orthogonal states are no more than 50%. In 1998, Arde
et al.and Loet al.devised a modification@13,14# that essen-
tially doubles the efficiency of the BB84 scheme, where A
ice and Bob choose between the two bases independentl
with substantiallydifferent probabilitiese and 12e. They
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also prove the security of their scheme.
Furthermore, quantum cryptography is experimentally

most advanced subfield of QIP. The first QKD prototyp
working over a distance of 30 cm in 1989, was implemen
by means of laser transmitting in free space@5#. Soon, ex-
perimental demonstrations by optical fibers were set
Now, the transmission distance is extended to more than
km in telecom fibers@15# and about 1 km in free space@16#.

There are also theoretical proposals for QKD betwe
more that two parties based on~GHZ! states@17,18#, and an
experiment has already been performed@19#.

If some practical techniques were to become widespre
however, it would have to be effective over a quantum cry
tography network. Bihamet al. @20# proposed the time-
reserved Einstein-Podolsky-Rosen~EPR! protocol, which
combined with quantum memories to build a quantum cr
tography network. In a series of publications, Townse
et al. @21# have shown how the properties of passive opti
networks can be exploited to giveone-to-anyandany-to-any
key distribution using quantum cryptography on branch- a
loop-configuration networks.

In this paper, we present a QKD scheme with three n
orthogonal states. Combined with the idea presented by Let
al. @14#, the efficiency of this scheme is increased to tend
100%. If it is combined with the use of a device called t
‘‘space optical switch,’’ QKD between any pair of parties ca
be realized. Therefore, we can establish a conditional m
tiuser quantum cryptography network. We choose a two-u
scenario by way of example and it will become evident th
there are many users that will work equally well. We sh
explain the scheme using the language of polarization
photons, but clearly any two-level quantum system wo
do. The center Alice prepares pairs of photons in the kno
uBC&1 , uBC&2, anduBC&3 states~see below! with probabili-
ties (12e1)/2, (12e1)/2, and e1, respectively. She then
sends a sequence of photons out of each pair to the two u
Bob and Carol. The users choose their bases independ
with different probabilities and perform measurements, a
then broadcast their bases actually chosen via the clas
channel to establish a common key between them. Since
parties are much more likely to be using the same basis,
reducing the fraction of discarded data, a significant gain
©2002 The American Physical Society17-1
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efficiency is achieved. To ensure our scheme is secure
divide the accepted data into various subsets according to
bases employed and estimate an error rate for each su
separately. We then show that such a refined error analysi
sufficient in ensuring the security of our scheme against
most general eavesdropping strategy. The proof is base
the technique in Shor and Preskill’s proof of the security
another scheme@22#. Particularly, it can decrease the propo
tion of the EPR stateuBC&3 in the incident states to tune th
value of e1. If the value is small enough, all the sifted ke
bits obtained as the EPR state are used as the incident
will be used to detect the eavesdropper and then ab
Henceforth, the secret key obtained as the product st
uBC&1 and uBC&2 are used is also known to the center Ali
who may be regarded as asuperuser. Therefore, we can re
alize the efficient QKD among three users. Similarly, to
alize the two-party protocol, we only need to increasee1.

In addition, we give a realization of a fast and compa
quantum random number generator. Thus, a feasible ex
mental scenario of this efficient quantum cryptography n
work is completely shown.

This paper is organized as follows. In the next section,
present an efficient two-user QKD scheme with three non
thogonal states. By considering a simple biased eavesd
ping strategy by Eve, we note that our refined analysis is
essential feature of our scheme in Sec. III. We consider
most general type of eavesdropping strategy allowed
quantum mechanics and prove that our present schem
unconditionally secure in Sec. IV. In Sec. V, the constrai
on the probabilities are derived. In addition, in Sec. VI, w
give a realization of a quantum random number genera
We then present a quantum cryptography network based
the QKD scheme, which is combined with a device cal
the ‘‘space optical switch’’ in Sec. VII. Finally, we conclud
the scheme in Sec. VIII.

II. EFFICIENT TWO-USER QKD SCHEME

In our scheme, there are three parties: the center Alice
the users Bob and Carol. Alice prepares pairs of photon
the known nonorthogonal states

uBC&15u0&Bu0&C ,

uBC&25u1&Bu1&C , ~1!

uBC&35
1

A2
~ u0&Bu0&C1u1&Bu1&C),

with probabilities (12e1)2, (12e1)/2, ande1, respectively.
PhotonB is sent to Bob and photonC is sent to Carol. There
are two types of measurements that the receivers may
form: they may measure along the rectilinear basis, thus
tinguishing between photons in the statesu0& and u1& ~i.e.,
horizontal and vertical photons!. Alternatively, they may
measure along the diagonal basis, thus distinguishing
tween the145 and245 °C photons.

The three parties are connected by a quantum channe
a classical public channel. The quantum channel cons
02231
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usually of an optical fiber. The public channel, however, c
be any communication link. The scheme works in the follo
ing way:

~1! Alice, Bob, and Carol pick two numberse1 and
e2 , 0,e1 , e2<1, and make their values public. The co
straints one1 ande2 will be discussed in Sec. V.

~2! Alice prepares a sequence of pairs of photons in one
the three states (uBC&1 , uBC&2, anduBC&3) with probabili-
ties (12e1)/2, (12e1)/2, and e1, respectively. Then, she
sends photonsB to Bob and photonsC to Carol, and records
her choices of the incident states.

~3! For each photon, Bob~Carol! has two types of mea
surements. One measurement is along the rectilinear b
~i.e., $u0&,u1&%), and the other is along the diagonal bas
~i.e., $1/A2(u0&1u1&),1/A2(u0&2u1&)%). He chooses be-
tween the two types with probabilities 12e2 ande2, respec-
tively. If he detects photonB(C) in the state u0& or
1/A2(u0&1u1&), the result is 0; otherwise, the measureme
yields the result one, and potentially reveals one bit of inf
mation. He writes down his measurement bases and the
sults of the measurements. The ensemble of these bits r
tered by both Bob and Carol is the raw key.

~4! After exchanging enough photons, Alice broadcasts
the public channel the resulting ‘‘product state’’~P! or ‘‘EPR
state’’ ~E! depending on the incident state in which she h
sent the pair of photons.

~5! Now, Bob and Carol tell each other the sequence
bases they used, but not the results that they obtained,
according to the result ‘‘P’’ or ‘‘ E’’ announced by Alice, they
decide on the compatible bases.

There are three cases in which Alice chooses the st
with certain probabilities, respectively. For each of the
cases, both Bob and Carol are much more likely to cho
the rectilinear basis and obtain correlated bits, thus achiev
a significant gain in efficiency. If Alice prepares the photo
in the product statesuBC&1 or uBC&2, in order to generate a
sifted key, both Bob and Carol should choose the rectilin
basis. Therefore, they can generate a key bit ‘‘0’’ or ‘‘1’’ wit
a probability (12e1)/2•(12e2)2. The sifted key is also
known to the center Alice. Otherwise, if either of them us
the diagonal basis, he gets the outcomes ‘‘0’’ and ‘‘1’’ wi
an equal probability of12 . Otherwise, if Alice sent the pho
tons in the EPR stateuBC&3, this would be a modified Eker
QKD scheme between Bob and Carol. Whenever they u
the same basis, they would get a sifted key with a probab
e1@(12e2)21e2

2#. And the key is secret to the center. In on
word, the sifted key is generated with the total probabil
(12e2)21e1e2

2 which goes to 1 ase2 goes tozero. How-
ever, due to imperfections in the transmission, and to a
tential eavesdropper, there will be some errors~see Table I!.

~6! Bob and Carol throw away the useless cases w
they have used incompatible bases. Since the total proba
ties for the two users to obtain the results ‘‘0’’ and ‘‘1’’ ar
equal, the ensemble of these bits of the remaining four ca
is a sifted key. Therefore, the remaining cases are kept
further analysis and to generate the secret key.

~7! Bob and Carol divide up the accepted data into t
subsets according to the actual bases. In one subset whe
7-2
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TABLE I. Example of the two-user QKD scheme. Alice prepares pairs of photons in the known statesu00&, u11&, and 1/A2(u00&
1u11&). The two users choose a basis with certain probability to measure their photons and register the bit value~0 or 1!, respectively. The
ensemble of these bits is the raw key. Alice broadcasts on the public channel the result ‘‘product state’’ or ‘‘EPR state,’’ and acco
these results, the two users decide on the useful bits. Then, they keep only the bits corresponding to the compatible bases. This i
key. @Here,1 and3 represent the rectilinear and diagonal bases, respectively, andF151/A2(u00&1u11&).#

A state u00& u00& u00& u00& u11& u11& u11& u11& F1 F1 F1 F1 F1 F1 F1 F1

P or E? P P P P P P P P E E E E E E E E
B basis 1 1 3 3 1 1 3 3 1 1 1 1 3 3 3 3

B bit value 0 0 0/1 0/1 1 1 0/1 0/1 0 1 0 1 0 1 0 1
C basis 1 3 1 3 1 3 1 3 1 1 3 3 1 1 3 3

C bit value 0 0/1 0 0/1 1 0/1 1 0/1 0 1 0/1 0/1 0/1 0/1 0 1
Compatible? y n n n y n n n y y n n n n y y
Sifted key 0 1 0 1 0 1
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two users both use the rectilinear basis, they randomly pi
fixed number, saym1 photons, and publicly compare the
measurement results. The number of mismatchesr 1 ~here,
mismatch means that the bit values of measurements are
correlated! tells them the estimated error ratee15r 1 /m1.
Similarly, in the other subset where they both use the dia
nal basis, they pick a fixed number, saym2 photons, and
publicly compare their measurement results. The numbe
mismatchesr 2 gives the estimated error ratee25r 2 /m2.

Note that the test samplesm1 and m2 are sufficiently
large, the estimated error ratese1 and e2 should be rather
accurate. Now they demand thate1 ande2,emax whereemax
is a prescribed maximal tolerable error rate. If these indep
dent constraints are satisfied, they proceed to the next s
Otherwise, they throw away the bit values of measurem
and restart the whole procedure. Notice that the constra
e1 and e2,emax are more stringent than the original naiv
prescriptionē,emax ~here,ē is the average error rate!. We
will discuss it in detail in Sec. III.

~8! If the error rates are not too high, they can use cla
cal information processing techniques, such as error corr
tion and privacy amplification~see Ref.@22#!, to reduce the
error rates to zero, while reducing the information obtain
by Eve to zero as well.

From the discussion in step~5!, we know that the effi-
ciency of the sifted key can tend to 100%. However, af
some classical error correction and privacy amplification,
efficiency of the secret key cannot achieve 100%, and it
pends on the error rate, which is generated by both ea
dropping and intrinsic noise due to experimental imperf
tions. Suppose we use a classical linear codeC(k,N,d) with
N bits, having 2k code words and minimum distanced as an
error correction@23#, and the code of minimum distanced
.2t is necessary ift errors are to be corrected. In wh
follows, we will make use of two simple bounds, the Ham
ming or sphere-packing bound introduced by Hamming
1950 and the Gilbert-Varshamov bound. In the limit of lar
N, it takes the form

F12HS d

ND G~12z!<
k

N
<F12HS d

2ND G~12z!, ~2!
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wherez→0 asN→`, andH(x) is the entropy function

H~x![x log2

1

x
1~12x!log2

1

12x
. ~3!

So the secret key’s rate approachesk/N3100%, and is still
more efficient than that of other schemes~for example, in
Ref. @18#, the efficiency after error correction tends to b
k/N350%).

III. REFINED ERROR ANALYSIS

For each photon, as the choices of bases used by Bob
Carol are unknown to the eavesdropper Eve, any interac
by her will unavoidably modify the transmission and intr
duce some errors. She has an eavesdropping attack as b
~i! with a probabilityp1 (p2) she measures the state alo
the rectilinear~diagonal! basis and resends a photon acco
ing to the result of her measurement to the user;~ii ! with a
probability 12p12p2 she does nothing.

Consider the error ratee1 for the case where both Bob an
Carol use the rectilinear basis. For the biased eavesdrop
strategy under current consideration, errors occur only if E
uses the diagonal basis. This happens with aconditional
probability p2. In this case, the polarization of the photon
randomized, thus giving an error rate

e15
p2

2
. ~4!

Similarly, errors for the case where both Bob and Carol u
the diagonal basis happen with aconditionalprobability p1.
Thus, the error rate for this case is given,

e25
p1

2
. ~5!

Therefore, the users will find that, for the biased eavesdr
ping attack, the average error rate

ē5
~12e2!2e11e1e2

2e2

~12e2!21e1e2
2

5
~12e2!2p21e1e2

2p1

2@~12e2!21e1e2
2#

. ~6!
7-3
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Suppose Eve always eavesdrops only along a rectilin
basis~i.e., p151, p250), then

ē5
e1e2

2

2@~12e2!21e1e2
2#

→0 ~7!

ase1 or e2 tends to 0, which is similar with the result of Re
@14#. This means that if Eve is always eavesdropping alo
the rectilinear basis, with a naive error analysis prescribe
ē,emax, Bob and Carol will fail to detect eavesdropping b
Eve.

To ensure the security of our scheme, it is crucial to e
ploy a refined data analysis: the accepted data are fur
divided into various subsets according to the actual ba
and the error rate of each subset is computed separa
From Eqs.~4! and ~5!, we can see that these error ratese1
and e2 depend on Eve’s eavesdropping strategy, but not
the value ofe1 or e2. So, the refined data analysis guarante
the security of the present scheme against the biased e
dropping attack.

IV. PROOF OF SECURITY OF THIS QKD SCHEME

In this section, we provide a proof of security of our QK
scheme against the most general type of attack that is
lowed by quantum mechanics, by generalizing the proo
the modified Lo-Chau EPR scheme proposed by Shor
Preskill @22#, who related the security of the QKD to en
tanglement purification protocols@26# and Calderbank-Shor
Steane~CSS! codes@27# for privacy amplification and erro
correction.

In our scheme, EPR pairs of photons are used to en
the security of the quantum channel between the two us
Please see Refs.@14,22,24,25# for details. The users deman
that both bit- and phase-flip error ratese1 and e2 of the
channel must be sufficiently small,

0<e1 ,e2<11%. ~8!

Then, it has been proved that both error rates of the sig
are also small enough to allow the CSS code to correct.

Consider several types of attack which are proba
adopted by the eavesdropper Eve. If Eve intercepts and
sends the photons in one way, no matter along which b
she chooses, the measurement will unavoidably modify
transmission and introduce some errors. If Eve intercepts
pairs of photons in both ways and measures them, she m
know what photons Alice sends. But when she resends
photons according to the result of her measurement to
users, she would be detected unavoidably, unless she
sends the EPR pairs of photons. However, according to
description of our scheme in Sec. II, Bob and Carol c
distribute a secret key as well. That is, the quantum chan
between Bob and Carol is unconditionally secure. But
channels between Alice and users are not secure, unless
participates in comparing the states actually sent@step~5! in
Sec. II#.

We remark that the proof of our scheme is based on
proof of the modified Lo-Chau EPR scheme@22#, and the
02231
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error correction and privacy amplification procedure that
use are exactly the same as in the Shor-Preskill proof.
point is the following: Once the error rate is shown to
correctable by a quantum~CSS! code, the procedure for erro
correction and privacy amplification in their proof can b
carried over directly to our scheme.

V. THE CONSTRAINT ON e1 AND e2

From the above discussion, we remark that the Ek
QKD scheme is a special case of our scheme wheree151
ande25 1

2 . In a general case, however, the bases used by
two users are compatible with a probability (12e2)21e1e2

2,
which goes to 1 ase2 goes tozero, either. Because of deco
herence in the preparation, transmission, and storage,
EPR states unavoidably degenerate to mixed entan
states. So the value ofe1 should be small enough to decrea
the proportion of the EPR state in the incident states. Bu
guarantee the security of this scheme it cannot bezero.

From Sec. II, we know the value ofe2 should be small but
cannot bezero. The limit e2→0 is singular, as the scheme
obviously insecure whene250. The main constraint one2 is
that there should be enough photons for an accurate est
tion of the error ratese1 ande2. We assume thatN pairs of
photons are chosen by Alice, i.e.,N photons are transmitted
from Alice to Bob and Carol, respectively. On average,
uBC&3 only Ne1e2

2/4 photons belong to the case where bo
Bob and Carol use the diagonal basis. To estimatee2 reason-
ably accurately, the numberNe1e2

2/4 should be larger than
some fixed number such asm2. The key point to note is tha
this numberm2 depends one2 and the desired accuracy o
the estimation butnot on N. ~Indeed, the numberm2 can be
computed from classical statistical analysis.! So,

Ne1e2
2/4>m2 ,

e1e2
2>4m2 /N. ~9!

As N tends tò , e2 can tend tozero, but never reach it, and
the efficiency of this scheme is 100% asymptotic.

VI. THE GENERATION OF A QUANTUM RANDOM
NUMBER

In our efficient QKD scheme, true quantum random nu
bers are required widely. We present a realization of a ph
cal quantum random number generator based on the pro
of splitting a beam of photons on a polarizing beam split
~PBS!, a quantum mechanical source of true randomne
The device is similar to that proposed in Refs.@28,29#. Of
course, there is some difference.

The principle of operation of the random generator
shown in Fig. 1. It works as follows: If each individual pho
ton coming from the light source is polarized at 45° by
polarizer and then travels through the PBS, it has an eq
probability of being detected in theH ~horizontal! polariza-
tion or V ~vertical! polarization. Quantum theory predict
that the individual ‘‘decisions’’ are truly random and inde
pendent of each other. In our device, this feature is imp
7-4
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mented by detecting the polarizations of photons in the
output beams with single-photon detectors and combin
the detection pulse in a toggle switch, which has three sta
0, 1, 1. If only the detectorD1 fires, it means that there i
one photon traveling through the PBS and it is in theH
polarization. Then, the switch is flipped to state 0 and left
the state until the next detection in the other two states
only the detectorD2 fires, the photon traveling through th
PBS is in theV polarization, and the switch will be flipped t
the state 1 and left in the state till an event of the n
different detection. Otherwise, if the two detectors both fi
it means that there are two photons with orthogonal polar
tions traveling through the PBS simultaneously. Then,
switch is flipped to the state1 and left until the next differ-
ent detections. In practice, the several detections occur
row in the same detector, then only the first detection w
toggle the switch into the corresponding state, and the
lowing detections leave the switch unaltered. Conseque
the toggling of the switch among the three states constit
a ternary random signal with the randomness depending
the times of the transitions among the three states. If a bin
random number is required, we only take the first two ca
into account, i.e., the toggle switch only needs two sta
Moreover, we can adjust the polarizer and let the photon
the stateA12euH&1AeuV&. Thus, we can get a sequence
the binary random number with a different probability.

The light source can be an adjustable current cohe
light pulse. We choose the random numbers which Al
used by way of example. She prepares the pairs of photon
the three states with probabilities (12e1)/2, (12e1)/2, and
e1, respectively. Suppose that the light coming from t
source is in the coherent state, which may be expande
terms of the number states as

ua&5expS 2
1

2
uau2D an

An!
un&, ~10!

where un& is the Fock state. We note that the probabil
distribution of photons in this state is a Poisson distribut
as

P~n!5u^nua&u25
uau2ne2uau2

n!
, ~11!

FIG. 1. The device of a quantum random number generator.
source of randomness in this device is the splitting of a weak
herent light pulse. It is realized by a 50:50 optical polarizing be
splitter ~PBS!. Before traveling into the PBS, the incoming light
polarized at 45° with the polarizer. There are two single-pho
detectorsD1 andD2, which toggle the switch among it three state
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whereuau2 is the average number of the photonsn̄. Hence, in
a pulse, the probability of the case where two photons
traveling through the PBS and incident to the same dete
is given as P(2)5(uau4e2uau2)/2 ~ignoring higher-order
terms!. Only if they have orthogonal polarizations, are th
detected by bothD1 and D2 with the probabilityP(2)/2
5uau4e2uau2/4. Similarly, if only one detector fires, the
probability is shown as P(1)1P(2)/25uau2e2uau2

1uau4e2uau2/4, where the second term corresponds to
case where two photons have the same polarization. He
the ratio of the probabilities three states required in our Q
scheme is obtained as

e1

12e1
5

P~2!/2

P~1!1P~2!/2
5

n̄

n̄14
. ~12!

Then, we gain the relationship between the average num
of the photons and the probabilitye1:

e15
n̄

2n̄14
. ~13!

By tuning the average number of the photons of the pu
we can obtain the proper sequence of a ternary quan
random number. Since the random number generator is b
on a basic quantum process, similar to Refs.@29,30#, we also
apply an autocorrelation test in order to check the rando
ness of the output. Apart from a small correlation betwe
successive bits, which is explained and can be elimina
the generator behaves like a perfect random source.

VII. A QUANTUM CRYPTOGRAPHY NETWORK

In this section, we combine the efficient QKD scheme a
the use of a device called the ‘‘space optical switch’’
present acascadedquantum cryptography network. In th
other schemes, an individual key can be established betw
a trusted center and each of the users. Our scheme can re
the QKD between arbitrary two users in the cascaded l
local networks. Unlike the scheme of Ref.@20#, a quantum
memory owned by the center is not needed in this sche
What our scheme needs is shown as follows~see Fig. 2!. ~i!
Cascadedloop local networks. Between two of these loop
there are two fibers linking them.~ii ! A trusted center. In one
of the loops~called loop 1), a trusted center Alice prepar
pairs of photons in the three known nonorthogonal sta
with certain probabilities, respectively.~iii ! Users. Linked via
coupled fibers, the legitimate users are scattered around
loop. ~iv! Switches. At each node, both among the loops a
between the users and the loops, there are many ‘‘space
tical switches’’ installed, which are often closed. Wheneve
secret key is applied to be established, it causes the pho
to be received by the proper users via fibers.

In a general case, suppose that the userM ( i ) in loop M
and the userN( j ) in loop N ~supposeM.N) wish to agree
on a secret key. After verifying the identification of the tw
users, the center Alice prepares and sends pairs of pho
from contrary directions. After that, switchesA1,

e
-

n
.
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A2•••A(m21), andMi , N j open successively, the othe
switches are still closed. Then, they can establish the QK

The link of two consecutive loops needs two fibers; th
pairs of photons can be transmitted to the lower loop sim
taneously, then received by the right users. Since the s
will be measured directly when the photon is obtained by
user, the link of the user and loop needs only one coup
fiber. Yet, there are still two switches at the node between

FIG. 2. Acascadedquantum cryptography network based on t
efficient QKD scheme. There are many loop local networks. Al
plays the roles of the center and superuser in loop 1, the users o
network are linked with their loop by the coupling fibers. Betwe
two loops, there are two fibers linking them. By the ‘‘space opti
switch,’’ the photons can be received by the right users.
Pr

ev

m

A

P

v

02231
.
s
l-
tes
e
d
e

user and its loop, which allows the user to be able to rece
the photons from contrary directions.

VIII. CONCLUSION

In summary, we propose a QKD scheme with three n
orthogonal states. Combined with the idea presented by Let
al. @14#, the efficiency of this scheme is increased to tend
be 100% by the way in which the users choose the ba
with the different probabilities, respectively. The security
the QKD scheme is based on the fundamental postulat
quantum physics that a ‘‘nonorthogonal state cannot
cloned.’’

To make the scheme secure against the dominant b
eavesdropping attack, it is crucial to have a refined er
analysis in place of a naive error analysis. We separate
accepted data into various subsets according to the basis
ployed and estimate an error rate for each subset separa
It is only when all error rates are small enough that the
curity of transmission is accepted. Then we provide a pr
of security of our QKD scheme against the most general t
of attack by generalizing Shor and Preskill’s proof of sec
rity of the other schemes@22#. In addition, we present a
realization of a quantum random number generator.

Then, based on the scheme, we present acascadedquan-
tum cryptography network with the addition of a devic
‘‘space optical switch.’’ Furthermore, since the proportion
EPR states in the incident states would be so small tha
the key bits can be used to detect the eavesdropper, we
not worry about the increasing of the error rate brought
the preparation, transmission, and storage of the EPR st
whereas the techniques needed by our scheme, such a
‘‘space optical switch,’’ the quantum random number gene
tor, the preparation and measurement of the photons are
to be realized experimentally. So, our scheme may be im
mented in practice.

ACKNOWLEDGMENT

This work was supported by the National Natural Scien
Foundation of China.

e
the

l

s.

:

:

pt.
e-

a

@1# C. H. Bennett and G. Brassard, inProceedings of IEEE Inter-
national Conference on Computers, Systems and Signal
cessing, Bangalore, India~IEEE, New York, 1984!, p. 175.

@2# A. K. Ekert, Phys. Rev. Lett.67, 661 ~1992!.
@3# C. H. Bennett, G. Brassard, and N. D. Mermin, Phys. R

Lett. 68, 557 ~1992!.
@4# C. H. Bennett, Phys. Rev. Lett.68, 3121~1992!.
@5# C. H. Bennett, F. Bessette, G. Brassard, L. Savail, and J. S

lin, J. Cryptology5, 3 ~1992!.
@6# T. Jennewein, C. Simon, G. Weihs, H. Weinfurter, and

Zeilinger, Phys. Rev. Lett.84, 4729~2000!.
@7# D. S. Naik, C. G. Peterson, A. G. White, A. J. Berglund, and

G. Kwiat, Phys. Rev. Lett.84, 4733~2000!.
@8# W. Tittel, J. Brendel, H. Zbinden, and N. Gisin, Phys. Re

Lett. 84, 4737~2000!.
@9# J. S. Bell, Physics~Long Island City, N.Y.! 1, 195 ~1965!.
o-

.

o-

.

.

.

@10# J. F. Clauser, M. A. Horne, A. Shimony, and R. A. Holt, Phy
Rev. Lett.23, 880 ~1969!.

@11# D. Dieks, Phys. Lett. A92, 271 ~1982!.
@12# W. K. Wootters and W. Zurek, Nature~London! 299, 802

~1982!.
@13# M. Ardehali, H.-F. Chau, and H.-K. Lo, e-print arXiv

quant-ph/9803007.
@14# H.-K. Lo, H.-F. Chau, and M. Ardehali, e-print arXiv

quant-ph/0011056.
@15# R. J. Hughes, G. L. Morgan, and C. G. Peterson, J. Mod. O

47, 533 ~2000!; P. Townsend, Opt. Fiber Technol.: Mater., D
vices Syst.4, 345 ~1998!, and references therein.

@16# W. T. Buttler et al., Phys. Rev. Lett.84, 5652 ~2000!; B. C.
Jacobs and J. D. Franson, Opt. Lett.21, 1854~1996!.

@17# M. Zuckowski, A. Zeilinger, M. Horne, and H. Weifurter, Act
Phys. Pol. A93, 187 ~1998!.
7-6



ar
.
b

Ap
n
,

.

nd

n-

ma-

CONDITIONAL EFFICIENT MULTIUSER QUANTUM . . . PHYSICAL REVIEW A65 022317
@18# M. Hillery, V. Buzek, and A. Berthiaume, Phys. Rev. A59,
1829 ~1999!.

@19# W. Tittel, H. Zbinden, and N. Gisin, Phys. Rev. A63, 042301
~2001!.

@20# E. Biham, B. Huttner, and T. Mor, Phys. Rev. A54, 2651
~1996!.

@21# P. D. Townsend, S.J. D. Phoenix, K. J. Blow, and S. M. B
nett, Electron. Lett.30, 1875~1994!; P. D. Townsend and K. J
Blow, European Patent Application EP93307121.9, Septem
1993; P. D. Townsend and D. W. Smith, European Patent
plication EP93307121.0, September 1993; P. D. Townse
Electron. Lett.33, 188~1997!; S. J. D. Phoenix, S. M. Barnett
P. D. Townsend, and K. J. Blow, J. Mod. Opt.42, 1155~1995!.

@22# P. W. Shor and J. Preskill, Phys. Rev. Lett.85, 441 ~2000!.
@23# D. Gottesman, Phys. Rev. A54, 1862~1996!.
02231
-

er
-

d,

@24# H.-K. Lo and H.-F. Chau, Science283, 2050~1999!.
@25# D. Mayers, J. Assoc. Comput. Mach.~to be published!, e-print

arXiv: quant-ph/9802025; preliminary version inAdvances in
Cryptology—Proceedings of Crypto ’96~Springer-Verlag, New
York, 2000!, p. 715.

@26# C. H. Bennett, D. P. Di Vincenzo, J. A. Smolin, and W. K
Wootters, Phys. Rev. A54, 3824~1996!.

@27# A. R. Calderbank and P. Shor, Phys. Rev. A54, 1098~1996!;
A. M. Steane, Proc. R. Soc. London, Ser. A452, 2551~1996!.

@28# T. Jennewein, U. Achleitner, and G. Weihs, H. Weinfurter, a
A. Zeilinger, e-print arXiv: quant-ph/9912118.

@29# A. Stefanov, N. Gisin, O. Guinnard, L. Guinnard, and H. Zbi
den, J. Mod. Opt.47, 595 ~2000!.

@30# C. H. Bennett, H. J. Bernstein, S. Popescu, and B. Schu
cher, Phys. Rev. A53, 2046~1996!.
7-7


