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We propose a conditional quantum key distribution scheme with three nonorthogonal states. Combined with
the idea presented by L&t al. (H.-K. Lo, H. F. Chau, and M. Ardehali, e-print arXiv: quant-ph/00110%6e
efficiency of this scheme is increased to tend to 100%. Also, such a refined data analysis guarantees the
security of our scheme against the most general eavesdropping strategy. Then, based on the scheme, we present
a quantum cryptography network with the addition of a device called “space optical switch.” Moreover, we
give out a realization of a quantum random number generator. Thus, a feasible experimental scheme of this
efficient quantum cryptography network is completely given.
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I. INTRODUCTION also prove the security of their scheme.
Furthermore, quantum cryptography is experimentally the
The desire and necessity to transmit secret messages framost advanced subfield of QIP. The first QKD prototype,
one person to another are probably as old as the ability ofvorking over a distance of 30 cm in 1989, was implemented
human beings to communicate. Cryptography is the art oby means of laser transmitting in free spd&¢ Soon, ex-
encoding a text in such a way that an eavesdropper can get perimental demonstrations by optical fibers were set up.
little information as possible about it, and only the autho-Now, the transmission distance is extended to more than 48
rized users can decode it perfectly. To achieve this goal, akm in telecom fiber§15] and about 1 km in free spa¢&6].
algorithm is used to combine a message with some additional There are also theoretical proposals for QKD between
information—known as the “key”—to produce a crypto- more that two parties based ¢GHZ) stateq17,1§, and an
gram. For this reason, secure key distribution is a cruciabxperiment has already been perforn€l].
problem in cryptography. If some practical techniques were to become widespread,
Since publication of the BB84 scheme proposed by Benhowever, it would have to be effective over a quantum cryp-
nett and Brassard, there has been much interest in usinggraphy network. Bihamet al. [20] proposed the time-
quantum mechanics in cryptography—8]. To date, quan- reserved Einstein-Podolsky-RoséBPR protocol, which
tum cryptography is the most mature prospect of quantuncombined with qguantum memories to build a quantum cryp-
information processing(QIP). The best-known quantum tography network. In a series of publications, Townsend
cryptographic application is quantum key distribution et al. [21] have shown how the properties of passive optical
(QKD). Theoretical two-party QKD models based on the un-networks can be exploited to giwme-to-anyandany-to-any
certainty principle have been analyzed by Bennett and Braskey distribution using quantum cryptography on branch- and
sard(BB84) [1] and models based on quantum correlationdoop-configuration networks.
have been proposed by EkéE91) [2], which are based on In this paper, we present a QKD scheme with three non-
entangled pairs and use the generalized Bell's inequdity orthogonal states. Combined with the idea presented bstLo
(Clauser-Horne-Shimony-Holt inequalifyl0]) to establish al. [14], the efficiency of this scheme is increased to tend to
security. In these schemes, the sender Alice uses nonorthogto0%. If it is combined with the use of a device called the
nal quantum state@ransmitted through a quantum channel “space optical switch,” QKD between any pair of parties can
to transfer the key to the receiver Bob. Such states cannot lige realized. Therefore, we can establish a conditional mul-
cloned[11,17], hence, any attempt by an eavesdropper Eveiuser quantum cryptography network. We choose a two-user
to get information on the key disturbs the transmitted signalscenario by way of example and it will become evident that
and induces noise. This noise will be detected by the legahere are many users that will work equally well. We shall
users during the second stage of the transmission, which irexplain the scheme using the language of polarization of
cludes discussion over a public channel. photons, but clearly any two-level quantum system would
The efficiencies of the schemes, which are based on nordo. The center Alice prepares pairs of photons in the known
orthogonal states are no more than 50%. In 1998, Ardeha|BC),, |BC),, and|BC); stategsee belowwith probabili-
et al.and Loet al. devised a modificatiofil3,14 that essen- ties (1—¢,)/2, (1—€;)/2, and €, respectively. She then
tially doubles the efficiency of the BB84 scheme, where Al-sends a sequence of photons out of each pair to the two users
ice and Bob choose between the two bases independently bBbb and Carol. The users choose their bases independently
with substantiallydifferent probabilitiese and 1— €. They  with different probabilities and perform measurements, and
then broadcast their bases actually chosen via the classical
channel to establish a common key between them. Since two
*Email address: xuepeng@mail.ustc.edu.cn parties are much more likely to be using the same basis, thus
"Email address: gcguo@ustc.edu.cn reducing the fraction of discarded data, a significant gain in
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efficiency is achieved. To ensure our scheme is secure, weasually of an optical fiber. The public channel, however, can
divide the accepted data into various subsets according to thg any communication link. The scheme works in the follow-
bases employed and estimate an error rate for each subsey way:

separately We then show that such a refined error analysisis (1) Alice, Bob, and Carol pick two numbers; and
sufficient in ensuring the security of our scheme against th%z, 0<e€;, e,<1, and make their values public. The con-
most general eavesdropping strategy. The proof is based Qfiraints one, and e, will be discussed in Sec. V.

the technique in Shor and Preskill's proof of the security of  (9) alice prepares a sequence of pairs of photons in one of
a_mother schemi22]. Particqlarly, i_t can decrease the propor- yq three stategBC);, |BC),, and|BC)s) with probabili-

tion of the EPR statéBC); in the incident states to tune the ties (1—€,)/2, (1—e,)/2, and e;, respectively. Then, she

value of ;. If the value is small enough, all the sifted key
; ) ! N n hoton Bob and photon€ to Carol, and records
bits obtained as the EPR state are used as the incident steEte ds photons to P

will be used to detect the eavesdropper and then abor gr; hlcz)lces ofhthehlnmdegt states. h i f
Henceforth, the secret key obtained as the product states (8) For each photon, oiﬁCar(_)D as two types 0 meak-) .
IBC), and|BC), are used is also known to the center Alice surements. One measurement is along the r.ect|l|near asis
who may be regarded assaperuser Therefore, we can re- (€ {[0),[1)}), and the other is along the diagonal basis
alize the efficient QKD among three users. Similarly, to re-(-€- {1/‘/§(|0>+|1>)'1_/‘/§(|0>_|.1.>_)})- He chooses be-
alize the two-party protocol, we only need to increase tween the two types with probabilities-le, ande,, respec-

In addition, we give a realization of a fast and compacttively. If he detects photorB(C) in the state|0) or
guantum random number generator. Thus, a feasible experlJ\/§(|0)+|1>), the result is O; otherwise, the measurement
mental scenario of this efficient quantum cryptography netyields the result one, and potentially reveals one bit of infor-
work is completely shown. mation. He writes down his measurement bases and the re-

This paper is organized as follows. In the next section, wesults of the measurements. The ensemble of these bits regis-
present an efficient two-user QKD scheme with three nonortered by both Bob and Carol is the raw key.
thogonal states. By considering a simple biased eavesdrop- (4) After exchanging enough photons, Alice broadcasts on
ping strategy by Eve, we note that our refined analysis is athe public channel the resulting “product stat¢®) or “EPR
essential feature of our scheme in Sec. Ill. We consider thetate” (E) depending on the incident state in which she has
most general type of eavesdropping strategy allowed bwgent the pair of photons.
guantum mechanics and prove that our present scheme is (5) Now, Bob and Carol tell each other the sequence of
unconditionally secure in Sec. IV. In Sec. V, the constraintsbases they used, but not the results that they obtained, and
on the probabilities are derived. In addition, in Sec. VI, weaccording to the resultP” or “ E” announced by Alice, they
give a realization of a quantum random number generatodecide on the compatible bases.

We then present a quantum cryptography network based on There are three cases in which Alice chooses the states
the QKD scheme, which is combined with a device calledwith certain probabilities, respectively. For each of these
the “space optical switch” in Sec. VII. Finally, we conclude cases, both Bob and Carol are much more likely to choose

the scheme in Sec. VIII. the rectilinear basis and obtain correlated bits, thus achieving
a significant gain in efficiency. If Alice prepares the photons
Il. EFFICIENT TWO-USER QKD SCHEME in the product statel8C), or |BC),, in order to generate a

) ) sifted key, both Bob and Carol should choose the rectilinear
In our scheme, there are three parties: the center Alice anghgis. Therefore, they can generate a key bit “0” or “1” with
the users Bob and Carol. Alice prepares pairs of photons ig probability (1-€,)/2-(1—e,)2 The sifted key is also
the known nonorthogonal states known to the center Alice. Otherwise, if either of them uses
the diagonal basis, he gets the outcomes “0” and “1” with
[BC)1=[0)el0)c, an equal probability of. Otherwise, if Alice sent the pho-
IBC),=|1)g|1) ) tons in the EPR statB C)3, this would be a modified Ekert
2 BI=/Co QKD scheme between Bob and Carol. Whenever they used
the same basis, they would get a sifted key with a probability
e[ (1— €)%+ eg]. And the key is secret to the center. In one
word, the sifted key is generated with the total probability
(1— €)%+ eleg which goes to 1 a%, goes tozero. How-
with probabilities (1-€1)2, (1—€,)/2, andeq, respectively. ever, due to imperfections in the transmission, and to a po-
PhotonB is sent to Bob and photo@ is sent to Carol. There tential eavesdropper, there will be some eri@ee Table)l
are two types of measurements that the receivers may per- (6) Bob and Carol throw away the useless cases when
form: they may measure along the rectilinear basis, thus dighey have used incompatible bases. Since the total probabili-
tinguishing between photons in the sta{es and|1) (i.e., ties for the two users to obtain the results “0” and “1” are
horizontal and vertical photopsAlternatively, they may equal, the ensemble of these bits of the remaining four cases
measure along the diagonal basis, thus distinguishing bes a sifted key. Therefore, the remaining cases are kept for
tween the+45 and—45 °C photons. further analysis and to generate the secret key.
The three parties are connected by a quantum channel and (7) Bob and Carol divide up the accepted data into two
a classical public channel. The quantum channel consistsubsets according to the actual bases. In one subset where the

|Bc>3=%<|o>s|o>c+|1>B|1>c>,
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TABLE |. Example of the two-user QKD scheme. Alice prepares pairs of photons in the known |[€8teq11), and 14/2(]00)
+]11)). The two users choose a basis with certain probability to measure their photons and register the (it malierespectively. The
ensemble of these bits is the raw key. Alice broadcasts on the public channel the result “product state” or “EPR state,” and according to
these results, the two users decide on the useful bits. Then, they keep only the bits corresponding to the compatible bases. This is the sifted
key.[Here, + and X represent the rectilinear and diagonal bases, respectivelypard1/,/2(|00)+|11)).]

A state [00) |00) [0O) |0O) [11) [11) |1} |1 & &t &t &F ot ot dF  oF

P orE? P P P P P P P P E E E E E E E E

B basis + + X X + + X X + + + + X X X X

B bit value 0 0 0/1 0/1 1 1 0/1 o1 o0 1 0 1 0 1 0 1
C basis + X + X + X + X + + X X + + X X

C bit value 0 0/1 0 0/1 1 0/1 1 0/1 0 1 o1 01 01 01 0 1
Compatible? y n n n y n n n y y n n n n y y
Sifted key 0 1 0 1 0 1

two users both use the rectilinear basis, they randomly pick where{—0 asN—«, andH(x) is the entropy function
fixed number, sayn; photons, and publicly compare their
measurement results. The number of mismatahethere,
mismatch means that the bit values of measurements are not
correlated tells them the estimated error ragg=r,/m;.
Similarly, in the other subset where they both use the diagoSo the secret key'’s rate approactkeésl<100%, and is still
nal basis, they pick a fixed number, say photons, and more efficient than that of other schemésr example, in
publicly compare their measurement results. The number dRef. [18], the efficiency after error correction tends to be
mismatches , gives the estimated error ragg=r,/m,. k/N X 50%).

Note that the test samplem; and m, are sufficiently
large, the estimated error rateg and e, should be rather Ill. REFINED ERROR ANALYSIS

accurate. Now they demand thlgtande,<e heree .
. W ey e 2™ Cmax \W max For each photon, as the choices of bases used by Bob and

is a prescribed maximal tolerable error rate. If these indepen- | K o th d E int .
dent constraints are satisfied, they proceed to the next ste g_aro are unknown 1o the eavesdropper Eve, any interaction
her will unavoidably modify the transmission and intro-

Otherwise, they throw away the bit values of measureme y She h q . ttack as below:
and restart the whole procedure. Notice that the constrain Uce some €errors. She has an eavesdropping attack as below.

e, and e,<e,, are more stringent than the original naive /) With @ probabilityp, (p,) she measures the state along

- here e is th A the rectilinear(diagona) basis and resends a photon accord-
prescriptione< e,y (here,  is the average error ratléVe g ¢4 the result of her measurement to the ugérwith a
will discuss it in detail in Sec. Ill.

. _probability 1—p;—p, she does nothing.
(8) If the error rates are not too high, they can use classi- Consider the error rate, for the case where both Bob and

::_al mfo(;ma.tlon proce??mg{_techmqgefs,zséucr; as ((ajrror iﬁrrdebarol use the rectilinear basis. For the biased eavesdropping
lon and privacy ampiitica |omse_e ef] ; ), to reduce the trategy under current consideration, errors occur only if Eve
error rates to zero, while reducing the information obtained (o< the diagonal basis. This happens witisoaditional

by Eve to zero as well. - . S .
. C . robability p,. In this case, the polarization of the photon is
From the discussion in stef®), we know that the effi- ?andomiz)égzthus giving an errcF))r rate P
r 1

ciency of the sifted key can tend to 100%. However, afte
some classical error correction and privacy amplification, the D,

efficiency of the secret key cannot achieve 100%, and it de- e =—. (4)
pends on the error rate, which is generated by both eaves-
dropping and intrinsic noise due to experimental imperfec—Similarly
tions. Suppose we use a classical linear codle,N,d) with ;
N bits, having  code words and minimum distandeas an
error correction23], and the code of minimum distanck
>2t is necessary it errors are to be corrected. In what o

follows, we will make use of two simple bounds, the Ham- &=>% (5
ming or sphere-packing bound introduced by Hamming in

1950 and the Gilbert-Varshamov bound. In the limit of largetherefore, the users will find that, for the biased eavesdrop-
N, it takes the form ping attack, the average error rate

1
H(X)EX|092;+(1—X)|092 3)

1-x’

errors for the case where both Bob and Carol use
the diagonal basis happen withcanditional probability p;.
Thus, the error rate for this case is given,

2 2
— (1-e)?eteee, (1-€)’prterep;

d <k< d . (6)
1-HIQ) A= O=g=|1-Hx] (1D, @ (1-e)?+eres  2[(1—e)’+es€l]
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Suppose Eve always eavesdrops only along a rectilinearror correction and privacy amplification procedure that we

basis(i.e., p1=1, p,=0), then use are exactly the same as in the Shor-Preskill proof. The
point is the following: Once the error rate is shown to be
eleg correctable by a quantuf€S9 code, the procedure for error

e= (7 correction and privacy amplification in their proof can be

—0
EPRY 2
(1= €)™+ €165 carried over directly to our scheme.

ase, or e, tends to 0, which is similar with the result of Ref.
[14]. This means that if Eve is always eavesdropping along V. THE CONSTRAINT ON €; AND e,
the rectilinear basis, with a naive error analysis prescribed as From the above discussion, we remark that the Ekert

e<emax, Bob and Carol will fail to detect eavesdropping by QKD scheme is a special case of our scheme wherel

Eve. ande,=3. In a general case, however, the bases used by the
To ensure the security of our scheme, it is crucial to @My ysers are compatible with a probability-£E,)2+ €162,

ploy a refined data analysis: the accepted data are furthgfhich goes to 1 ag, goes tozerq either. Because of deco-

divided into various subsets according to the actual baseggrence in the preparation, transmission, and storage, the

and the error rate of each subset is computed separatelypr siates unavoidably degenerate to mixed entangled

From Egs.(4) and (5), We can see that these error ra&s  giates. So the value @f should be small enough to decrease

ande, depend on Eve’s eavesdropping strategy, but not Ofne proportion of the EPR state in the incident states. But to

the value ofe; or ;. So, the refined data analysis guaranteegyarantee the security of this scheme it cannozdre

the security of the present scheme against the biased eaves-grom sec. II, we know the value @f, should be small but

dropping attack. cannot bezera The limit e,—0 is singular, as the scheme is
obviously insecure whea,=0. The main constraint og, is
IV. PROOF OF SECURITY OF THIS QKD SCHEME that there should be enough photons for an accurate estima-

. . . . tion of the error rateg; ande,. We assume tha\l pairs of
In thi ion, we provi r 1el =2 .
this section, we provide a proof of security of our QKD E:otons are chosen by Alice, i.&\,photons are transmitted

scheme against the most general type of attack that is arom Alice to Bob and Carol. respectivelv. On average. for
lowed by quantum mechanics, by generalizing the proof o ' , [ESPECHVELy. verage,

the modified Lo-Chau EPR scheme proposed by Shor antP )3 only Ne; e5/4 photons belong to the case where both
Preskill [22], who related the security of the QKD to en- Bob and Carol use the dlagonalzba3|s. To estinateason-
tanglement purification protocol6] and Calderbank-Shor- aPly accurately, the numbeie; e5/4 should be larger than
Steane(CS9 codes[27] for privacy amplification and error SOme fixed number such as,. The key point to note is that
correction. this numbem, depends ore, and the desired accuracy of
In our scheme, EPR pairs of photons are used to ensuf@€ estimation bunot on N. (Indeed, the numbemn;, can be
the security of the quantum channel between the two user§omputed from classical statistical analysiSo,
Please see Refgl14,22,24,25for details. The users demand 5
that both bit- and phase-flip error rateg and e, of the Ne;€ex/4=m;,
channel must be sufficiently small,
€1€§>4m2/N. (9)
0<e;,e,<11%. (8)
As N tends tox, e, can tend tazerqg but never reach it, and
Then, it has been proved that both error rates of the signahe efficiency of this scheme is 100% asymptotic.
are also small enough to allow the CSS code to correct.
Consider several types of attack Whi(_:h are probably \, THE GENERATION OF A QUANTUM RANDOM
adopted by the eavesdropper Eve. If Eve intercepts and re- NUMBER
sends the photons in one way, no matter along which basis
she chooses, the measurement will unavoidably modify the In our efficient QKD scheme, true quantum random num-
transmission and introduce some errors. If Eve intercepts albers are required widely. We present a realization of a physi-
pairs of photons in both ways and measures them, she migleal quantum random number generator based on the process
know what photons Alice sends. But when she resends thef splitting a beam of photons on a polarizing beam splitter
photons according to the result of her measurement to th€®’BS, a quantum mechanical source of true randomness.
users, she would be detected unavoidably, unless she onkhe device is similar to that proposed in R€f28,29. Of
sends the EPR pairs of photons. However, according to theourse, there is some difference.
description of our scheme in Sec. Il, Bob and Carol can The principle of operation of the random generator is
distribute a secret key as well. That is, the quantum channedhown in Fig. 1. It works as follows: If each individual pho-
between Bob and Carol is unconditionally secure. But theéon coming from the light source is polarized at 45° by a
channels between Alice and users are not secure, unless Alipelarizer and then travels through the PBS, it has an equal
participates in comparing the states actually $step(5) in probability of being detected in thd (horizonta) polariza-
Sec. Il tion or V (vertica) polarization. Quantum theory predicts
We remark that the proof of our scheme is based on thé¢hat the individual “decisions” are truly random and inde-
proof of the modified Lo-Chau EPR scherf2?], and the pendent of each other. In our device, this feature is imple-
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SOURCE L os where| «|? is the average number of the photandHence, in
| | - D1 a pulse, the probability of the case where two photons are
—-N~ > ) I traveling through the PBS and incident to the same detector
. . 1 Al2 . . .
POLARIZER! v (1)\*\ OUT is given as_P(2)=(|a|4e <972 (|gnor|ng hlgher-order
: > terms. Only if they have orthogonal polarizations, are they
D2 EIB * detected by bottD1 andD2 with the probabilityP(2)/2

SWITCH =|a|4e““‘2/4. Similarly, if only one detector fires, the

e . “Na 2
FIG. 1. The device of a quantum random number generator. Tthbab'"ty2 is shown as P(1)+ P(2)/2=|a|2e .
source of randomness in this device is the splitting of a weak co+|a|*e~1¢I"/4, where the second term corresponds to the
herent light pulse. It is realized by a 50:50 optical polarizing beamcase where two photons have the same polarization. Hence,
splitter (PBS. Before traveling into the PBS, the incoming light is the ratio of the probabilities three states required in our QKD
polarized at 45° with the polarizer. There are two single-photonscheme is obtained as
detectord 1 andD 2, which toggle the switch among it three states.

€1 P(2)/2 n
mented by detecting the polarizations of photons in the two 1—e TP(L+P(2)2 nta’ (12)
output beams with single-photon detectors and combining
the detection pulse in a toggle switch, which has three stateghen, we gain the relationship between the average number
0, 1, +. If only the detectoD1 fires, it means that there is of the photons and the probabiliy:
one photon traveling through the PBS and it is in tHe
polarization. Then, the switch is flipped to state 0 and left in n
the state until the next detection in the other two states. If €1
only the detectoD?2 fires, the photon traveling through the
PBS is in theV polarization, and the switch will be flipped to

= (13
2n+4
By tuning the average number of the photons of the pulse,

the state 1 and left in the state till an event of the nexiwe can obtain the proper sequence of a ternary quantum

g'fnfqeerggé ?ﬁ;f?ﬁgpé Srg]?v:/vglzibltfot:sevmﬁ c?r?:]%(;g:];bp?é?a?irz?andom number. Since the random number generator is based
; ; . on a basic quantum process, similar to RE?9,30, we also
tions traveling through the PBS simultaneously. Then, th q b 629,30

. P X . ly an autocorrelation test in order to check the random-
switch is flipped to the state and left until the next differ- bply

. ; . . ness of the output. Apart from a small correlation between
ent detections. In practice, the several detections occur in &ccessive bits. which is explained and can be eliminated
row in the same detector, then only the first detection will ’ '

. : : the generator behaves like a perfect random source.
toggle the switch into the corresponding state, and the fol- g P

lowing detections leave the switch unaltered. Consequently,
the toggling of the switch among the three states constitutes VII. A QUANTUM CRYPTOGRAPHY NETWORK
a ternary random signal with the randomness depending on |n this section, we combine the efficient QKD scheme and
the times of the transitions among the three states. If a binafhe use of a device called the “space optical switch” to
random number is required, we onIy take the first two CaSEQresent a:ascadedquantum Cryptography network. In the
into account, i.e., the toggle switch only needs two statespther schemes, an individual key can be established between
Moreover, we can adjust the polarizer and let the photon ir trusted center and each of the users. Our scheme can realize
the state\'1— e[H)+ \e|V). Thus, we can get a sequence of the QKD between arbitrary two users in the cascaded loop
the binary random number with a different probability. local networks. Unlike the scheme of R¢20], a quantum

The light source can be an adjustable current cohererthemory owned by the center is not needed in this scheme.
light pulse. We choose the random numbers which Alicewhat our scheme needs is shown as folldeese Fig. 2 (i)
used by way of example. She prepares the pairs of photons Dascadedoop local networks. Between two of these loops,
the three states with probabilities {1e1)/2, (1—€;)/2, and  there are two fibers linking thentii) A trusted center. In one
€1, respectively. Suppose that the light coming from theof the loops(called loop 1), a trusted center Alice prepares
source is in the coherent state, which may be expanded ipairs of photons in the three known nonorthogonal states

terms of the number states as with certain probabilities, respectiveljii ) Users. Linked via
coupled fibers, the legitimate users are scattered around each
1 5 a” loop. (iv) Switches. At each node, both among the loops and
|a)=exp< - §|a| ) W'm' (10 petween the users and the loops, there are many “space op-

tical switches” installed, which are often closed. Whenever a

where |n) is the Fock state. We note that the probr:xbility,[S(;a %r: trg(e;gi\',séj‘ %F;/IIfhdetgrggeersltjizlrl:hv?g,filttat:?suses fhe photons

distribution of photons in this state is a Poisson distribution In a general case, suppose that the tdé) in loop M

as and the useN(j) in loop N (supposeM >N) wish to agree
on a secret key. After verifying the identification of the two
(11) users, the center Alice prepares and sends pairs of photons
' from contrary directions. After that, switchesAl,

|a|2ne—\a|2

P(n)=[(nle)[*=—;
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Bob(n) user and its loop, which allows the user to be able to receive
the photons from contrary directions.

VIIl. CONCLUSION

In summary, we propose a QKD scheme with three non-
orthogonal states. Combined with the idea presented bgtLo
al. [14], the efficiency of this scheme is increased to tend to
be 100% by the way in which the users choose the bases
with the different probabilities, respectively. The security of
the QKD scheme is based on the fundamental postulate of
quantum physics that a “nonorthogonal state cannot be
cloned.”

To make the scheme secure against the dominant basis
eavesdropping attack, it is crucial to have a refined error
analysis in place of a naive error analysis. We separate the

accepted data into various subsets according to the basis em-
ployed and estimate an error rate for each subset separately.
It is only when all error rates are small enough that the se-
curity of transmission is accepted. Then we provide a proof
of security of our QKD scheme against the most general type
of attack by generalizing Shor and Preskill's proof of secu-
rity of the other schemef22]. In addition, we present a
realization of a quantum random number generator.

Then, based on the scheme, we presecdastadedjuan-
tum cryptography network with the addition of a device

FIG. 2. Acascadedjuantum cryptography network based on the «g,5 6 "optical switch.” Furthermore, since the proportion of
efficient QKD scheme. There are many loop local networks. Alicecppr siates in the incident states would be so small that all
E:;)\:vsotrkllearrc:?isn Eééhfvifﬁ':;irﬁgi subpetrtt:ser n Ilc_)op fl_bthe ugers of thRe key bits can be used to detect the eavesdropper, we will

: P by the coupling ',,ers' etween ot worry about the increasing of the error rate brought by
two loops, there are two fibers linking them. By the “space optical . .
switch.” the photons can be received by the right users. the preparation, transmission, and storage of the EPR states,
whereas the techniques needed by our scheme, such as the
A2...A(m-1), andMi, Nj open successively, the other “space optical S\_/vitch," the quantum random number genera-
switches are still closed. Then, they can establish the QKD’For’ the pr_eparatlon gnd measurement of the photons are easy
The link of two consecutive loops needs two fibers; thus® be rea_1l|zed e>_<per|mentally. Sa, our scheme may be imple-
pairs of photons can be transmitted to the lower loop simyiMented in practice.
taneously, then received by the right users. Since the states
will be measured directly when the photon is obtained by the
user, the link of the user and loop needs only one coupled This work was supported by the National Natural Science
fiber. Yet, there are still two switches at the node between th€oundation of China.
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