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Quantum authentication of classical messages
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Although key distribution is arguably the most studied context on which to apply quantum cryptographic
techniques, message authentication, i.e., certifying the identity of the message originator and the integrity of
the message sent, can also benefit from the use of quantum resources. Classically, message authentication can
be performed by techniques based on hash functions. However, the security of the resulting protocols depends
on the selection of appropriate hash functions, and on the use of long authentication keys. In this paper, we
propose a quantum authentication procedure that, making use of just one qubit as the authentication key, allows
the authentication of binary classical messages in a secure manner.
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I. INTRODUCTION

As computer networks spread worldwide with users
cessing them via millions of different terminals, informatio
protection becomes more-and-more relevant. This challe
of providing adequate information protection is closely
lated to the basic tasks of cryptography, authentication
secrecy@1,2#. During the last decade it has been shown t
information has a physical, not only mathematical, dime
sion and, as such, can be studied making use of quan
theory. This has given birth to the research field known
quantum-information theory~QIT! ~see, e.g.,@3–5#!. Quan-
tum cryptography~QC!, first introduced by Wiesner@6# and
Bennett and co-workers@7#, is, with quantum computation
one of the most remarkable applications of QIT. The inf
mation security provided by QC is based on fundamen
properties of quantum mechanics, instead of an unpro
assumption concerning the computational complexity
some algorithms~as it is the case of most of the classic
cryptography!, and therefore brings a whole new dimensi
to security in communications. Over the last few years, th
have been several experimental demonstrations of the fe
bility of QC @8–15# that seem to indicate that the prospe
for its future mainstream use are good.

QC involves several topics, and although quantum k
distribution ~QKD! @16–18# is arguably the most studie
one, the necessity to combine QKD protocols with class
authentication methods has motivated recent investigat
on the achievement of key verification@19,20# and user au-
thentication@21–26# in a quantum-mechanical secure ma
ner. Key verification consists of assuring that the parties o
key-distribution scheme are the legitimate ones, and that
key established is authentic. User authentication~also called
user identification! allows a communicator to prove his/he
identity, often as the first step to log into a system. O
potential insecurity of user authentication consists of ass
ing that once the log-in process has concluded, the trans
sion remains authentic for the rest of the communicati
This assumption strongly depends on the level of secu
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provided by the channel used. Classical cryptography so
this weakness employing message authentication co
~MACs!, which enable parties owning a shared secret key
achieve data integrity. MAC, also known as a data authe
cation code, is essentially a scheme specified by two a
rithms, an encoding or tagging algorithm~possibly stochas-
tic!, and a decoding or verification algorithm. When t
sender~Alice! wants to send a certified message to a rec
ent ~Bob!, she computes, employing the encoding algorith
a tag~as a function of the message and a secret key pr
ously shared! and appends it to the message. On the rec
tion side, Bob verifies the authenticity of the tag by means
the specified decoding procedure, which depends on the m
sage, tag, and shared key. This algorithm returns a bit in
cating when Bob must regard the message as authentic
accept it as coming from Alice, and when he must discard
Wegman and Carter @27,28# described a message
authentication scheme whose security is information th
retic, rather than based on computational assumptions. T
technique uses a hash function, selected from a unive
hash family, to compress the message to be certified in
smaller string of bits. Then this string is encrypted to pr
duce the tag.

Recently, Barnum@29# has addressed the problem of a
thenticating quantum messages. In his protocols the aut
tication key is used to select a quantum error-detection c
~QEDC! from a given set. A quantum state is encoded in o
of these codes, and the state is rejected as inauthentic
error is detected by the recipient. The geometry of the se
QEDCs is chosen such that it ensures that the probabilit
undetected forgery is less than the classical bound~inverse of
the square root of the number of keys!.

In this paper we study how the use of quantum resour
can improve the authentication of classical messages. S
cifically, we present a broad class of quantum authentica
schemes that, unlike classical MACs, which need at least
secret bits to achieve a probability of forgery less than
provide secure data integrity when only one-qubit key
shared between the communicating partners.

The paper is organized as follows. In Sec. II we descr
a class of quantum message-authentication codes tha
quires just one qubit as the key to authenticate binary m
sages. In Sec. III, we analyze the security of these proto
©2001 The American Physical Society09-1
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against various attacks of increasing severity. First, we a
lyze the no-message attack, in which the sender has not
tiated the transmission~there is no message in the channe!,
and the adversary~Eve! attempts to prepare a message w
the goal of passing Bob’s verification test. Then, we anal
more subtle attacks, those in which Eve has access to wh
transmitted. We also discuss, in Sec. III, how the security
the protocol is modified if the authentication keys are reus
Finally, we present our conclusions in Sec. IV.

II. QUANTUM MESSAGE-AUTHENTICATION CODES

Suppose Alice needs to send a certified classical mes
to Bob. The goal is to make Bob confident about the auth
ticity of the message and sender. The protocols describe
this section require a quantum channel, so the first task c
sists of assigning a quantum state to each possible clas
message. This decision needs no secrecy and can be
openly. We will discuss the simple case of binary messa
~one-bit long!. Thus, there are only two possible messag
‘‘0’’ and ‘‘1,’’ to which we assign the pure quantum state
uf0& anduf1&, respectively. In order to guarantee Bob’s pe
fect extraction of information from these states and to m
authentication possible, they cannot be selected arbitra
but must be orthogonal,̂f i uf j&5d i j , with i , j P$0,1%; and
must contain, as in any authentication method, some tag
formation to be checked by Bob. We will assume that th
belong to a two-qubit state space~a four-dimensional Hilbert
space! E. This can be seen as if the first qubit carried t
message information, and the second qubit carried the
As for the secret authentication key, we will assume t
Alice and Bob share a two-qubit maximally entangled sta
Each owns one qubit of a publicly known singlet sta
uc&AB51/A2(u01&AB2u10&AB).

The authentication procedure goes as follows. When A
wants to send a certified biti, she prepares two qubits in th
stateuf i& and performs the following encoding operation
her part ofuc&AB and on the message

EAE5u0&^0uA1E1u1&^1uAUE , ~2.1!

whereUE is some publicly known unitary quantum oper
tion. Basically, the result of this encoding operation can
seen as performing@second term in Eq.~2.1!# or not @first
term in Eq.~2.1!#, depending on the state of Alice’s qubit o
the shared key, a unitary operation,UE , on the quantum state
uf i&. This could also be accomplished with a previous
shared classical bit acting as a key. The singlet can be se
a superposition of all possible classical key states.

After performing this tagging operation, the state of t
global system (Alice1Bob1message) is

1

A2
~ u01&ABuf i&2u10&ABUEuf i&). ~2.2!

Using the density-operator formalism, the state of the
thenticated message that Alice sends to Bob can be obta
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from Eq.~2.2! performing the partial trace over the Alice an
Bob variables. In density-operator terms, this state is gi
by

r85
1

2
~r i1UEr iUE

†!, ~2.3!

wherer i5uf i&^f i u. On the reception side, Bob decodes t
information sent by Alice performing the decoding operati

DBE5u0&^0uBUE
†1u1&^1uB1E ~2.4!

on his part ofuc&AB and the message received. Finally, B
performs an orthogonal measurement on the spaceE. Since
this space is four dimensional, and we have imposed
statesuf0& anduf1& to be orthonormal, we can perform th
measurement on the orthonormal set$uf i&; i 50, . . . ,3%,
whereuf2& anduf3& are two extra orthonormal states. If th
result of such a measurement is one of the two first elem
of the set, Bob should assume that no forgery has ta
place, and therefore obtain the classical message sent to
If this is not the case, he rejects the message received.

III. SECURITY ANALYSIS

The class of quantum protocols of the preceding sec
provides perfect deterministic decoding, i.e., the quant
key uc&AB and the quantum ciphertextr8 uniquely determine
the classical message sent,r i . This means that these proto
cols would fail only if Bob accepted a message as an auth
ticated one when that is not the case~due to the unnoticed
action of Eve!. When dealing with forgery strategies we mu
consider two main types of attacks, the no-message at
and the message attack. The first one is the simplest. Be
Alice’s sending any message to Bob, Eve attempts to prep
a quantum state that passes the decoding algorithm. The
sage attack is more subtle and severe. Eve could acces
thentic messages transmitted, and try to produce a for
message based on the information gained. The purpos
this section is to analyze both families of attacks, and obt
the class of unitary operationsUE that makes them unsuc
cessful. In the following discussion we will consider th
ideal scenario of an error-free quantum channel.

A. No-message attack

Suppose Eve prepares a normalized pure quantum
ue&PE and sends it to Bob trying to impersonate Alice. In t
most general case, this inauthentic pure quantum mes
can be described asue&5( i 50

3 ei uf i&. When Bob receives
this quantum message he cannot know that it comes fro
forger, so he follows the procedure explained in the prec
ing section. He performs a decoding operation and then
orthogonal measurement over the set$uf i&; i 50, . . . ,3%. Be-
fore this measurement takes place, the state of the mes
can be described byrE85(rE1UE

†rEUE)/2, where rE

5ue&^eu. As we have seen, Bob rejects the message if
result of his measurement is one of the last-two element
this basis; therefore, the probabilityPf that Eve deceives
Bob is
9-2
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Pf5(
i 50

1

^f i urE8 uf i&5
1

2 (
i 50

1

~ uei u21u^euUEuf i&u2!. ~3.1!

This quantity depends both on Eve’s strategy and on
quantum operationUE . The normalization ofue& and the
unitarity of UE make both terms on the right side of Eq.~3.1!
to be less or equal to 0.5. The first term depends entirely
Eve’s decision, and, to be 0.5,e2 and e3 must be zero. We
will assume that Eve selectsue& such as this condition is
fulfilled. Let us focus on the second term
1/2( i 50

1 u^euUEuf i&u2. First, let us write the matrix represen
tation of UE in the block form

UE5S M0 M1

M2 M3
D , ~3.2!

where theMi are 232 complex matrices. With this notation
the second term in the right side of Eq.~3.1! can be written
as

1

2
@~ uM̄0

0u22uM̄0
1u2!ue0u2

12uM̄0
1M̄0

0†uue0uA12ue0u2cosuE1uM̄0
1u2#,

~3.3!

whereM̄ i
j represents thej row of the i block of UE , anduE

is an angle that depends entirely on Eve’s choice of her s
Eve’s goal is to makePf as big as possible, so the worst ca
for Alice and Bob occurs when Eve choosesuE52pk with k
any integer, and aue0u that maximizes~3.3! for a givenUE .
We can distinguish between two cases

1. If uM̄0
1M̄0

0†u50, the maximum of Eq.~3.3! is strictly

less than 0.5 whenuM̄0
0u2,1 anduM̄0

1u2,1.

2. If uM̄0
1M̄0

0†uÞ0, the maximum of Eq.~3.3! is strictly
less than 0.5 when

1

2
xH 11S x

yD F11S x

yD 2G21/2J 1
1

2
yF11S x

yD 2G1/2

1z,1,

~3.4!

where the real variablesx, y, and z are uM̄0
0u22uM̄0

1u2,

2uM̄0
1M̄0

0†u, anduM̄0
1u2, respectively. Note that, in both case

Alice and Bob can selectUE such that itsM0 block makes
Pf,1 independently of Eve’s choice ofue&.

Finally, in this subsection we have assumed that Eve p
pares a pure stateue&. However, she could have prepared
general mixed staterE5( i 50

3 pi ue i&^e i u, with ( i 50
3 pi51.

From what we have shown in this subsection, it is straig
forward to see that ifUE is selected satisfying the condition
above, then also in this casePf,1. In fact, we can further
show that, with the appropriate selection ofUE , Pf can be
made at the most 1/2. According to Eq.~3.1!, Pf can be
written as Pf5Tr(rE8 P), where rE85(rE1UE

†rEUE)/2 and
P5uf0&^f0u1uf1&^f1u. Using the properties of the trac
operator,
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whereQ5UEPUE
†1P is a positive operator known to Eve

and with maximum eigenvaluelmax>1. Therefore, the
maximizing rE is any eigenvector corresponding tolmax,
and thusPf5lmax/2. Finally, it is easy to see~see, e.g.,@30#!
that choosingUE such that it takesP to its orthogonal
complement makeslmax51, and therefore, as predicted
Pf51/2.

B. Message attack

As we have seen, this is a more subtle and severe clas
attacks. Instead of directly forging a quantum message
send it to Bob, Eve could wait for Alice’s original messag
and try to manipulate them. Thus, Eve’s goal is to conv
authentic messages into others passing Bob’s test. In
simple case we are dealing with binary messages, this
plies convertinguf0& into uf1& and vice versa.

In order to simplify the analysis, and without loss of ge
erality, we will distinguish between two types of messa
attacks. In the first one, Eve, based on the knowledge o
the public aspects of the quantum authentication sche
used, determines a quantum operation and applies it to
message sent by Alice. This quantum operation can be
scribed by a trace-preserving completely positive~TPCP!
map. In the second class of attacks, Eve also tries to ex
information, by means of the appropriate measurement of
message in the channel, that allows her to prepare a diffe
message that Bob regards as authentic.

1. TPCP map

Consider that Alice sends to Bob a quantum mess
uf i&, with i P$0,1%, and Eve performs an arbitrary TPC
map, M, on it. The new state in the channel isrE8
5M(r8), with r8 given by Eq.~2.3!. Eve choosesM such
that the decoding procedure performed by Bob on the res
ing state lead to the stateuf j&, with j P$0,1%, and j Þ i . Ow-
ing to the pure character of the statesuf0& anduf1&, this can
only be done with certainty ifM is a unitary operation, tha
we will write as UE . For this kind of operation, the prob
ability, Pf8( i ), of Eve achieving her goal iŝf j urE9 uf j&,
whererE9 , Bob’s decoded state, is

rE95
1

2
~UEr iUE

†1UE
†UEUEr iUE

†UE
†UE!, ~3.6!

with r i5uf i&^f i u. Therefore,

Pf8~ i !5
1

2
~ u^f j uUEuf i&u21u^f j uUE

†UEUEuf i&u2!. ~3.7!

If Alice prepares the stateuf i& with probabilitypi , the over-
all probability of, employing a TPCP, substituting an authe
tic message with a different one that passes Bob’s tes
Pf85( i pi Pf8( i ). This probability is 1 ifUE simultaneously
satisfies, up to some arbitrary global phase factors, the
lowing two pairs of conditions
9-3
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uf j&5UEuf i&, ~3.8!

and

uf j&5UE
†UEUEuf i&, ~3.9!

; i , j P$0,1%, with iÞ j . The orthogonality betweenuf0& and
uf1& allows Eve to always fulfill one of the two pairs o
conditions independently of the particularUE employed by
Alice and Bob. Let us assume that Eve selectsUE such that
Eq. ~3.8! is satisfied. This selection makesUE to have, in the
orthonormal base$uf i&; i 50, . . . ,3%, the following block
representation:

UE5S M0
E 0

0 M1
ED ~3.10!

with M0
E5eiaS(b)sx , wherea is an arbitrary phase,sx is

the standard Pauli matrix, andS(b) is a phase-shift opera
tion, whose matrix representation is

S~b!5S 1 0

0 eibD , ~3.11!

and M1
E is any 232 unitary matrix. Now, if we further de-

mand the fulfillment of Eq.~3.9!, the matrix elements ofUE
and UE must obey ^fkuUEuf i&5( l 50

3 ^fkuUEuf l&
3^f l uUEuf j& ;kP$0, . . . ,3%. With the notation ofUE in-
troduced in Eq.~3.10!, this implies thatM0

0 , M0
1 , M2

0 , and
M2

1, whereMi
j represents thej column of thei block of UE ,

must satisfy M0
05eigS(d)sxM0

1 and, M2
0†M2

150 or M2
0

5eixM2
1, whereg, d, and x are such thatUE is a unitary

operation. If Alice and Bob chooseUE such that all these
requirements are not verified, then the probability of succe
ful tampering will be strictly less than 1, independently
Eve’s TPCP map.

2. Measurement

Let us assume now that, instead of performing a prede
mined quantum operation on the message sent by Alice,
makes a measurement on it trying to gain information ab
the key. If she were able to collapse the state of the key
known unentangled pure state, she could throw away Alic
message and prepare and send to Bob an unauthentic
one that would pass his test with certainty. Since Eve kno
how the protocol works, she would achieve this if she co
distinguish perfectly between the two terms on the rig
hand side of Eq.~2.3!.

In order to avoid this attack, Alice and Bob must choo
UE such that the set of states$uf i&,UEuf i&%, with i 50,1, is
not orthogonal. Owing to the orthogonality ofuf0& anduf1&,
this requirement can be rewritten as^f i uUEuf j&Þ0 for, at
least, onei and j, with i , j P$0,1%. With the block-notation
introduced in precedings sections, this condition can be
pressed asuM0

0u.0 or uM0
1u.0. Although no secrecy is nec

essary for secure authentication, note that if^f i uUEuf j&Þ0,
with iÞ j , the quantum authentication scheme also provid
in some sense, data encryption, since there is a probab
06230
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greater than zero, of Eve not determining the message
Alice sent.

C. Discussion

MACs are used to detect any attempt to modify the tra
mitted data by an undesired third party. In this section
have concentrated on several types of attacks which, we
lieve, are the most demanding. We have shown that, in o
to avoid the forgery strategies studied, Alice and Bob sho
agree to chooseUE such that the following conditions ar
satisfied:

1. If uM̄0
1M̄0

0†u50, thenuM̄0
0u2,1 anduM̄0

1u2,1.

2. If uM̄0
1M̄0

0†uÞ0, then Eq.~3.4! must be verified.
3. M0

0ÞeigS(eid)sxM0
1, or M2

0†M2
1Þ0 andM2

0ÞeixM2
1.

4. uM0
0u.0 or uM0

1u.0.
Of these four conditions, it is straightforward to see, ho

ever, that the last one, obtained in order to avoid the de
mination of the key by measurement, is redundant, since
fulfillment of the third condition leads to the fourth one.

After examining the three remaining conditions, tw
questions arise:~i! Can a unitary operation simultaneous
fulfill these three restrictions? and,~ii ! If the answer is yes,
what is the optimumUE? Perhaps the easiest way to answ
the first question is with a trivial example. If, for instanc
M̄0

05(0.5 0.5) andM̄0
15(0 0), it is straightforward to con-

struct a unitary operation with its first block equal toM0.
Moreover, it is evident that all the above conditions are s
isfied by this matrix. As for the second question, it is
important open issue that we plan to address in the fut
First one should establish some appropriate criterion acc
ing to which obtain such an optimumUE . When we ana-
lyzed no-message attacks, we showed that, selecting an
propriate UE , Pf can be made half regardless of Eve
strategy. Nevertheless, it is straightforward to see that
particular unitary quantum operation makesPf8 one, thus
making the protocol vulnerable. Therefore, it seems that
optimization should result from a balance of the differe
forgery strategies considered.

Finally, one interesting property of this class of quantu
authentication protocols is that it provides the possibility
reusing the authentication keys. If there is no forgery, th
after Alice’s encoding and Bob’s decoding processes
state of the key remains intact. Thus, if the authenticat
procedure is successful, in principle Alice and Bob cou
retain the entangled key and reuse it in the next run of
protocol. The presence of Eve, however, cannot be desp
She could try to entangle an ancilla system with the quan
authentication key generating a global state of the form

uf&ABE5au01&ABuf&E2bu10&ABuf'&E , ~3.12!

with uf&ABEPK^ A, whereK andA denote the state space
of the key and the ancilla systems, respectively,uf&E and
uf'&E represent two-arbitrary orthonormal states inA, anda
and b are two-arbitrary complex numbers satisfyinguau2
1ubu251. If Eq. ~3.12! is verified, Eve could always forge
9-4
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QUANTUM AUTHENTICATION OF CLASSICAL . . . PHYSICAL REVIEW A 64 062309
messages when the key is reused, just reproducing Ali
encoding process, but employing her ancilla as the contro
the quantum operation.

If we assume that Eve has access only to the quan
channel between Alice and Bob, which we believe is a r
sonable assumption, then Eve could try to obtain Eq.~3.12!
in two different ways. She could prepare a quantum mess
and send it to Bob, or she could manipulate the message
by Alice. The first possibility can be neglected, since, ifUE
satisfies the conditions enumerated above, Eve cannot k
when a run of the protocol has been successful. As for
second possibility, it must not be confused with the one p
viously analyzed when dealing with TPCP maps. Now E
does not need to convertuf0& into uf1& and vice versa. She
can prepareuc&EPA and apply a unitary operationUE^ A of
the form

UE^ AF 1

A2
~ uf i&u01&AB2UEuf i&u10&AB) ^ uc&EG ,

~3.13!

trying to achieve UE^ A(uf i&uc&E)5(auf i&1buf j&)uf&E
and UE^ A(UEuf i&uc&E)5(gUEuf i&1dUEuf j&)uf'&E , with
i , j P$0,1%, anda,b,g,d some complex parameters such th
uau21ubu25ugu21udu251. If UE is chosen such tha
^f i uUEuf i&Þ0, for somei P$0,1%, thenuf i& andUEuf i& are
not orthogonal for at least one value ofi. Therefore, and
since the inner product of states is preserved by any uni
operation, these conditions are impossible to fulfill. Th
means that Eq.~3.12! cannot be achieved with certainty.

Nevertheless, and although key recycling is in princip
possible, it should be noticed that the security of the auth
tication protocols presented may be drastically reduced.
suggested in@31#, security does not depend on the use
,

-

,
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entanglement, but on the possibility of detecting Eve’s pr
ence in the quantum ciphertext. As we have seen, these
thentication schemes can detect Eve with a certain proba
ity, but there is also a chance that Eve remains undetect

IV. CONCLUSION

We have presented a broad class of quantum authen
tion protocols that, making use of just one qubit as the
thentication key, allow the authentication of binary classi
messages with a probability of successful forgery less tha
All parties, including the forger, may have full knowledg
about all aspects of the protocol. However, it requires sha
a previous secret~in the form of an entangled pair of par
ticles, or a classical bit!, and an ideal quantum channel b
tween the partners.

We have described several types of possible attacks
shown that careful selection of the quantum transformat
performed by the communicating parties makes the proto
secure against these attacks. However, a further more ex
sive security analysis in a more realistic scenario~a nonper-
fect channel!, as well as the derivation of the optimumUE in
such circumstances, is needed.

Finally, we have also shown that the protocol authenti
tion keys can be reused. However, this reduces the sec
of the protocol.
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