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Quantum cryptography using a photon source based on postselection
from entangled two-photon states
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A photon source based on postelection from entangled photon pairs produced by parametric frequency
down-conversion is suggested. Its ability to provide good approximations of single-photon states is examined.
Application of this source in quantum cryptography for quantum key distribution is discussed. Advantages of
the source compared to other currently used sources are clarified. Future prospects of the photon source are
outlined.
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I. INTRODUCTION

Entangled photon pairs produced by spontaneous p
metric frequency down-conversion@1,2# have recently been
widely used in experimental quantum physics. They ha
been successfully applied in the research of fundame
problems of quantum theory@3#. Among others, a direct ap
plication of nonclassical properties of such states in opt
communications has been suggested@4# in 1991.

Since then the area of quantum communications has
dergone immense progress. Quantum key distribution~QKD!
has become a well-understood scheme for establishin
provable, secure shared secret not only at a theoretical le
Experimental realization brought QKD to the disposal of
ture commercial applications@5#. Most of the practical QKD
schemes designed until now relied on dim coherent pulse
a carrier of qubits. While this scheme suffers from the lack
the ultimate proof of security@6,7#, its security is very well
defined and understood@8#.

Recently, the idea to use correlated photon pairs for Q
has been revisited in two different ways. First, the laborat
realization of the original Ekert’s protocol has been im
proved and modified@9–12# and its security has been ad
dressed@13#. A passive scheme for choosing from two po
sible transmission bases has been suggested and rea
Possibility of multiphoton attacks on QKD is substantia
reduced in this scheme. Second, the fact that down-conve
photons are always produced in pairs has been used to
gest a new source of photons applicable in quantum cryp
raphy @8,14,15#. The state describing such correlated fie
cannot be factorized into a product of states of signal
idler beams. When a measurement is performed on on
the beams, the whole state including the other beam
changed. When a photon is detected in, e.g., the signal b
we know that its twin must be present in the idler beam. T
suggests to construct a single-photon source as follows:
form a photon-number measurement on one of the be
and select only those cases where a single photon has
detected. Then there is a single photon in the other be
with a high probability and this photon is used for crypto
raphy. Filtering of both vacuum and multiphoton states c
1050-2947/2001/64~5!/052305~13!/$20.00 64 0523
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tributes to the security of QKD. Moreover, as is shown
this paper, this scheme provides higher values of transm
sion rates. A passive scheme that lowers the vulnerability
multiphoton attacks may also be implemented in this cas

Practical existence of a one-photon source would help
mulate general security proofs@6# of quantum key-
distribution protocols in secure quantum cryptography.
would also make practical schemes more efficient@8#.

A realistic model of such a source of photons includi
imperfections encountered in the laboratory is developed
this paper. Efficiency of the postselection procedure as w
as applicability of the source in real quantum cryptograp
are discussed.

II. MODEL OF THE SOURCE

We assume that a postselection device is placed in
signal beam. This device yields a simple yes-no result~a
trigger! and, based on this result, the state in the idler be
is either coupled to the transmission line or rejected. It
however, not an easy task to construct a practical pho
number measuring device. Generally used photon-coun
detectors~avalanche photodiodes or photomultipliers! use
many-order noisy amplification processes that smear
resolution of small photon numbers. In our work we use
model of a photon-number measuring device based o
13N coupler@16#. We note that novel detectors capable
resolving small numbers of photons and sources of sin
photons occurred recently@17#. However, they work only at
very low temperatures and having practical QKD in min
we do not consider them here. Performance of a measu
device based on a 13N coupler andN detectors and a
photon-number resolving detector in the preparation o
state in postselection procedure has been studied in@18#.

In our model@15,19# we assume that the down-conversio
process is pumped by either cw or pulsed laser beam.
signal and idler beams are selected by filters and pinh
~geometrically and spectrally filtered!. The filtering is in gen-
eral imperfect, i.e., sometimes only one of the members
the pair reaches a detector. Detectors have limited quan
efficiencies and they are not capable of resolving the pho
number, they just click in the presence of the signal conta
©2001 The American Physical Society05-1
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FIG. 1. Scheme of the model. Photons of the pump beam are split in the nonlinear crystal to pairs of mutually entangled phot
signal beam is then coupled to a postselection device consisting of a 13N coupler andN detectors~Ti stands for the intensity transmissio
coefficient toi th detector,Ti5ut i u2!. Coupling is imperfect and decorrelated photons contribute to the noise impinging on the detecto
exhibit also internal dark-count noise. The idler beam suffers similar coupling problems.
te
n
al

ng

s

n

c

ar
a
d

s,
of
.,

tec-

fore
,
the
n-

-

r-

We
le-
-

be

nal
the
ark-
gle-
o-
ing one or more photons. In addition, there are noise de
tions coming both from dark counts of the detectors a
from stray light in the laboratory. The scheme including
these imperfections is given in Fig. 1.

Detection of a photoelectron is described by the followi
projection operator~h is quantum efficiency of the detector!:

P̂det5 (
n51

`

@12~12h!n#un&^nu1d(
n50

`

~12h!nun&^nu,

~1!

whered represents a total noise-count rate determined a

d5ddark1~12ddark!dnoise, ~2!

when both dark counts and noise coming from stray light a
decorrelated photons are taken into account~for details, see
Appendix A!. The projection operatorP̂nodet appropriate in
the case when a photoelectron does not occur in the dete
has the form (P̂nodet51̂2 P̂det)

P̂nodet5~12d! (
n50

`

~12h!nun&^nu. ~3!

The light field emerging from the output of the nonline
crystal is in an entangled multimode state. However, it c
be described as an entangled state of two effective mo
~one for the signal field, the other for the idler field! by the
statistical operatorr̂S,I :

r̂S,I5uc&^cu,

uc&5 (
n50

`

cnun,n&S,I , ~4!
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where the indicesSandI refer to the signal and idler beam
respectively. As is shown in Appendix B, the statistics
pairs of photons in two effective modes is Poissonian, i.e

ucnu25
mn

n!
e2m, ~5!

m being the mean number of pairs generated during a de
tion interval.

Both the signal and idler beams experience losses be
they are detected~spectral filtering by interference filters
geometrical filtering by pinholes and other elements in
experimental setup!. We represent all these losses by qua
tally described beamsplitters@20#; a beamsplitter in the sig
nal ~idler! field has a transmission coefficientTS(TI). Diag-
onal elements of the statistical operatorr̂S,I8 in the Fock-state
basis then have the form~the signal and idler fields are pa
tially decorrelated;RS512TS , RI512TI!

~ r̂S,I8 ! l Sl I ,l Sl I
5 (

n5max~ l S,l I !

`

ucnu2S n
l S

DTS
l SRS

n2 l SS n
l I
DTI

l IRI
n2 l I,

~6!

where the symbol max denotes the maximum function.
limit ourselves only to the determination of diagonal e
ments of the statistical operatorr̂S,I8 , because they are suffi
cient for the description of the detection process.

Photon-number measurement in the signal field may
approximately reached using a 13N coupler andN detec-
tors. Provided that the mean photon number of the sig
field is much lower that the number of detectors and
detectors exhibit moderate quantum efficiencies and d
count rates, only one-detector detects a photon on sin
photon signal while multiple detections occur on multiph
ton signals with high probability. A 13N coupler is
described by the unitary transformation,
5-2
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âS85(
j 51

N

t j â j , ~7!

whereâS8 stands for the annihilation operator at the input
the coupler,â j is the annihilation operator at thej th output of
the coupler, andt j means the amplitude transmission coe
cient of a photon propagating from the input to thej th output
of the coupler (j 51, . . . ,N).

The statistical operatorr̂ I ,k
postdescribing the idler field afte

a signal photon has been detected at thekth detector and no
photon has been detected at all-other detectors beyond
13N coupler is determined as follows:

p̂I ,k
post5

TrS~ r̂S,I8 P̂k
detP j 51,...,N; j ÞkP̂j

nodet!

TrS,I~ r̂S,I8 P̂k
detP j 51,...,N; j ÞkP̂j

nodet!
, ~8!

where the projection operatorsP̂j
det given in Eq. ~1! and

P̂j
nodetdefined in Eq.~3! are related to thej th detector. Using

the statistical operatorr̂S,I8 given in Eq.~6! together with the
relation appropriate for the 13N coupler in Eq.~7!, we ar-
rive at the expression

~ r̂ I ,k
post! l I ,l I

5
1

r l ,k
H F )

l 51,...,N; lÞk
~12dl !G

3 (
n5 l I

`

ucnu2S n
l I
DTI

l IRI
n2 l IAk

n

2F)
I 51

N

~12dl !G (
n5 l I

`

ucnu2S n
l I
DTI

l IRI
n2 l IBnJ ,

~9!

and

Ak5RS1TSS utku21 (
l 51,...,N; lÞk

ut l u2~12h l ! D ,

B5RS1TSS (
l 51

N

ut l u2~ l 2h l !D . ~10!

The symbolh j stands for the quantum efficiency of thej th
detector. The normalization constantr I ,k is determined as
follows:

r I ,k5F )
l 51,...,N; lÞk

~12dl !G (
n50

`

ucnu2Ak
n

2F)
I 51

N

~12dl !G (
n50

`

ucnu2Bn. ~11!

Noise in the signal beam coming from both stray light a
decorrelated photons may be included into the mo
through the constantsdnoisein Eq. ~2!. The influence of noise
in the idler beam has to be described more precisely.
consider a chaotic field with the statistical operatorr̂ I ,k

res ~for
05230
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details, see Appendix B! statistically independent on the idle
field stemming from the postselection procedure. The sta
tical operatorr̂ I ,k

mix of the overall field at the detector in th
idler beam is given as follows@21#:

r̂ I ,k
mix5 (

n50

`

un& II ^nu (
m50

n

~ r̂ I ,k
post!m,m~ r̂ I ,k

res!n2m,n2m . ~12!

We now consider Poissonian statistics of the genera
pairs of photons@the coefficientscn are given in Eq.~5!# and
chaotic noisy fields both in the signal and idler beams~see
Appendix B!:

~ r̂ I ,k
res!n,n5~12n I ,k

res!~n I ,k
res!n, n I ,k

res5
m I ,k

res

11m I ,k
res,

~ r̂S, j
res!n,n5~12nS, j

res!~nS, j
res!n, nS, j

res5
mS, j

res

11mS, j
res ,

j 51, . . . ,N. ~13!

The symbolm I ,k
res denotes the mean number of noisy photo

in the idler beam andmS, j
res is the mean number of nois

photons in the signal field at thej th detector. The diagona
matrix elements of the statistical operatorr̂ I ,k

mix given in
Eq. ~12! then take the form

~ r̂ I ,k
mix!nn5

12n I ,k
res

exp~2mB!2~12dk!exp~2mAk!

3H exp~2mB!exp~2mAkTI !~n I ,k
res!nf nS mAkTI

n I ,k
res D

2~12dk!Fexp~2mAk!exp~2mBTI !

3~n I ,k
res!nf nS mBTI

n I ,k
res D G J , ~14!

and

f n~x!5(
l 50

n
x1

l !
. ~15!

The normalization constantr I ,k is determined according to

r I ,k5F )
l 51,...,N; lÞk

~12dl !Gexp@2m~12Ak!#

2F)
l 51

N

~12dl !Gexp@2m~12B!#. ~16!

The noisy field in the signal beam is given by the photo
that lost their twins@the termTSm in Eq. ~17! below, see
Appendix C for details# and by additional noisy photon
coming, e.g., from stray light~the mean number of additiona
noisy photons is denoted asmS

res,add!. We then have
5-3
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mS, j
res5ut j u2mS

res; mS
res5~TSm1mS

res,add!. ~17!

The constantsdj
noise in Eq. ~2! describing the influence o

noise in the signal beam at thej th detector are then dete
mined as follows:

dj
noise5

h jmS, j
res

11h jmS, j
res . ~18!

Similarly, assuming that the noisy field in the idler bea
consists of both idler photons without their twins in the s
nal field and additional noisy photons with the mean num
of photons denoted asm I

res,add, we have

m I ,k
res5TIm1m I

res,add. ~19!

If narrow spectra of the down-converted fields are cons
ered, the statistics of generated pairs is given by the Bo
Einstein distribution@2#. Relations valid in this case can b
found in Appendix D.

We further consider a symmetric 13N coupler andN
identical detectors:

dj
noise5dnoise, dj

dark5ddark, h j5h, t j5
1

AN
,

m I , j
res5m I

res→dj5d, Aj5A, n I , j
res5n I

res. ~20!

The symmetric configuration provides the best results in
exclusion of multiphoton Fock states, because ‘‘the me
number of photons is uniformly distributed onto all dete
tors.’’ We also assume that postselection occurs if an a
trary detector beyond the 13N coupler detects a photon an
the rest ofN21 detectors do not register a photon. We ha
in this case

~ r̂ I
mix,s!nn5

12n I
res

exp~2mB!2~12d!exp~2mA!

3H exp~2mB!exp~2mATi !~n I
res!nf nS mATI

n I
res D

2~12d!Fexp~2mA!exp~2mBTI !

3~n I
res!nf nS mBTI

n I
res D G J , ~21!

and

r I
s5N$~12d!N21 exp@2m~12A!#2~12d!N

3exp@2m~12B!#%. ~22!

III. BEHAVIOR OF THE PHOTON SOURCE

The photon source is characterized by the following qu
tities that are, namely, convenient for the description of
single-photon character important for quantum cryptograp
A triggering probabilityppost is determined by the probability
05230
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that detection has occurred in the signal beam:

ppost5r I
s . ~23!

A coincidence-count probabilitypcoinc is given by the condi-
tional probability that the idler beam contains one or mo
photons provided that it was triggered:

pcoinc5(
i 51

`

~r I
mix,s! i i . ~24!

A vacuum probabilitypvac determines the probability of find
ing zero photons in the triggered idler state:

pvac5~r I
mix,s!00. ~25!

The probability of finding more than one photon in a no
empty triggered idler state is described by a multipho
contentcmulti:

cmulti5
12@~r I

mix,s!001~r I
mix,s!11#

12~r I
mix,s!00

. ~26!

Photon-number squeezing of the light is determined acco
ing to the value of the Fano factorF:

F5
^m2&2~^m&!2

^m&
, ^m2&5 (

m51

`

m2~r I
mix,s!mm,

^m&5 (
m51

`

m~r I
mix,s!mm. ~27!

The photon source operates in the ideal case as follo
Perfect entanglement between the photons in the signal
idler fields together with the postselection procedure elim
nates the vacuum state in the idler field. On the other han
high number of ideal detectors beyond the 13N coupler in
the signal field suppress the occurrence of Fock states
the photon number greater than one in the idler field. Th
the idler field is close to the Fock state with one photo
Such a state is ideal for the transmission of information
quantum cryptography. This state is also high
nonclassical—it exhibits photon-number squeezing.

We first consider ideal detectors~h51, d50! and perfect
entanglement between the signal and idler fields (TS5TI
5Q51). A typical behavior of the triggering probability
ppost as a function of the mean number of pairsm for both
one and many detectors in the signal beam is shown
Fig. 2~a!. The triggering probabilityppost grows up to unity
with increasing mean number of pairsm for N51, while it
shows a maximum close tom51 for large1 N and then falls
down to zero. A decrease of the triggering probabilityppost

1For an ideal photon-number-resolving measurement device,ppost

is maximum for m51; then ppost5e21'0.37. Comparing this
value with that in Fig. 2~a! for N51000 detectors we get that th
13N coupler withN detectors behaves nearly as an ideal phot
number-resolving device.
5-4
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for largeN is caused by the fact that fields with high inte
sities have a high probability of multiphoton states that
eliminated by the many-detector device. The coinciden
count probabilitypcoinc plotted in Fig. 2~a! is unity regardless
of the value of the mean number of pairsm as a result of the
perfect entanglement between the signal and idler fie
Typical experimental ranges of the mean number of pairm
for cw and pulsed-pumping regimes of the down-convers
process~detection time 1 ns is assumed! are also indicated in
Fig. 2~a!. The multiphoton contentcmulti is shown in
Fig. 2~b! for several values ofN. The more detectors are use
in the device, the better exclusion of multiphoton states
achieved. The vacuum probabilitypvac is always zero in this
ideal case.

We now study the influence of real detectors with no
negligible noise and limited quantum efficiency~h,1,
d.0, TS5TI5Q51!. In general, the lower the quantum
efficiencyh, the worse the exclusion of multiphoton states
the idler field. Nonzero values ofd lead in principle to the
occurrence of vacuum state in the idler field.

The triggering probabilityppost ~see Fig. 3~a!! is now
lower than in the previous ideal case owing to losses in

FIG. 2. ~a! Triggering probabilityppost, coincidence-count prob
ability pcoinc, and ~b! multiphoton contentcmulti for the ideal case:
d50, h51, andTS5TI5Q51. Detection intervalt51 ns is as-
sumed. The curves showingpcoinc for N51 andN51000 coincide.
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postselection device stemming from limited quantum e
ciencies of the detectors. Maximum of the triggering pro
ability ppost in case with many detectors is shifted to high
values of the mean number of pairsm for the same reason
The coincidence-count probabilitypcoinc approaches unity
only in the high-intensity limit. It drops with decreasin
mean number of pairsm. The more the detectors, the fast
the decrease. The reason lies in the increased numbe
‘‘false’’ triggers in the postselection device due to da
counts of the detectors. This fact is also reflected in the p
of the vacuum probabilitypvac in Fig. 3~b!. The use of sev-
eral detectors brings only a moderate improvement in
exclusion of multiphoton states@see Fig. 3~b!#. The depen-
dence of the Fano factorF on the mean number of pairsm is
given by the weights of the vacuum and multiphoton con
butions. The vacuum contribution prevails for low values
m, whereas the multiphoton contribution is crucial for hig
values of m. Photon number squeezing withF,0.05 is

FIG. 3. ~a! Triggering probabilityppost, coincidence-count prob-
ability pcoinc, ~b! vacuum probabilitypvac, and multiphoton content
cmulti for the case with real detectors~values of parameters appro
priate for silicon avalanche detectors are used!; ddark51027 @ac-
cording to Eq.~18!, ddark5mdark/(11mdark), mdark being the mean
number of dark counts. Formdark!1, ddark'mdark; m̃dark5100 s21

and the detection intervalt51 ns are assumed#, h50.55, andTS

5TI5Q51.
5-5
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achievable for the mean number of pairsm in the region
1024,m,1021 and forN,10.

Photons in the signal and idler fields are not perfec
entangled in a real experiment, because pairs of photons
be broken as they propagate towards detectors~see Appendix
C!. Photons that lost their twins then contribute to noise b
in the signal and idler beams. As a result, the coinciden
count probabilitypcoinc decreases and almost all advantag
of the many-detector device are lost for low-coupling co
ficientsTS andTI . The dependencies of vacuum probabil
pvac and multiphoton contentcmulti as functions of the mean
number of pairsm for a typical experiment are plotted i
Fig. 4~a!. The vacuum contribution is now considerable d
to triggers by photons that lost their twins. For lowm this is
accented even more by dark counts of the detectors.
exclusion of multiphoton states is very inefficient. The po
selection procedure works even worse in the presence o
ditional noise@see Eq.~13!# caused, e.g., by misalignment o
the mode-selecting pinholes or by stray light, as documen
by the dash-dot lines in Fig. 4~a!. Figure 4~b! shows the
dependence of the Fano factorF on the mean number o

FIG. 4. ~a! Vacuum probabilitypvac, multiphoton contentcmulti,
and ~b! Fano factorF as functions of the mean number of pairsm;
TS5TI5Q50.2, ddark51027, h50.55, t51 ns, mS

res,add5m I
res,add

50 ~mS
res,add5m I

res,add50.04m for curves denoted as with noise!.
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pairs m under the same conditions. Clearly, the achieva
photon-number squeezing is severely limited by the coup
coefficientQ, Q5TS5TI ~F reaches values round 0.05 fo
Q51!. The destructive influence of the additional noise
also clearly visible.

The crucial role of the coupling coefficientQ is docu-
mented in Fig. 5 for typical values of the mean number
pairs m in the down-conversion experiment pumped by c
and pulsed laser. In the cw regime, good approximations
single-photon Fock states (F→0) can be generated in th
perfect coupling limit (Q→1), because the vacuum-sta
probability pvac can be made very small~with low-noise de-
tectors and little additional noise! and the multiphoton con-
tent cmulti is negligible due to low values ofm. The use of
several detectors in the postselection device is not useful
detectors even increase the total dark-count rate. On the o
hand, the use of several detectors yields a significant
provement for higher values ofQ in the pulsed regime be
cause the exclusion of multiphoton states from the idler fi
becomes efficient. It is, however, never perfect for a realis
number of detectors. This is the reason why not as g
values of photon-number squeezing~low values ofF! are
achievable compared to the cw regime.

The principle of the postselection device is well illustrat
in Figs. 6~a! and ~b! where the histograms of the photon
number distributionp(n,Q) as a function of the coupling
coefficientQ5TS5TI assuming pulsed pumping are plotte
In the ideal case@Fig. 6~a!# employing a large number o
noiseless detectors with the quantum efficiencyh51, we can
see that a perfect elimination of both multiphoton a
vacuum contributions is achieved for high values of the c
pling coefficientQ. Using a realistic postselection devic
however, the exclusion of multiphoton contributions fa
owing to a limited number of detectors and their limite
quantum efficiencies. On the other hand, an almost per
exclusion of the vacuum state is still achievable with toda
silicon detectors.

IV. USE OF THE SOURCE FOR QKD

A gap between the ultimate proofs of security of QK
and practical systems exists, because the proofs inclu

FIG. 5. Fano factorF as a function of the coupling coefficien
Q5TS5TI for typical values of the mean number of pairsm in the
cw regime (m51024) and in the pulsed regime (m51);
ddark51027, h50.55,t51 ns, andmS

res,add5m I
res,add50.
5-6



le
o
-

e
ts
n

nt
n

ub

he
a

tly

b
ne

e

y

her

ing
e

e-
f
a-

n

per-
r

ote

if

e-
-

QUANTUM CRYPTOGRAPHY USING A PHOTON SOURCE . . . PHYSICAL REVIEW A 64 052305
most general attacks allowed by quantum mechanics@6,7#
still need to make assumptions that are not implementab
the laboratory and, therefore, do not yield instructions
how to build a QKD system~one of these assumptions in
voked in @6# is the existence of a single-photon sourc!.
However, if we slightly weaken our security requiremen
and limit the eavesdropper to attacks on single particles o
~omitting the so-called coherent attacks!, there is a proof due
to Lütkenhaus that corresponds with current experime
techniques@8#. Here the eavesdropper is allowed to use a
general quantum-mechanical measurement on single q
~or ancillas bound to single qubits! including identification
and efficient splitting of multiphoton states together with t
possibility to store the states until measurement bases
announced in the public discussion.

According to this proof a QKD system may expedien
be characterized by the quantity called gainG @8#. Gain G
characterizes the fraction of a bit of the key established
the QKD procedure per qubit sent over a quantum chan

FIG. 6. Photon-number distributionp(n,Q) ~n denotes the pho-
ton number,Q5TS5TI) of the state obtained in the idler beam
~a! N5100 ideal detectors~ddark50, h51! and~b! N510 realistic
detectors~ddark51027, h50.55! are used in the postselection d
vice ~symmetric 13N coupler is considered!. Pulsed regime is con
sidered (m51).
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Gain G is determined as follows:

G5
1

2
ppostpexp~12cEC2CPA!. ~28!

Here ppost is the postselection probability of the sourc
@ppost5r I

s given in Eq.~22! in our model#, pexp is the prob-
ability of detection at the receiving station of QKD~usually
called Bob!, andcEC andcPA are error correction and privac
amplification terms, respectively~for details, see@8#!. Gain
G is closely connected to the key generation rate: the hig
the gainG, the higher the key generation rate.

Taking into account only single-particle attacks, thecPA

term can be expressed as@22,23#

CPA512
pexp2pmulti

pexp H 12 log2F114e
pexp

pexp2pmulti

24S e
pexp

pexp2pmultiD 2G J , ~29!

wheree is the bit error rate measured at Bob’s station,

pmulti512 (
n50

`

@~12TALICE!n1nTALICE~12TALICE!n21#

3~r I
mix,s!nn

denotes the probability of multiphoton states at the beginn
of the transmission line~after passing through Alice’s devic
with the transmission coefficientTALICE), and pexp5ps

exp

1dBOB
dark2ps

expdBOB
dark stands for the expected rate of Bob’s d

tections. In the latter relationdBOB
dark is the dark-count rate o

Bob’s detector andps
exp means the signal rate at Bob’s st

tion. The signal rateps
exp can be expressed as

ps
exp5(

j 51

`

~r I
mix,s! j j (

l 51

j S j
l D ~TTLTALICEhBOB! l

3~12TTLTALICEhBOB! j 2 l . ~30!

The symbolTTL510(2aL1 l BOB)/10 denotes the transmissio
coefficient of the transmission line2 @24#, a is the fiber-
attenuation factor,L means fiber length,l BOB denotes the
losses of Bob’s apparatus, andhBOB stands for the quantum
efficiency of Bob’s detector. The bit error ratee in the ab-
sence of an eavesdropper is caused either by physical im
fections~at a ratec! or by the dark counts of Bob’s detecto
at the rate 0.5 and we therefore have

e5

cps
exp1

1

2
dBOB

dark2
1

2
cps

expdBOB
dark

pexp . ~31!

2We consider optical fiber serving as the quantum channel. N
that attempts are being made to build a free-space QKD@24#.
5-7
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The error-correction termcEC is expressed by the formul
@25#

cEC'21.16@elog2e1~12e!log2~12e!#, ~32!

valid for e<0.05.
Using dim coherent states there is always an optim

value of the source mean photon numberm ~see Fig. 7!.
There is a high vacuum content in the signal quantum st
for low values of the source mean photon numberm and so
the quantitycEC rapidly grows because physical noises of t
detector on Bob’s side become stronger than the signal it
Each noise count contributes by a 50% error rate. On
other hand, the contribution of multiphoton states in the s
nal field for high values of the source mean photon numbem
requires high values ofcPA term that again make the gainG
negative at some point. If the gainG is positive for the op-
timum source mean photon numberm, secure QKD can be
performed. There is a maximum allowed amount of los
~or a maximum achievable length of the fiber! for which the
required security is still preserved~though at a very low
gain!. Unfortunately the distances achievable with dim c
herent states are rather low, about 8 km using the 800
communication window in optical fibers, or about 25 km
the 1550 nm region@8#. Both communication windows hav
their caveats. While silicon detectors currently used at 8
nm exhibit very low noise~dark-count rates less than 10
s21! and high quantum efficiencies (h.0.5), the losses o
the transmission line are very high~;2.5 dB km21!. Just the
opposite is available at 1550 nm: transmission-line los
below 0.2 dB km21 and detectors with quantum efficiencie
below 0.2 and with 104– 105 dark counts per second.

Lütkenhaus considered an idealized model of the sou
based on postselection from entangled photon pairs
found out@8# that the communication distance might exte

FIG. 7. A typical curve~solid! characterizing the dependence
the gainG on the mean number of photonsm of a coherent Poisso
nian source. Secure QKD is possible ifG>0. Dashed curves show
how the gainG behaves when losses on the transmission line~or
length of the fiber! increase. The lower the gainG, the lower the
optimum mean photon number of the source. If the losses are
high, secure QKD is impossible.
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up to 110 km when a local postselection device operating
800 nm is used and the transmission line is in the low-l
1550 nm window. This represents an optimum choice w
current technology.

We first analyze an idealized postselection device in
model. We thus consider noiseless detectors (ddark50) with
unity quantum efficiency (h51) and perfect coupling
(TS5TI5Q51). The idler beam is led from Alice
(TALICE50.79) to Bob’s realistic detector~hBOB50.18,
dBOB

dark5231025! using 1550-nm transmission line~a
50.2 dB km21, c50.01!. We can see in Fig. 8 that the upp
limit of the communication distance extends up to 161 k
This is more than six times the distance achievable w
coherent states. This is mainly because the transmitted q
tum states contain only a small contribution of the vacu
state. The use of more detectors in the postselection de
~this improves the photon-number resolution! does not lead
to any further extension of the communication distance. T
reason is that the maximum distance is given by the sig
to-noise ratio at Bob’s detector that becomes too low wh
ps

exp drops to the order ofdBOB
dark , i.e., deep down below unity

The multiphoton contentcmulti in the signal field is negligible
in this case. Nevertheless, the improvement of the pho
number resolution leads to an improvement of the gainGopt

up to several orders of magnitude~see Fig. 8! and therefore
to an improvement of the key generation rate.

The dependence of the optimum mean number of p
mopt as a function of the transmission distanceL changes
significantly if parameters appropriate for a realistic post
lection device are considered. If the coupling coefficientQ
of the photon pairs is set to 0.2~Q5TS5TI50.2, this value
is typical for current down-conversion experiments, cf. A
pendix C! and parameters of realistic detectors are u
~h50.55,d51027!, the maximum communication distanc
drops down to about 120 km@see Fig. 9~a!#. This distance is
still significantly better than that achieved with cohere
states. The use of more detectors in the postselection de

oo

FIG. 8. Optimum gainGopt of the down-conversion source as
function of the transmission distanceL using ideal postselection
device ~h51, ddark50, TS5TI5Q51! and realistic transmission
line at 1550 nm ~TALICE50.79, a50.2 dB km21, c50.01,
hBOB50.18, dBOB

dark5231025!; mS
res,add5m I

res,add50. The maximum
achievable transmission distance is characterized by the drop o
optimum gainGopt.
5-8
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brings, however, no advantage@curves forN51, 4, 10 al-
most coincide in Fig. 9~a!#. A closer view@see the inset in
Fig. 9~a!# shows that it causes even a slight drop in the
timum key-generation rate for short distances. The rea
lies in the fact that the efficiency of the exclusion of mul
photon states is very low due to low values of the coupl
coefficient Q and the negative influence of detector no
appears to be more significant.

Increase in the key generation rate is achievable with
day’s best technology@see Fig. 9~b!#. Using parameters of a
recent down-conversion experiment@28# where a significant
improvement of the coupling coefficientQ has been
achieved, we find the maximum achievable transmission
tance to be about 148 km. Moreover, the optimum key g
eration rate can now be increased employingN.1 detectors

FIG. 9. Optimum mean number of pairsmopt of the down-
conversion source and optimum QKD gainGopt in the dependence
of the transmission distanceL ~a! for realistic postselection devic
at 800 nm~h50.55, ddark51027, TS5TI5Q50.2! and realistic
transmission line at 1550 nm~TALICE50.79, a50.2 dB km21,
c50.01,hBOB50.18,dBOB

dark5231025! and ~b! for improved post-
selection device using best current experimental skills~h50.7,
ddark5231028, TS5TI5Q50.6! and realistic transmission line a
1550 nm ~TALICE50.79, a50.2 dB km21, c50.01, hBOB50.18,
dBOB

dark5231025!; mS
res,add5m I

res,add50. Curves forN51,4,10 in~a!
almost coincide.Gopt for short distancesL are shown in insets.
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in the postselection device and is about three times hig
than that for the values of parameters used
Fig. 9~a!.

A crucial role of the coupling coefficientQ of photon
pairs is illustrated in Fig. 10. If values ofQ are greater than
certain valueQmin ~for our parametersQmin'0.2! then the
better the coupling, the longer the communication distan
Moreover, the better the coupling, the more efficient t
resolution of multiphoton states. This then results in the g
improvement provided that more detectors are used. To
more specific, the use of two detectors in a QKD syst
characterized by typical values of parameters~see Fig. 10!
results in the improvement of the relative gainGrel by more
than 10% provided that the coupling coefficientQ is greater
than 0.7. Values of the coupling coefficientQ have to be
greater than 0.55 in a QKD system characterized by toda
best available values of parameters~see Fig. 10!. The use of
more than two detectors in this case results in greater va
of relative gain Grel, as is documented in Fig. 10 fo
N510.

We note that the above-mentioned expression for the g
G in Eq. ~28! can be used for the determination of an op
mum combination of elements with given characterist
~transmission coefficients, quantum efficiencies of detect
noises! in a practical implementation of a quantum ke
distribution system.

FIG. 10. Maximum achievable transmission distanceLmax

~rectangles! as a function of the coupling coefficientQ (Q5TS

5TI) for realistic postselection device at 800 nm using typical v
ues for current down-conversion experiments~filled symbols! ~h
50.55, ddark51027, mS

res,add5m I
res,add50.04m, N51! and today’s

best achievable values of parameters~open symbols! ~h50.7,
ddark5231028, mS

res,add5m I
res,add50, N51!. In both cases, a real

istic transmission line at 1550 nm is employed~TALICE50.79, a
50.2 dB km21, c50.01,hBOB50.18,dBOB

dark5231025!. The curves
with circles show the relative gain improvementGrel reached with
the postselection device withN52 detectors and values of param
eters typical for current down-conversion experiments~filled
circles!, with N52 detectors and today’s best achievable values
parameters~open circles!, and with N510 detectors and today’s
best achievable values of parameters~crossed circles! compared to
the case withN51 at short communication distances (L50).
5-9
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V. CONCLUSIONS

We have suggested a source of single-photon states u
a source of entangled photon pairs~nonlinear crystal with
parametric down conversion! and postselection in one of th
entangled beams. Based on an approximate photon-num
measurement performed with a 13N coupler andN detec-
tors in the signal beam, some realizations of the state in
idler field are selected.

An ideal device~perfect alignment of the setup, noisele
detectors with quantum efficiency one! provides nearly
single-photon states. Real devices generate states with w
statistics. Dark counts of the detectors and noise com
from decorrelated photons and stray light increase the we
of the vacuum state in the postselected~idler! field. Limited
quantum efficiencies of the detectors as well as noise pre
from a perfect exclusion of multiphoton states in the post
lected field. However, a field close to a single-photon st
may be generated assuming good coupling of photons in
setup and pulsed pumping of the down-conversion proc
low-noise detectors have to be used for cw pumping. Suc
field is considerably squeezed in photon number~it has sub-
Poissonian statistics! and provides a useful source for qua
tum cryptography.

The suggested source with ideal values of parameters
tends the maximum communication distance of QKD ab
six times ~compared to a traditional coherent Poisson
source! up to 160 km. The source with currently achievab
values of parameters may be used for the communica
distances up to 120 km. Using the best values of parame
available today, the maximum communication distance
tends up to 150 km. The maximum communication dista
is practically the same for different numbers of detectors
the signal beam. However, the higher the number of de
tors in the signal beam, the higher the gain and, theref
also the transmission rate. The quality of coupling of t
entangled photon pairs is a crucial parameter both for ach
ing long communication distances and optimum transmiss
rates. Improvement of the coupling is a challenge for exp
mentalists.
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APPENDIX A: DETECTION OPERATOR INCLUDING
EFFECTS OF NOISE

We assume that the signal field with the density matrixr̂S
is mixed at the detector with a statistically independent no
field with the density matrixr̂R . Detection operatorP̂SR
describing detection of a photon either from the signal or
noisy field has the form

P̂SR5 (
n51

`

@12~12h!n#un&SŜ nu1̂R1 (
n50

`

~1

2h!nun&SŜ nu(
k51

`

@12~12h!k#uk&RR̂ ku, ~A1!
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where un&S(uk&R) denotes a Fock state of the signal~noisy!
field andh stands for the quantum efficiency of the detect

Detection operatorP̂S relevant to the signal field is ob
tained from the detection operatorP̂SR in Eq. ~A1! by tracing
over the noisy-field space:

P̂S5TrR$P̂SR%

5 (
n51

`

@12~12h!n#un&SŜ nu1d(
n50

`

~12h!nun&SŜ nu.

~A2!

The constantd has the form

d5 (
k51

`

@12~12h!k#R^kur̂Ruk&R . ~A3!

The relation 0<d<1 follows from Eq.~A3!. The higher the
mean number of photons in the noisy field, the higher
value ofd.

If several noise sources are present at the detector,
constantd in Eq. ~A2! is defined as follows:

d5dR11~12dR1!dR21~12dR1!~12dR2!dR31¯ ,
~A4!

where the constantsdR1 ,dR2 ,dR3 ,... describe the influence
of noisy fieldsR1 ,R2 ,R3 ,... and aredetermined according
to Eq. ~A3!.

APPENDIX B: STATISTICS IN MULTIMODE
PARAMETRIC FREQUENCY DOWN-CONVERSION

Expanding the interacting fields into harmonic pla
waves, the interaction HamiltonianĤ int of the process of
spontaneous parametric frequency down-conversion can
written in the form@1,26,27#

Ĥ int~ t !5CintE
2L

0

dz(
kp

(
ks

(
ki

x~2!Ep
~1 !~0,vkp

2vp
0!

3âs
†~ks!âi

†~ki !exp@ i ~kp2ks2ki !z

2 i ~vkp
2vks

2vki
!t#1H.c.

5Ĥ int
~2 !~ t !1Ĥ int

~1 !~ t !, ~B1!

whereCint is a constant andx (2) stands for the second-orde
susceptibility. The symbolEp

(1)(0,vkp
2vp

0) denotes the
positive-frequency part of the envelope of the pump-be
electric-field amplitude at the output plane of the crystal,kp
stands for the wave vector of a mode in the pump beam,
vp

0 means the central frequency of the pump beam. The s
bol âs

†(ks)„âi
†(ki)… represents the creation operator of t

signal ~idler! mode with wave vectorks(ki) and frequency
vks

(vki
). The nonlinear crystal extends fromz52L to z

50. The symbol H.c. denotes Hermitian conjugate. The
erator Ĥ int

(2)(Ĥ int
(1)) stands for the part of the interactio
5-10



n

th

n
st

e

-
of

of

he

al

ne

of
e-

p-

t
ian

nt
e

he
e-
the

We
r
of

ler
the
is

ler
c-

(1
rp-
ors
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HamiltonianĤ int containing creation~annihilation! operators
of modes in the signal and idler fields.

The state of the signal and idler fields at the output pla
of the crystal determined by the solution of the Schro¨dinger
equation can be written as follows:

uc&5 (
n50

`

ucn&,

uc0&5uvac&,

ucn&5S 2
i

\ D nE
2`

`

dt1E
2`

t1
dt2 ...,E

2`

tn21
dtn

3Ĥ int~t1!...Ĥ int~tn!uvac&, n51,2, . . . .

~B2!

We have assumed that the signal and idler fields are in
vacuum stateuvac& at the input plane of the crystal.

Assuming that the number of photons in the signal a
idler fields is much lower than the number of modes con
tuting these fields, we may approximately write

ucn&5S 2
i

\ D nE
2`

`

dt1E
2`

t1
dt2 ...E

2`

tn21
dtn

3Ĥ int
~2 !~t1!...Ĥ int

~2 !~tn!uvac&

5S 2
i

\ D n 1

n! F E
2`

`

dtĤ int
~2 !~t !Gn

uvac&, n51,2, . . . .

~B3!

Stateucn& then describes the field with exactlyn pairs in the
signal and idler fields.

Photon statistics in the signal field may be determin
from the averages of the normally ordered operatorsN̂s

(n) for
n51,2, . . . ;

N̂s
~n!~t1 ,...,tn ,tn ,...,t1!5F)

j 51

n

Ês
~1 !~t j !GF)

j 51

n

Ês
~2 !~t j !G .

~B4!

The symbol Ês
(1)(t)„(Ês

(2)(t)… stands for the positive
~negative-! frequency part of the electric-field amplitude
the signal field:

Ês
~1 !~t !5(

ks

es~ks!âs~ks!exp~2 ivks
t!. ~B5!

The symboles(ks) denotes the normalization amplitude
the modeks .

If the down-converted field is in the stateucn& given in
Eq. ~B3!, it holds forn>1:

^cnuN̂s
~n!~t1 ,...,tn ,tn ,...,t1!ucn&

5PH )
j 51

n

^c1uN̂~1!~t i j
,t j !uc1&J . ~B6!
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The symbolP means summation over all permutations of t
indices (i 1 ,...,i n) from the set (1, . . . ,n). Assuming

^cnuN̂(n)ucn&@^ckuN̂(n)uck& for k5n11,n12, . . . , the re-
lation in Eq.~B6! implies that photon statistics in the sign
field is described by the Bose-Einstein distribution.

In order to determine statistics of photon pairs, we defi
the following ‘‘creation operator of photon pairs:’’

P̂pair~ts ,t i !5Ês
~2 !~tS!Êi

~2 !~t i !. ~B7!

Underlining of the operators on the right-hand side
Eq. ~B7! means that ‘‘only the signal and idler photons cr
ated in the same elementary event are considered’’@see the
expression forucn& in Eq. ~B3!#.

We may write in the framework of the above-used a
proximation:

^cnuF)
j 51

n

P̂pair
† ~tsj

,t i j
!GF)

j 51

n

P̂pair~tsn112 j
,t i n112 j

!G ucn&

5F)
j 51

n

^c1uP̂pair
† ~tsj

,t i j
!uvac&G

3F)
j 51

n

^vacuP̂pair~tsn112 j
,t i n112 j

!uc1&G ,

n51,2, . . . . ~B8!

Assuming that the contribution from the stateucn& is much
greater that those from the statesuck& for k5n11,n
12, . . . , therelation in Eq.~B8! leads to the conclusion tha
the statistics of photon pairs is determined by the Poisson
distribution.

APPENDIX C: EXPERIMENTAL DETERMINATION
OF VALUES OF PARAMETERS OCCURRING

IN THE MODEL

We give a connection of the model parametersm, TS , TI ,
mS

res, and m I
res to the measured quantities. An experime

providing detection ratesnS andnI at detectors placed in th
signal and idler beams and coincidence-count ratenc is as-
sumed.

From the point of view of a real experimental setup, t
quantitym is determined by the number of photon pairs b
yond the nonlinear crystal such that at least one photon of
pair has a nonzero probability of reaching a detector.
further assume thatm5kP, whereP is the pump-laser powe
and k is an unknown constant. We first describe the loss
photons caused by spatial filtering of the signal and id
fields. The loss is caused by the geometric placement of
detectors or pinholes or fiber-coupling optics, whichever
the most limiting. We denote the rate of pairs whose id
~signal! photon is absorbed~the photon cannot reach a dete
tor owing to spatial filtering! by f Sm( f Im). The number of
entangled pairs in front of the detectors is then given by
2 f S2 f I)m. The photons may also be lost owing to abso
tion and reflection on their paths leading to the detect
5-11
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~e.g., due to frequency filters!. These losses are in gener
different for ‘‘pairs’’ and ‘‘singles.’’ However, we conside
them to be the same and represent their influence by b
splitters with transmission coefficientstS andt I in the signal
and idler beams, respectively. This assumption is appr
mately valid when the losses are only weakly spectrally
pendent.

The coincidence-count ratenc is written as

nc5dSdI1mtSt I~12 f S2 f I !hSh I1O~m2,dSm ,dIm!,
~C1!

wheredS (dI) represents the dark-count rate andhS (h I) is
the quantum efficiency of the detector in the signal~idler!
beam. This formula is valid, e.g., when cw pumping of t
process is applied (dS ,dI!m!1). Similarly, the detection
rates in the signal (nS) and idler (nI) beams are given as

nS5dS1m~12 f I !tShS1O~dSm!,

nI5dI1m~12 f S!t Ih I1O~dIm!. ~C2!

Five unknown parametersm, f S , f I , tS , andt I cannot be
uniquely determined from Eqs.~C1! and ~C2!. In order to
simplify the description, we first introduce the quantitiesTS

@TS5tS(12 f I)# and TI @TI5t I(12 f S)#. We then replace
the coincidence-count ratenc by the quantityñc :

ñc5dSdI1mTSTIhSh I1O~m2,dSm,dIm!. ~C3!

The differenceñc2nc equals tomtSt I f Sf IhSh I and can be
omitted if f Sf I!1.

The dependencies ofnc , nS , and nI on the pump-laser
power P have been measured in the experiment3 and the
constantsbc , bS , andbI characterizing the presumed line
dependencies on the pumping powerP have been found
Equations~C2! and ~C3! then provide equations for the de
termination of the parametersk, TS , andTI :

kTShS5bS ,

kTIh I5bI ,

kTSTIhSh I5bc . ~C4!

Solving Eqs.~C4!, we have

TS5
bc

hSbI
, TI5

bc

h1bS
, k5

bSbI

bc
. ~C5!

We cannot determine the values of parameterstS , t I , f S ,
and f I in our experiment because it does not allow to reso
two above-discussed mechanisms causing decorrelatio

3Type-I nonlinear crystal has been pumped using 0–420 mW
413.1 nm line from a krypton-ion laser. Correlated photon pa
have been selected by pinholes and 5-nm~FWHM! interference
filters and then coupled to single-mode fibers that led them to
con avalanche photodetectors.
05230
m

i-
-

e
of

photons in a pair. However, we can obtain limitations
their values taking into account the relations 0<tS ,t I , f S , f I
<1:

TS<tS<1, TI<t I<1,

0< f S<12TI , 0< f I<12TS . ~C6!

The knowledge of components of the experimental se
may result in stronger limitations on the values of the para
eters tS and t I and subsequently also on the values off S
and f I .

If the assumptionf Sf I!1 is not valid, correct ratios of the
correlated and decorrelated photons~given bync /nS ,nc /nI!
may be kept by introducing nonzero mean-photon numb
of additional noisy fieldsmS

res,addand m I
res,add@see Eqs.~17!

and ~19!; nc /nS5ñc /(nS1mS
res,add), nc /nI5ñc /(nI

1m I
res,add)#:

mS
res,add5tSf Sf I

12 f I

12 f S2 f I
m,

m I
res,add5t I f Sf I

12 f S

12 f S2 f I
m. ~C7!

As an example, we hadhS50.474 andh I50.586 in our
setup and we measuredbS5(5.1360.05)31025 W21,
bI5(5.5060.04)31025 W21, and bc5(4.8660.05)
31026 W21 ~detection intervalt51 ns was used!. Using
Eqs.~C5!, we arrive at

TS50.18660.002,

TI50.16260.002,

k5~5.8160.09!31024 W21. ~C8!

Equations~C6! provide the following limitations:

0, f S,0.838, 0, f I,0.814.

Using the knowledge of components in the experimen
setup, we havetS,0.25 andt I,0.25 and subsequently

0, f S,0.35, 0, f I,0.25. ~C9!

Values of the additional-noise terms are then bounded by
inequalities 0,mS

res,add,0.041m and 0,m I
res,add,0.036m.

APPENDIX D: NARROW SPECTRA OF THE
DOWN-CONVERTED PHOTONS

If the spectra of the down-converted photons are narr
pairs of photons obey the Bose-Einstein distribution@2# and
we have

ucnu25~12n!nn, n5
m

11m
, ~D1!

wherem denotes the mean number of photon pairs.
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Assuming chaotic noisy fields in the signal and id
beams as given in Eq.~13! and substituting the expression
Eq. ~D1! into Eqs.~4! and~12!, the diagonal matrix element
of the statistical operatorr̂ I ,k

mix are determined as follows:

~ r̂ I ,k
mix!nn5

~12n I ,k
res!~12nB!~12nAk!

~12nB!2~12dk!~12nAk!

3H 1

12nRIAk
gnS n I ,k

res,
nTIAk

12nRIAk
D

2
12dk

12nRIB gnS n I ,k
res,

nTIB
12nRIBD J ~D2!

and

gn~x,y!5
xn112yn11

x2y
. ~D3!

The expressions fordj
noise in Eq. ~18! andm I ,k

res in Eq. ~19!
remain valid also for the coefficientscn given in Eq.~D1!.
The quantityr I ,k is given according to the relation
-

-

m

to
ce

v

A

.

in-

P

s

n

05230
r I ,k5F )
l 51,...,N; lÞk

~12dl !G 12n

12nAk
2F)

l 51

N

~12dl !G 12n

12nB .

~D4!

Assuming a symmetric 13N coupler @described in
Eq. ~20!# and detection of a photon at an arbitrary detect
we get

~ r̂ I
mix,s!nn5

~12n I
res!~12nB!~12nA!

~12nB!2~12d!~12nA!

3H 1

12nRIA gnS n I
res,

nTIA
12nRIAD

2
12d

12nRIB gnS n I
res,

nTIB
12nRIBD J ~D5!

and

r I5~12d!N21
12n

12nA2~12d!N
12n

12nB . ~D6!
ion
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