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A photon source based on postelection from entangled photon pairs produced by parametric frequency
down-conversion is suggested. Its ability to provide good approximations of single-photon states is examined.
Application of this source in quantum cryptography for quantum key distribution is discussed. Advantages of
the source compared to other currently used sources are clarified. Future prospects of the photon source are
outlined.
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I. INTRODUCTION tributes to the security of QKD. Moreover, as is shown in
this paper, this scheme provides higher values of transmis-
Entangled photon pairs produced by spontaneous parsion rates. A passive scheme that lowers the vulnerability to
metric frequency down-conversidi,2] have recently been Mmultiphoton attacks may also be implemented in this case.
widely used in experimental quantum physics. They have Practical existence of a one-photon source would help for-
been successfully applied in the research of fundamentdnulate general security proof$6] of quantum key-
problems of quantum theofi]. Among others, a direct ap- distribution protocols in secure quantum cryptography. It

plication of nonclassical properties of such states in opticafvould also make practical schemes more effic(@it _
communications has been suggegipin 1991. A realistic model of such a source of photons including

Since then the area of quantum communications has ud‘mperfections gncountered in the Iaboratory is developed in
dergone immense progress. Quantum key distribu@gD) this paper. EfflClency of the pqstselectlon procedure as well
has become a well-understood scheme for establishing s ap_pllcablllty of the source in real quantum cryptography

: re discussed.
provable, secure shared secret not only at a theoretical level
Experimental realization brought QKD to the disposal of fu-
ture commercial applicatiori§]. Most of the practical QKD Il. MODEL OF THE SOURCE
schemes desig_ned un.til now relied on dim coherent pulses as \we assume that a postselection device is placed in the
a carrier of qubits. While this scheme suffers from the lack Ofsignal beam. This device yields a simple yes-no reailt
the ultimate proof of securit{6,7], its security is very well  riggen and, based on this result, the state in the idler beam
defined and understod@]. is either coupled to the transmission line or rejected. It is,

Recently, the idea to use correlated photon pairs for QKDhowever, not an easy task to construct a practical photon-
has been revisited in two different ways. First, the laboratorynumber measuring device. Generally used photon-counting
realization of the original Ekert's protocol has been im-detectors(avalanche photodiodes or photomultipliersse
proved and modified9—-12] and its security has been ad- many-order noisy amplification processes that smear out
dressed13]. A passive scheme for choosing from two pos-resolution of small photon numbers. In our work we use a
sible transmission bases has been suggested and realizeabdel of a photon-number measuring device based on a
Possibility of multiphoton attacks on QKD is substantially 1X N coupler[16]. We note that novel detectors capable of
reduced in this scheme. Second, the fact that down-convertggsolving small numbers of photons and sources of single
photons are always produced in pairs has been used to sughotons occurred recentf{t7]. However, they work only at
gest a new source of photons applicable in quantum cryptogrery low temperatures and having practical QKD in mind,
raphy[8,14,19. The state describing such correlated fieldswe do not consider them here. Performance of a measuring
cannot be factorized into a product of states of signal andlevice based on a XN coupler andN detectors and a
idler beams. When a measurement is performed on one gfhoton-number resolving detector in the preparation of a
the beams, the whole state including the other beam istate in postselection procedure has been studi¢tigin
changed. When a photon is detected in, e.g., the signal beam, In our model[15,19 we assume that the down-conversion
we know that its twin must be present in the idler beam. Thigrocess is pumped by either cw or pulsed laser beam. The
suggests to construct a single-photon source as follows: Pesignal and idler beams are selected by filters and pinholes
form a photon-number measurement on one of the beamgeometrically and spectrally filtergdrhe filtering is in gen-
and select only those cases where a single photon has beeral imperfect, i.e., sometimes only one of the members of
detected. Then there is a single photon in the other beaitihe pair reaches a detector. Detectors have limited quantum
with a high probability and this photon is used for cryptog- efficiencies and they are not capable of resolving the photon
raphy. Filtering of both vacuum and multiphoton states connumber, they just click in the presence of the signal contain-
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FIG. 1. Scheme of the model. Photons of the pump beam are split in the nonlinear crystal to pairs of mutually entangled photons. The
signal beam is then coupled to a postselection device consisting gf\adoupler andN detectorqT; stands for the intensity transmission
coefficient toith detector;T;=|t;|?). Coupling is imperfect and decorrelated photons contribute to the noise impinging on the detectors that
exhibit also internal dark-count noise. The idler beam suffers similar coupling problems.

ing one or more photons. In addition, there are noise deteawhere the indice$ andl refer to the signal and idler beams,
tions coming both from dark counts of the detectors andespectively. As is shown in Appendix B, the statistics of
from stray light in the laboratory. The scheme including all pairs of photons in two effective modes is Poissonian, i.e.,
these imperfections is given in Fig. 1.

Detection of a photoelectron is described by the following w"
projection operatofz is quantum efficiency of the detecjor |Cn|2:Fe_”- )

pet_ 2 [1—(1— 7)"|n)n| +d2 (1= 7)"|n)(n], :[u, be_ing the mean number of pairs generated during a detec-
=4 =5 ion interval.
(1) Both the signal and idler beams experience losses before
they are detectedspectral filtering by interference filters,
whered represents a total noise-count rate determined as 9eometrical filtering by pinholes and other elements in the
experimental setypWe represent all these losses by quan-
d=dderk (1 — gdarkygnoise ) tally described beamsplittef20]; a beamsplitter in the sig-
nal (idler) field has a transmission coefficiefig(T,). Diag-
nal elements of the statistical operagdy; in the Fock-state
asis then have the foriithe signal and idler fields are par-
tially decorrelatedRg=1-Tg, R =1-T))

when both dark counts and noise coming from stray light antﬁ
decorrelated photons are taken into accdfmt details, see

Appendix A). The projection operatoP™!appropriate in

the case when a photoelectron does not occur in the detector o
2 A A n _idn _
has the form Pnodel=1— pdey PEDIg, g = 2 |C“|2(| )T'SSRg 'S(l )T:'RI” "
n=maxlg,l) S |
) - (6)
Prodes (1—d) X, (1= )" [n)(n|. 3)
n=0

where the symbol max denotes the maximum function. We
limit ourselves only to the determination of diagonal ele-
The light field emerging from the output of the nonlinear ments of the statistical operatpf,, because they are suffi-
crystal is in an entangled multimode state. However, it cartient for the description of the detection process.
be described as an entangled state of two effective modes Photon-number measurement in the signal field may be
(one for the signal field, the other for the idler figloly the  approximately reached using axN coupler andN detec-
statistical operatops : tors. Provided that the mean photon number of the signal
field is much lower that the number of detectors and the
psi=|¥){(yl, detectors exhibit moderate quantum efficiencies and dark-
count rates, only one-detector detects a photon on single-
w photon signal while multiple detections occur on multipho-
|¢):2 calnns, (4) ton sjgnals with h'igh probability. .A XN coupler is
n=0 described by the unitary transformation,
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N details, see Appendix)Bstatistically independent on the idler
as= le t;a;, (7) field stemminAgmfi)r(om the postselection procedure. The statis-

tical operatorp,’) of the overall field at the detector in the

whereag stands for the annihilation operator at the input ofIdler beam is given as followg21]:

the couplerd; is the annihilation operator at théh output of % n

the coupler, and; means the amplitude transmission coeffi- py= > In(n| > PP (Pl n-mn-m- (12)
cient of a photon propagating from the input to fltle output n=0 m=0

of the coupler {=1,... N).

The statistical operatcirﬁ?f‘describing the idler field after We now consider Poissonian statistics of the generated

a signal photon has been detected atkthedetector and no P&irs of photonsthe coefficients:, are given in Eq(5)] and
photon has been detected at all-other detectors beyond tff820tic noisy fields both in the signal and idler beaisee

1XN coupler is determined as follows: Appendix B:
res
At B - - Mk
aposc. T1sP81 PR, -3,y P ® (BiDnn= (L= DOIRD" V==
Ik — " A ~ l I,k
TrS,I(PS,IPEEtHj=1,...N;j#kP]n0des
res
. . Msj
where the projection operatorB}1et given in Eq.(1) and (PSPnn=(1=vs)(¥EN", Vg?:1+ug3$'
|5}‘°detdefined in Eq(3) are related to th¢th detector. Using !
the statistical operat(fr’s’I given in Eq.(6) together with the ji=1,...N. (13)
relation appropriate for the>XN coupler in Eq.(7), we ar-
rive at the expression The symbolu% denotes the mean number of noisy photons
in the idler beam andug; is the mean number of noisy
(pPosy | — i H (1—dy) photons in the signal field at thegh detector. The diagonal
Prxch = Mo =12 ' matrix elements of the statistical operatpf} given in
B Eq. (12) then take the form
n ,
x3 Icnlz(h)Tl'R.” AR | 1- e
n=I, Amixy '
N . (P e = B~ (1~ dexp — Ay
n
T a-d)| 2 e 2( )T"R”_"B“], AT
Ll S, oo, ) TR ><|EXD(—MB)GXD(—MAle)(V.r,e;@“fn %)
V1
€)
and —(1—dy)| exp(— pA) exp( — uBT))
= 2 201 — uBT,
A=Rs+Tg |t +|:1’%_|#k t|*(1 7]|)), X (v ”fn(ﬁ) } (14)
N and
B=Rs+Tg > |t||2(|_77|)>- (10
I=1 n Xl
The symboly; stands for the quantum efficiency of thth f“(x)zlzo T (19
detector. The normalization constant, is determined as
follows: The normalization constamt , is determined according to
rl,k:[ I1 (1_d|)}2 |ca| 2 AR Nox= I (a—d)|exd—u(1—AY]
1=1,.N;l #k n=0 I=1N;1 #k
N o0 N
_|:I1_[1 (1-d) EO |cal?B". (11) -l (1-d) |exd—u(1-B)]. (16)
= = -

Noise in the signal beam coming from both stray light and The noisy field in the signal beam is given by the photons
decorrelated photons may be included into the modethat lost their twinsthe termTsu in Eq. (17) below, see
through the constant¥™*€in Eg. (2). The influence of noise Appendix C for detail$ and by additional noisy photons
in the idler beam has to be described more precisely. Weoming, e.g., from stray lighthe mean number of additional
consider a chaotic field with the statistical opergi{f (for ~ noisy photons is denoted 282529 We then have
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Mfs‘f?:|ti|2ﬂr§3$; M§’5=(T5M+Mrses'ad ) (17) that detection has occurred in the signal beam:
The constantSJIj”Oise in Eq. (2) describing the influence of pPos=ry. (23
noise in the signal beam at th¢h detector are then deter-

mined as follows: A coincidence-count probabilitg®®"is given by the condi-

tional probability that the idler beam contains one or more

. 7; MrSe]S photons provided that it was triggered:
noise d
M= ——— —— | (18)
b Lt mus) | i _
coinc_ mix,sy 24
Similarly, assuming that the noisy field in the idler beam P =51 (P (24

consists of both idler photons without their twins in the sig- e ) - ]
nal field and additional noisy photons with the mean numbe/A vacuum probabilityp"** determines the probability of find-

of photons denoted gs/°>** we have ing zero photons in the triggered idler state:

ST, o+ oS (19) PY3=(p[™®)0o- (25)

If narrow spectra of the down-converted fields are consid-The probability of finding more than one photon in a non-
ered, the statistics of generated pairs is given by the Bos€&mpty tnggl%_ered idler state is described by a multiphoton
Einstein distribution[2]. Relations valid in this case can be contentc™™:
found in Appendix D.

We further consider a symmetricxIN coupler andN mum_l_[(pruxys)ooJr(pruxys)lﬂ
. . c - mix,s . (26)
identical detectors: 1=(p; " )oo
hoise. noise adark_ dark 1 Photon-number squeezing of the light is determined accord-
d;°"=d"5 di=dY =g, :\/_N' ing to the value of the Fano factéx
_(m?)—(m))?

pE= i adi=d, A=A, W= (20 F o (m?)= > m2(p{™) mm,
m=1
The symmetric configuration provides the best results in the
exclusion of multiphoton Fock states, because “the mean - ks
number of photons is uniformly distributed onto all detec- <m>:mZ:1 m(pr ") mm- 27

tors.” We also assume that postselection occurs if an arbi-

trary detector beyond thexIN coupler detects a photon and e photon source operates in the ideal case as follows.
the rest ofN—1 detectors do not register a photon. We havepgfect entanglement between the photons in the signal and
in this case idler fields together with the postselection procedure elimi-
1— pres nates the vacuum state in the idler field. On the other hand, a
Ynn= ! high number of ideal detectors beyond th& Nl coupler in
exp(— uB) —(1—d)exp(— nA) the signal field suppress the occurrence of Fock states with
WAT, the photon number greater than one in the idler field. Thus
><[eXIi—MB)GXR—MATi)(V{eS)”fn(T) the idler field is close to the Fock state with one photon.
gl Such a state is ideal for the transmission of information in
quantum cryptography. This state is also highly
exp(— uA)exp — uBT)) nonclassical—it exhibits photon-number squeezing.
We first consider ideal detectofg=1, d=0) and perfect
WwhBT, entanglement between the signal and idler fieldig=T,
x(y[es)”fn(T)H, (21 =0=1). A typical behavior of the triggering probability
b pP°stas a function of the mean number of pajrsfor both
one and many detectors in the signal beam is shown in
Fig. 2(a). The triggering probabilitypP°St grows up to unity
rs=N{(1—-d)N texd — u(1—A)]—(1-d)N with increasir!g mean number of paisfor N=1, while it
shows a maximum close to=1 for large N and then falls
xexg —u(1-B)]1}. (22)  down to zero. A decrease of the triggering probabipfift

~MiX,s

(P

—(1-d)

and

Ill. BEHAVIOR OF THE PHOTON SOURCE
] ] ) !For an ideal photon-number-resolving measurement depfoé,
The photon source is characterized by the following quanis maximum for u=1: then pPs=e 1~0.37. Comparing this

tities that are, namely, convenient for the description of itsyalue with that in Fig. 2) for N=1000 detectors we get that the
single-photon character important for quantum cryptographyi x N coupler withN detectors behaves nearly as an ideal photon-
A triggering probabilitypP°Stis determined by the probability number-resolving device.
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FIG. 2. (a) Triggering probabilitypP® coincidence-count prob-
ability p*® and (b) multiphoton content™ for the ideal case:
d=0, »=1, andTg=T,=0=1. Detection interval=1 ns is as-
sumed. The curves showim§®" for N=1 andN= 1000 coincide.

FIG. 3. (a) Triggering probabilitypP°! coincidence-count prob-
ability p"¢, (b) vacuum probabilityp¥2%, and multiphoton content
c™ for the case with real detectofgalues of parameters appro-
priate for silicon avalanche detectors are usefa=10""7 [ac-
cording to Eq.(18), d%k= ek (1 4 ydaly 98k haing the mean
for large N is caused by the fact that fields with high inten- number of dark counts. Fqud@*<1, gdarks j dark 7 dak— 100 51
sities have a high probability of multiphoton states that areand the detection interval=1 ns are assumédz=0.55, andTs
eliminated by the many-detector device. The coincidence=T,=0=1.
count probabilityp®' plotted in Fig. 2a) is unity regardless
of the value of the mean number of pajtsas a result of the postselection device stemming from limited quantum effi-
perfect entanglement between the signal and idler fieldsciencies of the detectors. Maximum of the triggering prob-
Typical experimental ranges of the mean number of pairs ability pP°'in case with many detectors is shifted to higher
for cw and pulsed-pumping regimes of the down-conversiorvalues of the mean number of pajusfor the same reason.
procesgdetection time 1 ns is assumedte also indicated in  The coincidence-count probabilitp®"® approaches unity
Fig. 2@. The multiphoton contentc™" is shown in only in the high-intensity limit. It drops with decreasing
Fig. 2b) for several values dfl. The more detectors are used mean number of pairg. The more the detectors, the faster
in the device, the better exclusion of multiphoton states ighe decrease. The reason lies in the increased number of
achieved. The vacuum probabilip/®is always zero in this “false” triggers in the postselection device due to dark
ideal case. counts of the detectors. This fact is also reflected in the plot

We now study the influence of real detectors with non-of the vacuum probabilitypV2¢in Fig. 3(b). The use of sev-
negligible noise and limited quantum efficiendy<1, eral detectors brings only a moderate improvement in the
d>0, Ts<=T,=0=1). In general, the lower the quantum exclusion of multiphoton statdsee Fig. 8)]. The depen-
efficiency », the worse the exclusion of multiphoton states indence of the Fano factér on the mean number of paigsis
the idler field. Nonzero values af lead in principle to the given by the weights of the vacuum and multiphoton contri-
occurrence of vacuum state in the idler field. butions. The vacuum contribution prevails for low values of

The triggering probabilitypP°! (see Fig. 8)) is now  u, whereas the multiphoton contribution is crucial for high
lower than in the previous ideal case owing to losses in theralues of u. Photon number squeezing with<0.05 is
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. . . i . . - " 0 =Tg=T, for typical values of the mean number of pajirsn the
/ cw regime @=10% and in the pulsed regime u=1);
1.00 o, im:; :,-' b ddark=107, 7=0.55,7=1ns, andﬂrses,add: Iulres,add: 0.
\ N csasm i ’
oosh \ N —-—--m;:?mth foisa / 1 pairs u under the same conditions. Clearly, the achievable
\ N=10 with noise / photon-number squeezing is severely limited by the coupling
" coefficient®, @ =Tg=T, (F reaches values round 0.05 for
W 090 . ®=1). The destructive influence of the additional noise is
also clearly visible.

085 ] The crucial role of the coupling coefficiel® is docu-
mented in Fig. 5 for typical values of the mean number of
pairs u in the down-conversion experiment pumped by cw

0.80 | 7 and pulsed laser. In the cw regime, good approximations of

. . . . . . . . . single-photon Fock stated-(~0) can be generated in the
107 10° 1x10° 1x10* 10® 10® 10" 10° 10’ perfect coupling limit @ —1), because the vacuum-state
n probability p¥@° can be made very smalvith low-noise de-
(b) tectors and little additional noig@nd the multiphoton con-
. tent c™" is negligible due to low values qf. The use of
FIG. 4. (8 Vacuum probabilityp*®, multiphoton contenc™",  several detectors in the postselection device is not useful; the

and(b) Fano factorF as functions of the mean number of pgits  detectors even increase the total dark-count rate. On the other
Ts=T=0=0.2,d%*=10"7, »=0.55, r=1ns, =L y*a%  hand, the use of several detectors yields a significant im-
=0 (uEsadd resadd g 04, for curves denoted as with nojse provement for higher values @ in the pulsed regime be-
cause the exclusion of multiphoton states from the idler field

, _ . becomes efficient. It is, however, never perfect for a realistic
achievable for the mean number of pajsin the region number of detectors. This is the reason why not as good

— 4 -1
10 "<u<10"" and forN<10. _ values of photon-number squeezifigw values ofF) are
Photons in the signal and idler fields are not perfectly;chievable compared to the cw regime.

entangled in a real experiment, because pairs of photons can The principle of the postselection device is well illustrated
be broken as they propagate towards dete¢s®s Appendix  in Figs. §a) and (b) where the histograms of the photon-
C). Photons that lost their twins then contribute to noise botthumber distributionp(n,®) as a function of the coupling

in the signal and idler beams. As a result, the coincidencecoefﬁci(_;m@:TS:TI assuming pulsed pumping are plotted.
count probabilityp®" decreases and almost all advantagedn the ideal caséFig. 6a)] employing a large number of

of the many-detector device are lost for low-coupling coef-noiseless detectors with the quantum efficiemey1, we can
ficientsTg andT,. The dependencies of vacuum probability see that a perfect elimination of both multiphoton and
p'2 and multiphoton contert™ as functions of the mean vacuum contributions is achieved for high values of the cou-
number of pairsu for a typical experiment are plotted in pling coefficient®. Using a realistic postselection device,
Fig. 4a). The vacuum contribution is now considerable duehowever, the exclusion of multiphoton contributions fails
to triggers by photons that lost their twins. For lgwthis is ~ owing to a limited number of detectors and their limited
accented even more by dark counts of the detectors. Th@uantum efficiencies. On the other hand, an almost perfect
exclusion of multiphoton states is very inefficient. The post-€xclusion of the vacuum state is still achievable with today’s
selection procedure works even worse in the presence of adllicon detectors.

ditional noise[seg Eq(13)] caused, e.g., b_y misalignment of IV, USE OF THE SOURCE FOR QKD

the mode-selecting pinholes or by stray light, as documented
by the dash-dot lines in Fig.(&. Figure 4b) shows the A gap between the ultimate proofs of security of QKD
dependence of the Fano factéron the mean number of and practical systems exists, because the proofs including
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Gain G is determined as follows:
1
G= E pposbexp( 1— CEC_ CPA) . (28)

Here pP°! is the postselection probability of the source
[pPos=r} given in Eq.(22) in our mode], pPis the prob-
ability of detection at the receiving station of QKDsually
called Bob, andcE® andc™ are error correction and privacy
amplification terms, respectivelfor details, sed8]). Gain
G is closely connected to the key generation rate: the higher
the gainG, the higher the key generation rate.

Taking into account only single-particle attacks, #é
term can be expressed 2,23

pexp_ pmulti exp
CPA=1- W[ 1-log, 1+4ew
pexp 2
| oqeme] || “

wheree is the bit error rate measured at Bob’s station,

[

pmulti: 1— ngo [(1=Tayce)"+NnTa ce(1- TALICE)n_l]

X (leix’s)nn

denotes the probability of multiphoton states at the beginning
of the transmission linéafter passing through Alice’s device

with the transmission coefficient cg), and p®P=pg*®

+ddak — pepgdark stands for the expected rate of Bob's de-

FIG. 6. Photon-number distributiqn(n,®) (n denotes the pho- tections. In the latter relatiodg%"é is the dark-count rate of

ton number® =Ts=T),) of the state obtained in the idler beam if Bob’s detector angg*® means the signal rate at Bob's sta-
(@) N=100 ideal detector&d®™®*=0, »=1) and(b) N=10 realistic  tion. The signal rat@>® can be expressed as

detectors(d®®*=10"7, »=0.55 are used in the postselection de-
vice (symmetric X N coupler is considergdPulsed regime is con- Ed i

: i i j
sidered =1). o P= 12'1 (P{mx's)jjlzl (|)(TTLTALICE 7goe)’

(b)

most general attacks allowed by quantum mechafticg|
still need to make assumptions that are not implementable in
the laboratory and, therefore, do not yield instructions o
how to build a QKD systenfone of these assumptions in-
voked in [6] is the existence of a single-photon soyrce
However, if we slightly weaken our security requirements
and limit the eavesdropper to attacks on single particles onl

(omitting the so-called coherent attagkeere is a proof due  goneo of an eavesdropper is caused either by physical imper-
to Lutkenhaus that corresponds with current experiment

. . ections(at a ratec) or by the dark counts of Bob’s detector
techniqueg8]. Here the eqvesdropper is allowed to use any?t the rate 0.5 and we therefore have
general guantum-mechanical measurement on single qubits
(or ancillas bound to single qubjtincluding identification 1 1
and efficient splitting of multiphoton states together with the cpPP+ —dgao”é— —Cpgx”dg%”é
possibility to store the states until measurement bases are 2 2
announced in the public discussion.

According to this proof a QKD system may expediently
be characterized by the quantity called g&r8]. Gain G
characterizes the fraction of a bit of the key established by ?we consider optical fiber serving as the quantum channel. Note
the QKD procedure per qubit sent over a quantum channethat attempts are being made to build a free-space Qb

X (1=Tr Tauce 7s08) - (30

"he symbol Ty, =100~ 2L *'808)10 denotes the transmission
coefficient of the transmission liAd24], « is the fiber-
attenuation factorL means fiber lengthlgog denotes the
losses of Bob's apparatus, am@og stands for the quantum
¥)fficiency of Bob’s detector. The bit error ragein the ab-

e= (32

eX]
pp
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| | FIG. 8. Optimum gairG°" of the down-conversion source as a
function of the transmission distande using ideal postselection

FIG. 7. Atypical curve(solid) characterizing the dependence of device (=1, d%*=0, Ts=T,=0©=1) and realistic transmission

the gainG on the mean number of photopsof a coherent Poisso- line at 1550 nm (Ta ce=0.79, «=0.2dB kmt, ¢=0.01,

nian source. Secure QKD is possibledt 0. Dashed curves show  7sos=0.18, d5ak=2x10"°); pE939L ;1esadl g The maximum

how the gainG behaves when losses on the transmission (ore  achievable transmission distance is characterized by the drop of the

length of the fiber increase. The lower the gai@, the lower the  optimum gainG°P.

optimum mean photon number of the source. If the losses are too

high, secure QKD is impossible. up to 110 km when a local postselection device operating at

800 nm is used and the transmission line is in the low-loss
The error-correction terne®C is expressed by the formula 1550 nm window. This represents an optimum choice with
[25] current technology.
We first analyze an idealized postselection device in our
cEC~_1.1qelog,e+(1—e)logy(1—e)],  (32)  model. We thus consider noiseless detectdf$'{=0) with
unity quantum efficiency §=1) and perfect coupling
valid for e<0.05. (Ts=T,=0=1). The idler beam is led from Alice

Using dim coherent states there is always an optimumi Tauce=0.79) to Bob's realistic detecto(7gop=0.18,
value of the source mean photon number(see Fig. 7. dias=2%10°) using 1550-nm transmission linda
There is a high vacuum content in the signal quantum states 0.2dB km %, ¢=0.01). We can see in Fig. 8 that the upper
for low values of the source mean photon numpeand so  limit of the communication distance extends up to 161 km.
the quantitycE rapidly grows because physical noises of theThis is more than six times the distance achievable with
detector on Bob's side become stronger than the signal itseléoherent states. This is mainly because the transmitted quan-
Each noise count contributes by a 50% error rate. On th&um states contain only a small contribution of the vacuum
other hand, the contribution of multiphoton states in the sigstate. The use of more detectors in the postselection device
nal field for high values of the source mean photon number (this improves the photon-number resoluliaioes not lead
requires high values af™ term that again make the gatd  to any further extension of the communication distance. The
negative at some point. If the gaf® is positive for the op- reason is that the maximum distance is given by the signal-
timum source mean photon numbey secure QKD can be to-noise ratio at Bob’s detector that becomes too low when
performed. There is a maximum allowed amount of lossepS* drops to the order a3k, i.e., deep down below unity.

(or a maximum achievable length of the fibéor which the  The multiphoton contert™" in the signal field is negligible
required security is still preserved@hough at a very low in this case. Nevertheless, the improvement of the photon-
gain). Unfortunately the distances achievable with dim co-number resolution leads to an improvement of the gaff
herent states are rather low, about 8 km using the 800-nrap to several orders of magnitudeee Fig. 8 and therefore
communication window in optical fibers, or about 25 km in to an improvement of the key generation rate.

the 1550 nm regiofi8]. Both communication windows have The dependence of the optimum mean number of pairs
their caveats. While silicon detectors currently used at 80Qw°** as a function of the transmission distaricechanges
nm exhibit very low noisgdark-count rates less than 100 significantly if parameters appropriate for a realistic postse-
s 1) and high quantum efficienciesy=0.5), the losses of lection device are considered. If the coupling coefficiént
the transmission line are very high-2.5 dB kmi %). Just the  of the photon pairs is set to 0(® =Ts=T,=0.2, this value
opposite is available at 1550 nm: transmission-line losses typical for current down-conversion experiments, cf. Ap-
below 0.2 dBkm* and detectors with quantum efficiencies pendix Q and parameters of realistic detectors are used
below 0.2 and with 18- 1C° dark counts per second. (7=0.55,d=10"7), the maximum communication distance

Lutkenhaus considered an idealized model of the sourcdrops down to about 120 kiisee Fig. 9a)]. This distance is
based on postselection from entangled photon pairs anstill significantly better than that achieved with coherent
found out[8] that the communication distance might extendstates. The use of more detectors in the postselection device
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(a) )
: : : : : : : : FIG. 10. Maximum achievable transmission distanicg,
10° £ J1x10° (rectangles as a function of the coupling coefficie® (0@=Tg
11x10* =T,) for realistic postselection device at 800 nm using typical val-
107 [ Pt 11x10° ues for current down-cortljversiondexperime(ﬁﬂed symbols (7
n 1ixa0° =0.55, d"*=10"7, u§>*L 41294 0,044, N=1) and today’s
s ] 1x107 best achievable values of parametéopen symbols (=0.7,
10° ] gt ddak=2x 1078, @l resaddg N=1). In both cases, a real-
§1 3 o ?i,) istic transmission line at 1550 nm is employ€by ,ce=0.79, «
10° L Lo E R =0.2dB kni%, c=0.01, 7gop="0.18,d3¥=2x 1075). The curves
:%52'°“° - 31x10 with circles show the relative gain improveme®!®' reached with
F o q 11 . . .
o[ Tede \ 310 the postselection device witi=2 detectors and values of param-
L 16¢10° 410" eters typical for current down-conversion experimertdled
00 02 0»4[k’316 08 10 410™ circles, with N=2 detectors and today’s best achievable values of
ST P A U T IV S PPN ST A Y parametergopen circley and with N=10 detectors and today's
0 20 40 60 i [k?:] 100 120 140 best achievable values of paramet@mossed circlescompared to

(b)

FIG. 9. Optimum mean number of paig®" of the down-
conversion source and optimum QKD ga®?™ in the dependence
of the transmission distande(a) for realistic postselection device
at 800 nm(7=0.55,d%*=10"7, Ts=T,=®=0.2) and realistic
transmission line at 1550 nniTa,ce=0.79, a=0.2dBkm %,
2x10°%) and (b) for improved post-
selection device using best current experimental sKi}s=0.7,

¢=0.01, 7g0s=0.18, d3¥k=

the case witiN=1 at short communication distancds=0).

than

that
Fig. 9a).
A crucial role of the coupling coefficien® of photon
pairs is illustrated in Fig. 10. If values & are greater than
certain valueO ;, (for our parameter® ,,;,~0.2) then the

for

in the postselection device and is about three times higher
the values of parameters used

in

better the coupling, the longer the communication distance.
Moreover, the better the coupling, the more efficient the
resolution of multiphoton states. This then results in the gain
improvement provided that more detectors are used. To be
more specific, the use of two detectors in a QKD system

brings, however, no advantageurves forN=1, 4, 10 al-  characterized by typical values of pargmetésetle Fig. 10
most coincide in Fig. @)]. A closer view[see the inset in esults in the improvement of the relative g&f’ by more
Fig. 9a)] shows that it causes even a slight drop in the opthan 10% provided that the coupling coefficiéhtis greater
timum key-generation rate for short distances. The reasofan 0.7. Values of the coupling coefficie@ have to be
lies in the fact that the efficiency of the exclusion of multi- greater than 0.55 in a QKD system characterized by today’s
photon states is very low due to low values of the couplingbest available values of parametésse Fig. 10 The use of
coefficient® and the negative influence of detector noisemore than two detectors in this case results in greater values
appears to be more significant. of relative gain G, as is documented in Fig. 10 for
Increase in the key generation rate is achievable with toN=10.
day’s best technologfsee Fig. ®)]. Using parameters of a We note that the above-mentioned expression for the gain
recent down-conversion experimg@8] where a significant G in Eqg. (28) can be used for the determination of an opti-
improvement of the coupling coefficien® has been mum combination of elements with given characteristics
achieved, we find the maximum achievable transmission distransmission coefficients, quantum efficiencies of detectors,
tance to be about 148 km. Moreover, the optimum key gennoise$ in a practical implementation of a quantum key-
eration rate can now be increased employlitg1 detectors distribution system.

d9e*=2x10"8 T¢=T,=0®=0.6) and realistic transmission line at
1550 nm (TALICEZ 079, a= 02 dB kmﬁl, c= 001, 7BOB™ 018,
ddk=2x107%); wesIL yresadl g Curves forN=1,4,10 in(a)
almost coincideG°Pt for short distanceg are shown in insets.
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V. CONCLUSIONS where|n)g(|k)r) denotes a Fock state of the sigriabisy)

We have suggested a source of single-photon states usilﬁgld and7_7 stands for Ehe quantum efficien_cy of t_he d_etector.
a source of entangled photon pairsonlinear crystal with Detection operatoPs relevant to the signal field is ob-
parametric down conversipand postselection in one of the tained from the detection operateggin Eq. (A1) by tracing
entangled beams. Based on an approximate photon-numbever the noisy-field space:
measurement performed with a<IN coupler andN detec-
tors in the signal beam, some realizations of the state in thpS: Tre{Psy
idler field are selected.

An ideal device(perfect alignment of the setup, noiseless ” ”
detectors with quantum efficiency ongrovides nearly =2 [1-(1-n)"lIn)sgn[+d > (1—n)"n)sgnl.
single-photon states. Real devices generate states with worse -t n=0
statistics. Dark counts of the detectors and noise coming (A2)

from decorrelated photons and stray light increase the weight

of the vacuum state in the postselectitler) field. Limited ~ The constant has the form

guantum efficiencies of the detectors as well as noise prevent

from a perfect exclusion of multiphoton states in the postse- - p ~

lected field. However, a field close to a single-photon state d=|Z,l [1= (1= )" Ir(klprlK)r- (A3)
may be generated assuming good coupling of photons in the

setup and pulsed pumping of the down-conversion processihe relation Gsd<1 follows from Eq.(A3). The higher the
low-noise detectors have to be used for cw pumping. Such gean number of photons in the noisy field, the higher the
field is considerably squeezed in photon numfiiehas sub-  yajue ofd.

Poissonian statisti¢sand provides a useful source for quan-  |f several noise sources are present at the detector, the

tum cryptography. o constantd in Eq. (A2) is defined as follows:
The suggested source with ideal values of parameters ex-

tends the maximum communication distance of QKD about d=dg;+ (1—dg;)dro+(1—dg1)(1—dgy)dgz+---,

six times (compared to a traditional coherent Poissonian (A4)
source up to 160 km. The source with currently achievable

values of parameters may be used for the communicatiowhere the constantsy; ,dr,,drs,... describe the influence
distances up to 120 km. Using the best values of parametefd noisy fieldsR;,R;,R3,... and aredetermined according
available today, the maximum communication distance ext0 Eq. (A3).

tends up to 150 km. The maximum communication distance

is practically the same for different numbers of detectors in APPENDIX B: STATISTICS IN MULTIMODE

the signal beam. However, the higher the number of detec- PARAMETRIC FREQUENCY DOWN-CONVERSION

tors in the signal beam, the higher the gain and, therefore, . . . . . .
also the transmission rate. The quality of coupling of the Expanding the interacting f'e"is intoharmonic plane
entangled photon pairs is a crucial parameter both for achiewvaves, the interaction HamiltoniaH;,, of the process of

ing long communication distances and optimum transmissiogPontaneous parametric frequency down-conversion can be
rates. Improvement of the coupling is a challenge for experiwritten in the form[1,26,27

mentalists. 0
A () =C. (2) g +) — o0
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19982003012 —i(wkp—wks— wy)t]+H.c.
APPENDIX A: DETECTION OPERATOR INCLUDING =AM +A ), (B1)

EFFECTS OF NOISE

We assume that the signal field with the density maigx whereC.im- i.s a constant anq(zi)stands forothe second-order
is mixed at the detector with a statistically independent noisf“s_c?pt'b'“ty' The symbolef, (0,0, —wp) denotes the
field with the density matrixpg. Detection operatoPg,  POSitive-frequency part of the envelope of the pump-beam

describing detection of a photon either from the signal or the!€ctric-field amplitude at the output plane of the cryskgl,
noisy field has the form stands for the wave vector of a mode in the pump beam, and

wg means the central frequency of the pump beam. The sym-
. - S bol al(ks)(a](k;)) represents the creation operator of the
Psr= nzl [1-(1- 77)“]|”>SS<”|1R+;0 (1 signal (idler) mode with wave vectok(k;) and frequency
“’ks(“’ki)' The nonlinear crystal extends from=—L to z
=0. The symbol H.c. denotes Hermitian conjugate. The op-
erator H..)(A{)) stands for the part of the interaction

- n>“|n>ss<n|k§1 [1-(1— n)"IK)re(kl, (A1)
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The symbolP means summation over all permutations of the

HamiltonianI:hmcontaining creatiortannihilation operators 'S . ,
indices (1,...,in) from the set (1...,n). Assuming

of modes in the signal and idler fields.

The state of the signal and idler fields at the output pIanélﬁ_nm(_”)l ¢n>><¢k_|N(n_)|¢k> for k=n+1n+2,..., the re-
of the crystal determined by the solution of the Satinger  lation in Eq.(B6) implies that photon statistics in the signal
equation can be written as follows: field is described by the Bose-Einstein distribution.

. In order to determine statistics of photon pairs, we define
the following “creation operator of photon pairs:”
Ppail 7, 1) =E{ (9B (7). (B7)

| o) =|vao, o , ,
Underlining of the operators on the right-hand side of

i\" [ m Tn-1 Eq. (B7) means that “only the signal and idler photons cre-
)=\ — ﬁ) f_wdTlf_wde---'f_x dy ated in the same elementary event are considefseg the
expression fot,) in Eq. (B3)].
XHi 1), Hi( T)|vagy, n=1,2,.... We may write in the framework of the above-used ap-
B2 proximation:

n n
We have assumed that the signal and idler fields are in the ot _ 5 .
vacuum statdvac at the input plane of the crystal. (ol jﬂl Ppa‘H(TSi’T'J)Hjl_Il Ppa"(TSnH—J’T'nH—J }an)
Assuming that the number of photons in the signal and
idler fields is much lower than the number of modes consti-
tuting these fields, we may approximately write -

i\ = 1 Th-1
s J’,delfﬂchszfx d7, %

XA (). A (1) lvag

H <¢1||5;air(Tsj,Tij)|VaC>
j=1

| )=

jljl <vad l’:\)pair(TSn+1_lein+l_j)|¢l>:|7

n=1,2,.... (BY)

n
lvag, n=12,.... Assuming that the contribution from the stdtg,) is much
greater that those from the statég,) for k=n+1n
(B3) +2,..., therelation in Eq.(B8) leads to the conclusion that

) ) ) o the statistics of photon pairs is determined by the Poissonian
State| i,y then describes the field with exactiypairs in the distribution.

signal and idler fields.
Photon statistics in the signal field may be determined
from the averages of the normally ordered operal&ﬁ% for APPENDIX C: EXPERIMENTAL DETERMINATION
o ) OF VALUES OF PARAMETERS OCCURRING
n=12,...; IN THE MODEL

f_ drA G (7)

i n
‘g)m

"o ) We give a connection of the model parameterd s, T,
J_Hl Es (1) |- w2 and u/® to the measured quantities. An experiment
(B4) providing detection ratesgs andn; at detectors placed in the
signal and idler beams and coincidence-count ratés as-

The symbol E{")(7)((E{ (7)) stands for the positive- sumed.

(negative} frequency part of the electric-field amplitude of ~ From the point of view of a real experimental setup, the
the signal field: quantity u is determined by the number of photon pairs be-

yond the nonlinear crystal such that at least one photon of the
A4y, A . pair has a nonzero probability of reaching a detector. We
Es (T)_% es(ks)as(ks)exp—iwy 7). (BS)  fther assume that= kP, whereP is the pump-laser power
andk is an unknown constant. We first describe the loss of
The symboleg(ks) denotes the normalization amplitude of photons caused by spatial filtering of the signal and idler

n
N(Sn)('rl,__.,’rn,’rn,...,Tl):[jljl E(S"')(Tj)

the modek,. fields. The loss is caused by the geometric placement of the
If the down-converted field is in the stale,,) given in  detectors or pinholes or fiber-coupling optics, whichever is
Eqg. (B3), it holds forn=1: the most limiting. We denote the rate of pairs whose idler
. (signa) photon is absorbethe photon cannot reach a detec-

(oINS (71T T | ) tor owing to spatial filtering by fgu(f, ). The number of

n entangled pairs in front of the detectors is then given by (1
_ (e Y. —fs—f,)w. The photons may also be lost owing to absorp-

l 11:[1 (N (T'i'T’)WD ' (B6) tion and reflection on their paths leading to the detectors
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(e.g., due to frequency filtexsThese losses are in general photons in a pair. However, we can obtain limitations on
different for “pairs” and “singles.” However, we consider their values taking into account the relations@;,t, ,fs,f,
them to be the same and represent their influence by bearal:

splitters with transmission coefficients andt, in the signal

and idler beams, respectively. This assumption is approxi- Tssts<1, Tist=1,
mately valid when the losses are only weakly spectrally de-
pendent_ O$f5$1—T| , 0$f|$1—TS. (CG)

The coincidence-count rate, is written as ,
The knowledge of components of the experimental setup

ne=dgd, + utgt,(1—fs—f,) psm +O(u2,ds, ,d, ), may result in stronger limitations on the values of the param-
e C1 eterstg and t; and subsequently also on the valuesfgf
andf,.
whereds(d,) represents the dark-count rate ang(7,) is If the assumptiorfsf, <1 is not valid, correct ratios of the

the quantum efficiency of the detector in the sigfidler)  correlated and decorrelated photdgs/en byn./ng,n./n,)
beam. This formula is valid, e.g., when cw pumping of themay be kept by introducing nonzero mean-photon numbers
process is appliedds,d;<u<1). Similarly, the detection of additional noisy fields.S>**and u[**%[see Eqs(17)
rates in the signalrn(s) and idler ;) beams are given as and (19; n./ng=T./(ng+ ﬂgsraf‘ . Nng/my=T./(n

_'_Mres,adj]:
Ns=dgs+ u(1—f)tsns+O(dsu), !
1_ f|
n=d;+u(l-ft;n +0(d ). (C2 ’U“rses'add:tsfsfll—fs—flﬂl
Five unknown parameteys, fg, f,, tg, andt, cannot be 1-f
uniquely determined from Eq$C1) and (C2). In order to plesail g fof ——>_ ). (C7)
simplify the description, we first introduce the quantities 1-fs—f,

[Ts=tg(1—-f))] and T, [T,=t;(1—fg)]. We then replace

the coincidence-count rafe, by the quantityd, : As an example, we hags=0.474 andrn,=0.586 in our

setup and we measuredg=(5.13+0.05)x10 W}
Re=ded, + uTsT, 757+ O(p2,deu,dyp).  (C3  b=(5.50£0.04)x10"° W~ and b.=(4.86+0.05)
x10°® W™ (detection intervalr=1 ns was used Using
The differencefi,—n. equals toutgt, fsf, 7s7, and can be EQgs.(C5), we arrive at
omitted if fsf;<1.

The dependencies of., ng, andn, on the pump-laser Ts=0.186+0.002,
power P have been measured in the experimemd the
constantd,.., bg, andb, characterizing the presumed linear T,=0.162£0.002,
dependencies on the pumping powerhave been found. 41
Equations(C2) and (C3) then provide equations for the de- k=(5.81£0.09X10"" W™~ (CY

termination of the parameteks Ts, andT, : Equations(C6) provide the following limitations:

KTs7s=bs, 0<f¢<0.838, 0<f,<0.814.
kT, 7=by, Using the knowledge of components in the experimental
setup, we havés<<0.25 andt;<0.25 and subsequently
KTsT s =be. (C4

. 0<fg<0.35, 0O<f;<0.25. (C9
Solving Eqgs.(C4), we have

Values of the additional-noise terms are then bounded by the
inequalities 6< 12594 0,041 and 0< u!*5*9% 0.036u.

be be beb,
T, = , k= . C5
= bs be €9

. APPENDIX D: NARROW SPECTRA OF THE
We cannot determine the values of parameterg, , fs, DOWN-CONVERTED PHOTONS

andf, in our experiment because it does not allow to resolve
two above-discussed mechanisms causing decorrelation of If the spectra of the down-converted photons are narrow,
pairs of photons obey the Bose-Einstein distribufigdhand

we have
3Type-I nonlinear crystal has been pumped using 0-420 mW of
413.1 nm line from a krypton-ion laser. Correlated photon pairs lc |2:(1_V)Vn = s (D1)
have been selected by pinholes and 5-(fitVHM) interference . ' 1+up’
filters and then coupled to single-mode fibers that led them to sili-
con avalanche photodetectors. where u denotes the mean number of photon pairs.
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Assuming chaotic noisy fields in the signal and idler
beams as given in Eq13) and substituting the expression in
Eqg.(D1) into Egs.(4) and(12), the diagonal matrix elements

of the statistical operatgy|’ are determined as follows:

< mix _(1—1/{?;)(1—1/6)(1_1/./40
(L= 1= B) — (1= d (1= v A

X( 1 ( vT,Ak)

1= R A O e TR A,
1_dk res VT|B
a l—VR|Bgn( e 1TTOR B (D2)
and
Xn+1_yn+1
gn(x,y)=—x_y : (D3)

The expressions falt?"isein Eq. (18) and % in Eq. (19)
remain valid also for the coefficients, given in Eq.(D1).
The quantityr, , is given according to the relation

1-v
rl'k:[|=1,1._ylu;|¢k (1_d|)}1_ VAK_['Hl (1_dl)L_ vB

PHYSICAL REVIEW A 64 052305

1-v

(D4)

Assuming a symmetric XN coupler [described in

Eqg. (20)] and detection of a photon at an arbitrary detector,
we get

;mixs _(1—V|res)(1—VB)(1—V.A)
(P )= AR = (1=d) (1= v A)
1 VT|A
res
X‘l—vR,Ag“(V' ’1—vR,A)
B 1_d g res VT|B
1_VR|B n

RN VR|B> ] 9

and

L (1—dN—C D6
1—V.A( )1—VB' (D6)

r|:(1_d)N71
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