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Inconclusive rate in quantum key distribution
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After summarizing a recent calculation of the maximum Renyi information loss~for fixed error and incon-
clusive rates! from a positive operator valued measure~POVM! quantum cryptographic receiver to a general
unitary probe, I calculate the worst inconclusive rate for the legitimate receiver. Disturbed inconclusive rates
are considered which are less, as well as greater, than the unperturbed inconclusive rate. I also demonstrate that
for an optimized individual attack there is a minimum induced error rate which is fixed by the induced
inconclusive rate.
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I. INTRODUCTION

Recently the maximum Renyi information gain by a ge
eral unitary disturbing eavesdropping probe was calcula
analytically for fixed positive operator valued measu
~POVM!-receiver error and inconclusive rates in the tw
state protocol of quantum key distribution in the presence
an individual attack@1,2#. It was demonstrated that the max
mum allowable information gain by the probe for fixed err
rate ~on sifted bits! and fixed inconclusive rate is general
less than that for fixed error rate only, and decreases wi
suitably increasing inconclusive rate. Here, information g
by the probe corresponds to information loss from
POVM receiver@3,4#.

The maximum Renyi information gain by the eavesdro
per, at fixed error and inconclusive rates, is given by@1,2#

I opt
R 5 log2~22Q2!, ~1!

whereQ, the minimum overlap of the correlated probe stat
is given by

Q5
1

e11 H f ~e!F12S 12
g~e!

f ~e! D
1/2G21J . ~2!

Here the parametere is expressed in terms of the error rateE
by

e5122E ~3!

and the following functions, depending on the error rate a
the inconclusive rate, are defined as

f ~e!5
a~e!

b~e!
, ~4!

g~e!5
d~e!

a~e!
, ~5!

a~e!5r3 cos4 2a2r~12r!~cos2 2a!e2~12r sin2 2a!e2,
~6!

b~e!5r2 cos2 2a2e2, ~7!
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d~e!5cos2 2a$r2~12r!2 csc2 2a cos4 2a1@2r~12r!

3~12r2r sin2 2a!cot2 2a22r3 cos2 2a#e

1@~12r2r sin2 2a!2 csc2 2a2r2#e2

12r~sec2 2a!e31~sec4 2a!e4%, ~8!

wherea @not to be confused with the functiona~e!# is half
the complement of the angleū between the two nonorthogo
nal linear-polarization states of the signal,

a5
1

2 S p

2
2 ū D , ~9!

and the inconclusive rateR? enters only through the param
eterr,

r5
1

~11sin 2a!~12R?!
. ~10!

The optimization resulting in Eqs.~1!–~10! was obtained
by comparing all possible relative extrema of the cor
sponding Lagrange function, on the basis of parame
analysis for inconclusive rates equal to, or exceeding,
unperturbed value, sin 2a @1#. In the present work, in the
process of determining the so-called worst inconclusive r
inconclusive rates less than the unperturbed value are
addressed, and the same optimization, Eqs.~1!–~10!, is
shown to apply.

In Sec. II the worst inconclusive rate~from the point of
view of the legitimate receiver! is defined and determine
numerically. In Sec. III the optimization given by Eqs.~1!–
~10! is shown to apply for inconclusive rates less than,
well as greater than, the unperturbed value. A minimum
duced error rate, which is fixed by the induced inconclus
rate, is also determined. In Sec. IV an analytical express
is obtained for the worst inconclusive rate. Section V co
tains a summary.

II. WORST INCONCLUSIVE RATE

In Sec. IV of@1#, parametric analysis was presented of t
dependence of the maximum information gain by the eav
dropper, at fixed error and inconclusive rates, as a functio
the inconclusive rate and for various values of the error ra
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It was pointed out that, as the inconclusive rate increa
while the error rate is held constant, the Renyi informat
gain possible for an eavesdropper may first increase and
decrease, in which case there is an inconclusive rate at w
the eavesdropper gains maximum Renyi information fo
fixed error rate. Taking the point of view of the legitima
receiver, I call this the ‘‘worst inconclusive rate’’ for a give
error rate. Thus in Fig. 14 of@1#, I opt

R , plotted as a function of
R? for fixed E, peaks at a particular inconclusive rate, that
for R? such that

]I opt
R

]R?uE
50, ~11!

whereI opt
R is given by Eqs.~1!–~10!. The solution to Eq.~11!

determines for a fixed error rateE the inconclusive rateR?

for which I opt
R is maximal. If one directly substitutes Eq

~1!–~10! in Eq. ~11!, one obtains a rather formidable appe
ing equation to solve for the extremum. I have solved E
~11! numerically, by picking off the peaks while varyingE,
and the result is shown in Fig. 1, giving the worst inconc
sive rateR? as a function of error rateE for a5p/8.

In Sec. IV an algebraic expression is obtained which a
yields the identical curve in Fig. 1, and is an analytical s
lution to Eq.~11!. However, to support the arguments leadi
to the analytical solution, it is necessary to first reconsi
the optimization given in@1# for inconclusive rates less tha
the unperturbed value, sin 2a, since explicit parametric
analysis in@1# was limited to inconclusive rates equaling
exceeding the unperturbed value.~Note that inconclusive
rates less than the unperturbed value are included in Fig!
Generally, the eavesdropping probe can induce inconclu
rates in the POVM receiver, less than, as well as exceed
the unperturbed value.

III. INCONCLUSIVE RATES LESS THAN THE
UNPERTURBED VALUE

Possible extrema for the optimization at fixed error a
inconclusive rates are given by Eqs.~42!, ~76!, ~104!, ~117!
with ~118!, ~126!, and ~136! of @1#. For inconclusive rates
equaling or exceeding the unperturbed value, it was arg

FIG. 1. Worst inconclusive rateR? as a function of the error rate
E for a5p/8, and corresponding to the solution of Eq.~11!.
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in @1# that forR?>sin 2a, Eq.~137! or, equivalently, Eq.~76!
with the minus sign choice@or Eq.~2! above#, along with Eq.
~83! of @1# @or Eq.~1! above# give the minimum overlapQ of
correlated probe states and the maximum Renyi informa
gain by the eavesdropper, respectively. It can be shown
if one plots the general expression for the nonoptimiz
overlap†Eqs. ~B1!, ~B2!, and ~B4!–~B6! of Appendix B in
@1#‡ versus the error rate forR?>sin 2a, a5p/8, and for a
representative range of values of the nonoptimized probe
rameters, the nonoptimized values ofQ all lie above the
corresponding solid curves in Fig. 8 of@1#, as must be the
case.~This was shown explicitly in Fig. 6 of@1# for R?
5sin 2a.! Furthermore, Eq.~76! of @1# with the plus sign
choice yields values ofQ exceeding those for the minus sig
choice. Equations~42! and~104!, for R?>sin 2a, also fail to
yield the minimum overlap and maximum information b
cause they each yieldQ>1, which is nonphysical forQ
.1 since, physically, one requiresuQu<1, andQ51 corre-
sponds to perfect information in Eq.~1!. ~Here uQu denotes
the absolute value ofQ.!

It was also argued in@1# that for R?5sin 2a, Eqs.~117!
with ~118! fail to give a minimum forem521 and eu5
61, since they yielduQu>1; and they also fail forem51
andeu561, since they yieldE50. It can also be shown tha
for (R? /sin 2a)51.08, 1.10, Eq.~117! with Eq. ~118! fail to
give a minimum forem521 andeu561, since they again
yield uQu>1.

Before considering Eqs.~117! and ~118! of @1# for R?
.sin 2a andem51 andeu561, it is useful to observe tha
according to Eq.~24! of @1#, one requires

cos 2u<d<1, ~12!

because, trigonometrically, 0<sin2 l<1. But according to
Eqs.~17! and ~12! of @1#, one has

d5
~12R?!~122E!

12sin 2a
. ~13!

Then substituting Eq.~13! in Eq. ~12!, one obtains

sin 2a2R?

2~12R?!
<E<

1

2 S 12
12sin 2a

12R?
cos 2u D . ~14!

@The upper limit in Eq.~14! is equivalent to Eq.~B4! of @1#.#
Equation~14! is a general constraint on the error rate, whi
must be satisfied.

For (R? /sin 2a)51.08, 1.10, Eq.~117! with Eq. ~118! of
@1# also fail to give a minimum forem51 andeu561, since
the upper limit in Eq.~14! †along with Eqs.~108! and~109!
of @1#‡ must be satisfied, and it can then be shown thaQ
exceeds that given by Eq.~2!. Equations~126! and ~136! of
@1# also fail to yield the minimum overlap for (R? /sin 2a)
51.00, 1.08, 1.10, since for themE is constant, and the cor
responding single value ofQ is nonphysical or exceeds th
value ofQ given by Eq.~137! of @1# @or Eq. ~2! above#.

It should be noted here that in@1#, negative values ofQ
were improperly described as nonphysical. Clearly, the ov
lap ~Dirac bracket! Q can be negative provideduQu<1, and
6-2
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INCONCLUSIVE RATE IN QUANTUM KEY DISTRIBUTION PHYSICAL REVIEW A 64 042316
the maximum Renyi information according to Eq.~1! effec-
tively depends onuQu; however, negativeQ can generally be
effectively ignored if the minimumQ is positive for low
error rates and decreases with the error rateE, since vanish-
ing Q corresponds to perfect information, according to E
~1!.

The parametric analysis in@1# did not explicitly address
inconclusive rates less than the unperturbed value. In Fig
plot Q given by Eq.~2! as a function ofE for R?,sin 2a and
a5p/8, and represented by the solid curves for (R? /sin 2a)
50.98, 0.95, 0.90, 0.85. Also plotted in Fig. 2 is the dash
curve corresponding toQ for fixed error rate only, as given
by Eqs.~C1!–~C4! of @1# ~also the dashed curve in Fig. 8 o
@1#!. As in Fig. 8 of @1#, the curves in Fig. 2 have a lea
possible valueE0 of the error rate. This is the case, sin
according to Eq.~2!, for E,E0 , Q becomes complex. This
occurs forE such that

g~e!. f ~e!, ~15!

and the valueE0 is given by solving forE0 such that

g~e! uE0
5 f ~e! uE0

, ~16!

in which the functionsf (e) and g(e) are both evaluated a
E5E0 . But it can be shown numerically that for inconclu
sive rates less than the unperturbed value, the lower boun
Eq. ~14! solves Eq.~16!. Therefore one has

E05
sin 2a2R?

2~12R?!
~17!

for

R?,sin 2a. ~18!

Thus for inconclusive rates less than the unperturbed va
one has

FIG. 2. Solid curves are the minimum overlapQ, Eq. ~2!, as a
function of the error rateE for various values of the inconclusiv
rateR? less than the unperturbed value sin 2a and fora5p/8. The
dashed curve is the minimum overlap for the fixed error rate o
~as in Fig. 8 of@1#!.
04231
.
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E>E0 , ~19!

whereE0 is given by Eq.~17!. One can conclude that in th
optimized individual attack there is a minimum induced er
rateE0 which is fixed by the inconclusive rate. According
Eq. ~17!, when the inconclusive rate assumes its unpertur
value, sin 2a, the minimum error rateE0 is vanishing~as is
to be expected!, but the minimum error rate increases wi
decreasing inconclusive rate less than the unperturbed va
Also, from Fig. 8 of @1#, it can be seen that the minimum
error rate increases with an increasing inconclusive r
greater than the unperturbed value.

Next, by parametric analysis, one can demonstrate tha
R?,sin 2a, Eq. ~76! with the plus sign choice yields value
of Q exceeding those given by Eq.~2!. Also, for error ratesE
satisfying the constraint Eq.~19!, all values ofQ in Eqs.~42!
and~104! of @1# for (R? /sin 2a)50.98, 0.95, 0.90, 0.85, an
a5p/8, exceedQ given by Eq.~2! above. Also the values o
Q in Eq. ~117! with Eq. ~118! of @1# for a5p/8,
(R? /sin 2a)50.98, 0.95, 0.90, 0.85,em561, andeu561,
and satisfying the constraint Eq.~19!, exceedQ given by Eq.
~2!, or uQu>1. Also, Eqs.~126! and ~136! of @1#, for R?
,sin 2a, again fail to yield the minimum overlap, for th
same reasons stated above forR?>sin 2a. Furthermore, it
can be shown that if one plots the general expression for
nonoptimized overlap@Eqs. ~B1!, ~B2!, and ~B4!–~B6! of
Appendix B in@1#! versus the error rate for inconclusive ra
less than the unperturbed value, and for a representa
range of values of the nonoptimized probe parameters, w
a5p/8, and enforces the necessary constraint Eq.~19!, the
nonoptimized values ofQ all lie above the correspondin
curves given by Eq.~2!, as must be the case. One conclud
that also for inconclusive rates less than the unpertur
value, Eq.~18!, it is true that Eq.~2! ~plotted in Fig. 2! gives
the absolute minimum overlap of correlated probe states
fixed error and inconclusive rates. The corresponding ma
mum Renyi information gain by the eavesdropper is given
Eq. ~1!.

In Fig. 2 it can be seen that the solid curves, correspo
ing to the optimization for fixed error and inconclusive rate
all lie above the dashed curve, corresponding to the opti
zation for the fixed error rate only~as in Fig. 8 of@1#!. Thus
the Renyi information gain by the eavesdropper for the fix
error and inconclusive rates is less than that for the fix
error rate only, for inconclusive rates less, as well as grea
than the unperturbed value. It is important for the followin
to also observe that the solid curves in Fig. 2, correspond
to the fixed error rate and inconclusive rate, approach
dashed curve, corresponding to the fixed error rate only,
never fall below it.

IV. ANALYTICAL EXPRESSION FOR THE WORST
INCONCLUSIVE RATE

In Eqs.~1!–~10!, and correspondingly in Fig. 2 and Fig.
of @1#, if the fixed inconclusive rateR? is chosen to be tha
given by Eqs.~9!–~11! of @1#, evaluated at the optimum
probe parametersl, m, u, f corresponding to the optimiza
tion for fixed error rate only@5,6#, then the optimum at the

y
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HOWARD E. BRANDT PHYSICAL REVIEW A64 042316
fixed error rate and inconclusive rate becomes equivalen
that at the fixed error rate only. This is corroborated by
fact that in Fig. 2 here, and in Fig. 8 of@1#, the solid curves
approach the dashed curve. It is also important to note
the solid curves never fall below the dashed curve. Th
facts enable one to find an exact fit to the curve in Fig. 1 a
consequently an analytical solution to Eq.~11!. To proceed
then, we recall that if only the error rate is fixed~with no
constraint on the inconclusive rate!, then the minimum over-
lap Q as a function of error rateE, for the POVM receiver, is
given parametrically in terms of a parameterg by Eqs.~11!–
~13! of @5#,

Q5
~a1b!2~11b!sin2 2a1c sin 2a

~11d!1~2d2a!sin2 2a2c sin 2a
, ~20!

E5
1

2 S 12
d cos2 2a

12a sin2 2a2c sin 2a D , ~21!

wherea, b, c, andd are given in terms of the eavesdroppin
probe parameters,l, m, u, andf by

a5sin2 l sin 2m1cos2 l cos 2u sin 2f, ~22!

b5sin2 l sin 2m1cos2 l sin 2f, ~23!

c5cos2 l sin 2u cos 2f, ~24!

d5sin2 l1cos2 l cos 2u, ~25!

and for the optimization, the probe parameters are given

l50, ~26!

m50, ~27!

sin 2f5
sing

sind
, ~28!

cos 2u5
cosd

cosg
, ~29!

where the parametersg andd are defined by

2d<g<d, ~30!

sind5
sin 2a

~11sin2 2a!1/2, ~31!

cosd5~11sin2 2a!21/2. ~32!

Here,

0,d,p/4, ~33!

cos 2f>0, ~34!

and

sin 2u>0. ~35!
04231
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Substituting Eqs.~26!–~32! in Eq. ~22!, one gets

a5
tang

sin 2a
. ~36!

Also, substituting Eqs.~26!–~28!, and ~31! in Eq. ~23!, one
gets

b5
sing

sin 2a
~11sin2 2a!1/2. ~37!

Then substituting Eqs.~26! and ~28!–~35! in Eq. ~24!, one
gets

c5F12
1

~11sin2 2a!cos2 g
2

sin2 g

sin2 2a
~11sin2 2a!

1
tan2 g

sin2 2aG1/2

. ~38!

Also, substituting Eqs.~26!, ~29!, and ~32! in Eq. ~25!, one
gets

d5
1

cosg~11sin2 2a!1/2. ~39!

Next substituting Eqs.~36!–~39! in Eq. ~20!, it follows
that the minimum overlap of correlated probe states, at
fixed error rate only, is given by

Q5@cos2 2a1 f 1~g!2 f 2~g!#21$~11sin2 2a!1/2

3~sing csc 2a2cosg sin2 2a!1~11sin2 2a!

3sing cosg cos 2a cot 2a1 f 2~g!%, ~40!

expressed in terms of the parameterg, and the functions
f 1(g) and f 2(g) are given by

f 1~g!5~11sin2 2a!1/2~cosg2sing sin 2a!, ~41!

and

f 2~g!5sin 2a@cos4 g sin2 2a1sin4 g csc2 2a

22 sin2 g cos2 g#1/2, ~42!

respectively. The parameterg, appearing in the parametri
Eqs.~40!–~42!, is defined by Eqs.~30!–~33!. Next substitut-
ing Eqs.~36!, ~38!, and~39! in Eq. ~21!, one can show tha
the corresponding error rate is given by

E5 1
2 $12cos2 2a@ f 1~g!2 f 2~g!#21%, ~43!

also expressed in terms of the parameterg. Equations~40!–
~43! determine the minimum overlapQ ~for fixed error rate
only! as a function of error rateE, expressed parametricall
in terms of the parameterg.

Next, substituting Eq.~39! in Eq. ~13!, and solving for the
corresponding disturbed inconclusive rateR? , one obtains
6-4
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R?512
cos2 2a

~122E!cosg~11sin 2a!~11sin2 2a!1/2.

~44!

Furthermore, substituting Eq.~43! in Eq. ~44!, one obtains
the following expression for the disturbed inconclusive r
for the optimization at the fixed error rate:

R?512
f 1~g!2 f 2~g!

cosg~11sin 2a!~11sin2 2a!1/2, ~45!

also expressed in terms of the parameterg. Equations~45!
and ~43! determine the disturbed inconclusive rateR? as a
function of the error rateE, expressed parametrically i
terms of the parameterg for the case of maximum informa
tion gain by the eavesdropper for the fixed error rate o
This function is plotted in Fig. 1 and the corresponding cu
is indistinguishable from that corresponding to the numer
solution of Eq.~11!, as discussed in Sec. II. This is remar
able, since directly attempting to analytically solve Eq.~11!
apparently requires that a very complicated equation
solved forR? in terms ofE.

One can check that the parametric Eqs.~43! and ~45! do
in fact satisfy Eq.~11! for all pertinentg ~as they must!. To
see this, one first notes that according to Eqs.~1!, ~2!, and
~10!, the left-hand side of Eq.~11! is given by

]I opt
R

]R?uE
5

dIopt
R

dQ

]Q

]r uE

]r

]R?
. ~46!

From Eq.~1!, it follows that

dIopt
R

dQ
522~ log2 e!

Q

22Q2 . ~47!

Also, according to Eq.~10!, one has

]r

]R?
5

1

~11sin 2a!~12R?!
2 . ~48!

Furthermore, using Eqs.~2! and ~3!, one can show that

]Q

]r uE
5

1

11e S 12
g

f D
21/2H F S 12

g

f D
1/2

1
g

2 f
21G ] f

]r ue

1
1

2

]g

]r ue
J . ~49!

According to Eq.~4!, one has
te
9

04231
e

.
e
l

e

] f

]r ue
5

1

b

]a

]r ue
2

a

b2

]b

]r ue
. ~50!

Also, Eq. ~5! yields

]g

]r ue
5

1

a

]d

]r ue
2

d

a2

]a

]r ue
. ~51!

Using Eq.~6!, one obtains

]a

]r ue
53r2 cos4 2a1@~2r21!cos2 2a#e1~sin2 2a!e2.

~52!

Also, Eq. ~7! yields

]b

]r ue
52r cos2 2a. ~53!

Furthermore, using Eq.~8!, one can show that

]d

]r ue
5cos2 2a$2r~12r!~122r!cos2 2a cot2 2a12@~1

2r!~123r!cot2 2a22r cos2 2a#e22@~12r!

3~csc2 2a11!2r sin2 2a#e212~sec2 2a!e3%.~54!

Substituting Eqs.~47!–~54!, ~43!, and ~45! in Eq. ~46!, and
evaluating the latter numerically for a range of pertinent v
ues ofg, one can show that Eq.~11! is in fact satisfied.

V. CONCLUSION

The worst inconclusive rateR? has been calculated ana
lytically as a function of the error rateE, and corresponding
to the maximum Renyi information loss by the POVM r
ceiver at fixed error and inconclusive rates. The result
given by the parametric Eqs.~45! and ~43! expressed in
terms of the parameterg. It was argued that the optimizatio
given by Eqs.~1!–~10! holds for inconclusive rates less, a
well as greater, than the unperturbed value. Also, it w
shown that for the optimized individual attack there is
minimum induced error rate which is fixed by the induc
inconclusive rate.

ACKNOWLEDGMENTS

This work was supported by the U.S. Army Resear
Laboratory and the Defense Advanced Research Proj
Agency.
. A

@1# H. E. Brandt, Phys. Rev. A62, 042310~2000!.
@2# H. E. Brandt, University of Cambridge, Isaac Newton Institu

for Mathematical Sciences Report No. NI99015-CCP, 19
@Contemp. Math.~to be published!#.

@3# H. E. Brandt, Am. J. Phys.67, 434 ~1999!.
9

@4# H. E. Brandt, Prog. Quantum Electron.22, 257 ~1998!.
@5# B. A. Slutsky, R. Rao, P. C. Sun, and Y. Fainman, Phys. Rev

57, 2383~1998!.
@6# H. E. Brandt, Phys. Rev. A59, 2665~1999!.
6-5


