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Quantum key distribution via quantum encryption
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A quantum key distribution protocol based on quantum encryption is presented in this Brief Report. In this
protocol, the previously shared Einstein-Podolsky-Rosen pairs act as the quantum key to encode and decode
the classical cryptography key. The quantum key is reusable and the eavesdropper cannot elicit any information
from the particle Alice sends to Bob. The concept of quantum encryption is also discussed.
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The aim of quantum information science is to use no
classical features of quantum systems to achieve pe
mance in communication and computation that is superio
that achievable with systems based solely on classical p
ics. For example, current methods of public-key cryptog
phy base their security on the supposed~but unproven! com-
putational difficulty in solving certain problems, such
finding the prime factors of large numbers — these proble
have not only been unproven to be difficult, but have actua
been shown to be computationally ‘‘easy’’ in the context
quantum computation@1#. In contrast, it is now generally
accepted that techniques of quantum cryptography can a
completely secure communications between distant pa
@2#. The problem that the proposed protocols solve is how
enable two protagonists, ‘‘Alice’’ and ‘‘Bob,’’ who share n
secret information initially, to transmit a secret messagex,
for example, a cryptographic key, under the nose of an
versary ‘‘Eve,’’ who is free to eavesdrop on all their comm
nications.

In quantum key distribution~QKD!, which is one of the
important cryptographic tasks, Alice and Bob’s classi
communication is supplemented by a quantum chan
which Eve is also free to eavesdrop on if she dares. Beca
of the fragile nature of quantum information, any eavesdr
ping disturbs the quantum transmission in a way likely to
detected by Alice and Bob. The security of protocols
QKD, such as the Bennett-Brassard 1984~BB84! @3# and the
Bennett 1992 protocol~B92! @4# is based on the premise th
nonorthogonal states cannot be cloned or discriminated
actly. Ekert’s@5# and Cabello’s@6# protocols are based on th
nonlocal correlation of Einstein-Podolsky-Rosen~EPR!
state. The orthogonal states’ quantum QKD protocols
based on splitting transmission of one bit information in
two steps@7#. We categorize all the protocols mentione
above as source-encrypting QKD, for their methods are m
ing an alternative choice on the basis of the source@3–6# or
splitting the source into two parts@7# .

On the other hand, the nonlocal correlation of the EPR@8#
state has been applied to do much work in quantum infor
tion field, such as quantum teleportation@9#, quantum dense
coding @10#, QKD @5#, reducing the complexity of commu
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nication @11#, etc. However, other applications of the EP
state in quantum information field are get to be discovere

In this Brief Report, we present a QKD scheme using
method different from the protocols mentioned above. T
protocol is a quantum encryption, i.e., using the quantum
to encode and decode the classical information. And the
viously shared reusable EPR state acts as the quantum
The information will not be leaked or eavesdropped witho
being known by the communication parties. We call
channel-encrypting QKD, compared with the previous pro
cols.

The QKD process of this protocol consists of the follow
ing steps. Alice and Bob have previously shared some qu
tity of the EPR pairs serving as the quantum key

uF1&5
1

A2
~ u00&1u11&). ~1!

When the process begins, the two parties rotate their p
cle’s state by angleu, respectively. The rotation can be d
scribed as

R~u!5S cosu sinu

2sinu cosu D . ~2!

The stateuF1& does not change under bilateral operation
R(u). The purpose of this operation is to prevent the oth
parties from eavesdropping.~The detailed interpretation an
the selection ofu will be given later in this paper.! Then
Alice selects a value of a bit (0 or 1) and prepares a car
particle g in the corresponding stateuc& (u0& or u1&) ran-
domly. The classical bit and the stateuc& are only known by
Alice herself. Alice uses the particlebA of the entangled
pairs andg in stateuc& to do a controlled-NOT ~CNOT! op-
eration (bA is the controller andg is the target! and the three
particles will be in a GHz state

uC&5
1

A2
~ u000&1u111&)bAbBg , whenuc&5u0&,

or uC&5
1

A2
~ u001&1u110&)bAbBg , whenuc&5u1&.

~3!
©2001 The American Physical Society02-1
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Then she sendsg to Bob. Bob uses his corresponding pa
ticle bB to do aCNOT operation ong again. Now the key
particlesbA andbB and the carrier particleg are in the same
state as the initial state

uC8&5uF1& ^ uc&. ~4!

Bob measuresg and will get the classical bit correspondin
to stateuc&.

To assess the secrecy of their communication, Alice
Bob select a random part of their bit string and compar
over the classical channel. Obviously, the disclosed bits c
not then be used for encryption anymore. If their key h
been intercepted by an eavesdropper, the correlation betw
the values of their bits would have been reduced. Ev
eavesdropping strategies and the security of this proto
will be discussed later in this paper.

If the QKD round succeeds, Alice and Bob retain all
the entangled states and can reuse them the next time. I
round fails, the parties discard all particles which were u
until that point. In this case, Alice and Bob have to st
again with new keys~EPR pairs!.

We now discuss the security of this protocol. First, E
can intercept the particle Alice sends to Bob and then res
it or another particle to Bob. However, Eve cannot elicit a
information from the particle she intercepted, because it i
the maximally mixed state

r5
1

2
~ u0&^0u1u1&^1u!, ~5!

in spite of the bit value Alice sends out. If Eve sends t
particle after disturbing it or sends another particle to Bob
will introduce error when Bob decodes it by using the qua
tum key. If the state of the particle sent by Alice has be
changed, the final state assumed is

r i5 (
k51

2

pikuC ik8 &^C ik8 u,

uC ik8 &5aik8 u0&1bik8 u1&. ~6!

The average error rate of the classical key Alice transmit
Bob will be 1

2 .
The second eavesdropping strategy is to entangle with

key. Eve can intercept the particleg Alice sends to Bob and
use it and her own particle in stateu0& or u1& to do aCNOT

operation~her own particle is the target andg is the control-
ler!. Then Eve resendsg to Bob. After Bob’s decoding op-
eration, Eve’s particle is entangled with the key. It seems
Eve can use her particle to decode Alice’s particle next ti
as Bob does. However, Eve cannot know in which state
is entangled with the key and cannot get any information
the state Alice sends to Bob. To detect this eavesdropp
strategy, Alice and Bob can do a bilateral rotationR(u) on
the key ~EPR pairs in stateuF1&) before Alice does the
CNOT operation. The state of the maximally entangled t
particles will be unchanged in this case. If Eve has entang
her particle with Alice and Bob’s particles in the sta
02430
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uF&ABE51/A2(u000&1u111&) @or uF&ABE51/A2(u001&
1u110&)]. In the second round, the entangled state will
changed to

uF&ABE5cos2 u
1

A2
~ u000&1u111&)

1sin2 u
1

A2
~ u110&1u001&)

1sinu cosu
1

A2
~ u011&2u100&)

1sinu cosu
1

A2
~ u101&2u010&) ~7!

or

uF&ABE5cos2u
1

A2
~ u001&1u110&)

1sin2u
1

A2
~ u111&1u000&)

1sinu cosu
1

A2
~ u010&2u101&)

1sinu cosu
1

A2
~ u100&2u011&), ~8!

under the bilateral rotation. The error rate of the bit that Ali
sends to Bob will be 2 cos2 u sin2 u. So if u5p/4, the error
rate the eavesdropping caused will reach1

2 . Thus the com-
munication parties can selectu5p/4 as the bilateral rotation
angle in every round and Eve cannot get any useful inform
tion of the bit string they transmit.

Then we consider the more generic attacking. Assu
that Eve can use her own system and the qubits sent by A
to do a completely positive trace preserving map

L~r!5(
i

VirVi
† with (

i
ViVi

†5I ~9!

on them, whereI denotes the identity operator on the Hilbe
space of the whole system’s state. It is known@12# that the
map is also of the form

L~r!5TrC@Ur ^ vU†#, ~10!

wherev is a state on the additional systemC, andU is the
unitary transformation on the joint system. So Eve’s co
pletely positive trace preserving map is equal to a unit
transformation on a larger system, and we can only cons
the case in which Eve tries to obtain the information
unitary transformation on her own entire system and the
bit sent by Alice.
2-2
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Suppose that Eve’s system has entangled with Alice
Bob’s key in the state

1

A2
~ u0&u0&uc0&1u1&u1&uc1&)ABE^ u0& I , ~11!

where u0& I is an indicator qubit for Eve to detect Alice’
sending qubit and there is no restriction on the form ofuc0&
and uc1&. After Alice and Bob do a bilateral rotationR(u),
Alice does aCNOT operation on the sending qubit and sen
it out. Then Eve does a unitary transformation on the send
qubit and her own system. She expects that the indicator
be the same as the sending qubit. Assume that the un
transformation has the universal form

Uu i &Suck&Eu j & I5~ai jk u0&ucai jk&u0&1bi jk u0&ucbi jk&u1&

1ci jk u1&ucci jk&u0&1di jk u1&ucdi jk&u1&)SEI ,

~12!

wherei , j ,k50,1 and there is no restriction on the final sta
of uc&E .

If the attack strategy is successful, it requires that
output of the indictor qubit be the same as the sending qu
However, when we compute the unitary transformation
Eq. ~12! to satisfy this condition, we find that all the facto
in Eq. ~12! must be equal to 0. It means that the unita
transformation for a successful attacking strategy does
exist and the protocol is secure under this type of att
strategy. In fact, Eve’s system and the sending qubit ar
the reduced state

r5
1

4
~ u0&^0u1u1&^1u!S^ ~ uc0&^c0u1uc1&^c1u!E^ u0& I^0u,

~13!

whether the qubit sent by Alice isu0& or u1&. So Eve has no
way to distinguish them and obtain the qubit sent by Alic
Even if Eve adopts stronger strategies that would ca
fewer errors and thus might be able to hide her presenc
channel noise, she will obtain no information of the classi
bit Alice sends to Bob, though she cannot be found.

Up to this point, our discussion has assumed that the
tial state is the ideal maximally entangled stateuF1&. Sup-
pose, however, that this state is corrupted a little after i
reused for many times, due to nonexact operation or de
herence. Alice and Bob have a state described by the de
matrix

r5~12e!uF1&^F1u1er1 , ~14!

wheree is a parameter of the deviation ofr from uF1&^F1u
andr1 is the density matrix of an arbitrary state. Our resu
are most easily presented using thetrace distance, a metric
on Hermitian operators defined byT(A,B)5Tr(uA2Bu)
@13#, where uXu denotes the positive square root of t
Hermitian matrix X2. From the above, we can get th
T(uF1&^F1u,r)<2Ae.

Ruskai @14# has shown that thetrace distancecontracts
under physical processes. If all operations are exact in
02430
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next QKD process, since the stateuF1& will be unchanged in
the process, the density matrixr will be transformed to

r85~12e!uF1&^F1u1er18 , ~15!

andT(uF1&^F1u,r8)<2Ae.
The fidelities@15#

F~ uF1&^F1u,r!

and

F~ uF1&^F1u,r8!

are both no less than 12e, so the probability that the QKD
process fails is no more thane. Therefore, we can say tha
this protocol is robust. To prevent the degeneration of
entangled state, technologies of quantum privacy amplifi
tion @16# and entanglement purification@17# can be used.
These processes need only local quantum operation and
sical communication~LQCC!. However, the number o
available entangled pairs will be reduced and need to
supplied by sending qubits.

In the case where Alice sends particles in a noisy chan
the channel can be described by the Kraus operator@12#

r85(
m

Mm
1rMm , ~16!

M05A12p12p22p3I , M15Ap1s1 ,

M25Ap2s2 , M35Ap3s3 , ~17!

whereI is the identity operator ands i are Pauli operators

I 5S 1 0

0 1D , s15S 0 1

1 0D , s25S 0 21

1 0 D ,

s35S 1 0

0 21D . ~18!

Since the original states Alice wants to send are orthogo
states in the basis$u0&,u1&%, after Bob’s decoding and mea
surement, the error of the state will be projected to one of
three Pauli operatorss i , with probability pi , respectively.
For errors1, the carrier bit is flipped and the EPR pair is n
affected; fors3, the carrier bit is not affected but the state
the EPR pair is changed fromuF1& to uF2&5(1/A2)(u00&
2u11&); and for s2, the carrier bit is flipped and the EPR
state is changed touF2&. As discussed later in this paper, w
can conquer the bit flip by duplication code, and the corru
tion of the EPR pairs is the same as mentioned above.

In this protocol, the previously shared EPR pairs act a
quantum key to encode and decode the classical crypto
phy key, and the quantum key is reusable. In classical cr
tography, both the encryption key and the decoding key
random series, but they have a definite correlation. It is
randomness in the encryption key that makes the informa
secure and it is the correlation between the decoding key
the encryption key that makes the receiver able to extract
2-3
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useful information from the cryptogram. Similar to the cla
sical counterpart, in the quantum encryption we presen
from any party’s point of view the quantum key is in a max
mally mixed state. In fact, any single particle of the e
tangled pair is in a completely uncertain state. However,
states of the two parties’ particles have strong quantum
relation, which is called entanglement, and have no class
counterpart. It is this correlation that makes the quant
encryption secure. Since this correlation cannot be produ
by LQCC, the eavesdropper cannot establish this correla
with the sender. So the quantum key is reusable. In the c
sical case, the only crypto system that provides perfect
crecy is the ‘‘one time pad’’ system, in which the encryptio
key cannot be used repeatedly. The more interesting cha
ter of this QKD scheme is that, since the eavesdropper c
not elicit any information from the particle Alice sends
Bob, Alice can use classical error-correction code techn
ogy, such as the duplication code, to conquer the bit
error.

From another point of view, this protocol can be regard
as a quantum channel encryption, i.e., a quantum key
crypts the quantum channel. In the QKD protocols presen
before, the sender uses alternative choices of the basis o
on

gn

d
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source or sends out the qubit separately. In our protocol,
classical bit is represented by the normal orthogonal basi
the particle. If we regard the EPR pair as a part of the ch
nel, the quantum channel is encrypted. The classical in
mation source can be transmitted securely, without leak
in this modified channel.

In practice, the previously shared EPR pairs can be r
ized by standing qubits, such as entangled atoms, and
single photons can serve as the flying qubits sent out
Alice. The interaction of atom and photon can be realized
the technology of cavity quantum electrodynamics~CQED!.
The theoretical schemes of this technology have been
posed@18# and the research in laboratory has made so
progress@19#. So this protocol is expected to be realized
the laboratory in the near future.

In summary, we have presented the concept of quan
encryption and proposed a QKD scheme based on quan
encryption. This method has been used in quantum authe
cation @20# and can be used for the encryption of arbitra
quantum states@21#.
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