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Bit-flip-error rejection in optical quantum communication
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An optical scheme for the error-free transfer of quantum information through a noisy quantum channel is
proposed. The scheme is inspired by quantum error-correction schemes, but it avoids the currently unfeasible
requirement for a controlledoT operation between single photons. The quantum communication scheme
presented here rejects bit-flip errors instead of correcting them and combines quantum-measurement properties
of three-particle entangled states with properties of the quantum teleportation protocol.
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[. INTRODUCTION bit-flip error occurs, it is sufficient to encode the initial state
onto the following three-particle entangled state:
The possibility of detecting and correcting errors in the
evolution of a quantum system has been a most remarkable 1
theoretical discovery1-5]. This discovery, and the subse- |‘1’>123=E(a|000>123+ Bl11D)159). 1)
guent theoretical development of related ideas such as en-

tanglement purificatiopé, 7], the quantum repeatg, ], and The left-hand side of Fig. 1 indicates how this encoding is

fault-tolerant quantum computatigd0—12, turned the ini- . . X . N
tial skepticism about implementing quantum computationObtamed using two controlledoT operations with the initial

and long distance quantum communication ifitwdes op- qubit as (_:ontrol qubit and two auxiliary particles initially
timism. At present, however, no practical realization of anypreﬁf?é?dtr'gnssﬁtig)szois é?r?ﬁ; c:ﬁrbe't: article entanaled state
of these ideas has been achieved in laboratories. Of particul rrou h 2 “noisv” quantum channeﬁ one can re?rieve the
interest would be an implementation in quantum optics, sinc 9 y 4 ’

this would enable secure quantum cryptography and quarﬁ-litial gubit using the comparison measurements indicated on

tum communication through optical channels such as optica € _nght-hand side of Fig. .1' The measurements consist
fibers. The reason that no such implementation has been r gain of controllecvoT operations, followed by detection of
e two auxiliary particles in th@), |1) basis. The detection

alized to date is that all theoretical schemes are based o : rity check between the tw il n which th
controlledNOT operations between single particles. For pho-aC S as a parity check between the two particies o ch the

tons, this operation would require a strong nonlinear interacf-:omrOIIGdNOT operation acts: 40) outcome indicates that

tion between individual photons, which is extremely difficult in each term of the entangled state the wo particles are the

to achieve. In this paper a scheme is proposed that rejec me, I.e., 00 or 11; {) outcome indicates th_at they are
erroneous transmission of photon states without usin pposite, I.e., . O.r.lo' If no error occurred during the trans-
controlledNoT operations ission, both auxiliary particles should be detected in the

state|0). However, if a bit-flip error occurred for the initial
particle and not for the other two, both auxiliary particles
Il. QUANTUM ERROR DETECTION will be detected in the statd). In the case where an error

In order to explain the optical scheme, we first point outoccurred on one of the auxiliary particles, and not on the

the main ideas underlying classical and quantum error detef€maining two, the corresponding particle will be detected in
tion. A particularly simple classical error detection scheme

uses the transmission of several copies of the bits to be trand¥= 10+ Bl r) _ m;
ferred and requires that the probability of a bit-flip error dur- o | 779 1 ] -
ing transmission be much smaller than unity. By comparing 1 * J N [ o)
the copies of each initial bit after transmission, one can de- o> e ? hd | )l(;)'”) }
termine the initial bits with high probability. Despite the fact i

that it is impossible to copy the state of an unknown quantum » _ _
state, it is still possible to use a strategy similar to the clas- FIG. 1. Traditional scheme for the detection and correction of a

sical one. Consider the state of a two-level system, a qubipit-ﬂip error. Using two controlledoT operations, an initial quan-
characterized by ' tum state| W) (the control qubit is entangled with two auxiliary

particles(the target qubits each initially prepared in the stalt@).
After transmission of the three-particle entangled state through an
area in which an error might occur, indicated by the question marks,

) each of the two auxiliary particles becomes the target particle of a
In order to make comparison measurements after the stat@ntrollednot operation with the initial particle as the control par-

transmission, and thereby detect errors, we have to encodigle. A final projection measurement on each of the two auxiliary
the initial qubit onto several particles. If we restrict our at- particles onto the/0), |1) basis uniquely identifies a possible
tention to the case in which there is a small probability that &single error that can then be corrected.

W)= al0)+B]1).
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FIG. 2. Scheme for hit-flip error rejection. One auxiliary particle

is sufficient in order to detect an error, without revealing on which 1 1 (1003 +111))
particle the error occurred. '7)
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FIG. 3. Schematic drawing of the quantum teleportation proto-

. e . col. The transmission of the unknown quantum sfdte of particle
After identification, a possible error can be corrected. 1 is broken down into the distribution of an auxiliary pair of en-

Crucial for the error detectlon/correctlon' scheme is th?tangled particleg2 and 3, a Bell-state measurement on particles 1
fact that the parity-check measurements propct the transmitg, 4 2(i.e., a projection onto a complete basis of maximally en-
ted entangled state onto only four possible outcomesgngled particles and the transfer of classical informatiéthe out-
namely, no error, or one error on one of the three particlesgome of the Bell-state measuremerffter receiving the classical
Therefore, although during the transmission through thenformation, the relation of the state of particle 3 to the initial state
noisy quantum channel any qubit-rotation error can occurjw) is fully determined. The initial state can therefore be recovered
the final state is quantized to contain either a full bit-ﬂip by a well-defined unitary transformatidm on particle 3.
error or no error.

If more than one error occurred, the error-correction

- o ; 1
scheme is not useful. Therefore, it is crucial that the prob- |W) 930= — (|05 0034+ |1)5]11)32). (3)
ability for an error on each particle is much smaller than J2
unity (Peror<1). Under this condition, it is reasonable to

consider, for optical quantum communication purposes, &jnce state(3) is a well-defined state, the use of the

simplified scheme that rejects transmissions that contain agyntrollednoT operation is no longer necessary, as shown
error instead of identifying a specific error and correcting forg, the left-hand side of Fig. 4.

it. Such a simplified scheme requires only one auxiliary par- Tpe right-hand side of Fig. 4 illustrates how the

ticle as shown in Fig. 2. If the parity check measurementonrollednoT operation for parity checking can also be
yields the|O)_resu2It, no error took place, or, with the very aygided by using a polarizing beam splitter and a coinci-
small probabilityPg,,, a fatal double error took place. If the gence detection measurement in an appropriate basis. If a

measurement yields th&) result, a single error occurred for pit-flip error occurred for one of the two transmitted photons,
one of the two partlcles and the transmission is mvahdatedboth photons will exit the p0|arizing beam Sp”tter in the

state|1) and the remaining auxiliary particle in staf@).

Ill. AVOIDING cNoT OPERATIONS B2/

To present our error-free optical quantum communication Bell »Ule
. . Measurement -
scheme, we note that the controlledT operation in the

0 - ey

' in Fi i A2 i

preparation step of the schemes shown in Figs. 1 and 2 K o ity Iflw I ? J: 10 }
1

used in order to encode aarbitrary initial quantum state
onto a multiparticle entangled state. It is, however, not nec- 1
essary to be able to encode an arbitrary input state. Accord vz (lo00y+1111))
ing to the teleportation schenj&3], illustrated in Fig. 3, the o _
transmission of an arbitrary quantum state can be decom- FIG. 4. Scheme for error-free quantum-state transmission with-
posed into the transmission of kmown entangled state, a out controllednoT operations. In order to transfer a quantum state it
local Bell-state measurement. and the transmission of é:lasg?- sufficient to restrict the use of a quantum channel for the trans-
cal information. Therefore iﬁ order to establish error-freemiSSion of one of an entangled pair of particlese Fig. 3 In order
uantum comm.unication it’ is sufficient to be able to excludeto reject erroneous transmissions, a three-particle entangled state is
grroneous transmission (’3f one of the particles of a fixed enl-Jsed' Two of the three entangled particles are sent through the
t led stat P “noisy” quantum channel. A parity check measurement on par-
aan N %a e f led ph in th ticles 2 and 3 identifies an error-free transmission and is obtained
onsider a pair of entangled photons in the state by using a polarizing beam splitter followed by a coincidence de-
tection of one particle in arm and the other in arnb. The mea-
1 surement in arnfo must be such that the remaining two particles are
|\P)23:—(|O>2|O)3+|1>2|1>3). ) projected onto a well defined two-particle entangled state. This is
\/E achieved by performing the measurement in the linear basis rotated
45° with respect to thé0), |1) basis. After the result of the mea-
o surement on the particle in arimis known, the remaining particles
To be able to detect errors on the transmission of, say, phqone to be detected in armand particle 1 are guaranteed to be in
ton 2, the preparation scheme shown on the left-hand side af well defined entangled state and can be used for error-free quan-
Fig. 2 would produce the state tum teleportation or quantum cryptography.
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same output arm. Therefore, no coincidence will be observec " "
between the detectors in arrmsandb, and the transmission

will be invalidated. gl i ;
If no error occurred, the state after the polarizing beam I0’)( w2 | ‘7 23 ‘7 _‘“'_]Fm )IO')
splitter will have one photon in each output arm, indicating ™ = "y~ . . D }

that the two outgoing photons have the same polarizatior IN/4
relation as when initially prepared, i.e., the polarizations are
parallel in each term of the entangled stétee note added in FIG. 5. Generalization of the error-free transmission of one of

proof). The detection scheme proceeds by detecting the paan entangled pair of particles to the error-free distribution of both
ticle in armb in the basis entangled particles. Starting with a four-particle entangled state, an
error-free entangled pair of particles can be obtained.

1 1 V. ERROR-FREE QUANTUM CRYPTOGRAPHY
|0")= E(|O>+|l>)’ |1")= E(|0>—|1>)- (4 THROUGH HOSTILE QUANTUM CHANNELS

We will now briefly consider the importance of the
N _ present scheme for the security of quantum cryptography
The specific measurement outcome corresponds to a projegs 20 21. A major threat to the security of quantum cryptog-
tion of the remaining particles, provided a particle is presentaphy pased on entangled state distribution is that the en-
in arma, onto one out of two well defined pure two-particle tangiement distribution established between the two users is
entangled states: in general not perfect. The users have to agree on a minimum
level of security corresponding to a certain purity of the dis-
tributed entanglement. There are many technical reasons for
|0'>b—>i(|0>2|0>a+|1>2|1>a): (5) the_ accidental loss of entanglemdtransmission thrc_)ugh a
N7 noisy quantum channglbut one should also take into ac-
count the possibility that a third party is deliberately intro-
ducing small errors on what could otherwise be a perfect
1 quantum channeltransmission through &ostile quantum
11— —=(10)2|0)a—[1)2]1)a). (6)  channel. Since the users cannot distinguish between a noisy
V2 and a hostile quantum channel, they are forced to use imper-
fect entangled photon pairs for the distribution of a secret

The teleportation procedure can now be completed by a BelKeY at the risk of leaking some of _the secret key to a third
arty. The scheme presented in this paper resolves both the

state measurement and the transfer of classical informatio!ﬁ s o S
as illustrated in Fig. 4. noisy” and the “hostile” quantum-channel problems. The

users will obtain entangled photon pairs with the same purity
as the initially created three-particle entanglement despite the
IV. POSTSELECTION fac.t that the quantum channel is imperfect.. Any acgidental or
deliberately induced errors on the transmission will be sys-
One might be alarmed by the fact that the photon in arm tematically rejected. Note that a quantum key-distribution
has still to be detected in order to complete the error-fregorotocol based on the proposed scheme for error-free en-
transmission scheme. This will in practical applications im-tanglement distribution will involve one more classical com-
ply the destruction of the photon, although absorption-freenunication step in addition to the familiar classical commu-
detection of single photons has been demonstrated expeiiication steps, namely, the publication of the measurement
mentally [14]. The fear of losing the photon before being result on the photon in ari.
able to use it is unjustified, at least for applications in quan-
tum cryptography and other quantum communication proto- V1. DISCUSSIONS AND CONCLUSIONS
cols, since the detection of the photon is an integral part of
all such applications. In fact, any realistic single-photon We have restricted our attention to the error-free transmis-
communication scheme needs a final verification step tsion of half of an entangled pair. The scheme can easily be
guarantee that the fragile photon survived the transmissiorextended to error-free distribution of both particles of an en-
The detection of the photon, therefore, plays the double roléangled pair as illustrated in Fig. 5. Furthermore, we only
of enabling a projection onto a pure entangled state for phodiscussed bit-flip errors. In addition, there could be phase
ton 2 and the photon in arm, as well as exploring this errors. Error detection/correction schemes have been devel-
entanglement for quantum cryptography or for quantumoped for correcting general errors consisting of both bit-flip
communication purposes. The same arguments hold for tesésxd phase errors. Such schemes involve at least four auxil-
of Bell's inequalities based on postselected entangled phdary particles and more elaborate preparation and detection
tons[15], for the Innsbruck quantum teleportation and en-procedures. It remains to be seen whether an all-optical
tanglement swapping experimei$,17), and for the recent scheme is possible to reject both bit-flip and phase errors.
Greenberger-Horne-ZeilingefGHZ) entanglement experi- Currently we are working towards an experimental real-
ments[18,19. ization of the scheme presented in this paper. At first glance,
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it seems that previous experiments on quantum teleportatiostates can be detected by starting with higher-order entangled

[16] and three-photon entangleméh8] provide all the nec- states. Second, it appears that an experimental implementa-

essary techniques to implement the scheme. Unfortunatelyion of the controlledvoT operation, or any other universal

the source for three-particle entanglement reported in Refédwo-qubit quantum gate, is not crucial for an experimental

[18,19 is based on a postselection detection method thalemonstration of the essence of a variety of quantum com-

filters out the appropriate three-photon entanglement from aunication protocols.

variety of other photon states. Since in the proposed scheme Note added in proofRecently research avoidingnOoT

two of the three entangled photons are recombined on aperations in an optical entanglement purification scheme

beam splitter before detection, the postselection cannot bieas been reporte®5].

applied. What seems to be needed is a three-photon source

that p_roduces three spatially separated outgoing ph_otor_ws ina ACKNOWLEDGMENT
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