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Secure key distribution via pre- and postselected quantum states
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A gquantum key distribution scheme whose security depends on the features of pre- and postselected quantum
states is described.
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I. INTRODUCTION Bob’s Q measurement at,, conditional on the statgpre)
and|pos} at timest; andts, respectively, as follow§3,4]:
A wide variety of quantum key distribution schemes have
been proposed, following the original Bennett and Brassard |(prelP,|pos}|?
protocol[1]. Ekert[2] has described a scheme in which two prob(q,) = K 5, (1)
parties, Alice and Bob, create a shared random key by per- 3i|[(pre/Pi|pos}|
forming spin measurements on pairs of spiparticles in the
singlet state. The particle pairs are emitted by a source tqyhereP; is the projection operator onto tih eigenspace of
wards Alice and Bob, who each measure spin along thregy Notice that (1)—referred to as the “ABL rule”
different directions, chosen randomly and independently fofanaronov—Bergmann—Lebowitz rylén the following—is

each pair. After a sequence of measurements on an appProptime-symmetric, in the sense that the stafes) and [posp
ate number of pairs, Alice and Bob announce the directiong; pe interchanged.

of their measurements publicly and divide the measurements |t q js unknown to Alice, she can use the ABL rule to

into two groups: those in which they measured the spin inyssign probabilities to the outcomes of various hypothetical
different directions, and those in which they measured thgy measurements. The interesting peculiarity of the ABL
spin in the same direction. They publicly reveal the out-ryje by contrast with the usual Born rule for preselected
comes of the first group of measurements and use these ates s that it is possible—for an appropriate choice of
check that the singlet states have not been disturbed by Hhservable®,Q’,..., andstates|pre) and |posp—to assign
eavesdropper, Eve. Essentially, they calculate a correlatiofit probability to the outcomes of a set of mutualigncom-
coefficient: any attempt by Eve to monitor the particles will muting observables. That is, Alice can be in a position to
disturb the singlet state and result in a correlation coefficienfggert a conjunction of conditional statements of the form:
that is bounded by Bell's inequality and is hence distinguish~ s gop measuredQ, then the outcome must have begn
able from the correlation coefficient for the singlet state. If,,;ip, certainty, and if Bob measure@’, then the outcome
Alice and Bob are satisfied that no eavesdropping has oc- / ; ; " ,
curred, they use the second group(oppositely correlated q;ﬂtslj afrlave been; Wlth certainty..., WhereQ,Q ;- are

y noncommuting observables. Since Bob could only
measurement outcomes as the raw key. have measured at most one of these noncommuting observ-

The Ekert scheme solves the key distribution problem a%lbles, Alice’s conditional information does not, of course,

well as the key storage problem, because there is no 'nff)réontradict quantum mechanics: she only knows the eigen-

mation in the singlets beforg Alice and. Bob perform .the'rvalue g; of an observabl&) if she knows that Bob in fact
measurements and communicate classically to establish t easured

key. The scheme proposed herg a!so_involves entangle Vaidman, Aharonov, and Albe[4] discuss a case of this
states, but the test for eavesdropping is different. Inste_ad Ofé‘ort where the outcome of a measurement of any of the three
statistical test based on Bell's theorem, the test exploits con componentsr, o, , o, of a spind particle can be in-

x1 Yy Yz 2

. R
gmonal sta:jtemetntsl at;ogt meatsurerr:etm outcomes generatgd e from an appropriate pre-and postselection. Alice pre-
y pre- and postselected quantum states. pares the Bell state:

Il. PRE- AND POSTSELECTED QUANTUM STATES

1
The peculiar features of pre- and postselected quantum |pre) = E(|TZ>A|TZ>C+HZ>AHZ>C’ 2
states were first pointed out by Aharonov, Bergmann, and
Lebowitz[3]. If (1) Alice prepares a system in a certain state
|pre) at timety, (2) Bob measures some observa@len the  where|7,) and||,) denote theo, eigenstates. Alice sends
system at timed,, and(3) Alice measures an observable of one of the particles—the channel particle, denoted by the
which |pos} is an eigenstate at timtg, and postselects for subscriptC—to Bob and keeps the ancilla, denoted Ay
Iposb, then Alice can assign probabilities to the outcomes ofBob measures either,, or oy, or o, on the channel particle
and returns the channel particle to Alice. Alice then measures
an observabldr on the pair of particles, wherR has the
*Electronic address: jpub@carnap.umd.edu eigenstates:
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TABLE I. oy, oy, o, measurement outcomes correlated with T ~&
eigenvalues oR. Bob * ® * @—
% oy [ z ’J_‘ 2
H

r 0 0 0 =
ra 1 1 0 FIG. 1. Quantum circuit for key distribution protocol.
rs 0 1 1
Mg 1 0 1 (2). She sends the channel particles to Bob in sequence and

keeps the ancillas. Bob measuresor o, randomly on the
channel particles and returns the patrticles, in sequence, to
1 1 i il Alice. Alice then measures the observaBleon the ancilla
ro)= 5|Tz>|Tz>+ 5T ™[] T2)e™), and channel pairs and divides the sequence into two subse-
&) quences: the subsequengg, for which she obtained the
outcomesr, or r,, and the subsequen&; for which she
1 1 obtainc_—zd the outcomes, or r. The sequence of quantum
Iray=—11 11— = (1)L 0™ +[1)1,0e ™, operations can be implemented on a quantum circuit as in
V2 2 Fig. 1[see Eq(46) of Metzer[5]]. In the present paper, an
(4)  ideal system without noise is assumed.
To check that the channel particles have not been moni-
1 1 ) i tored by Eve, Alice now publicly announces the indices of
|r3>—5|lz>|lz>+ §(|Tz>|lz>e +H112€™), (5 the subsequencs,s. As is evident from Table II, for this
subsequence she can make conditional statements of the
1 1 form: “For channel particld, if o, was measured, the out-
_ = _ - —iml4 i /4 come was 10), and if o, was measured, the outcome was 0
Ira) ) L2l =5 (TlLe ™ 1) 19e™). (1),” depending on whether the outcome of Hemeasure-
(6) mentwag, orrgz. She announces these statements publicly.
If one of these statements, for some indedoes not agree
Note that with Bob’s records, Eve must have monitored ttiechannel
particle. (Of course, agreement does not entail that the par-
_ ticle wasnot monitored)
[pre)= 6(|TZ>|TZ>+HZ>HZ> @ For suppose Eve measures a different spin component ob-
servable than Bob on a channel particle and Alice subse-
1 quently obtains one of the eigenvalues or r; when she
=— (1110 + L0l (8) measurefR. Bob’s measurement outcome, either 0 or 1, will
V2 be compatible with just one of these eigenvalues, assuming
no intervention by Eve. But after Eve’'s measurement, both
1 of these eigenvalues will be possible outcomes of Alice’s
:%(|Ty>|ly>+|ly>”y> (9 measurement. So Alice’s retrodictions of Bob’s measure-
ment outcomes for the subsequer®e will not necessarily
1 correspond to Bob'’s records. In fact, it is easy to see that if
=§(|r1>+|r2>+|r3>+|r4>). (100  Eve measures, or o, randomly on the channel particles, or
if she measures a particular one of the observablgso, ,
or o, on the channel particleghe same observable on each
pagticle, the probability of detection in the subsequeisse
iS §

In Egs.(8)—(10) and in the following, the subscripsandC
appearing in Eq(2) are implicit in the tensor product nota-

. . 8-
tion. Equationg8)—(10) correspond to Eq.2) of Ref.[4] or In the subsequenc8,, the 0 and 1 outcomes of Bob’s

Eq. (54) of Ref. [S]. measurements correspond to the outcomeandr, of Al-

.AI'Ce can now assign values to the outcomes of Bob S|é:e’sRmeasurements. If, following their public communica-
spin measurements via the ABL rule, whether Bob measure

oy, oy, OF o, based on the postselections), |r,), [r3),
or|r,), according to Table (where O represents the outcome
1 and 1 represents the outcome[4].

TABLE Il. o,, o, measurement outcomes correlated with ei-
genvalues oR.

Oy 0y
Ill. THE KEY DISTRIBUTION PROTOCOL o 0

i
This case can be exploited to enable Alice and Bob to ro 1 0
share a private random key in the following way: Alice pre- rs 0 1
pares a certain number of copi@epending on the length of ry 1 1

the key and the level of privacy desipeaf the Bell state, Eq.
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tion about the subsequen&;, Alice and Bob agree that by two eigenstatesp;) and|p,), of a pointer observable.
there has been no monitoring of the channel partiCleS by EVQSee Ref[6], footnoteL or Ref. [7] for details of how to
they use the subsequen8g, to define a shared raw key.  implement the unitary transformation on the enlarged Hilbert
Note that even a single disagreement between Alice’s retspace).
rodictions and Bob’s records is sufficient to reveal that the On the modified protoco{assuming the ability to store
channel particles have been monitored by Eve. This differgntangled states indefinitgJyAlice and Bob share a large
from the eavesdropping test in the Ekert protocol. Note alsmumber of copies of an entangled four-particle state. When
that Eve only has access to the channel particles, not théaey wish to establish a random key of a certain length, Alice
particle pairs. So no strategy is possible in which Eve remeasure® on an appropriate number of particle pairs in her
places all the channel particles with her own particles andPossession and announces the indices of the subsequence
entangles the original channel particles, treated as a singf@s- Before Alice announces the indices of the subsequence
system, with an ancilla by some unitary transformation, andS23. neither Alice nor Bob have stored any classical infor-
then delays any measurements until after Alice and Bob hav@ation. So there is nothing for Eve to copy. After Alice
communicated publicly. There is no way that Eve can ensur@nnounces the indices of the subsequejge Bob measures
agreement between Alice and Bob without having access tB'€ observable® and P on his ancillas with these indices
the particle pairs, or without information about Bob's mea-a1d @hnounces the eigenvale) or [p) as the outcome of
surements. his o(x) or a(2) measurement, depending on the eigenvalue
The key distribution protocol as outlined above solves theOf D. I.f Alice and Bob decide that there has.been No eaves-
key distribution problem but not the key storage problem. IfdrOppIng by Eve, Bob measur@ﬁ andP on his ancillas in
Bob actually makes the random choices, measutes o, the subsequenc8,,. It is easy to see that the ABL rule

and records definite outcomes for the spin measurements b@pplies in this case, just as it applies in the case where Bo.b
fore Alice measure®, as required by the protocol, Bob's actually makes the random choice and actually records defi-

measurement records—stored as classical information-Dit€ outcomes of hig(x) or o(z) measurements before Al-

could in principle be copied by Eve without detection. In thatCe mgasur_eR (.In fact, if the two cases were not equivalent

case, Eve would know the raw keyhich is contained in for Alice—if Alice could tell from her R measurements

this information, following the public communication be- whﬁther BfOb hadd ahctually made the random ch%lcg and alc—

tween Alice and Bob to verify the integrity of the quantum tally performed the spin “measurements, or had merely

communication channel. implemented these actions “at the quantum level”—the dif-
To solve the key storage problem, the protocol is modifie

Jerence could be exploited to signal superluminally.
in the following way: Instead of actually making the random ' nere are clearly other possible ways of exploiting this
choice for each channel particle, measuring one of the spi

fase to implement a secure key distribution protdtnlolv-
observables, and recording the outcome of the measureme

g all three spin component observables, for examiat
Bob keeps the random choices and the spin measuremerfl€ Principle is similar. It would seem worthwhile to con-
“at the quantum level” until after Alice announces the indi- S'der whether other applications of pre- and postselection
ces of the subsequen®; of her R measurements. To do Might be applied as a tool in quantum cryptology.
this, Bob enlarges the Hilbert space by entangling the quan-
tum state of the channel particle via a unitary transformation
with the states of two ancilla particles that he introduces. This work was partially supported by the University of
One particle is associated with a Hilbert space spanned bylaryland General Research Board. llluminating discussions
two eigenstatesc, ) and|c,,), of a choice observable.  with Gilles Brassard, Lev Vaidman, and especially Adrian
The other particle is associated with a Hilbert space spanneent are acknowledged.
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