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Secure key distribution via pre- and postselected quantum states
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A quantum key distribution scheme whose security depends on the features of pre- and postselected quantum
states is described.
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I. INTRODUCTION

A wide variety of quantum key distribution schemes ha
been proposed, following the original Bennett and Brass
protocol@1#. Ekert @2# has described a scheme in which tw
parties, Alice and Bob, create a shared random key by
forming spin measurements on pairs of spin-1

2 particles in the
singlet state. The particle pairs are emitted by a source
wards Alice and Bob, who each measure spin along th
different directions, chosen randomly and independently
each pair. After a sequence of measurements on an appr
ate number of pairs, Alice and Bob announce the directi
of their measurements publicly and divide the measurem
into two groups: those in which they measured the spin
different directions, and those in which they measured
spin in the same direction. They publicly reveal the o
comes of the first group of measurements and use thes
check that the singlet states have not been disturbed b
eavesdropper, Eve. Essentially, they calculate a correla
coefficient: any attempt by Eve to monitor the particles w
disturb the singlet state and result in a correlation coeffic
that is bounded by Bell’s inequality and is hence distingui
able from the correlation coefficient for the singlet state
Alice and Bob are satisfied that no eavesdropping has
curred, they use the second group of~oppositely correlated!
measurement outcomes as the raw key.

The Ekert scheme solves the key distribution problem
well as the key storage problem, because there is no in
mation in the singlets before Alice and Bob perform th
measurements and communicate classically to establish
key. The scheme proposed here also involves entan
states, but the test for eavesdropping is different. Instead
statistical test based on Bell’s theorem, the test exploits c
ditional statements about measurement outcomes gene
by pre- and postselected quantum states.

II. PRE- AND POSTSELECTED QUANTUM STATES

The peculiar features of pre- and postselected quan
states were first pointed out by Aharonov, Bergmann,
Lebowitz @3#. If ~1! Alice prepares a system in a certain sta
upre& at timet1 , ~2! Bob measures some observableQ on the
system at timet2 , and ~3! Alice measures an observable
which upost& is an eigenstate at timet3 , and postselects fo
upost&, then Alice can assign probabilities to the outcomes
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Bob’s Q measurement att2 , conditional on the statesupre&
and upost& at timest1 and t3 , respectively, as follows@3,4#:

prob~qk!5
u^preuPkupost&u2

S i u^preuPi upost&u2
, ~1!

wherePi is the projection operator onto thei th eigenspace of
Q. Notice that ~1!—referred to as the ‘‘ABL rule’’
~Aharonov–Bergmann–Lebowitz rule! in the following—is
time-symmetric, in the sense that the statesupre& and upost&
can be interchanged.

If Q is unknown to Alice, she can use the ABL rule
assign probabilities to the outcomes of various hypothet
Q measurements. The interesting peculiarity of the AB
rule, by contrast with the usual Born rule for preselect
states, is that it is possible—for an appropriate choice
observablesQ,Q8,..., andstatesupre& and upost&—to assign
unit probability to the outcomes of a set of mutuallynoncom-
muting observables. That is, Alice can be in a position
assert a conjunction of conditional statements of the fo
‘‘If Bob measuredQ, then the outcome must have beenqi ,
with certainty, and if Bob measuredQ8, then the outcome
must have beenqj8 , with certainty...,’’ whereQ,Q8,... are
mutually noncommuting observables. Since Bob could o
have measured at most one of these noncommuting obs
ables, Alice’s conditional information does not, of cours
contradict quantum mechanics: she only knows the eig
value qi of an observableQ if she knows that Bob in fact
measuredQ.

Vaidman, Aharonov, and Albert@4# discuss a case of thi
sort, where the outcome of a measurement of any of the th
spin componentssx ,sy ,sz of a spin-12 particle can be in-
ferred from an appropriate pre-and postselection. Alice p
pares the Bell state:

upre&5
1

&
~ u↑z&Au↑z&C1u↓z&Au↓z&C , ~2!

where u↑z& and u↓z& denote thesz eigenstates. Alice send
one of the particles—the channel particle, denoted by
subscriptC—to Bob and keeps the ancilla, denoted byA.
Bob measures eithersx , or sy , or sz on the channel particle
and returns the channel particle to Alice. Alice then measu
an observableR on the pair of particles, whereR has the
eigenstates:
©2001 The American Physical Society09-1
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ur 1&5
1

&
u↑z&u↑z&1

1

2
~ u↑z&u↓z&e

ip/41u↓z&u↑z&e
2 ip/4),

~3!

ur 2&5
1

&
u↑z&u↑z&2

1

2
~ u↑z&u↓z&e

ip/41u↓z&u↑z&e
2 ip/4),

~4!

ur 3&5
1

&
u↓z&u↓z&1

1

2
~ u↑z&u↓z&e

ip/41u↓z&u↑z&e
ip/4), ~5!

ur 4&5
1

&
u↓z&u↓z&2

1

2
~ u↑z&u↓z&e

2 ip/41u↓z&u↑z&e
ip/4).

~6!

Note that

upre&5
1

&
~ u↑z&u↑z&1u↓z&u↓z& ~7!

5
1

&
~ u↑x&u↑x&1u↓x&u↓x& ~8!

5
1

&
~ u↑y&u↓y&1u↓y&u↑y& ~9!

5
1

2
~ ur 1&1ur 2&1ur 3&1ur 4&). ~10!

In Eqs.~8!–~10! and in the following, the subscriptsA andC
appearing in Eq.~2! are implicit in the tensor product nota
tion. Equations~8!–~10! correspond to Eq.~2! of Ref. @4# or
Eq. ~54! of Ref. @5#.

Alice can now assign values to the outcomes of Bo
spin measurements via the ABL rule, whether Bob measu
sx , sy , or sz , based on the postselectionsur 1&, ur 2&, ur 3&,
or ur 4&, according to Table I~where 0 represents the outcom
↑ and 1 represents the outcome↓! @4#.

III. THE KEY DISTRIBUTION PROTOCOL

This case can be exploited to enable Alice and Bob
share a private random key in the following way: Alice pr
pares a certain number of copies~depending on the length o
the key and the level of privacy desired! of the Bell state, Eq.

TABLE I. sx , sy , sz measurement outcomes correlated w
eigenvalues ofR.

sx sy sz

r 1 0 0 0
r 2 1 1 0
r 3 0 1 1
r 4 1 0 1
03230
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d
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~2!. She sends the channel particles to Bob in sequence
keeps the ancillas. Bob measuressx or sz randomly on the
channel particles and returns the particles, in sequence
Alice. Alice then measures the observableR on the ancilla
and channel pairs and divides the sequence into two su
quences: the subsequenceS14 for which she obtained the
outcomesr 1 or r 4 , and the subsequenceS23 for which she
obtained the outcomesr 2 or r 3 . The sequence of quantum
operations can be implemented on a quantum circuit a
Fig. 1 @see Eq.~46! of Metzer @5##. In the present paper, a
ideal system without noise is assumed.

To check that the channel particles have not been m
tored by Eve, Alice now publicly announces the indices
the subsequenceS23. As is evident from Table II, for this
subsequence she can make conditional statements o
form: ‘‘For channel particlei, if sx was measured, the out
come was 1~0!, and if sz was measured, the outcome was
~1!,’’ depending on whether the outcome of herR measure-
ment wasr 2 or r 3 . She announces these statements publi
If one of these statements, for some indexi, does not agree
with Bob’s records, Eve must have monitored thei th channel
particle. ~Of course, agreement does not entail that the p
ticle wasnot monitored.!

For suppose Eve measures a different spin componen
servable than Bob on a channel particle and Alice sub
quently obtains one of the eigenvaluesr 2 or r 3 when she
measuresR. Bob’s measurement outcome, either 0 or 1, w
be compatible with just one of these eigenvalues, assum
no intervention by Eve. But after Eve’s measurement, b
of these eigenvalues will be possible outcomes of Alic
measurement. So Alice’s retrodictions of Bob’s measu
ment outcomes for the subsequenceS23 will not necessarily
correspond to Bob’s records. In fact, it is easy to see tha
Eve measuressx or sz randomly on the channel particles, o
if she measures a particular one of the observablessx , sy ,
or sz on the channel particles~the same observable on eac
particle!, the probability of detection in the subsequenceS23
is 3

8.
In the subsequenceS14, the 0 and 1 outcomes of Bob’

measurements correspond to the outcomesr 1 and r 4 of Al-
ice’s R measurements. If, following their public communic

FIG. 1. Quantum circuit for key distribution protocol.

TABLE II. sx , sz measurement outcomes correlated with
genvalues ofR.

sx sz

r 1 0 0
r 2 1 0
r 3 0 1
r 4 1 1
9-2
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tion about the subsequenceS23, Alice and Bob agree tha
there has been no monitoring of the channel particles by E
they use the subsequenceS14 to define a shared raw key.

Note that even a single disagreement between Alice’s
rodictions and Bob’s records is sufficient to reveal that
channel particles have been monitored by Eve. This diff
from the eavesdropping test in the Ekert protocol. Note a
that Eve only has access to the channel particles, not
particle pairs. So no strategy is possible in which Eve
places all the channel particles with her own particles a
entangles the original channel particles, treated as a si
system, with an ancilla by some unitary transformation, a
then delays any measurements until after Alice and Bob h
communicated publicly. There is no way that Eve can ens
agreement between Alice and Bob without having acces
the particle pairs, or without information about Bob’s me
surements.

The key distribution protocol as outlined above solves
key distribution problem but not the key storage problem
Bob actually makes the random choices, measuressx or sz ,
and records definite outcomes for the spin measurement
fore Alice measuresR, as required by the protocol, Bob’
measurement records—stored as classical informatio
could in principle be copied by Eve without detection. In th
case, Eve would know the raw key~which is contained in
this information!, following the public communication be
tween Alice and Bob to verify the integrity of the quantu
communication channel.

To solve the key storage problem, the protocol is modifi
in the following way: Instead of actually making the rando
choice for each channel particle, measuring one of the s
observables, and recording the outcome of the measurem
Bob keeps the random choices and the spin measurem
‘‘at the quantum level’’ until after Alice announces the ind
ces of the subsequenceS23 of her R measurements. To d
this, Bob enlarges the Hilbert space by entangling the qu
tum state of the channel particle via a unitary transformat
with the states of two ancilla particles that he introduc
One particle is associated with a Hilbert space spanned
two eigenstates,ucs(x)& anducs(z)&, of a choice observableC.
The other particle is associated with a Hilbert space span
Pr
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by two eigenstates,up↑& andup↓&, of a pointer observableP.
~See Ref.@6#, footnote t, or Ref. @7# for details of how to
implement the unitary transformation on the enlarged Hilb
space.!

On the modified protocol~assuming the ability to store
entangled states indefinitely!, Alice and Bob share a large
number of copies of an entangled four-particle state. Wh
they wish to establish a random key of a certain length, Al
measuresR on an appropriate number of particle pairs in h
possession and announces the indices of the subsequ
S23. Before Alice announces the indices of the subseque
S23, neither Alice nor Bob have stored any classical info
mation. So there is nothing for Eve to copy. After Alic
announces the indices of the subsequenceS23, Bob measures
the observablesD and P on his ancillas with these indice
and announces the eigenvalueup↑& or up↓& as the outcome of
his s(x) or s(z) measurement, depending on the eigenva
of D. If Alice and Bob decide that there has been no eav
dropping by Eve, Bob measuresD and P on his ancillas in
the subsequenceS14. It is easy to see that the ABL rule
applies in this case, just as it applies in the case where
actually makes the random choice and actually records d
nite outcomes of hiss(x) or s(z) measurements before Al
ice measuresR. ~In fact, if the two cases were not equivale
for Alice—if Alice could tell from her R measurements
whether Bob had actually made the random choice and
tually performed the spin measurements, or had me
implemented these actions ‘‘at the quantum level’’—the d
ference could be exploited to signal superluminally.!

There are clearly other possible ways of exploiting th
case to implement a secure key distribution protocol~involv-
ing all three spin component observables, for example!, but
the principle is similar. It would seem worthwhile to con
sider whether other applications of pre- and postselec
might be applied as a tool in quantum cryptology.
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