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Quantum cryptography using larger alphabets
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Group of Applied Physics, University of Geneva, CH-1211 Geneva 4, Switzerland

~Received 1 November 1999; published 16 May 2000!

Like all of quantum information theory, quantum cryptography is traditionally based on two-level quantum
systems. In this paper, a protocol for quantum key distribution based on higher-dimensional systems is pre-
sented. An experimental realization using an interferometric setup is also proposed. Analyzing this protocol
from the practical side, one finds an increased key creation rate while keeping the initial laser pulse rate
constant. Analyzing it for the case of intercept/resend eavesdropping strategy, an increased error rate is found
compared to two-dimensional systems, hence an advantage for the legitimate users to detect an eavesdropper.

PACS number~s!: 03.67.Dd
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I. INTRODUCTION

Reliable transfer of confidential information is becomi
more and more important. The only means, mathematic
proven to be secure, is the one time pad@1#, in which the
sender, Alice, and the receiver, Bob, need to share a com
secret key. This key is used to en- and decode the se
message. Quantum key distribution~QKD! is known to pro-
vide the one time pad with the required secret key@2#. Based
on the nonclassical features of quantum mechanics, it
vides the distribution of the key in a way that guarantees
detection of any eavesdropping. Roughly speaking, since
not possible to measure an unknown quantum system w
out modifying it, an eavesdropper manifests itself by int
ducing errors in the transmission data. After the final tra
mission, a suitable subset of data is used to estimate the
rate. If the error rate is found to be below a certain thresh
Alice and Bob can proceed using the remaining data to
tablish a secret key by means of error correction and priv
amplification @3#. Otherwise, they will decide that the da
are not secure and start a new data transmission.

During the last years several quantum key distribut
protocols based on two-level systems~qubits! have been
published @4,5#. The connection between the quantum
error rate~QBER! and the maximum amount of informatio
the eavesdropper might have attained has been investig
both in the case of incoherent and coherent~joint measure-
ment of more qubits! eavesdropping attacks@5,6#, and the
shortening of the raw key due to error correction and priva
amplification has been calculated@7#. There is one interest
ing thing to note: all work, not only in the case of quantu
key distribution but in quantum information theory in ge
eral, has thus far mainly been based on qubits~for excep-
tions, see, e.g.,@8#!. It should be mentioned that the use
variables with continuous spectrum has been investigated
tensively in the last years, see, e.g.,@9#. Here we are, how-
ever, only concerned with variables taking discrete valu
The reason why higher discrete alphabets have not been
sidered up to now is probably easy but not very scienti
classical information theory is based on bits. Indeed, the
largement to higher alphabets is of no interest in the class
case, since it does not hold any advantage.

From the experimental side, a number of prototyp
based on qubits, have been developed, demonstrating
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ly

on
ret

o-
e
is
h-
-
-
ror
,

s-
y

n

t

ted

y

n-

s.
on-
:
n-
al

,
hat

QKD not only works inside the laboratory, but outside, und
real conditions, as well@10#. Thus, quantum key distribution
together with the one time pad, could already today prov
an alternative to the traditional public key systems wh
security is based on computational complexity, which m
turn out to be insecure. However, using present technolo
the prototypes, especially those, adapted to ‘‘long’’ transm
sion distances of tens of kilometers, still suffer from low k
creation rates of some hundred Hz. This could be impro
by a factor of 10 by sending single-photon Fock states
stead of faint laser pulses~containing only 0.1 photon pe
pulse!, and by increasing the initial pulse rate; however, t
drawback is more and more severe technical demands.

In this paper, we propose a QKD protocol using a larg
alphabet and analyze it in terms of key creation rate a
security against eavesdropping. Surprisingly and in opp
tion to the classical treatment of information, we find som
important differences when passing from the two- to t
higher-dimensional case. Since each photon carries mor
formation, we find an increase of the flux of informatio
between Alice and Bob while keeping the initial pulse ra
constant. Beyond and even more important, a first eav
dropping analysis considering the strategy of interce
resend shows advantages of this protocol with respect to
tocols based on qubits.

The paper is arranged in the following way: In Sec. II, w
introduce our proposal and investigate it in terms of secu
against eavesdropping. After this theoretical part, we pres
an experimental realization~Sec. III! and discuss some fur
ther extensions of our idea~Sec. IV!. Finally, a short conclu-
sion is given in Sec. V.

II. QUANTUM KEY DISTRIBUTION USING LARGER
ALPHABETS

Higher-dimensional quantum systems have already b
investigated in order to generalize tests of local realism o
the context of the Kochen-Specker theorem~@11,12# and ref-
erences therein!. However, up to now, like its classical coun
terpart, quantum information theory has essentially be
based on bits~qubits!.

Here we investigate the use of higher spins for QKD. O
can imagine a whole variety of new protocols; for examp
usingn nonorthogonal states, wheren is the dimension of the
©2000 The American Physical Society08-1
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space. However, the state identification becomes more
more difficult since it has to be done with positive opera
valued measure~POVM! measurements@13#. Another possi-
bility is using m different bases, each withn orthogonal
states, wheren is the dimension of the space. In this fir
approach we will limit ourselves to a protocol, using tw
bases and four orthogonal states per basis.

A. QKD: The Bennett-Brassard 1984 protocol„BB84…
in four dimensions

The protocol known as the BB84 was originally intend
for two bases, each one with two orthogonal states~qubits!,
but it may without difficulty be extended to a four-level sy
tem or the so-called quantum quarts~qu-quarts!. As in the
qubit case, Alice first chooses in which of two bases s
wants to prepare her state, and second she has to d
which state to send. In the qu-quart case Alice has to cho
between four different states, whereas in the qubit case
has to choose between two different states. Each of the
bases are chosen with equal probability, and each sta
again chosen with equal probability. In other words, in t
four-dimensional case, each of the possible eight states
pear with probability 1

8 , whereas in the traditional two
dimensional case, the probability is1

4 .
The first basis can always be chosen arbitrarily as

uca&,ucb&,ucg&,ucd&, ~1!

where the states satisfyu^c i uc j&u5d i j . The second basis ha
to fulfill a certain requirement with respect to the first bas
namely, thatu^c i uf j&u5

1
2 . This requirement makes the pro

tocol symmetric which insures that the eavesdropper is
given any advantage. There are several choices of b
which may fulfill this requirement, but in the following th
basis is assumed to be

ufa&5 1
2 ~ uca&1ucb&1ucg&1ucd&),

ufb&5 1
2 ~ uca&2ucb&1ucg&2ucd&),

~2!
ufg&5 1

2 ~ uca&2ucb&2ucg&1ucd&),

ufd&5 1
2 ~ uca&1ucb&2ucg&2ucd&).

These states satisfyu^f i uf j&u5d i j . Furthermore, the overlap
between any state from the first (c-) basis with any state
from the second (f-) basis is seen to be12 as required.

Bob will every time he receives a state choose to meas
either in thec- or thef- basis. At the end of all the trans
missions Alice and Bob will, as in the qubit case, have
public discussion where they single out the transmiss
where they have used the same basis. Since they both m
random choices, on average1

2 of the transmission has to b
discarded. If no eavesdropper is present Alice and Bob
now share a random string ofa,b,g, and d ’s, where the
various letters are taken to be the subscript of the states,
uca& and ufa& are identified as the letter ‘‘a,’’ etc. Thus, if
Bob initially maden detections, he ends up withn/2 quarts,
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which is, in terms of information contents, equivalent ton
bits. This key can now directly be used to encode a se
message using the one time pad. Note that the one time
is not restricted to bits, but that any alphabet can be us
see, e.g.,@1#.

B. Eavesdropping: InterceptÕresend

During the public discussion Alice and Bob extract a su
set of data which is compared in public. This discuss
leads to an estimate of the error rate induced by the pres
of an eavesdropper. The data revealed during the discus
is afterwards discarded.

The simplest possible eavesdropping strategy is
intercept/resend strategy, in which Eve~the eavesdropper!
intercepts the transmissions from Alice to Bob, performs
measurement and, according to the outcome of her meas
ment, she prepares a new state and sends it on to Bob. I
following only the cases where Alice and Bob use the sa
basis are considered, since the ones where they use diffe
bases are discarded during the public discussion.

Suppose Alice sends the stateuca&. If Eve performs her
measurement in thec basis she will find the stateuca& and
she will prepare a newuca& state and send it to Bob. Henc
Eve introduces no errors and Bob finds the correct state
instead Eve measures in thef basis, she will with equal
probability, 1

4 , find one of the four differentf states and pas
it on to Bob. For any of thef states Bob will only find the
correct state,uca&, with probability 1

4 , which means that with
probability 3

4 he will get the wrong state, hence an error.
For the following discussions it is convenient to introdu

a more formal measure of information. The relevant info
mation measure here is Shannon information@14#, which by
tradition is measured in terms of bits. The Shannon inform
tion is for qubits bounded between 0 and 1 bit, since e
qubit can carry one bit of information. However, for the q
quarts, the Shannon information is bounded between 0 a
bits, since each qu-quart can carry 2 bits of information.
obtain 0 bits of course means obtaining no information, a
1 bit or 2 bits, respectively, means having full informatio
The general form of the Shannon information is

I S5H 11H~p1 , . . . ,pn! for qubits

21H~p1 , . . . ,pn! for qu-quarts,
~3!

where H(p1 , . . . ,pn) is the entropy function defined a
H(p1 , . . . ,pn)5p1log2 p11•••1pn log2 pn , and p1 , . . . ,pn
is the probability distribution of the possible outcom
1, . . . ,n.

Above it was argued that the eavesdropper learns
rectly half of the transmissions when using the interce
resend strategy. The formal definition of Shannon inform
tion leads for the qu-quart case to

I S
45 1

2 @211 log2110 log2010 log2010 log20

1 1
2 @21 1

4 log2
1
4 1 1

4 log2
1
4 1 1

4 log2
1
4 1 1

4 log2
1
4 #

51 ~4!

as expected, since half of the times Eve learns 2 bits and
of the times she learns 0 bits, leading to an average of 1
which is 1

2 half of the transferred information.
8-2
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Calculating Eve’s amount of Shannon information for t
qubit case leads to

I S
25 1

2 @111 log2110 log20#1 1
2 @11 1

2 log2
1
2 1 1

2 log2
1
2 #

5 1
2 . ~5!

This means that also in the qubit case the eavesdro
learns on average only12 of the transfered information; how
ever, she will introduce a smaller error rate of only one o
of four transmissions@3#. To conclude, the eavesdropp
gains the same fraction of information whether using q
quarts or qubits; however, the qu-quarts do hold an adv
tage for Alice and Bob, since the eavesdropper introduce
higher error rate,38 compared to1

4 , in order to obtain the
same amount of information@15#. From now on, we will
refer to the quantum error rate in the general case as qua
transmission error rate QTER.

The intermediate basis

As in the qubit case Eve may also choose to perform
measurement in what is known as the intermediate ba
instead of using the same bases as Alice and Bob@3#. Eaves-
dropping in the intermediate basis is the simplest exampl
an eavesdropping strategy which gives the eavesdro
probabilistic information.

In the extended BB84 protocol the intermediateu basis is
defined with the following requirements:

u^u i uc i&u5u^u i uf i&u5maximum value,

u^u i uc j&u5u^u i uf j&u5minimum value, for all iÞ j . ~6!

The two vectorsuc i& and uf i& define a plane. The vecto
which gives the same maximum overlap, is the one with
same minimum distance to both of them, which is

uu i&5N~ uc i&1uf i&), ~7!

whereN is the normalization constant. This argument lea
to the following intermediate basis:

uua&5
1

2A3
~3uca&1ucb&1ucg&1ucd&),

uub&5
1

2A3
~ uca&23ucb&1ucg&2ucd&),

~8!

uug&5
1

2A3
~ uca&2ucb&23ucg&1ucd&),

uud&5
1

2A3
~ uca&1ucb&2ucg&23ucd&),

which satisfiesu^u i uu j&u5d i j and which has the following
overlaps:
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u^u i uc i&u5u^u i uf i&u5
3

2A3
,

~9!

u^u i uc j&u5u^u i uf j&u5
1

2A3
.

Assume that Alice sends the stateuca& and Eve measure
in the intermediate basis, i.e., theu basis, then she will find
the following outcomes with the corresponding probabilitie
P(ua)5 3

4 andP(ub)5P(ug)5P(ud)5 1
12 . These probabili-

ties give Eve the following Shannon information:

I S
45~21 3

4 log2
3
4 13 1

12 log2
1

12 !'0.792, ~10!

and she will give rise to the following error rate: with prob
ability 3

4 Eve will send to Bob the stateuua& and with prob-
ability 1

12 she will send himuub&, uug&, or uud&. This gives
Bob the following probability of finding the correct stat
~remember that Alice sentuca&, and it is assumed that Bo
measures in thec basis! 3

4
3
4 13( 1

12
1

12 )5 5
8 . This means that

even if Eve measures in the intermediate basis, she will
troduce the same error rate, namely,3

8 .
Comparing this strategy on the qu-quarts with the equi

lent strategy on qubits: In the qubit case Eve has probab
P(s)5(22A2)/4'0.146 for successfully identifying the
state, leading to an amount of Shannon information of

I S
25F11S 22A2

4 D log2S 22A2

4 D
1S 12

22A2

4 D log2S 12
22A2

4 D G'0.399 ~11!

and a QBER of14 . To compare the information gained by th
eavesdropper in the two cases, we have to consider
much information she has on the whole string. Suppose
Alice has sentn qu-quarts, then Eve has 0.792n bits of in-
formation on the whole string. In order to transmit the sa
amount of information to Bob using qubits, Alice has to se
2n qubits since each qubit carries half the amount of inf
mation of a qu-quart. This means that in the qubit case E
would obtain 2n30.39950.798n bits of information. Again
this shows that in the case of a larger alphabet the eavesd
per will introduce a higher error rate, the same as in the c
treated before in Sec. II B, in order to get a compara
amount of information. The issue of optimal eavesdropp
on the higher alphabet will be discussed in a future publi
tion @16#.

C. Mapping onto a two-dimensional key

Classically a larger alphabet like the one used here m
simply be viewed as an encoding of bits, for example,a
500, b501, g510, andd511. Alice and Bob can also in
this case choose to view the higher alphabet as a sim
encoding of bits. However, the following example show
that they have to be careful about when they perform
translation. Suppose that the eavesdropper has used th
termediate basis,1 then she will have obtained each qua
correctly with probability3

4 . This means that on average Ev
will have three out of four quarts correctly; however, s
8-3
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FIG. 1. Schematical setup for four-lette
quantum key distribution. See text for a detaile
description.
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does not know which ones she has correctly and which o
are wrong. Now suppose that Alice has sent the follow
string of a,b,g, andd:

Alice: adbagddbgabd . . . ,

but that Eve has the string

Eve: adgagbdbgaad . . . .

It is easily seen that 3 out of 12 are wrong in Eve’s string
that she has9

12 5 3
4 correct.

Assume now that Alice and Bob want to map the fou
dimensional key onto a binary one. Using the above giv
example, Alice’s new string reads

Alice: 00 11 01 00 10 11 11 01 10 00 01 11 . . . .

Doing the same with her sequence of quarts, Eve ends
with

Eve: 00 11 10 00 10 01 11 01 10 00 00 11 . . . .

Notice that here Eve has424 5 1
6 bits wrong, or five out of six

bits correct. This is due to the fact that the errors occurring
Eve’s string are no longer independent, but depend on e
other in the respective blocks. Beyond, this the processe
error correction and privacy amplification do not apply
this case. This means that Alice and Bob have to perfo
this process in the higher alphabet, and only perform
translation to bits at the very end when the eavesdropper
no information on the string shared between them.

It is important to realize that Alice and Bob should n
even discuss how the translation should be done until a
error correction and privacy amplification, since this info
mation may give an advantage to the eavesdropper. Ass

1The same cannot be illustrated considering the eavesdrop
strategy where Eve uses the same basis as Alice and Bob, sin
that case she has either full information about the quart sen
Alice or no information at all.
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that Alice and Bob before starting the transmissions of
quarts have decided for the bit-encoding that is given abo
In designing the optimal eavesdropping strategy, Eve m
use this knowledge to give different weight to the vario
states. Suppose, for example, Alice sends ana. Eve will with
the highest possible probability try to identify that Alice se
an a, since in that case she has learned both bits corre
Failing to make the correct identification, and instead obta
ing b or g will however still give her one bit correct
whereas findingd gives her only errors. As a consequen
Eve will give more weight tob andg, than tod. However,
this is very different from eavesdropping on the higher
phabet, where obtaininga is correct, but any other letterb,
g, or d is equally wrong.

III. EXPERIMENTAL REALIZATION

In the following, the given states are given physical mea
ing and a possible experimental realization for a four-let
alphabet is presented. It is important to notice that gener
zation to arbitrarily large alphabets is in principle possibl

Alice is in possession of an apparatus~see Fig. 1! that
allows her to route an incoming photon~or faint laser pulse!
emitted at timet0 to one of four different delay lines. This
task can be accomplished by using an optical switch. Us
another switch, the light traveling via the chosen delay line
then injected~at timesta , . . . ,td) into the output port of the
device. This apparatus thus allows Alice to create single p
tons in four different time slots, which we identify with th
statesuca&, . . . ,ucd&. To distinguish the four states of thec
or time basis, it suffices to measure the arrival time of
photons with respect tot0. Bob’s analyzer thus simply con
sists of a photon detector and a fast clock.

In order to create one of the four states belonging to thf
or energy basis, Alice has to prepare a coherent superpos
of the four emission times with appropriate phase diff
ences. Hence, the first switch in the preparation device ha
be replaced by a symmetric 134 optical coupler. Using the
coupler depicted in Fig. 2@11# and phasesaA , . . . ,dA , it is
not difficult to show that it is possible to create the desir
states ufa&, . . . ,ufd&. For instance, choosingaA50, bA
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5p/2, gA50, and dA52p/2 leads~neglecting an unim-
portant overall phase! to the creation ofufa& @17#. In order to
distinguish the four states of the energy basis, Bob ha
have a device that coherently recombines the pulses arri
at timesta , . . . ,td and then make them interfere in such
way that each state leads to completely constructive inter
ence in specific output port, hence to a detection by a dif
ent detector. The device thus consists of an optical sw
that routes the pulse arriving first to a long delay line, t
pulse arriving second to a shorter one, etc. in a way that
delay difference introduced by Alice will be exactly compe
sated. Using the already mentioned 434 coupler and phase
settings aB50, bB52p/2, gB50, and dB5p/2, it is
straightforward to show that each state indeed leads to de
tion in a different detector~i.e., ufa& leads to detection in
Da , etc.!.

IV. DISCUSSION AND EXPERIMENTAL EXTENSIONS

As stated in the Introduction, one of the motivations f
considering higher-dimensional systems for QKD is the
crease of information per photon. This leads after error c
rection and privacy amplification of the high-dimension
~more-than-two-dimensional! key to a larger binary key. Be
yond this, the important point of our proposal is that t
mentioned speedup goes along with an increasing quan
transmission error rate introduced by eavesdropping. Un
tunately, this advantage of easier detection of an unleg
mized third person is somewhat hidden by a higher QT
introduced by Alice and Bob themselves. That is, the lar
number of simultaneously active~and noisy! detectors en-
genders a higher probability that one detector sees a
count while a photon is expected to arrive. However,
believe that as long as those errors are small, QKD us
higher alphabets could still be advantageous compare
two-level systems.

Attention should be drawn to several interesting ext

FIG. 2. Bulk- and fiber-optical realization of a symmetric
34 coupler.
u-
.

06230
to
ng

r-
r-
h

e
e

c-

r
-
r-
l

m
r-
i-
R
r

rk
e
g
to

-

sions of this proposal. First of all, similar to QKD schem
based on two-level systems, it is possible to find
‘‘plug&play’’ system @18# using time multiplexed interfer-
ometry to realize systems of higher dimensions as well,
advantage being that there is no need to equalize the
differences of different interferometers. Second, our propo
can easily be extended to photon correlation experiment
well ~for proposals in the domain of fundamental physic
see, i.e.,@11,12#!. To give an example, higher-dimension
secret sharing@19# could be realized in the following way
One could pump a nonlinear crystal with a laser pulse, h
ing traveled via one out of n delay lines, or a coherent
perposition of n delay lines, respectively. Similar to the ca
treated here, the created photon pair would then be descr
either in a time, or an energy basis. After having separa
the two photons, each one is then analyzed in one of the
bases~in this context, see@20,21#!.

V. CONCLUSION

We proposed to enlarge the dimensions of quantum s
tems for quantum key distribution and analyzed a proto
based on four orthogonal states in two different bases
terms of information transfer and introduced errors by
intercept/resend eavesdropping attack. Since every par
now carries more information, we find an increased flux
information which can be turned into an increased binary k
creation rate. Beyond this, the quantum transmission e
rate introduced by an eavesdropper for a given amoun
acquired information is much higher than in the qubit ca
Furthermore, we proposed an experimental realization us
an interferometric setup. Even if the quantum transmiss
error rate introduced by the noise of the detectors is hig
than in the qubit case, the new protocol will still be adva
tageous compared to two-level systems as long as thes
rors are small.

Besides these more practical considerations, the most
portant point of our proposal is that, in opposition to
classical counterpart, quantum information theory, at le
quantum key distribution, changes when passing from tw
dimensional to higher-dimensional systems. We thus beli
that it might be interesting to consider other applicatio
from this point of view as well.
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