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Identity verification in quantum key distribution
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The security of the previous quantum key distribution protocols, which is guaranteed by the laws of quantum
physics, is based on legitimate users. However, impersonation of the legitimate communicators by eavesdrop-
pers, in practice, will be inevitable. In this paper, we proposed a quantum key verification scheme, which can
simultaneously distribute the quantum secret key and verify the communicators’ identity. Investigation shows
that this proposed identity verification scheme is secure.

PACS numbegs): 03.67.Dd, 03.65.Bz

[. INTRODUCTION key preservation are important as well as the quantum key
distribution. In the following we describe these procedures.
Since the first finding that quantum effects may protect The quantum key distribution is defined as a procedure
privacy information transmitted in an open quantum channehllowing two legitimate users of a communication channel to
by Wiesner{1], and then by Bennett al.[2], a remarkable establish two exact copies, one copy for each user, of a ran-
surge of interest in the international scientific and industrialdom and secret sequence of bits. The quantum key distribu-
community has propelled quantum cryptography into maintion employs quantum phenomena such as the Heisenberg
stream computer science and physics. Furthermore, quantuamcertainty principle and quantum corrections to protect dis-
cryptography is becoming increasingly practical at a fastributions of cryptographic keys. QKD is a technique that
pace. Quantum cryptography is a field which combines quanpermits two parties, who share no secret information ini-
tum theory with information theory. The goal of this field is tially, to communicate over an open channel and to establish
to use the law of physics to provide secure information exbetween themselves a shared secret sequence of bits. The
change, in contrast to classical methods based dona  presented QKD protocols are provably secure against an
prover) complexity assumption. Current investigations of eavesdropping attack, in that, as a matter of fundamental
guantum cryptography involve three aspects: the quanturprinciple, the secret data cannot be compromised unknow-
key distribution (QKD) [3-21], quantum secret sharing ingly to legitimate users of the channel. Three ingenious pro-
[22,23, and quantum bit commitment and its applicationtocols in the quantum key distribution have been proposed,
[24-24. In particular, the quantum key distribution becameand their security was warranted by the corresponding law of
especially important due to technological advances whiclquantum physics. The first, by Bennett and Bras$atdre-
allow their implementation in the laboratory. Several quan-lies on the uncertainty principle of quantum mechanics to
tum key distribution protocols have been proposed; thre@rovide key security. The security guarantee is derived from
main protocols of these are the BB84 proto®), B92 pro-  the fact that each bit of data is encoded at random on either
tocol [4], and EPR protocd]5]. The first quantum key dis- one of a conjugate pair of observables of a quantum me-
tribution prototype, working over a distance of 32 cm in chanical object. Because such a pair of observables is sub-
1989, was implemented by means of laser transmitting ifjected to the Heisenberg uncertainty principle, measuring
free spacd6]. Soon experimental demonstrations by opticalone of the observables necessarily randomizes the other. A
fibers were set up7]. After that, many works on the quan- further elegant technique has been proposed by HEkgrt
tum key distribution have been presented, which cover threwhich relies on violation of the Bell inequalities to provide
aspects:(a) theoretical and experimental investigation of the secret security. And the third technique, devised by Ben-
QKD protocols[8-10], (2) security of QKD protocols and nett[4], is based on the transmission of nonorthogonal quan-
detection of eavesdroppdisl—16, and(3) investigations of tum states.
QKD used in practical applicatiofd7-20. The cryptography and the cryptoanalysis are always a pair
To obtain a secure key, classic cryptography provides &ontradiction. Once a cryptographic protocol is proposed, an
technology, called key management. It includes key generseavesdroppe(Eve) will try to break it. Quantum cryptogra-
tion, key distribution, key preservation, key verification, key phy is also no exception. With the quantum key distribution
copying, key destruct, etc. In a practical application anyprotocols presented, several attack strategies have been pro-
single procesgfor example, key distributioncannot com-  posed, such as an intercept and resend scHéMeéeam-
pletely guarantee the security of the key. In contrast to classplitting scheme[6], entanglement scheme4], quantum
sic key management, we propose the concept of quanturppying[15,16], etc. Investigation show that the QKD pro-
key management. Currently, quantum key management irtocols are secure under all presented attacks. It is appropriate
cludes quantum key generation and distribution, quantunto emphasize the limitation of the presented attack strategies
key preservation(QKP), and quantum key verification which are restricted by quantum attack strategies.
(QKV). To guarantee the security of the quantum key in Quantum key preservation is defined as a procedure of
practical applications, quantum key verification and quantunpreserving quantum qubits which correspond the secret key
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between legitimate communicators. Ekert proposed a methoguantum identity verification. Both the identity verification
of preservation quantum key using entanglement pairs, Biand quantum key distribution are used in our secure verifi-
ham et al. also proposed a method of preservation of thecation protocol. There are two phases in the quantum identity
guantum key using quantum memofg21]. However, be- verification protocol. The initial phase is completed at the
cause the current technology cannot preserve the quantukey information center to set up the system, and the verifi-
states for long times, the proposed methods are not appléation phase is executed between the two communication
cable. Currently, the quantum key is preserved by transferparties to achieve mutual verification and exchange the se-
ring the quantum states to a set of binary bits. This providesure quantum key.

Eve a change to eavesdrop on the key, because the preserva-

tion of the classic key cannot prevent eavesdropping. A. Initial phase

Quantum key verification is defined as a procedure of In this ph h hnol f Bihatral. [21
verifying the authenticity of the obtained key. The security !N this phase, we use the technology of Bihamral.[21],
which uses quantum memory. For implementation of qubits

of the previous QKD protocols, which is guaranteed by the h J ; ot Th

law of quantum physics, is based on the legitimate users. it quantum memorél the reader may refer tog{ f]' e K

practice, the impersonation makes the communicators ha mmunicators and the center are composed of a network.
hen the secure network system is set up, the information

to take action against eavesdroppers; an efficient way is t d th X Al d Bob. will
verify the communicators’ identity. Unfortunately, there is CNter and the communicators, Alice and Bob, will execute
the following steps.

no known way to initiate quantum identity verification in . o L
y g y (1) Alice and Bob send the center their identifications

previous protocols. In addition, the presented QKD protocols

are completely insecure under the men-in-middle attacklPa1Dg to register this secure network. Then the center sets

When the legitimate communicator Alice communicates'P quantum channel between Alice and the center, and

with the legitimate communicator Bob, Eve intercepts allPetween Bob and the center. .

qubits sent by Alice, and communicates with Bob by imper- () The center prepares two singlet EPR pairs. These EPR
sonating Alice. Finally, Eve obtains two key§,g,Kgg, pairs may be expressed as

whereK 5g represents the secret key between Alice and Eve, 1

andK g represents the secret key between Bob and Eve. As |® o) = \/:(|Talc>_|laTc>)u (1)

a result Eve can easily decrypt the ciphertext sent by Alice or 2

Bobh. Of course, communicators may use classic verification

technologies to prove the legitimate communicators’ iden- 1By = \/E(H Lo —1LsTe)
tity. However, because Alice and Bob cannot simultaneously be 2'!'bve ble/l:
complete the identity verification and quantum key distribu-

tion, Eve may avoid the identity verification procedure. So,The state of the whole system is
practically, quantum key verification is necessary in quantum
key management.

In this paper, we propose a quantum key verification
scheme to guarantee the security of quantum key obtained by
the quantum key distribution. Our scheme uses a believablehere the subscripta,b,c denote the particlegfor Alice,
information center in the initial phase, because quantum kefob, and the centgrEquations1)—(3) may be rewritten as
verification needs a sharing message between the legitimate
users to confirm the communicators’ identity. The informa- \ﬁ
tion center is responsible neither for mutual verification nor [ ®ac)= §(|/a\0>_|\a/6>)’ )
for the generation and distribution of quantum keys. The role
of this center is to simply help the legitimate users obtain the 1
sharing message. Once the legitimate communicators obtain |Dpe) = \[5(|/b\c>— INob ")) (5)
the sharing message, the information center does not need in
any further communication. Of course, the information cen-

. ) e and
ter is not necessary in the initial phase, because the commu-
nicators may use other methods to obtain a sharing message,

1
e.g., the secure channel. [Papy =5 (|7 N\e) = [Na )@ (L 6\ =[N ),
(6)

where|7),||) are the eigenstates &, and|,7),]\,) are

In what follows we propose a quantum key verification . - . . . .
scheme which can implement quantum identity verificationthe eigenstates &,. The first particle of each singlet pair is

. . sent to Alice and to Bob, respectively, while the center keeps
in a QKD protocol. It may be implemented by noncommutetge second of each singlet EPR pair.

guantum states or nonorthogonal quantum states with th . .
Heisenberg uncertainty principle. It also can be implemented (3) Alice and Bob randomly and independently measure

by EPR pairs associated with Bell's theorem. In this papertheir particles along th&, and S, axes(Alice’s and Bob's
we use an EPR pair with Bell's theore@7] to implement  measurement are logalwhereS, and S, are noncommute,

2

1
|(Dabc>:E(lTalc>_|laTc>)®(|Tblc>_|lec>) 3

II. QUANTUM KEY VERIFICATION SCHEME
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[“SZ ASX]=ihASy (7) B. Verification phase
The verification phase performs the identity verification

After finishing the measurement the corresponding state gtnd the quantum key distribution; it executes the following
Alice’s and Bob’s particles is in any of the four states Steps. . _ .
TN Step 1. Alice and Bob transfer the sharing K€y into a

(4) Check eavesdropping between Alice and the centeSequence of measurement basis. While Alice and Bob need
and between Bob and the center. Alice and Bob randomijo Verify their identification, or need to set up a new com-
choose some quantum states from the secquence of théftunication, they secretly transfer the preserved sharing key
quantum states, respectively, and check the correction dP @ sequence of measurement bases according to the afore-
quantum states like in the EPR protocol. hand appointment. After being transferred, Alice and Bob

(5) The center measures the eigenvalue of the total-spifbtain a sequence of sharing measurement biises

operator ) of the first pair, the second pair, etc., except for

o 1 2 n
the qubits for the detection of eavesdropping. The center MKl_{MKi'MKf' cooM Kg}' ©
must be able to keep the quantum states for a wlease _
the states do not arrive at the same time from Alice and/vhereM'Ki depends oK', i=1,2,...n. For example, if
1

Bob).

(6) The center tells Alice and Bob the measurement reAlice and Bob use the measurement basis of polarization

sults. If the result of the measuremensis 1, Alice and Bob photons which was used in the BB84 protocol, they may let

discard the transmission, because Alice and Bob cannot infépe bit "1” correspond to the rectilinear measurement basis

anything about the value of each other’'s quantum state&.nd 0 correspond_ to the dlag_qnal measurement ba5|s_, or
Even if they have the same axis, it cannot give a perfecY'Ce versa. Expressing the rectilinear measurement basis by

- A the symbol©® and the diagonal measurement basis by the
anticorrection along bot®, andS, axes. If the result of the y 2 g y

. . , symbol©, if the sharing key i¥;=001101, the sequence of
measurement is= 0, the two particles are projected onto the measurement baseshs =0 OO0
. .

singlet state, Alice and Bob keep their quantum states. In that

case Eqs(4) and (5) ensures that, if the two spins were Step 2. Alice and Bob set up a quantum communication

&Qannel. When Alice wants to communicate with Bob, Alice
and Bob need to set up a quantum channel. The transmitting
singlet state is zejo As a result, Alice and Bob can know quantum states in t_he guantum channel may be arbitrary, for
each other’s quantum states example, the polarization photon state or the phase correc-
(7) Alice and Bob tell eacH other the axis they ugédt tion states. In this protocol, we use the two-particle polariza-
not the bit valug When they used different axes, they dis- tion entanglement state. The state generated from a type-II

card the transmission. Whenever they used the same a
they know if their qubits are correlated or anticorrelated, and 1

they can judge the quantum states each other; e.g., if Alice P )= \ﬁ +el , 10
and Bob measure their particles aldBg when Alice’s state e 2(|T>a|l>b [L)elt)e) (10
is|1), Bob’s state id|).

(8) Alice and Bob keep the qubits which correspond to
s=0 with same axis as the raw sharing k€}. Proceeding
with the keyK; like the previous QKD protocol, e.g., the
BB84 protocol, one obtains the sharing kiky. Assuming
the sharing key has components, thek; may be expressed
as

values(the projection of the states with identical spins on the

X[@rametric down-conversion crystal can be writterf 28

wherea is a birefringent phase shift of the crystal, arid
and||) denote the horizontal and vertical polarization eigen-
states. Using appropriate birefringent phase shifts and polar-
ization conversion, one may easily convert the above state
into any of the four Bell states

N 1
[Wgen) = \[E(|Talb>i|laTb>) (11)
Ki={K1.K%, ... K. )
and
It is impossible for the center to know the sharing kéy
Because if the center projects on the singlet state, he does not £ o\ \F
get any information on Alice’s and Bob’s bits; if the center |[Peen) = E(HaTbﬁHalb))' (12
projects onto a different statgossibly entangled with his
own system, which cannot give perfect anticorrelation along In this proposed scheme, we use the state

both S, andS, axes, he will unavoidably introduce an error, 1

which Alice and Bob shall identify during the discussion. e\ \[

However, a cheating center can use the middle-attack strat- Wap)=|¥gen)= E(Haib)_'la%»' (13

egy described in the Introduction. So this proposed scheme

needs a believable center. After the legitimate users obtain Step 3. Alice chooses a random basis like in the EPR
the sharing keyK,, the information center will not need protocol for measuring one numbering of each EPR pair of
further communication between Alice and Bob. particles. The other particle of each EPR pair is measured by
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Bob in the next step. Alice’s measurement results in effecverification, the sharing kel is no longer used. The legiti-
determine, through the EPR corrections, a sequence of statasate users obtain a new sharing key from the qubits mea-
for Bob’s particles. sured byM. The method is the same as that of obtaining the
Step 4. Bob measures the received strings of quanturuantum key. Of course, one can directly take portion bits
states. Bob randomly measures the sequence of quantufidm the final quantum key as the sharing key. It is appro-
states by using two measurement balded!x , whereM is  priate to stress that the generation of the new sharing<key
the measurement basis for the quantum key distribution andoes not need the information center.
for obtaining a new identity sharing key, it is chosen ran- |n practical communications, because the noise effects,
domly like that in the EPR protocaM  is the measurement errors are inevitable in the quantum channel. If the errors are
basis for identity verification in the current communication. produced by Bob’s measurement, Bob tells Alice the error
Step 5. Alice and Bob check the eavesdropper. For secumgubits to overcome the noise effects. If the errors are pro-
communication, the legitimate communicators Alice andduced in transmission, Alice and Bob estimate the bound of
Bob need to first detect the eavesdroppers. Bob randomlgrrorse,, and consider it in the identity verification. While
chooses some measurement results measured by the\basighe error is more tham,, the communicators refuse each
for checking the correction of the EPR pair. Then the com-gther; otherwise, the communicators are legitimate. This pro-
municators judge the eavesdropping according to Bell'sedure may be finished in step 5.
theorem. It has been noted that the presented protocol cannot pre-
Step 6. Bob encrypts his results measuredMby, . Al-  vent voluntary attack. This is a drawback of quantum cryp-
though Bob does not know the quantum states measured lggraphy. How to prevent a voluntary attack needs further
Alice, it will not influence the identity verification. Express- investigation.
ing the substrings of quantum states for verification by

W) ={l¢1),

where| ;) represents a quantum state received by Bob, itis The proposed quantum key verification scheme can si-
determined by Alice’s measurement. The corresponding senultaneously distribute the quantum secret key and verify
quence number of quantum states) is N; in Alice’s whole  the communicators’ identity. Because the proposed scheme
qubit strings. After finishing the measurement, Bob obtainsincludes two phases, we analyze the security of the initial
phase and verification phase, respectively. It is noted that the

Wo)s o)}, (14 Ill. SECURITY ANALYSIS

|P) =M, V), (15  security of the sharing kel is very important, because the
insecurity of K; results in the insecurity of quantum key
where D) ={|¢1),|$2), ... |dn)} represents the measure- verification.
ment results under the measurement bablg,, |¢;) In the initial phase, the security derives from the security

= |\/|iKi ly), i=1,2,...n. Transferring|®;), i=1,2,...n of the. EPR protocol, and reI.ies on the fac_t that the §inglet

1 state is the only state for which the two spins are anticorre-
lated both inS, and in theS, basis. In fact, the security of
this phase is the same as the ERP protocol. The reasons are

into binary bit stringam according to the aforehand appoint-
ment, and then encrypting andN; by K;, Bob obtains the

ciphertext the following: (1) the channels between Alice and the center,
y= EKl(maNi)- (16) an_d between Bob and the c_enter,. are set up by EPR p?)rs.
Alice and Bob measure their particles randomly alongShe
Bob sends Alice the ciphertext and S, axes (Alice’s and Bob’s measurements are local
~ Step 7. Verifying Bob’s identity. Having received Bob’s BecauseS, andS, are noncommute, and Alice and Bob only
ciphertexty, Alice decrypts it, show the measurement directions, Eve cannot obtain the
D1 sharing key(3) The entanglement attack strategy is not suc-
m*,N;= EKl(Y)' (17 ceed. It has been studied in REZ1]. So the sharing kei{;

. ) is secure. It needs to be stressed that the center needs to be
Alice compares her results witin', then gets the measure- pelievable, because the center can use the men-in-middle at-
ment basisM . If Ki=K;, Bob’s identity is true. tack strategy.

Step 8. Verifying Alice’s identity. After Alice decrypted In the verification phase, the QKD is provably secure be-
the ciphertext, Alice sends Bob the resuit. If m’=m, cause we use the previous QKD protocol. So in the follow-
Alice’s identity is true. ing, we mainly analyze the security of the verification pro-

Step 9. Alice and Bob distribute the quantum secret keycedure. We believe this scheme is secure for the following
If the communicators are legitimate, Alice and Bob distributereasons(1) Our protocol does not have the conspiracy prob-
the quantum secret key using the remainder qubits; the prdem of masquerading. If a forger wants to masquerade the
cess is the same as the EPR protocol. Finally, the legitimateser Alice or Bob to communicate with others, he must find
communications obtain a secure ki€y the sharing keyK;. However, it is difficult to obtain the

Step 10. Alice and Bob discard the sharing k&ys and  sharing secret because of the following two reasons. First,
set up a new sharing kelf,. After finishing the identity the sharing key is obtained by the quantum key distribution
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protocol which is provably secure. Second, the sharing key isious QKD protocols are based on legitimate users. This
used only one time; the eavesdropper does not know anyeans that legitimate communicators may be impersonated
information about the sharing key. In addition, Eve cannotby an eavesdropper. Although one can use the classic verifi-
get the ciphertexy described in Eq(17) by any way, be- cation protocol to verify the communicators’ identity, be-
cause one may use the one-time pad code, which was proveduse the verification procedure and the QKD procedure can-
to be unconditionally secure by C.E. Shann@).The quan- not be simultaneously implemented, Eve can escape the
tum attacking strategy is invalid. The reason is the same agerification procedure. In addition, the quantum key distribu-
the analysis for previous QKD protocols, because our prototion protocol is completely insecure under a men-in-middle
col uses the EPR pairs; the security relies on the correctioattack.
of the EPR particle and Bell's theorem. So the security of For circumventing the above drawback, we proposed a
our scheme equals the EPR protocol. quantum key verification scheme in this paper. Our scheme
There is a weakness in our protocol. The weakness of ouran simultaneously distribute the quantum secret key and
protocol is the preservation of the sharing key. Although theverify the communicators’ identity. The QKD is imple-
sharing key, obtained in the last time quantum communicamented by the previous EPR protocol; the verification pro-
tion, is provably secure, the preservation of the sharing kegedure is implemented by the symmetric cryptographic
has not prevented the possibility of attacking by eavesdropscheme with quantum effects. The presented scheme is prov-
pers like in classic cryptography, due to the fact that theably secure.
sharing key is preserved by transferring the quantum states to We use EPR effects with Bell's theorem to implement
a set of binary bits. In fact, this drawback exists in all sym-quantum identity verification. It can prevent impersonation
metric cryptographic systems. Of course, we can use EPBnd middle attack. Of course, it can also be implemented by
effects or other quantum effects, e.g., quantum memory, toaoncommute quantum states or nonorthogonal quantum
keep the common key, but the preservation time is very shodtates with the Heisenberg uncertainty principle. So identity
according to current technology. A long time correction ofverification in the BB84 protocol and in the B92 protocol
guantum states is needed in the future. may be done by using a similar procedure.
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