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Quantum cryptographic device using single-photon phase modulation
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We report a particular implementation of a quantum cryptographic device operating at 1540-nm wavelength
and involving interference between phase-modulated sidebands produced by a pair of phase modulators in the
transmitting and receiving modules. The principle of operation is described in terms of both classical and
guantum optics. The method has been demonstrated experimentally using a strongly attenuated semiconductor
laser diode. Single photon interference has been obtained with a fringe visibility greater than 90%, indicating
that the system can be used for quantum key distribufi®h050-294{9)06608-1

PACS numbgs): 03.67.Hk, 03.67.Dd, 42.79e

[. INTRODUCTION closely matched in path length one to each other. However,
the existence of a noninterfering signal, decreasing the maxi-
The objective of quantum key distribution is to exploit mum visibility interference of 50%, requires the use of time-
fundamental properties of quantum optics in order to share igated detection and polarization division to achieve high vis-
secret a random bit sequence—the key—between two user®jlity (0.99 [7]. Moreover, the interferometers must remain
Alice and Bob. Once the sharing is carried out, the two parStable in the presence of environmental perturbations, i.e.,
ties can exchange a message over a public channel by ethie path-length differences in the interferometers must be
crypting with the key a message of equal length. If the key ideld constant. Feed.back loops driving piezoelectric fiber
used only once, the message cannot be deciphered by &Hetchers set in the interferometers have been used to com-
eavesdropper, Eve, who does not possess theg Keyrhe  Pensate mechanical vibrations and thermal drift. However,
problem of this one-time-pad method is that the key must bé&lespite active compensation, transmissions have been re-
transmitted without any possibility of interception. If the key Ported to be limited to some few secondssec for a slow
distribution is effected by nonsecure transmission lines, théhermal drift that occurs at a rate of 0.6 rad/pisufficient
key can be detected by an eavesdropper without the knowRnly to demonstrate the possibility of key distribution over
edge of the legitimate users. 30 km of standard fibeff7]. An elegant method using Fara-
One of the most unexpected developments in quanturfi@y mirrors has been proposed to overcome the effects of
optics has been the demonstration of cryptographic key digpolarization fluctuations in the transmission lifg. Other
tribution schemes where security is guaranteed by fundamer@Pproaches, based on wavelength or frequency coding, have
tal laws of quantum mechanid®,3] instead of by math- also been proposed recenf§,10]. . .
ematical algorithms as in classical cryptographic methods. In We describe here a system that uses single photons with
quantum key distribution, the key is sent over a quantunPhase-encoded states and operating with a nonorthogonal
channel. If Eve taps the line, transmission errors occur due tfvo-state scheme. Phase-encoded states are produced by an
the quantum-mechanical nature of photons. To detect thedBtegrated electro-optic phase modulator set in the transmit-
errors, the legitimate users verify statistically a set of shared. which uses an attenuated semiconductor laser to produce
bits. If too many errors are detected in the verification pro-2 sequence of countable photons. Since to the best of our
cess, the users discard those bits. knowledge the method is new in the area of optical cryptog-
Such a polarization encoding method has been demoriaphy, we begin by explaining the principle of operation in a
strated in a free-space transmission in anticipation of poterGombination of classical and quantum terms. We introduce
tial applications to satellite secure communications, and in & appropriate version of a two-state protof@jland relate
transmission on standard optical fibg4s5]. One of the most  this to the ability to distribute a key in a secure fashion. We
spectacular results in terms of systems was the demonstr@lso report experimental results obtained at 1540-nm wave-
tion performed over a 22-km-long fiber submerged in Lakelength that show some interesting features of the method,
Geneva[6]. Unfortunately, fiber transmission inevitably especially its great simplicity.
leads to problems associated with polarization preservation if
standard single-mod_e fibers are used. Thus, in recent years, II. PRINCIPLE OF OPERATION
another quantum-optic method has seen increased interest. In
this second method, photons with delay-coded states are In the transmission system shown in Fig. 1, the transmit-
used. Encoding and decoding of the bit information areter (Alice) consists of an integrated electro-optic phase
implemented through optical delays introduced by a pair oimodulator PM powered by a single-frequency semiconduc-
fiber interferometers characterized by large optical pathtor laser operating at angular frequensy, referred to sub-
length differencegtypically 1 m) set in the emittefAlice)  sequently as the reference frequency. The laser output is
and the receive(Bob). The receiver can then recognize ev- strongly attenuated by a variable fiber attenudthis point
ery bit sent by the sender if the pair of interferometers isis discussed in greater detail later, since the attenuation re-
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Alice Bob lar frequency, and phase, respectively. This light field is sent
Laser source PM, PM, FP PC to Bob’s phase modulator, yielding a light field expressed as
T 1m [ ] YD | ]
| 'IH ] Ex(t)=E(t)expj[my sin(Q,t+ @5) ], 2
Attenuator
D) E whereg,(t) =m, sin((), t+d,) is the phase modulation pro-

duced by Bob’s modulator, witim,, Q,, and®, its ampli-

VvCO, vCO, tude, angular frequency, and phase, respectively. Setting

0,=0,=Q andm;=m,=m, we obtain

FIG. 1. Schematic diagram of the phase-modulation transmis- ) )
sion system. Eo(t)=Egexpj[wot+Asi{Qt+ (D +D,)/2}], (3)

quired differs from that of previously reported methpche ~ With A=2mcog(P,—®4)/2}. Finally, the light field at the
reference laser beam is phase-modulated by, Rihich is spectral filter output is the spe_ctrum in amphtqdeE@(t). It
driven by a voltage-controlled oscillator VG@perating ata an be calculated by expressing E8). as a series of Bessel
fixed frequency() but with a phasab, that can be changed functions. Recalling that

randomly between two states, namely 0 andor bit “0”

and “1,” respectively. These two phase states determine the
basis used by Alice. A random bit generat®y is used by
Alice to drive the phase of VCPQ At the output of Alice’s
modulator, light is phase-modulate.d, and sideband fr_equen- Jo(—A)=(—1)"J,(A),

cieswy+Q andQy— ) are induced in the spectrum of light.

The phase of those sideband frequencie js The receiver  whereJ,, is thenth-order Bessel function, E¢B) can also be
(Bob) consists of a second phase modulator,PiMven by a  written as

sine voltage provided by a voltage controlled oscillator

[’

exp(jA sing) = _2 J(A)exp(jnd) and

VCO, operating at the same frequenQy A random bit gen- *

erator G, switches the phasé, of that sinusoidal signal Ex()= X Jj[2mcog(P,—P,)/2}]E,
randomly between two values 0 amd These values will be e

used by Bob to recognize the bits sent by Alice, as will be xXexpj[(we+nQ)t+n(d,+D,)/12}]. (4

explained in Sec. Ill. When phase modulating the light, Bob

also generates sidebands in the spectrum, including two witAssuming the modulation deptim is much smaller than 1

frequencieswy+ ) and wo— () with phased,. Depending  rad, the expression fdE,(t) can be approximated as
on the value ofb, relative to®,, constructive or destructive

interference can occur between the sidebands generated byg,(t)~J,{2mcog (®,— ®,)/2]}Eq expj(wot)

Alice and Bob. To analyze such interference, Bob’s receiver

contains a Fabry-Pet interferometer FP and a photon —Ji{2mcog (P, —P1)/2]}Eq expj[(wo— Q)t
counter PC. The FP operates as a spectral filter with its trans- _ _

mission peak adjusted at one side frequency, @g+ Q. (P11 ®2)/2]+Jy{2mcod (D= y)/2]}By
Let us now assume that Alice has sent single photons in a Xexpj[(wo+ Q) t+ (D +D,)/2]. 5
state®, in the sideband frequency,+ () selected by the

FP. The probability that Bob detects the photon at the FP  The light field E,(t) at the output of Bob’s modulator is
output depends on the value he choosesdfgr Assuming  formed by a center spectral component at frequangynd
the transmission and the detection are ideal, i.e., losslesgo side components aby+ Q) and wo— . The Fabry-
and error-free, the probability is 0% asb,—®;|=7  Paot selects thevwy+Q frequency. Assuming again that the
(Alice’s and Bob’s modulations out of phas@nd 100% as modulation depth is smalht<1), the intensity in the center
|®,—®4[=0 (modulations in quadratureAs Bob detects a band isE2 while Bob detects at his Fabry-Re output an
photon with his phase set on 0 amdhe reads bit “0” and  jntensity expressed as

bit “1,” respectively. The working conditions yielding such

specific properties of the system, as exploited for quantum i=E2J2{2mcog (,— P4)/2]}
key distribution, are now explained.
Initially we assume that the laser diode operates as a clas- ~4m2E§ cos[(d,—D,)/2]. (6)
sical source, not strongly attenuated. Est E, exp(jwgt) be
the light field associated with angular frequenay emitted This intensity is maximum if®,—®;|=0 and minimum

by the laser diode and injected in Alice’s modulator. Theif |®,—®;|=. Note that the intensity of the center fre-
light obtained at the modulator output can be expressed asgquency component can be considered to be constant, since
the modulation depth is negligibly smaf{l,{2m cog(d,
E,(t)=Egexpj[ wot+m; sin(Qt+ D)1, (1) —®,)/2]}~1 for m<1). This system is formally equivalent
to a system providing constructive or destructive interference
where g, (t) =m; sin(Qt+®,) is the phase modulation intro- between the phase-modulated sidebands generated by Alice
duced by Alice’s modulator, angh;, {;, and®, its ampli- and Bob. One of the advantages is that no optical interfero-
tude (also termednodulation depthn the following), angu-  metric scheme is required.
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Let us now consider the system operation when the laser TABLE I. Protocol for secret key transmission in the absence of
diode is strongly attenuated. The output from a laser operagn eavesdropper.
ing well above threshold can be described by a coherent

state. The probability of observing a photocountBit sent by Alice 0" ‘1
with a detector at timet is proportional to P,  Phase used by Alice 0 T
=D(\P|E7(t)E+(t)|\If}D, with Phase used by Bob ™ 0 T 0
Photon detected by no yes yes no
N ) ) Bob
Ef()=]2 &w)a,exp—jot), (7) " Bit received by Bob 2 0 1 2
¢ Detection announced no yes yes no
by Bob
E (t)= —jz g(w)az exp(jwt), (8) Common bits shared “o” 1"
@ Probability for photon 0 pla pl4 0
detection

ho 1/2
) : 9

é(w)= (—3
2€9(2) where(n,, o) =(@u,+0l8s + 08yt ol @uy o) s the aver-

age photon number at the detector in the sideband frequency

wotQ, andp represents the probability of photocount per

- . pulse, including the quantum efficiency of the detector.

?elrlenttztate destcrlbmfg }Ee flel_(tjt w(;mgen;hon the dete_c[;t’or. ln'Equation(14) is formally equivalent to Eq(6)_. Physically,

1ally, the guantum Tield emitied by the source ) Eqg. (14) may be regarded as single photon interference that

=la,,)|0)|0) where two zero excitations are related to theycoyrs at the FP output between the quantum fields of the

two sidebands. At Alice’s modulator output, the coherentside frequencyw,+ (Q initiated by Alice and Bob. The prob-

state describing the quantum field can be deduced from Eability of detecting a photon at the FabrysBeoutput is 0

(2) and by considering that the modulation depths suffi-  for |®,—®,|=m, p/2 for |®,—P,|=n/2, and p for

ciently small to obtain an average photon number in the sidel®,— ®,|=0. We show now how this property can be used

bands much smaller than 1. The coherent state at Alice’® share a key.

modulator output can then be written as a superposition of

wheree, is dielectric permittivity of vacuuma,, anda_, are
the annihilation and creation operators, ity is the co-

DISTRIBUTION
[W)2=lay,)|expl = P1) ay o) eXpjPr) auyia)- The protocol used is derived from the two-state scheme

(10 proposed by Bennefi3]. We shall describe the protocol in
) ) ) terms of the phase-encodétiese states should not be con-
Bob performs the same operation as Alice but introducesysed with the phase operator states of quantum Opdiss
a phaseb,. Similarly, the state describing the quantum field cussed in the preceding section. The nonorthogonal states

at his modulator output is given by used by Alice are formed by two states that differdysuch
as ®,=0 for bit “0” and = for bit “1.” Bob makes a
|W)s=|a, )l[exp(—j®) +exp—jPy)]a,, o) measurement of each state he receives by using two phases
i ) that differ by 7 relative to those used by Alice, such &s
X|[exp(jdq)+exyj @2)]0‘w0+0>- [ —— (then the bit read by Bob is “1” as a photon is detegted

and O(bit “0” ). The protocol can be described as follows.
After spectral filtering, the state detected by the single (i) For each transmitted photon, Alice randomly chooses
photon detector is the state of transmission to be one of the two-phase states,
) _ namely 0 andr for bit “0” and bit “1,” respectively. Every
[¥)po=0)|0)|[exp(j®1)+expjP2)]a, +a), (12 photon permits the transmission of a bit of information.
(i) Bob randomly and independently chooses his mea-

and the probability of photocount is proportional to surement stat€0 or 7r) for each incoming photon.
_ _ (iii) Bob then tells Alice, possibly over a public channel,
sz(awoml(e*“ﬁur e 142) the results of his measuremefphoton detected or nptbut

not the phase that he used.

(iv) Alice and Bob agree to discard all the bits for which
no photon was detected. In the absence of an eavesdropper,
they now possess a shared random sequence of bits, which

x(&h+e?)> Hw)ae!
w

Na ,e-io't they could use as a secret key. Those first four steps are
X% §lo)a, e a, o) 19 summarized in Table 1. For instance, when Alice sends bit
“0,” the probability for Bob to detect a photocount g4,
Recalling thata,,|a,, )= a,d,. , we finally obtain meaning that the probability to have the right bit “0” is also
pl4.
Py=4&(w)? COSZ[(@z—q)l)/Z](nwOm) If Eve is tapping the channel, because Eve cannot know

which phases Alice and Bob will choose, there will, with
=p coS[(P,—D,)/2], (14)  certainty approaching unity, be times when Eve’s choice re-
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TABLE II. Transmission in the presence of an eavesdropper. The phase used by Eve for detecting the bit sent by Alice is either O or
The phase used by Eve for resending the photon on to Bob ism® or

Phase used by Alice 0 T 0 T

Phase used by Eve for 0 T T 0
detection

Probability for photon pl4 pld 0 0
detection by Eve

Phase detected by Eve 0 T ?

Phase used by Eve for 0 ™ 0 T
resending the photon on to
Bob

Probability for this event pl4 pl4 1/2—pld 1/2—pla

Phase used by Bob 0 T 0 T 0 ™ 0 T
for detection

Detection announced by yes no no yes yes no yes no
Bob

Probability for photon p?I8 0 0 p2I8 pl4—p?/8 0 0 pl4—p?/8
detection by Bob

sults in irreducible errors in the sequence of photons that sheonditions yielding single photon interference. The source
resends on to Bob. Those errors allow Alice and Bobwas a cw distributed feedba¢kFB) laser diode from Alca-
through examination of the photon-count statistics, to infettel operating at 1540-nm wavelength with a linewidth of 1
her presence. A thorough eavesdropping analysis is verylHz and a power of—10 dBm. The temperature-induced
lengthy and so we shall restrict ourselves to some illustrativavavelength drift was stabilized to about 15 MHz, which was
examples. We assume Eve has the same equipment as Bohaothe same order of the spectral resolution of the Fabry-
perform the measurements on the photons sent by Alice anleot used. We inserted a fiber variable attenuator to adjust
that she can resend the photons on to Bob after her measuttte power of the source launched in the input modulator.
ments. Since she has agriori knowledge of Alice’s phase Modulators PM and PN were pigtailed LINbQ integrated
states, her possible strategies are as follows. phase modulators. Their half-wave voltage and electrical

(i) She can decide to resend the reference light field onlybandwidth wee 5 V and 500 MHz, respectively. Their inser-
i.e., the center frequency,, hoping Bob will detect no tion loss was 4 dB. The frequency of modulation was chosen
error. In that case, Bob’s phase modulator will generate into be 300 MHz. A high-frequencyHF) generator(1-GHz
evitably a photon in the sideband frequency with a unit prob-bandwidth was used to drive the modulatofsnly one HF
ability even if Alice and Bob’s modulators are out of phase.generator was available when we performed the experiment
Then the photon-counting statistics are modified and Eve’'She electrical signal of the HF generator was first attenuated
presence is revealed directly. independently for each modulator, using two 1-dB-increment

(ii) She can decide to suppress the reference light field. Inariable electric attenuatofs; andA,, then amplified using
that case, Bob does not detect it with a classical detector. two 30-dB gain amplifiers AM and AM,. This procedure

(iii) If Eve uses the same coupled phases as Bob for deallowed us to obtain nondistorted electrical modulation sig-
tecting the photons sent by Alice, there is a probability thatals with variable amplitude that could be controlled easily
she resends the photons on to Bob with incorrect phases, asid accurately. In the electrical circuit of one of the modu-
shown in Table Il. This scheme also results in a modificatiorlators, we inserted a phase shifter to introduce a variable
of the error statistics calculated by Bob and Alice. For in-phase differencA® =®,— ®,; between the driving voltages
stance, when Alice sends bit “0,” the probability for Bob to applied to PM and PM. The electrical bandwidth of the
detect a photocount when his phase is @38+ p/4— p?/8
=pl4 (see Table Ii. This probability is the same as that
when the line is not tapped. However, if Bob calculates the
probability of having photocounts when his phase differs
from that of Alice, he findsp/4— p2/8+ pl4— p?I8+ = pl2
—p?l4, a value which is different from that four(@) in the
absence of an eavesdropper. Such a modification of the sta-
tistics allows Alice and Bob to infer Eve’s presence. A com-
plete discussion in the general case of a nonorthogonal two-
state protocol with single and coherent states is given in
[11-14.

IV. EXPERIMENTAL RESULTS PM, FP Photon

Working with the system illustrated in Fig. 2, we checked counter

the validity of the modulation scheme and of the working FIG. 2. Experimental setup.
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a) b)
a) AO=0
£ ARMIPANN L0 ’

2 5 g
7} ) IR ] .
§ m0+Q (DO—Q E . idiv E — 1div.
C
- Frequency (arb. units) Time (20ms/div) Time (50ms/div)

b) AD=r/2 _ FIG. 4. Oscnloscope_dlsplays of t_he intensity de;ected in the
—_ sideband frequency vs time. @), A® is randomly switched be-
,@ ) tween 0 andr. In (b), A® is linearly modulated between 0 and-.2
5
£ modulation depthm=a=/V_=0.3rad. Figure & shows
& the intensity thus detected at the system outputAfdr=0,
2 with the FP operating in the scanning mode. We observe
2 clearly the two side frequencies, each spaced by 300 MHz
Qo from the center peak. The ratio between the intensity of the
L= center frequency and that of the side frequency was mea-

Frequency (arb. units) sured to be 10%, which is in good accord wittf, as pre-

dicted in Eq.(6). Figures 8b) and 3c) illustrate other cases
c) Ad=r for A®=/2 and 7. Constructive and destructive interfer-
® ence can be seen distinctly as the modulators are in phase
0 and out of phase, respectively. Figure 4 was obtained without
scanning the FP, with its mirrors spaced to select the side
. frequencywy+ (). The value ofAd was then modulated. In
Fig. 4@, A® is switched randomly between 0 amdwith
10-ms-duration pulseéottom trace to simulate the phase
states used in the cryptographic protocol. The intensity thus
0)0+Qj two—Q detected at the FP output is shown in the top trace. Figure
4(b) shows another example obtained by varyiij linearly
Frequency (arb. units) between 0 and 2 (bottom tracg The intensity detected in
the side bandtop trace varies sinusoidally, in accord with
FIG. 3. Experimental power spectra obtained with a scanninghe cosine-squared term of E@). We measured a visibility
Fabry-Peot, for phase shiftsA®. The sidebandsoy+Q and wg of 93%. This value is to be compared with the theoretical
— are spaced by 300 MHz from the reference frequengy visibility, which was calculated to be 98%. The latter value
is determined by the intensity of the center peak, its spacing
from the side frequency, and the finesse of the FP. The dis-
driver of the phase shifter was 10 kHz. The FabryePén-  crepancy is probably due to a slight misalignment of the
terferometer was operated as a scanning FP, i.e., as a speairrors of the FP, resulting in a finesse lower than the speci-
trum analyzer, with an 800-MHz scanning range. It couldfied one. We note that using a FP with a higher finesse can
also be operated as a FP with a fixed mirror spacing, i.e., ascrease the visibility. For instance, a finesse of 100 would
a spectral filter. Its free spectral range and its spectral resdnsure a fringe visibility higher than 99%. A second point is
lution were 1 GHz and 18 MHz, respectively, yielding a that the intensity at the center frequency varies slightly
finesse of 55. (=~20%) with changes in the value &®, as can be seen in
First, we tested the system operating in thhassical re-  Fig. 3. Such a dependence arises when the modulation depth
gime The source was not attenuated. The detector used at tlig not sufficiently small. Such a condition would yield a de-
FP output was a standard photodiode. The power loss of thiectable intensity modulation that could be used directly by
transmission system including the two modulators, a 20-kman eavesdropper.
long fiber (0.18 dB/km), and the FP was 15 dB. We did not  In thequantum regimgthe situation will be different. The
try to optimize power efficiency with the available compo- intensity in the side frequency will be chosen such that the
nents. Although the system did not operate in the quantumprobability of detecting one photon is sméfypically less
regime, we checked easily the principle of operation. Northan 1%. This yields an average photon number per pulse of
mally, the peak-to-peak amplitu@deof the driving voltage of  about 0.1 in the side frequency. Consequently, for the modu-
the modulators should be much smaller than the half-wavéation depthm=0.3 chosen, there will be ten times more
voltage of the modulators to meet the condition of a weakphotons in the center frequency. The source being Poisso-
modulation depthrp<1), as defined earlier. In fact, to ob- nian, the variance of the photon number in the center peak is
tain illustrative figures, we lea=V_/5=1V, yielding a given by the average photon number, namely 1. This value is

Intensity (arb .units)
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1 lated by subtracting dark counts is about 91%. Such a vis-
o 09} ibility corresponds to a quantum bit error rat@BER) of
® o8} ) 4%.
£ 0.7} We note that the count rate, which was 250 counts/s, can
3 o6} be increased by using a higher modulation frequency,
© 55l ) thereby allowing an increase in transmission rate. We did not
§ 0.4l try to optimize this parameter in these preliminary experi-
5 03l ments.
g 0.2} .
Z 0.1}
V. CONCLUSION
0
0 2 4 6 In summary, we have reported a quantum cryptographic
A® (rad)

scheme involving single photon interference between phase-
) _ ) modulated sidebands produced by a pair of phase modulators
FIG. 5. Normalized single-photon count rate as a function ofjj the transmitting and receiving modules. We conclude with
phase differenced. some comments concerning the estimated performance and
potential advantages of the scheme as compared with

. . . i . interferometer-based implementations.
large compared with the intensity variation, which is 0.2, at (i) Polarization-independent behavior can be expected if

the reference frequency component resulting from Alice’sthe integrated LiNbQ phase modulators are replaced by
phase modulation. Hence, this intensity variation will be;

intensity-modulating Mach-Zehnder interferometer5].
masked by the photon noise of the reference frequency ar\a, Y g eisS]

) : . hen the input polarization fluctuates, the phase difference
will not be detected by any intruder. It is then recommendeqhus induced between the TE and TM modes in such modu-

to use a non-single-photon source and a very low modulatio tors is shown to be smafl7/30). The resulting variation

depth, instead of a single-photon source and a high modulgs ¢ \isibility of the single photon interference that occurs
tion depth. Note that a very low modulgtlon depth Wlll_a_lso in the side frequency at the FabrysBeoutput is negligibly
allow us to operate the modulators with very low driving g1 (<0599, meaning that QBER is expected to be con-
voItagesh_n:]atlg!ng transmission  in telecommunications SYSstant if the polarization fluctuates in the transmitting fiber.
tenés at high it _ratehs easler. . ; db (i) Because the modulators are quite compact, high sta-

xperiments in the quantum regime were performed by aainst environmental thermal drifts can be obtained,
replacing the standard photodetector by a passively quencheg

. ; compared with that provided by a fiber Mach-Zehnder.
germanium avalanche photodio@®&PD) cooled to 77 K and The temperature of integrated modulators can be easily con-

operating with a photon counter in the Geiger md@etails trolled to within 10 ? degrees. The corresponding variation

of the APD characteristic yvill be described in another articlein fringe visibility is smaller than 0.5% and does not alter the
devoted to photon counting at 1540-nm wavelengirhe

. . . QBER significantly.
DFB laser diode was modulated externally using an inte- (iii) Since the physical principle of the scheme relies es-

grated intensity modulator to produce 50-ns-duration pL‘Ise§entially on interference in the frequency domain, the most

at a repetition rate of 1 MHz. The pulses thus obtained WerCearious problems that may arise come from the possible in-

suitable for the photon counter we used. Note that the pringi, i, of the wavelength emitted by the source, and of the

ciple of operat_ion described in_ Sec. Il for a mor‘_OChrom""t'cfrequency of the electrical signals produced by the VCO's,
source holds in the pulse regime, the phasg differehge either of which can degrade system performance. As an ex-
— Py n Egs. (6). and (14) being Wav.elength-mdep'endent. ample, if we use the same criterion as abdvariation in
The mirror spacing of the FP was adjusted to obtain a SpeGgjnqe visibility <0.5%, calculations predict that a system
tral resolution of 36 MHz, a value that insures a 94% theo'operating with VCO's wih a 5 GHz modulation frequency,
retical visibility. The carrier frequenc§) was 300 MHz. The and with a Fabry-Bet with a finesse and a free spectral

DFB laser diode was attenuated €80 dBm so that the 06 of 100 and 100 MHz, respectively, requires the laser
average photon numbes of a side mode entering the trans- onq'the vCO frequency to be stabilized to within 10 and 5

mission fiber was 0.1/pulse. The time response of the AP Hz, respectively. Finally, it appears that the needed highly

was 10 ns. The system was tested by measuring the visibility,ijizeq path-length differences in interferometer-based ar-
of the single-photon interference that occurs in the side frezpitactures translate in the proposed scheme into require-

quency at the FP output. The visibility was measured varying,ants for highly stabilized electronics devices.
A® continuously between 0 andr2rad with steps of 0.25 (iv) The secret key is obtained by sacrificing some bits

rad, and counting the' photon n.umber'a't 'the. FP output. Thg o, 1oy data shared by Alice and Bob to improve security.
photon counter was triggered with the initial light pulses andrpe et secure throughput level of a two-state protocol is
the duration of counting was set to be 50 ns. For each valug,on to be smaller than with a four-state prototd]. We

of Aq>7, measurement of the photon number was performed, . inyestigating an improved version of the system to over-
for 10° triggering pulses. For instance, with the modulators.q e this drawback.

set in phase A®=0), we obtained an average number of

2500 counts, a value that corresponds approximately to 0.13
photon/pulse. Figure 5 shows the normalized average num-
ber of counts versud® thus obtained. The visibility calcu- We thank France Telecom for financial support.
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