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Communication channels secured from eavesdropping via transmission of photonic Bell states
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This paper proposes a quantum communication scheme for sending a definite binary sequence while con-
firming the security of the transmission. The scheme is very suitable for sending a ciphertext in a secret-key
cryptosystem so that we can detect any eavesdropper who attempts to decipher the key. Thus we can continue
to use a secret key unless we detect eavesdropping and the security of a key that is used repeatedly can be
enhanced to the level of one-time-pad cryptography. In our scheme, a pair of entangled photon twins is
employed as a bit carrier which is encoded in a two-term superposition of four Bell states. Different bases are
employed for encoding the binary sequence of a ciphertext and a random test bit. The photon twins are
measured with a Bell state analyzer and any bit can be decoded from the resultant Bell state when the receiver
is later notified of the coding basis through a classical channel. By opening the positions and the values of test
bits, ciphertext can be read and eavesdropping is simultaneously de{&1680-294{@9)03107-9

PACS numbds): 03.67.Lx, 03.65.Bz, 42.50.Ar, 42.79.Ta

I. INTRODUCTION thus approximately half the received bit values are wrong
[2,5,6].

The security of any secret-key cryptosystem relies on the Provided that the original BB84 protocol can be modified
secrecy of the key. The key, therefore, must be distributedo that Bob can wait and delay his measurement of the po-
between legitimate users with complete conviction that ndarization state until Alice unveils her polarization coding
one else knows it. Quantum key distributig@KD) is a  basis, he can always obtain the correct bit value and an error-
methodology designed to meet this requireméht-6]. free transmission of the bit value can be expected. This fa-
Heisenberg’'s uncertainty principle assures security of the&orable theoretical assumption, however, cannot be applied
shared key in QKD. to implementation in general and we should consider other

Security can be guaranteed for one-time-pad use in aethods of quantum communication based on one by one
secret-key cryptosysteifv]. However, repeated use of the measurement of the transmitted carrier particles in the way
same key necessarily degrades the security. This is becaussed for conventional QKD schemfgs-6].

Eve, an eavesdropper, can intercept and resend the ciphertextThe use of orthogonal-state quantum cryptography, which
without being detected by the legitimate users. She may bkas been proposed receni8l, appears to meet our require-
able to decipher the key by comparing different ciphertextanents. However, bit information encoded by Alice is inevi-
ciphered by the same key and finally read all plaintexts andably destroyed when Eve, an eavesdropper, intercepts and
the key[7]. Thus repeated use of the key facilitates suchmeasures a photon. Bob, therefore, cannot expect to obtain
kinds of attack and the security of the key is not guaranteedhe correct information even if he receives a photon at a
In the same way, ciphering a lengthy plaintext by means of alesignated time. In general, the security of any QKD scheme
short key is also insecure. Security degradation is a seriouglies on the unavoidable bit error caused by eavesdropping.
problem and is attributed to the use of classical communicaTherefore, it appears to be a contradiction to send a definite
tion channels for sending any ciphertext. This suggests thbinary sequence while confirming transmission security by
possibility of avoiding the problem by using a quantumemploying secure quantum channels which are based on
channel instead of a classical one. Almost all protocols proHeisenberg’s uncertainty principle.

posed to date for QKD, however, cannot be employed for This paper, however, shows theoretically that the use of
sending any definite binary sequence which contains mearpolarization-entangled photon twin®-12) instead of a
ingful information. single photon makes it possible to send a definite binary

For example, in QKD with the four polarization states of sequence, or intelligible information, while confirming the
a single photoiithe Bennett-Brassard 198BB84) protocoll  security of the transmission. Moreover, the receiver can ex-
[2], Alice, the sender, encodes a bit of information by choos{pect to obtain the binary sequence without transmission er-
ing a coding basis and Bob, the receiver, selects a measuresr, despite it being intercepted and resent by an eavesdrop-
ment basis at random. If his measurement basis coincidgzer. Our proposed communication scheme, therefore, can
with her coding basis, they pick up the corresponding phocope with the problem of degradation in key security in a
tons. Then they check some test photons to see if they havaecret-key cryptosystem. As long as the legitimate users de-
any bit errors; if none are detected they can finally shargect no evidence of eavesdropping in the ciphertexts, they
random binary numbers as a secret key. This means they caan guarantee the secrecy of the plaintext with an arbitrary
detect eavesdropping without fail but Bob cannot receive devel of security and can use the key repeatedly. When they
definite binary sequence prepared by Alice. This is becausdiscover evidence of interception, they can change the key.
the received bit value is meaningless if the measurement ban eavesdropper, therefore, cannot obtain two or more ci-
sis selected by Bob is different from the coding basis anghertexts ciphered in the same key. In this way, the security
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of a cryptosystem with a repeatedly used key is enhanced tmansformations of the photon twins. We assign four-

the level of a one-time-pad system. dimensional unit vectors for each of the four Bell states as
Section Il explains some basic features of our proposedhown in Eqs(2.1)—(2.4). We can transform each state into

guantum channel which employs polarization-entangled phoanother state by operating an appropriate spinor rotation on

ton twins as a bit carrier. In Sec. Ill we describe in detailone photon as detailed in Sec. IV.

how our proposed quantum channel can be applied to cipher- Alice does not send a solitary Bell state directly but pre-

text transmission. We estimate the failure probability whenpares a quantum state given by a two-term superposition of

detecting eavesdropping and discuss a method for reducirthe four Bell states. These are expressed as follows:

this probability. In Sec. IV, we describe a photonic imple-

mentation of our quantum channel. We also discuss the fea- 1
sibility of an experimental demonstration which uses a N 11
Hong-Ou-Mandel two-photon interferometer. |AT)= 5(| P)+1Q))= wnlol (2.5
0
Il. COMMUNICATION VIA TRANSMISSION OF BELL -
STATES 0
In our proposed communication scheme, information |IBT)= i(|R>+ |S))= i Cl) , (2.6)
transmission is separated into two steps. First, Alice encodes V2 V2
a bit of information on a quantum state of polarization- [ 1]
entangled photon twins and sends them to Bob. He measures -
them by using an appropriate basis and obtains partial infor- 1
mation concerning the quantum state. Later Alice notifies Ic* =i(|P>+|R))—i 0 2.7
Bob of the additional information which Bob needs to deter- Y., vl '
mine the quantum state. | 0

A. Preparation of quantum states and information encoding and

Alice encodes a bit of information on an entangled quan- 0
tum state of photon twins. Here we should employ the set of 1 111
four Bell states{|P),|Q),|R),|S)} [12—14 as a normalized D) =—Q)+ISH=—| o |- (2.8
orthonormal basis for expressing purely entangled quantum V2 V2 1
states of photon twins. The four Bell states are

1 The state§A™) and |[B*) constitute a set of orthonormal

0 1 quantum states as well as the std@s$) and|D*) making
|P)y= 0 =|PHy=—(H)V)y+|V)HW), (2.2 up ar)other set. However, two quantum states belonging to

V2 the different sets are nonorthonormal. Therefore both of the

0 two sets can be regarded as two different coding bases,
which are analogous to the linear and circular polarization

0 bases for a single photon. Here we define the two sets of

i .1 A™),|BF)} and {|C*),|D*)} as theAB-coding set and
|(?>E 0 EI|‘P >:| 5(|H>||V>|I_|V>||H>Il)v gD-nginé}Set, re{|spegt||ve|y>} g

0 Alice, the information sender, selects one of the two cod-
(2.20  ing sets in accordance with the following rules when she

encodes a bit of information on photon twins:

0
0 1 |A*)=0 and |[B*)=1 for AB-coding set
R)= =i|O )=i —([H),[H),+ V)V,
RY=| 1 [ =12 =i — (H)Hu+V)IV)) o
L 0
(2.3 |C*)=0 and [D*)=1 for CD-coding set.
and Alice can prepare each state|é"), |B*),|C"), and|D*)
by operating an appropriate one-photon spinor rotation for
0 any Bell state. These operations are detailed in Sec. IV.
0 B 1 The AB-coding set can be extended to a normalized or-
S)= 0 =|® )=E(|H>,|H),,—|V)||V),,), (2.4 thonormal basis of a four-dimensional Hilbert space by in-
1 troducing two additional quantum states:
whereH andV, respectively, mean the horizontal and verti- 1
cal linear polarization states and the subscripts | and Il mean IA”)= i(| PY—|Q)) = i - 2.9
entangled photons | and Il. Additionat/2 phase shifts for V2 V2 0 '

the state$¥ ) and|® ) very conveniently explain the state 0
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and CD-
coding basis
0 ‘ >
1 1] o ict> D™
|B7) xf2(|R> |S)) 7 1| (2.10 0 1
-1 oo
Any two elements of|A*),|B¥),|A7),|B7)} are orthonor- A+ Y (N
mal to each other. In a similar manner, 2 o *( P> Q> )
{|C*),|D*),|C7),|D7)} makes up another normalized or- % 0
thonormal basis, where o +
<s | B +< R |IS>
1 "1
1 1| o N
Icy=—(P)=R)=—| _, (2.12 -
V2 V2 FIG. 1. Relationships between prepared quantum states and re-
0 sultant Bell states.
and the QKD with the four polarization states, he cannot obtain
any information about the quantum state without knowing
0 the coding basis and a received bit value is meaningless
|D‘>Ei(|Q>—|S))= 11 2.12 whenever his basis is wrong. Therefore it is impossible to
) Vo 0 ' transmit a definite binary sequence from Alice to Bob,
-1 though they can successfully share random numbers.

Bob, however, can adopt other kinds of measurement
The inner product for any quantum states belonging to théases. We now show that the use of a Bell state analyzer
two different bases ig or —3. For example|C*) and|D*)  makes it possible for Bob to read out partial information
can be expanded as follows by wusing theconcerning the quantum state sent by Alice without knowing
{|A*),|B*),|A7),|B7)} basis: the coding basis. Bell state analysis is a quantum measure-
ment which employs thé|P),|Q),|R),|S)} basis. Figure 1
[ICT)=3(|A")+|A")+|B")+|B7)) (213 summarizes the relationships between the quantum states
prepared by Alice and the Bell states obtained by Bob.
Whenever he obtains the Bell staf®), he has the partial
1A _ . _ information that Alice has sent either th&*) or |C™*) state.
D7) =3(AT)—[AT)+]BT)~[B7)). (214 No further information is available at tht:g s>tag(l. Héwever, he
Therefore Heisenberg’s uncertainty principle ensures thaf/ill e able to decode all the information related to the quan-
there is a non-orthonormal relation between #B- and UM state when Alice eventually notifies him of the selected
CD-coding bases which are employed for encoding a bit of:oding basis. through a class.ical channel: Thus a bit qf infor-
information. The use of the two different orthonormal base .atlon can fma!ly be transmitted from Alice to BOb,W'thOUt,
{|A%),[B*),|A7),[BT)}  and {|C*),|D*),|C).[D7Y) it errors even if Bob knows nothl_ng about the coding basis
makes it possible for Alice to prepare quantum states whic{/n€n he measures the photon twins. . .
cannot be measured correctly without knowing the coding As the Bell state analysis destroys any phase information
basis. between two Bell states, the two statés’) and|A™) are
Although the photon twins generally have an information!ndistinguishable. This means that the information capacity
capacity of 2 bits, Alice intentionally does not employ of the phOtOT‘ twins is ".m't9d ol kyt provided Allce enables
{|A=),|B™)} or {|C7),|D")} to encode a second bit of in- Bob to obtain the partial information concerning the quan-

formation. Encoding less information than the capacity altum state. In pther words, one of the_two internal freedoms of
lows Bob to perform a new kind of quantum measurementf[he t'3|sp.|nor is devoted to constru_ctlng a new kind Qf com-
He can obtain partial information concerning the quantumMunication scheme and the other is employed as a bit carrier.
state sent by Alice even though he knows nothing about the From the viewpoint of information theory, one bit of clas-

coding basis. Such a possibility is ruled out for a single pho_sical information is transmitted by the photon twins through

ton. In the next subsection, we describe the quantum med duantum channel as a first step. Bob can reject two quan-
surement executed by Bob tum states from the initial four candidates [#"), |B*),

|C*), and|D ™) based on this information. Then another bit
of classical information is transmitted later so that Bob can
finally determine the quantum state sent by Alice. Eve, an
Bob, the information receiver, performs a joint measure-eavesdropper, can also read the first bit of information by
ment of the photon twins by using an appropriate measurentercepting the photon twins and measuring them with a
ment basis. As long as he selects eitherBell state analyzer. However, she cannot resend the quantum
{|AT),|B*),|A7),|B7)} or {|C*),IDF),|[C7),|D7)} as the state correctly because she cannot obtain the second bit of
basis, his measurement destroys the encoded informatignformation until Alice opens it. If Eve tries to resep@™),
completely when his choice differs from that of Alice. Asin |[B*),|C™"), or|D™) to Bob, she has to guess but this results

and

B. Quantum state measurement and information decoding
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1A+ = Bell State Bell State CD - coding basis
(IP>+iQy)/3 Analysis P> Analysis P §
1A P> P> P> Ich> D>
LLratld "y
Send Intercept / Resend Receive OU !
Alice Eve Bob \ )/

FIG. 2. Eavesdropping strategy of resending a resultant Bell
state.

coding basis

in a bit error with a finite probability if her guess is wrong.
This is the basic device for detecting an eavesdropper in our
proposed communication scheme. Eve can, however, resend
her resultant Bell state directly to Bob and so can completely
escape detection as illustrated in Fig. 2. Our communication , ( With U-transformation )
scheme, therefore, must be improved to cope with this strat-
egy of Eve’s.

In the improved scheme, Bob operates an appropriate un
tary transformationJ at random, preceding the Bell state
analysis. TheJ transformation is defined by UIR)=3(IP)—|Q)+[R)+[S)), (2.21)

AB -

FIG. 3. Relationships between prepared quantum states and re-
ﬁultant Bell stategwith U transformatioin

1 1 1 -1

1 1 1 -1 1

V=311 1 1 1| 219 UIS)=5(-IP)+Q)+IR)+]S). (.22
1 -1 1 1

and

Therefore Eve must abandon her strategy of resending a re-
The transformation does not Change the guantum state/ltant Bell state because it will lead to a bit error with a

|A*)[=(1,1,0,0)#2] and|B*)[ =(0,0,1,1)#2]: finite probability if Bob operates the) transformation. For
example, the above procedure can be explained as follows:
U|AT)=|AT) and U|B")=|B™). (2.16 (i) Alice sendd§C™), (ii) Eve intercepts the photon twins and

obtains the Bell statéP), (iii) Eve resend$P) to Bob, (iv)
The state§C*)[=(1,0,1,0)#2] and |D")[=(0,1,0,1)#2]  Bob operates th&l transformation and obtains the Bell state
are transformed as follows: |Q) or |R) with a probability of3, (v) Alice notifies Bob that

she has sentC*), and (vi) Bob can detect eavesdropping

L because the transformed std#¢C*) does not contain the
U|C*)=i 0 =i(|P>+|S)) (2.17) Bell states|Q) and |R). Thus our device for detecting an
5| 0 ol ' eavesdropper works well by introducing the random opera-
1

tion of U preceding the Bell state analysis. We will describe
in detail how to discover eavesdropping in the next section.
and The Bell state analysis after thg transformation is

equivalent to quantum measurement with the

0 {IP"),|Q"),|R"),|S")} basis. The basis is composed of
o1
ulD™) 5| 1 ﬁ(|Q>+|R>)- (2.18
0 1 1
1 1 1 1
Figure 3 summarizes the relationships between the quantumpP’y=U" 1|P>— 1| |Q"y=U"1Q)= 5 1|
states prepared by Alice and the resultant Bell states after
operating theJ transformation. Although the positions (&) -1 1
and|S are the reverse of these in Fig. 1, Bob can read out the (2.23
encoded information with additional information notifying -1 1
him of the coding basis. Thus the transmission of the infor- 1 1 -1
mation suffers no disturbance from the random operation of [R')=U" l|R>— 1| |S'y=U"1|S)= 30 1
the U transformation. 1 1
By contrast, theU transformation changes any solitary
Bell state into a four-term superposition of the four Bell
states with an equal probability amplitude Dpés follows: These are completely nonorthogonal with the
{IP),|Q),|R),|S)} basis given by Eqgs(2.1)—(2.4). Any
UIP)=3(|P)+|Q)—|R)+|S)), (2.19  quantum state prepared by Alice can also be expressed as a

two-term superposition by use of tHgP’),|Q’),|R’),|S")}
UlQ)=z(IP)+|Q)+[R)—|S)), (220  basis;
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1 1 Alice Bob
ATy =—(|P")+|Q")), BT )=—(|R")+|S')), Tntel. bit 011 000 1011 0
V2 V2 Test bit ¢ 10 01
! >
(2 - 24) [ Prepared Quantum States ] Quantum Channel [ Resultant Bell States ]
1 1 ABBCAAADCBABBCAD ————————® pPRSSQPQRSRPRSPQQ
+\ +\ — |
|C >——(|P'>+|S'>), |D >__(|Q’>+|R,>)- ; (vu vy U vy
‘/2 ‘/2 Operating U randomly
We can derive Eq$2.24) by operatingd ~! on both sides of _Clasical Channel - Decoding for Intel. bit ]
1 — Decoding for el
EQs.(2.16—(2.18 and Eq.(2.24 means that th& transfor- . Ppuncation ofpositions [011 000 1011 0 |
mation does not disturb information transmission at all. Testbit 0 10 0 1 eeeeeeeeeecemeececeas > 0 10 01
Alice adopts a pair of different orthonormal bases Comparing test bit values

{|A%),|B*),|]A"),|B7)} and {|C*),|D*),|C™),[D7)} for | o
preparing quantum states which cannot be measured corFIG. 4. Basic protocol for the secure transmission of ciphertext.
rectly without knowing the coding bases. By contrast, Bob ] . ) )
employs another pair of orthonormal bases Before sending the mixed bit sequence, Alice and Bob
{IP},|Q).IR),|S)} and{|P’),|Q’),|R"),|S')} for measuring Make a decisiofpossibly in publig thatAB- andCD-coding
them. This asymmetrical quantum state arrangement betwedxases will be employed for encoding the intelligible bit and
the coding and measurement bases is a necessary conditit¢ test bit, respectively. The encoding scheme is as follows:
for our communication scheme and we can satisfy this con- \_ F\_ . - .
dition by using polarization-entangled photon twins as a bit |AT)=0 and[B")=1 for an intelligible bit,
carrier. Our proposed communication scheme is based on t%d
two different kinds of uncertainty relation in the four-
dimensional Hilbert space of the photon tvyins. . IC*)=0 and|D*)=1 for a test bit.
The use of theJ transformation makes it impossible for

Alice to prepargA™), [B7),|C7), and|D ™). IftheU trans-  As a bit of information is encoded in a quantum state un-
formation is operated by Bob for these states, the resultandnown to anyone else, nobody can decode the information
Bell states are indistinguishable from those fB"),  and distinguish the intelligible and test bits until Alice un-
|AT),U|D™), andU|C™) as shown in the following: veils the coding basis. The number of test bits depends on
the degree of secrecy requir€t] but it can be far smaller
B 1 B 1 than the number of intelligible bits.
UJAT)=~ 5(|R>_ ), UBT)= ‘72(| P)=1Q)). Bob, the receiver, measures photon twins by setting either
225 NellP)|Q).[R).IS) or{[P),|Q"),[R"),[S')} basis, given
1 1 l;y Eq. (2£_23),trz?;Jr?ndo?1. Th? Iattert?]rranhgetmetr\l,c_ls rke)zafhzed
-N_ = _ —N_ = _ y operating ransformation on the photon twins before
uic™) VQ('Q> [R). VP f2(|P> IS, Bell state analysis. Then Bob obtains a sequence of resultant
Bell states but he cannot determine the quantum state pre-

respectively. Bob cannot identify bit values. pared by Alice at this stage. Thus the first step via a quantum
channel is accomplished.
lIl. COMMUNICATION PROTOCOL After receiving all the photon twins, he asks Alice to un-
FOR SENDING A CIPHERTEXT veil all the test bit positions and she does so. These are

notified through a classical public channel and this makes it
Here we describe how to use our quantum channel expossible for Bob to distinguish intelligible bits from test bits.
plained in the preceding section to send an intelligible binaryrhen Bob can decode all the bit values by using the diagrams
sequence in a secure manner. In particular, we focus on ahown in Figs. 1 and 3. Thus he can read the definite binary
application to ciphertext transmission in a secret key cryptosequence from his sequenced Bell states and the information
system to cope with the security degradation problem of theransmission is completed. Alice and Bob compare the en-
secret key. The degradation is caused by a series of undetecded and decoded bit values for all the test bits so that they
able interceptions by an eavesdropper who attempts to deatan confirm security. If they detect no error in the test bits,
pher the key. If the legitimate users can detect eavesdroppirthey can guarantee that security has been maintained. The
for a ciphertext, they can avoid any risk of key decipher-flow of our basic protocol is shown schematically in Fig. 4.
ment. Here it should be noted that the linear and circular polar-
ization bases for a single photon can be assigned to the in-
A. Basic protocol telligible and test bits, respectively, if we are allowed to em-

. L - . ploy the delayed and correctly measured BB84 protd2pl
A ciphertext is given by a lengthy definite binary se- ;4 3 quantum channel.

guence and we define each bit as an intelligible bit. By con-
trast, we introduce a test bit as a binary random number,
which is employed for detecting eavesdroppers. Alice, the
sender, inserts some test bits into the intelligible bit sequence Intercept/resend strategy is a standard scheme for eaves-
at random and prepares a mixed sequence of intelligible andropping classical information. Hence we assume that Eve
test bits. also employs this strategy for eavesdropping information

B. Eavesdropping and bit error per test bit
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TABLE I. Bit error in a test bit;|C*)=(|P)+|R))/v2. The states with an asterisk represent the bit
errors.

Intercept Resultant Bell states
Send Measurement basis Result Resend Withdut With U
@i [Cc™) {IP),1Q).IR).IS)} IP) |AT) IP) |Q)* IP) |Q)*
IR |B™) IR |S)* IRY* [S)
(i) [CT) {IAT),[BT),[AT).[BT)} |AT) |AT) IP) |Q)* IP) |Q)*
|B™) |B™) IR |S)* IRY* [S)
|A7) IC*) IP) [R) IP) [9)
|B™) IDT) |Q)* [S)* |Q)* [R)*

from the photon twins. Any strategy which employs cloning preparesA~) and|B~), as mentioned in Sec. Il. Eve, how-
is prohibited by the quantum no-cloning theorgl®,16. As  ever, cannot determine the test bit value and has to guess
a transmission bit error is regarded as evidence of eavesdrophen she resends the photon twins. For example, this can be
ping, Eve must attempt to minimize the total frequency of bitexplained as followsti) Alice sent|C"), test bit 0,(ii) Eve
errors which may appear in the whole transmitted bit Sepbtains|A~) and resendkD *) by guessing(iii ) Bob obtains
quence. In particular, errors must be avoided in intelligiblethe Bell statdQ), (iv) Alice notifies Bob that she has sent a
bits because this would give rise to an unavoidable disturgeg; pit, (v) Bob considerdQ) to result from test bit 1, and
bance in a deciphered plaintext and Bob necessarily regard;) they finally detect the bit error after comparing the test
any such disturbance as explicit evidence of eavesdroppingits, Thus the error probability per test bitisTable | also
Here Eve should also be assumed to know RARAB- s mmarizes several sequences of the measurement results for
and CD-coding bases are employed for intelligible and testihe second interception method.
bits, respectively, andi) the number of intelligible bits is Eve, however, may be able to reduce the error probability
relatively larger than that of test bits. With these assumpper test bit by employing some other sophisticated eaves-
tions, she can successfully behave so as not to leave aRyopping strategy17-20. Provided that she can only access
evidence in an intelligible bit provided she exploits the one photon pair at a time, the usual assumption in any QKD
AB-coding basis when she resends the photon twins afté§cheme, the nonorthonormal relation between Al and
interception. Thus she can greatly reduce the total number ¢f p_coding bases ensures a finite error probability regardless
bit errors. Nevertheless, she cannot escape detection becayéher eavesdropping strategies and the legitimate users can
Shﬁ necessarily resen5™) or [B™) even thougHC™) or  cope with the reduction by increasing the number ratio of
|D7) is prepared by Alice as a test bit. Therefore there is gest bits to intelligible bits. By contrast, if Eve is allowed to
finite probability that Eve will leave evidence in a test. measure more than two carriers jointjgint attack or coher-
~ There are two possible ways for Eve to carry out herent attack, the security issue of our current scheme needs
interception/resend strategy, i.e., interception with either thgyther clarification in general and should be the subject of a
{IP).1Q).[R).IS)} or {|A™),|B"),|A7),|B")} measurement fytyre investigatior{19,20.. As two serious proofs have re-
basis. With the first interception method, Alice and Bob cancently been proposed for the security of conventional QKD
detect Eve as followdi) Alice is assumed to serf@ "), test  gcheme$21], it is necessary for us to reexamine the security

bit O, (ii) Eve intercepts the photon twins and obtains thegf our current scheme on the basis of these proofs.
Bell state|P), (iii) Eve resend$A™) to Bob in accordance

with the resend strategyiv) Bob obtains the Bell statf®)
with a probability of3, (v) Alice notifies Bob that she has i T
sent a test bit(vi) Bob consider$Q) to result from test bit 1, ~ Alice and Bob can expect the error-free transmission of a
and (vii) they finally detect the bit error by comparing the ciphertext provided that Eve adopts the intercept/resend
encoded and decoded bit values. The error probability peftrategy described in the preceding subsection. In this sense,
test bit is1. If Eve obtains the Bell stat®) and then resends Eve does not destroy bit information in any intelligible bit
|B*), Bob regards the resultant Bell stal or |S as a bit ~and our communication channel is equivalent to a classical
error, depending on whether he operates theansforma-  channel as regards the transmission of intelligible bits. This
tion or not. The flows of the resultant and resent states arééquirement cannot be satisfied in quantum channels by
summarized in Table |. means of orthogonal-state quantum cryptograffiyas al-

With the second interception method, Alice and Bob canf€@dy mentioned in Sec. I. The use of quantum states un-
detect Eve as follows: quantum statg*) and [D*) is ~ known to anyone else, however, makes it impossible for Eve
completely destroyed by the interception with the to distinguish test bits from large numbers of intelligible bits
{|A*),]JA7),|B*),|B7)} measurement basis, as suggested byand she necessarily fails to resend test bits. As the error
Egs.(2.13 and(2.14. Whenever Eve obtaifé*) or|[B*),  Probability per test bit is;, Alice and Bob can detect Eve
she resends the resultant state and this results in an error withith a whole probability of - (3)™ by insertingM test bits.

a probability of 3 per test bit. By contrast, if Eve obtains When Alice unveils all the test bit positions, Eve can also
|A7) or |B7) through the measurement, she knows thatdecode all the bit values and obtain the definite binary se-
Alice preparedC*) or |[D™). This is because Alice never quence prepared by Alice. Thus mutual information between

C. Ciphertext transmission in secret-key cryptography
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Alice and Eve becomes unity. It is for this reason that Alice For example, we assume that Alice employs a parity code
and Bob employ our communication scheme for sending notvith a block length oiN=3 for intelligible bits and prepares
plaintext but ciphertext. the bit string 1100 with the parity encoded in the last bit. She
Once they have shared a secret key, they must continue t§€n inserts the test bit;0=|C™)) between 110 and 0 and
employ our communication scheme whenever they send ar§ends 1100 to Bob. We express this mixed bit sequence as
ciphertext. As long as they detect no evidence of eavesdroz—/ag'b’c’d'e):_(1'1’O’Q’O)' Here Eve should be assumed to
ping, they can guarantee the security of the key and th _né)w tgz%[thA:[hce en;p;lr(])ysf_ theb.?rrpr cc?[rrtetctt)lgt)nlfcgde V‘gh.
plaintext with a high level of confidence and use the key,, and at ohe of e Hve DILS 15 & test bit. ve oprains

) . the Bell state, for exampléR) for the fourth positiond, she
repeatedly. In contrast, if they detect eavesdropping, the}ﬁecessarily regards the bit sequence asb,c,d,e)

discard the key. Although Eve can intercept all the C|pher-:(1,l’o'1,0) and considess b, ord to be a possible test bit
text, she can no longer expect to obtain any other ciphertexis;ndidate.
ciphered in the same key and cannot decipher the key at all. Thys Eve can guess some possible candidates for the test
This means that the security required for a key that is usedjt positions by using the structure of the error correction
repeatedly can be enhanced to the level of one-time-pagode. Nevertheless, her guessing depends on some ambigu-
cryptography. This greatly reduces the size of the key stockities and she cannot always locate the correct positions of the
In terms of the security of our proposed scheme, we mustest bits. Moreover, if Eve wrongly locates the test bit and
find a way to design our system so that we can detect aresends it, bit error may occur not only in the correct test bit
eavesdropper without fail whenever the ciphertext, or anyut also in the intelligible bit picked up wrongly by her. Eve,
portion of it, is intercepted. Here we introduce three paramtherefore, must resend any intercepted bit as an intelligible
etersL, I', and 7 to discuss this security issueis the length  bit to minimize the probability of detection whenever she
of the secret key to be protected. We defihas the number cannot specify the correct position of the test bit. This sug-
ratio of test bits to intelligible bits. Parameteris the frac-  gests that it is practically impossible for Eve to escape de-
tion of the photon pairs assumed to be intercepted. Eve, whigction provided that a sufficiently large number of test bits
desires to intercept the ciphertext completely, necessaril@'® inserted in a lengthy bit sequence. This issue deserves
fixes the parametep value at unity. In this case, Alice, who uture quantitative analysis and will be presented elsewhere.
sets the parametérvalue atzs;, can detect Eve with a prob-
ability of 1—10~° provided that Alice sends approximately D. Comparison with usual QKD schemes
3000 photon pairs per one-time use of the secret Key ( From the general viewpoint of secret-key cryptography,
~3000). Although such a lengthy key appears inconvenienpur proposed scheme is an alternative to the one-time-pad
or less realistic in comparison with 56 bits in data encryptionuse of a secret key shared by quantum key distribution. The
standard(DES), it seems necessary in principle to increaselatter, however, has the disadvantage that a lengthy secret
the key length so that we can assure security in our proposetey, which has the same length as the ciphertext, must be
scheme. generated every time. A very large number of quantum and
If Eve unwillingly reduces they parameter ta} to escape  classical information transfers are necessary when sharing
detection, she can still successfully intercept approximatelpuch a lengthy key, preceding the classical transmission of
300 bits of intelligible information with a probability of, ~ €ach ciphertext. In contrast, once a key is shared in a secure
without being detected. To prevent this not insignificant™anner, our proposed scheme requires a smaller number of
amount of information from being intercepted easily, Alice classmaglllnformann transfers to notlfy publicly Bob of all
must improve the parametdt value to, for examplez,  the positions and values of the test bits.

Then the probability of Eve secretly obtaining the 300 bits ofOf I:hsehoﬂgjsgﬁtnoiﬁdézgf ?(t)th'z s;?geége plragt'ggéi%?g%e
information can be reduced exponentially to 20 present prop usual QKD plus one-time-p
schemes is still not clear. As a quantum channel is needed for

| ¢ " totically by i ing the kev length ?ransmitting the ciphertext, our scheme may offer no saving
close to unity asymptotically by increasing the key length 5 5 mount of guantum information transmission as com-

for a given parametel’ value. AsI" is necessarily smaller a4 1o the usual schemes. Moreover, the ciphertext may be
than the order of unity to ensure the error-free transmissiojyst que to photon loss of the quantum channel, leading to
of intelligible bits, it is preferable to lengthen the key. If \he necessity of a retransmission. Also, one cannot restrict
Alice and Bob still desire to protect the secrecy of intelli- {ho use of the guantum channel to off-peak hours, which is
gible bit values as a precaution against an improbable byfyssiple in the usual QKD. It is also unclear either how
nonzero probability failure in the eavesdropping Qetectlonprivacy amplificatior{22], which is effective in QKD, can be
they must further encrypt the ciphertext. Such anxiety, howypplied to the present scheme. All these should be sorted out
ever, should generally be dispelled by increasing the parany; practical consideration in the future investigation. In this
eterl” value and the key length. . . paper, however, we concentrate on showing that, in prin-
In the above discussion, we assume the ideal conditions Q,Iiple the security of the repeated use of a key can be en-

a zero-loss transmission line, a pnity photodetection effi,anced to the level of one-time pad by directly sending a
ciency, and a noiseless transmission system. These assUMfshertext over the quantum channel.

tions, however, are invalid for any actual transmission sys-
tem and we must at least establish an error correction code
for intelligible bits to cope with transmission and detection

noise. The structure of the error correction code, however,
helps Eve guess some possible candidates for the test bit This section describes the photonic implementation of our
positions in the mixed bit sequence prepared by Alice. quantum channel. We also discuss a feasible experimental

IV. PHOTONIC IMPLEMENTATION OF A QUANTUM
CHANNEL
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Encoding by use of Euler angle&,,y). Here the linear polarization
DA, B, Y) PhotonI i D, B, 7) statesH andV are regarded as spin p,0 and down(0,1),
Phot 1 — respectivel\f22]. The configuration of the one-photon spinor
Pairon L] L Bell State operator is shown in Fig.(B). The initial statgP) is trans-
Source PhotonII | DpB(ac*, B*, v%) Analyzer formed as
———+]
a+ a+
D|(a,,8,'y)|P>=COS§COSTy|P>—COS§SinTy|Q)
@ Alice Tfansmission Bob
Line
B a—y B a—y
PBS N +sm§smT|R>—sm§cosT|S)
_>
v (4.2
PBS PBS H
— N by operatingD(«,8,7). Thereforg A*), |B*),|C"), and
Phase Shift y o .V |ID*) can be generated froi®) as follows:
Rotation B/2 D _II’BS — L
(b) Phase Shift o DN —#/2,0,0|P)= 5(| P)+|Q)=|A"), (4.3

FIG. 5. (a) The schematic configuration of our quantum com-
munication system by means of polarization-entangled photon 1
twins: D(«,3,7) indicates a one-photon spinor rotatoib) The D, m,—wl2)|PY=—(|R)+|S))=|BT), (4.9
schematic configuration of a one-photon spinor rotator. V2

setup which employs a Hong-Ou-Mandel two-photon inter- 1
ferometer. Di(ml2mi2,~ wl2)|P)=— (IP)+|R)=IC"), (4.9

A. Bell state operation via spinor rotation

. ) . .and
The schematic configuration of our quantum channel is
shown in Fig. %a), whereD(«, 3, y) indicates a one-photon

spinor rotation23]. Photon twins are emitted from an opti- A _ _ i —|p+

cal source and identified by two different optical paths | and Di(ml2.m2,~3m12)|P) ) (1Q+[SN=[D7).

Il [12,14]. The initial state of the photon twins is assumed to (4.6
be|P)(=|¥ ™)), given by Eq.(2.1). Alice can prepare each

of |A"),|B*),|C"), and|D*) by operatingD(«,,y) on To derive a two-photon spinor rotation corresponding to

photon I[; Df(a,,B,y). Bob can perform th&J transforma- the U transformation
tion by operating an appropriate one-photon spinor rotation

on each photon such &(a,8,y)®D{(a*,8*,y*). Then 1 1 1 -1

Bell state analysis is performed for the photon twins. 1l 1 1 -1 1
The one-photon spinor rotatioB(«,8,y) can be ex- U=— ,

pressed as 2l-1 1 1 1

1 -1 1 1

e '*? 0 [cospl2 —sinpl2
D(a..y)= 0 e'*?|| sinpl2  cosB/2 a four-dimensional representation using the
iy {IP),|Q),|R),|S)} basis should be employed. The effects of
> € 0 4.1) D,(a,B,y) on entangled quantum states can be represented
0 e ' by
|
cogBl2)cos¢p cogpBl2)sing —sin(BI2)sind  sin(B/2)cosh
D8 —cogB/l2)sing cogB/2)cosp —sin(Bl2)cosh —sin(B/2)sing 4
H(aBy)= sin(B/2)sind  sin(B/2)cos® cogB/2)cos¢p —cog B/2)sing |’ S
—sin(B/2)cosfd sin(B/2)sinfd  cog B/2)sing cog B/2)cose
where

¢=(a+7y)/2 and 6=(a—v)/2.
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In the same manneB,(a*,8*,y*) can be expressed as

cog B*/2)cos¢p* —coqB*/2)singd* —sin(B*/2)sin6*  sin(B*/2)cosH*
cog B*/2)sin ¢p* coq B*/2)cosg¢* sin(8* /2)cos#* sin(B* /2)sin *

B % px k) _—
Di(a™ 8%, 7") sin(B*/2)sing*  —sin(B*/2)cosd*  cog B*/2)cos¢p*  —cog B*/2)sing* |’ 4.8
—sin(B*/2)cosf*  —sin(B*/2)sind  cog B*/2)sin p* coq B*/2)cosg¢*
|
where the same outputROS). Therefore|A™) and|B*) can be

completely distinguished with the imperfect analyzer but
|C*) and|D*) are indistinguishable whenevgRS) is the
¢* =(a* +vy*)I2 and 6* =(a* —y*)/2. result. As shown in Figs. 1 and 3, however, Bob can detect a
bit error with a finite probability if he obtain®) or |Q). This
. . can be explained as follows. Caséi):Alice send4C™), (ii)
The U transformation can be reBahzed by the two- g obtaingP) and resendfA™), (iii) Bob obtainsz>>with
photBon spinor rotation given byDy(w/2,—ml2—ml2) 4 probability of3 and they can successfully detect Eve. Case
®D;i(0,—m/2,0), where Il: (i) Eve obtains|ROS) and resend$B*) and (iii) Bob
obtains|ROS). In this case, he cannot detect Eve. Therefore

1 010 the error probability is reduced tpper test bit but the prob-
B 1 01 ability reduction can be compensated for by inserting more
0 10 1 Figure 6 shows the schematic configuration of our quan-

tum channel based on two-photon interferenf#4].
Polarization-entangled photon twins can be generated

and : -9
through spontaneous parametric down conversion in a non-

1.0 0 -1 linear optical crysta[12]. The signal and idler photons are
superposed by a 50:50 beam splittB6). A linear polariza-
DB(0,— 7/2,0)= i 0 1 -1 4.10 tion beam splittekPBS is inserted in either output direction
= ’ 710 1 1 ' of the BS. Output photons are counted by single-photon de-
1 0 1 tectors numbered d1-d4 and coincidental registration makes

it possible for Bob to distinguishP), |Q), and |ROS) as

summarized in Table II.
B. Implementation with a two-photon interferometer

Perfect Bell state analysis is regarded as experimentally V. CONCLUSION
unfeasible at this stagel1]. Three of the four Bell states, We propose a kind of secure gquantum communication
however, have been distinguished experimentally by using gchemep foF; transmitting a_definit q bi hil
Hong-Ou-Mandel two-photon interferometgir4]. Our pro- 9 Inite binary sequence while

posed scheme is valid for such an imperfect but experimengonf'rmmg the security of the transmission against an eaves-

tally feasible Bell state analyzer. We assume thap dropper. Our.prop'osed communication scheme is very suit-
(=|¥*)) or |Q) (=i|¥)) can be distinguished from the able fo_r sending ciphertext in a secret-key cryptosystem be-
other three whildR) (=i|®*)) and|S) (=|® ")) result in cause it enables us to detect an eavesdropper who attempts to
decipher the key. In our proposed scheme, information trans-
mission is separated into two steps. Alice, the sender, en-

Pump Light codes a bit of quantum information on a quantum state of

) Do, B, ) DB(e, B, 1) photon twins. Any quantum state is given by a two-term
N superposition of the four Bell statd® ), i|¥~),i|®d*),

(S;l::?stca, L] ! l‘ and|®~). Bob, the receiver, measures the photon twins with

a Bell state analyzer and obtains partial information concern-

Dy®(o, B, v) PBS ing the quantum state. Then Alice notifies Bob of the se-
s fat} lected coding basis via a classical channel and Bob can de-

-

SPDC: Spontaneous TABLE Il. Imperfect Bell state analyzer.

ParametticDown |~ ppsNd—JIg3l, 1 - i
Conversion Four Bell states Registration results
Coincidence
o Processing |P) (d1,d2,(d3,d9
Alice Lo " @ (d1,03,(d2,d4
IR Two photons are routed
FIG. 6. The schematic configuration of our quantum channel |s) IROS) to the same detectors

with a two-photon interferometer.
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termine the quantum state sent by Alice. A random operation ACKNOWLEDGMENTS

of an appropriate unitary transformation before Bell state The authors thank Dr. M. Koashi for valuable discussions,

analysis makes it impossible for an eavesdropper to €SCaRfhd Dr. T. Mukai and Dr. N. Uesugi for their encouragement
detection by Alice and Bob. during this research.

[1] G. BrassardModern Cryptology: A Tutorigl edited by G. [11] P. G. Kwiat, K. Mattle, H. Weinfurter, and A. Zeilinger, Phys.
Goos and J. Hartmanis, Lecture Notes in Computer Science  Rev. Lett.75, 4337(1995.

Vol. 325 (Springer, Berlin, 1988 [12] C. H. Bennett and S. J. Wiesner, Phys. Rev. Lé. 2881
[2] C. H. Bennett and G. Brassard, Rtoceedings of IEEE Inter- (1992.
national Conference on Computers, Systems and Signal Prg-13] M. Michler, K. Mattle, H. Weinfurter, and A. Zeilinger, Phys.
cessing, Bangalore, IndidEEE, New York, 1984, p. 175. Rev. A53, R1209(1996.
[3] C. H. Bennett, G. Brassard, and A. K. Ekert, Sci. . [14] K. Mattle, H. Weinfurter, P. G. Kwiat, and A. Zeilinger, Phys.
Ed) 267, 50 (1992. . Rev. Lett.76, 4656(1996.
[4] C. H. Bennett, F. Bessette, G. Brassard, L. Salvail, and J. SmcrlS] W. K. Wootters and W. H. Zurek, Natut¢ondor 299, 802
lin, J. Cryptology5, 3 (1992. (1982

[5] A. K. Ekert, Phys. Rev. Lett67, 661(199J).

[6] A. K. Ekert, J. G. Rarity, P. G. Tapster, and G. M. Palma
Phys. Rev. Lett69, 1293(1992.

[7] B. SchneierApplied CryptographyWiley, New York, 1993. '

[8] Recently, QKD protocols have been proposed which do noFS] N. Gisin and B. Huttner, Phys. Lett. 22§ 13 (1997).

discard any photon; L. Goldenberg and L. Vaidman, Phys. 19] J. 1. _Cirac and N. Gisin, Phys. Lett. 229 1 (1997.
Rev. Lett.75, 1239(1995; M. Koashi and N. Imotoibid. 79, = 20l E. Biham and T. Mor, Phys. Rev. Let9, 4034(1997.

2383(1997):; M. Ardehali, G. Brassard, H. F. Chau, and H. K. [21] H. K. Lo and H. F. Chau, e-print quant-ph/9803006; D. Mayer,

[16] D. Dieks, Phys. Lett92A, 271(1982.
"[17] A. K. Ekert, B. Huttner, G. M. Palma, and A. Peres, Phys. Rev.
A 50, 1047(1994.

Lo, e-print quant-ph/9803007. e-print quant-ph/9802025; C. H. Bennett and P. Shor, IEEE
[9] A. Aspect, P. Grangier, and G. Roger, Phys. Rev. 145tt460 Trans. Inf. Theoryd4, 2724(1998, and references therein.
(1981); 49, 91 (1981); 49, 1804(1982. [22] D. Deutsch, A. Ekert, R. Jozsa, C. Macchiavello, S. Popescu,

[10] J. J. SakuraiModern Quantum Mechanics, Revised Edition and A. Sanpera, Phys. Rev. LellZ, 2818(1996.
(Addison-Wesley, New York, 1994p. 323. [23] In J. J. Sakurai, Refl10], p. 221.



