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Eavesdropping optimization for quantum cryptography using a positive operator-valued measure
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It is demonstrated that the eavesdropping optimization obtained recently by SétitakyPhys. Rev. A57,
2383(1998] for Bennett's two-state protocol of key distribution in quantum cryptography holds, not only for
the case in which an ordinary von Neumann projective measure is implemented by the legitimate receiver, but
also for the case in which a positive operator-valued measure is implemented, as ind@rah{hys. Rev.
A 56, 4456 (1997]. In both cases, identical expressions hold for both the Renyi information gained by the
eavesdropper and for the error rate induced by the eavesdropper in terms of the parameters characterizing the
key distribution system and the eavesdropper’s prpB&050-29479)03004-§

PACS numbgs): 03.67.Dd, 03.67.Hk, 03.67.Lx, 03.65.Bz

[. INTRODUCTION ton polarization measurement operators, a simple von Neu-
mann projective measurement cannot conclusively distin-
For Bennett’s two-state protocdB@2) of key distribution guish the state of a photon having two possible
in quantum cryptography1], Slutsky et al. recently con- nonorthogonal polarization states as in B@2 protocol. To
structed the optimal eavesdropping method, which on avedistinguish conclusively between two nonorthogonal states
age yields the most information to the eavesdropper for &4 and|v), one can implement the following POVM repre-
given error rate caused by a unitary probe of the eavesdrogenting the possible measurements performed by the key re-
per[2]. The most general possibiedividual attack consis- ceiver[7—11]:
tent with quantum mechanics was constructed in which each
transmitted bit is attacked individually and independently

from other bits. The eavesdropper causes the carrier to inter- A= (1+ o)) " H1=|v)v]), 1)
act with her probe so that the carrier and the probe are left in
an entangled state, and subsequent measurement of the probe A,=(1+(ulv)) (1 —|u)(u)), 2
by the eavesdropper vyields information about the carrier
state. A=1-A,—A,. (3

The optimal eavesdropping method is based on maximi-
zation of the Renyi information gained by the eavesdroppeihe POVM operators, Eq$1)—(3), are positive and sum to
on corrected data for a given error rate. Corrected data inthe identity. When an ideal detector representing the operator
clude data remaining after discarding inconclusive result®\, responds positively, it follows that a photon withva
and also erroneous data as determined by block checksurpslarization state cannot have been received. Likewise, when
and bisective search. The optimization is needed to establisin ideal detector representing tAg operator responds posi-
the security of the key against individual attack, by guarandively, a photon with ai polarization state cannot have been
teeing it to be exponentially unlikely that more than tokenreceived. The operatok, is represented by a detector that
knowledge of the final key is available to the eavesdropperegisters inconclusive events. All-optical implementations of
following key distillation [3—5]. Slutsky et al. based their the POVM, Eqs(1)—(3), in quantum cryptography have re-
optimization on the very general eavesdropping interactiorcently been propose@,11-13.
model of Fuchs and Per¢€]. The Fuchs-Peres model ana- Before proceeding, it is well to mention other related
lytically characterizes the most general possible unitarywork. Numerous analyses of various eavesdropping strate-
probe consistent with quantum mechanics. gies for several protocols have appeared in the recent litera-
Slutsky et al. assumed that the legitimate receiver of theture [14—40. These works include analyses @) indepen-
key implements a simple pair of ordinary von Neumann pro-dent attacks(2) collectiveattacks, in which the eavesdropper
jective measurements. However, it is well known that theentangles a separate probe with each transmitted particle and
number of inconclusive results can be reduced by using aeasures all probes together as one system(3rabherent
key receiver based on a positive operator-valued measui@ joint attacks, in which a single probe is entangled with the
(POVM) [7,8]. In the present paper | extend the analysis ofentire set of carrier particles. The collective and coherent
Slutsky et al. to include the case in which a particular all- attacks are, however, impractical at present with current
optical POVM receivel(8,9] is used in theB92 protocol, quantum technology. They require the maintenance of coher-
employing two nonorthogonal photon polarization states. Irent superpositions of large numbers of quantum states. State
particular, | demonstrate here that the identical optimizatiorstorage and decoherence present major issues.
obtained by Slutsket al.[2] applies for the POVM receiver In Sec. Il, | calculate the disturbed states for tR62
of Brandt, Myers, and Lomonad®], as well as for the or- protocol by using the eavesdropping model of Slutskyl.
dinary von Neumann projective receiver. [2] and assuming the POVM receiver of Brandt, Myers, and
Because of the noncommutativity of nonorthogonal pho-Lomonaco[8] is implemented. In Sec. lll, | calculate the
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associated information gained by the eavesdropper and dem- Il. DISTURBED STATES

onstrate it to be identical to that for the case in which an

ordinary von Neumann projective receiver is used. Then in In the Fuchs-Peres model of eavesdropping on the B92
Sec. IV, | calculate the error rate and show that it, too, isprotocol, an incoming carrier stalig and the eavesdropper’s
identical for either a POVM receiver or a projective receiver.probe statgw) undergo joint unitary evolution represented
Section V presents a summary of results and conclusions. by a unitary operatod, resulting in the entangled stdt&,6]:

Uluew)=3[(1+sec )| Dy + tan 2| P ,g) — tan 2| Do) + (1—sec )| )] @ |u)
—3[tan 2a|® o) — (1—sec 2v) | 10) — (14 sec )| D) — tan 20| 1,)] @ |v). (4)
Here the angler is given by
a=73 sin"Yu|v), 6)

in terms of the Dirac bracket of the nonorthogonal stateand|v), and|®,,,) are the states in the Hilbert space of the probe
and are neither normalized nor orthogonal. Equat@®rfollows from Egs.(1) and(2) of Slutskyet al. [2]. Similarly, for an
incoming statdv), one has

Ulv®@w)=3[tan 2a|® o) + (1+ sec 2v)| P 10) + (1 —sec )| D o,) — tan 2a|P ;)] ® |u)

+3[(1—sec )| ®gp) —tan 2a| Do) +tan 2a|Py,) + (1+sec ) [P )] D |v). (6)
|
The probe stategb,,,) have the following symmetry prop- =alu) + 3] 15
erties[2,6]: l)=alu)+ Blv) (15
is given by
|Pod =[P4, () .
|ihg) = —a(1-sin 2a)"%e), (16)
|P oy =[P4, (8 . . .
wherele) is a unit ke 8,11]. Also, the statéy,) entering the
(Pod Por) = (P14 P1g), (9) v detectoris
(oo ®10) = (D14 Doy, (10) |7y =1B(1~sin 2)*?e). (17)

Equations(16) and (17) are Egs. A21 and A22 of Brandt,

(Poi P10 =(P1d Do, (1) Myers, and Lomonac$8] expressed in a more convenient
D oy| D o) = (P 1 D), 12 notation. They follow from the detailed structure of the all-
(ol Poo) =( P10l P1p (12 optical POVM receive(8,11,13. Comparing Eqgs(4) and
(o] D10 = (D1 Do), (13 (1), it follows that if the sender Alice sendsiastate, the
eavesdropper Eve with her probe relays the state(8qo
(14| D ooy = (P P1y)- (14)  thereceiver Bob, and Bob's POVM receiver detectsstate,

then the probe is left in the correlated state,
These symmetries arise from the random equiprobable seleci— N ) U
tion of carrier statesu) and|v) by the key transmitter and |¥uw) =~ z(1—Sin2a) T(1+sec )| Do) +tan 20| Dy)
';hnedﬁiultmg symmetry of the probe under interchanggiof —tan 2a|® gy + (1 sec 2) | d4)]. (18)
For the all-optical POVM receiver, the stdtgg), enter-  Also, from Egs.(4) and(17), one can conclude that if the
ing theu detector for an input state detector responds, then the probe is left in the state

| ) = I5(1—sin 2a) Y] —tan 2a|® o) + (1—sec ) | P 1)+ (1+ sec )| Dy) + tan 2a) | P4,)]. (19

Analogously, one obtains

[, = IE(l—sin 2a) Y (1—sec )| Do) — tan 2a|d ) + tan 2a|Po,) + (1+ sec ) [P 4,)], (20
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and

|h,0)=— 3(1—sin 2a) Y tan 20| Do) + (1+ sec )| P 1) + (1— sec )| Do) — tan 20| D4 1)]. (21)

We proceed to calculate the information gain available to thexpressed in terms of the overlap
eavesdropper.

_ Kdud o0l
Iil. EAVESDROPPER’S INFORMATION GAIN Q= Toud o (23

Eve must distinguish between the two equiprobable states
|4y and|i,,), since all other events appear as errors obetween the projected correlated probe stdigs,) and
inconclusive results to Alice and Bob, and are announcedi,,) [Eq. (22) follows from Egs.(7a) and (7b) of Slutsky
and discarded in th&92 protocol. Both the Shannon and et al.[2]]. In the optimized individual attack when Bob uses
Renyi information are in this case maximized by a simplethe POVM receiver, Eve must minimize the overi@p Eq.
two-dimensional von Neumann test, symmetric about th€23), between the projected correlated probe states, given by
state vectorg,,) and|i,,) [41,42. The resulting Renyi Egs.(18) and(20).

information gain is Next, by using Eqs(18) and(20) and simple trigonomet-
ric identities, the statefy,,) and |y,,) appearing in Eq.
l5=100,(2—Q?), (22 (23), can be rewritten as follows:
|
| o) =— (1—sin 2a)Y?sec [ | P o) coF a— | 1,)sir? a+ (| 10) — |Pgy))Sine cosa], (24)
|h,0) =1(1—sin 2a)Y2sec [ |®11)c0g a—|Pg)sir? a— (| 10)— | Poy)) sina cosal. (25)

Next, if one compares Eq923)—(25 with Eq. (10) of (1) the frequency of valid events in whigdh) is transmitted
Slutsky et al. [2], and with the expressions given there for and received, an®) the frequency thgty) is transmitted and

the stategy, ;) and|y, ) (see Appendix C of2]), it be-  |v) is received. The error rate in Bob’s POVM receiver due
comes immediately evident that both expressions for théo the disturbance caused by the eavesdropper is thus given
overlapQ are identical. In particulaty,,) here differs from by

|75y there by only an overall factor of—(1

—sin 2z)"2sec 2 and |4,,) here differs from|y, 3) there E— Pu (26)
by only an overall factor of (1 sin 2a)Y?sec 2v. One can Puw+Pud’
therefore conclude that the overl&@® in the case of the . - . o
POVM receiver of Brandt, Myers, and Lomona¢8], is whereP;; is the probability that Bob detectsjgolarization

identical to the overlap obtained in Slutskyal. [2] for a  State when Alice sends apolarization state. For the POVM
von Neumann projective receiver. The corresponding Renyi€ceiver, one has, in terms of the POVM operalgr, Eq.
information gained by the eavesdropper, E2R), is then @),
also equivalent for both receivers. We proceed to calculate
the error rate induced by the eavesdropper in the POVM
receiver of the legitimate users, Alice and Bob. However, without directly evaluating E€27), which can be
shown by lengthy algebraic reduction leads to the same con-

IV. ERROR RATE INDUCED BY EVE clusion, one can see from Eq€l7) and (4) that for the

POVM receiver considered here,

Pu,={(u®w|UTA,Uluew). (27)

Because statesl) and |v) are equiprobable, and due to
the resulting symmetry ifu) and|v), the error rate between Py = 212= (] 7)), (28)
Alice and Bob is the frequency of erroneous events in which ’
|uy is transmitted andiv) is received relative to the sum of where

|¢//7>—— (1—sin 2a) Y3 tan 20| D oo) — (1—sec 2v) | 10) — (1+ sec )| P o) — tan 2a| P 44)]. (29

Next, using simple trigonometric identities in EQ9), one easily obtains
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|ih7) =i(1—sin 2a)Y2sec 2o | 1) coF a— | D 1o)sir? a+ (|P11) —|Dgo))Sina cosa]. (30)

Also, one has V. CONCLUSIONS

It has been demonstrated that the eavesdropping optimi-
Puu=|tud® (31)  zation obtained recently by Slutslet al. for Bennett's two-
state protocol of key generation in quantum cryptography
holds for the case in which the POVM implementation of
Then, if one compares Eq&26), (28), (30), (31), and(24)  Brandt, Myers, and Lomonad@] is employed by the legiti-
with Eq. (9) of Slutsky et al. [2], and with the expressions Mate receiver, as well as for the case in which an ordinary
of [2]), it immediately becomes evident that both expressionghe€ POVM receiver considered here, the eavesdropper’s gain
for the error rateE are identical. In particularly;) here in Renyi information on corrected data was formulated in

differs from |y, ) there by only an overall factor af(1 terms of the overlap of thg appropriate correlated probe
— sin 22)Y2sec 2, and, as noted previouslyy,,) here dif- s;ates. Also, the POVM receiver error rate dug to egvesdrop-
fers from |, ) there by only an overall factor of (1 ping was formulated. For both types of receiver, |d(_ant|cal
—sin 2a)1’zseé 2. One can conclude that the error riggs ~ eXpressions were shown to result for both the Renyi infor-
identical to the error rate that was obtained by Slutsksl. mation gained by the eavesdropper and for the error rate
[2] for a receiver based on a von Neumann projective mea'—nduc_e_Ol by the eave_sd_ropper in terms of the parameters Ch?r'
surement, just as is the overlap, and the Renyi informatio@cterizing the key distribution system and the eavesdropper’s
gain. Since both the error rate and the Renyi informatiorP"0°€
available to the eavesdropper are the same for the POVM
receiver considered here as for the ordinary projective re-
ceiver, it follows that the same optimization of Slutsiyal. This work was supported by the U.S. Army Research
[2] must apply whether Bob uses a von Neumann projectivé aboratory. Useful communications with J. M. Myers, J. D.
receiver or the POVM receiver considered here. For otheFranson, B. A. Slutsky, D. Mayers, W. K. Wootters, S. J.
possible POVM implementations, any such equivalence maygomonaco, J. D. Murley, and M. Kruger are gratefully ac-
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