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Quantum entanglement for secret sharing and secret splitting
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We show how a quantum secret sharing protocol, similar to that of Hillery, Buzek, and Berthiaome
Alamos e-print archive quant-ph/9806068an be implemented using two-particle quantum entanglement, as
available experimentally today. We also discuss in some detail how both two- and three-particle protocols must
be carefully designed in order to detect eavesdropping or a dishonest participant. We also discuss the extension
of a multiparticle entanglement secret sharing and splitting scheme toward a protocol soahatpersons
with m=<n can retrieve the secrdiS1050-294{®@9)09301-4

PACS numbeg(s): 03.67—a, 03.65.Bz, 42.50.Dv

I. INTRODUCTION realized by a combination ofn-particle entanglement and
entanglement swappirlg 3—135.

Quantum mechanics provides novel features to informa- However, it should be remembered, as it was indeed
tion processing, extending the capabilities beyond those postressed in Ref9], that for practical purposes conventional
sible using classical physics only. The most prominent exquantum cryptography followed by classical secret sharing
amples to date have been quantum computafibr®], can also be used to achieve secret sharing in a very simple
quantum teleportatiof8—5], and quantum cryptographg], manner. That is, the sender Trent sends one sRit@Alice
with the latter being most mature experimentally. For cryp-and a second strin§ to Bob, and then Trent encodes the
tographic applications, there has been much concern abog€cret message using a Ke€ygenerated by the exclusiver
whether quantum methods can be used only for secret keytOR), K=R&S. Only if Alice and Bob collaborate can they
exchange, or if it is useful also for other purposes, such and out the message. However, the principal advantage of
authentication. However, recent proofs showing quantum bithe two-particle scheme is that for a given length of the se-
commitment not to be unconditionally sec(i7e8] have been cret key, fewer bits are needed to be sent in order to assure
somewhat of a setback for an extension of quantum cryptogthe nonpresence of the eavesdropper.
raphy toward such applications. The paper is outlined as follows: First, in Sec. I, we

Recently, Hillery, Buzek, and Berthiauni@] introduced review the preparation of two-particle maximally entangled
a protocol ofquantum secret sharingvhich is a quantum- states, the so-called Bell states. In Sec. Ill, we discuss secret
mechanical version of classical secret sharing schemesharing. In Sec. Ill A, we present the two-particle entangle-
[10,11. The basic idea of secret sharing in the simplest casgent secret sharing protocol. In Sec. 1lI B, we discuss the
is that a secret is shared between two persons, say Alice angsue of eavesdropping. In Sec. IV, we discuss the extension
Bob, in such a way that it can only be reconstructed if bothof the splitting scheme of Ref9]. In Sec. IV A we briefly
collaborate. In a more general setting, notably for secure kegeview their scheme for secret sharing, in Sec. IVB we
management, am-out-of-n protocol [or (m,n)-threshold  briefly discuss eavesdropping considerations, in Sec. IVC
scheméwith 1<m=n spreads a secret toparticipants ina We review their scheme for secret splitting, and in Sec. IVD
way that anym participants can reconstruct it. The interest-we discuss a possible extension using entanglement swap-
ing aspect of exploring quantum mechanics for secret shaRing. Finally, in Sec. V, we discuss the obtained results.
ing is that it allows for the unconditionally secure distribu-
tion of the information to the participants. The scheme II. TWO-PARTICLE ENTANGLEMENT AND BELL
presented in Refl9] is based on a three-particle entangled STATES
Greenberger-Horne-Zeilinger staf&2]. The main purpose . ) i i )
of the present paper is to show that it is also possible to Let us begin with a brief review of two-particle polariza-
construct secret sharing protocol similar to that in Rej.  ton entanglement. The state generated from a type-Il para-
using two-particle quantum entanglement. We also present Retric down-conversion crystal can be written[ 6]
detailed discussion of how to detect eavesdropping, or how
to detect a dishonest party in the protocols. Specifically, we
discuss the importance of the order in which the participants
release the data to test for the presence of an eavesdropper.
Furthermore, we discuss how a first step toward a possiblethere « is a birefringent phase shift of the crystal, and
m-out-of-nprotocol for secret sharing and splitting can be|z+) and|z—) denote the spin eigenstates, or equivalently

the horizontal and vertical polarization eigenstates, and sub-
scriptsA andB denote the two particlegor Alice and Bob.
*Permanent address: Department of Electronics, Royal Institute of Using appropriate birefringent phase shifts and polariza-
Technology, Electrum 229, S 164 40 Kista, Sweden. Electronidion conversion, one may easily convert the above state into
address: andkar@ele.kth.se any of the four Bell stategl6]

1 .
|¢>:E(|z+>A|z—>B+e'“Iz—>AIZ+>B), (2.1)
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1 1
|¢t>:E(|Z+>A|z+>8i|z_>A|z_>B) (2.2 |‘1’7>EE(|¢7>—|9”+>)
and _ 1 + Vo |z— +
_\/§(|Z Yalx—)g—|z—)alX+)p)

1

1
|'pt>:E(|Z+>A|z_>8i|Z_>A|Z+>B)- (2.3 \/§(|x+)A|z—)B—|x—>A|z+)B). 2.7

Experimentally shifting between these states has been demow, the set of statelsy™, ¢~ , ¥ *,® "} has the desired fea-
onstrated in Bell-state analysi47]. As written above, the tyre that(y*|¢~)=(¥*|d~)=0, which, as we will see

states are expressed irealirection basg{|z+),[z—)}. De-  pelow, allows for a simple encoding of the information to be

fining thex-spin eigenstates as shared. Furthermore, the states from the two different sets
are nonorthogonal, ag(y*|¥")[2=|y*|® )[’=3 and
1 1 Ko~ | P=(p*|® )°=%. This is the crucial feature
Ix+)=—=(|z+)+|z—)), [x—)=—=(z+)—|z—)), that enables the detection of an eavesdropper in the two-
V2 V2 2.4 particle entanglement-based protocol presented below.
we may rewrite the Bell states in this basis as lll. ONE- TO TWO-PARTY SECRET SHARING
As discussed in Sec. |, in secret sharing, information is
1 sent from a sender Trent, to multiple participaiisre two,
|p" )= —=(|X+)alX+ )+ |X=)alX—)p), Alice and Bob, so that both need to collaborate to have the
V2 information. In this section we present a two-particle quan-
tum entanglement protocol for secret sharing.
B 1
l¢p™)= E(|X+>Alx_>8+ [X=)alx+)8), A. Two-particle quantum entanglement secret sharing
2.5 protocol

1 Let us now present our protocol for the secret sharing to
s T e\ v two persons. In a nee protocol Trent, the sender, encodes a
)= \/§(|X+>A|X+>B [X=)alx=)e). random binary bit string, selecting for instance the states
{10),|1)}={|¢"),|¢7)}. Each of the participants Alice and
Bob receives one of the particldsay photong and then
B 1 randomly makes a measurement either in ther x basis.
)= E(|X_>A|X+>B_|X+>A|X_>B)' They then publicly discuss the results, with Trent listening,
and keep only the results where their measurement bases
(directiong coincided. When they later compare their data,
As should be noted, for example, the™) states give corre- they can use the correlation properties of the Bell states
lated results in both the and x bases, however, thep™)  above as a lockup table to reconstruct from the correlation
states give correlated results in thbasis, but anticorrelated which one of the two states was sent. However, thizenal
results in thex basis. version can easily be cracked by a dishonest party. An eaves-
The feature we wish to explore in the quantum secrelropper Eve or dishonest receiver Bolwho tries to find out
sharing protocol is the detection properties in two nonorthe secret all by himself, may simply capture both particles,
thogonal basis sets. Let us therefore define a linear combingerform a measurement of the Bell states using a Bell state
tion of Bell states as analyzer[17] and then regenerate the corresponding Bell
state and send further to Alice and Bob. Let us emphasize
1 that since only two Bell states are used in thisveascheme,
¥ Hy=—(|¢ )+ |s)) eavesdropping would be possible using interferometric Bell
V2 state analyzergl7], which can separate two Bell states with
certainty, and give a different answer for the two other Bell
_ _ . states. The problem with the ‘wai scheme can be traced
h \/§(|Z+>A|X+>B+ [Z=)alx=)n) back to the fact that the Bell states are orthogonal, and hence
can in principle be measured without disturbance.
1 Let us therefore present a more elaborate version, in
= E(|X+>A|Z+>B+|X_>A|Z_>B) (2.6)  which Trent switches randomly between two sets of states,
similar to four-state quantum cryptograpf6/, also drawing
ideas from quantum communication using Einstein-
and Podolsky-RosefEPR pairs[18]. Now Trent proceeds in a
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TABLE |. Correlation between outcomes for Alice and Bob, = TABLE Il. Eavesdropping attempt and the state sent further.
allowing them to decide jointly which state was sent by Trent, given

that they know the choice of basis made by Trent. Trent sends Eve observes Eve sends
Alice/Bob z+ z— X+ X— yr ¥ e
¢ ¢ ¢
z+ ¢ gt A o P ytorg” JTorgT ?
z— a ¢ o A O Yyt oor ¢ ytorgT ?
X+ vt o~ Wyt ¢
X— P vt ¢~ s

cryptography[6]. To see this in a sufficient way, we will
consider two possible cases. The first involves an honest Al-

fashion similar to the case of four-state quantum cryptogral¢e and Bob, and a third eavesdropper. The second case con-
phy. To this end he makes use first of the set of state§€rns a situation in which one of the involved parties, say
{l4*),|¢")}, and also the statesl ™) and | ) defined Bob(or Bob"), is dishonest and tries to find the secret key by

above. In this case, as will be seen below, even a perfect sdimself, without collaborating with Alice in the final stage.

analyzer which can separate all four Bell states cannot be
used for eavesdropping. The protocol goes as follows.

(1) Trent sends information ag0),|1)}<={|¢™),|d ™)} Suppose the eavesdropper, by convention denoted by Eve,
and {|0’),|1")}={|¥*),|®7)}. Alice and Bob detect the is in possession of a Bell state analyzer for the Bell states as
states, either in the or x basis. Note that these measure-defined above. If so, she will be able to distinguigh’) or
ments ardocal, each made on one particle only. |¢~) when Trent sends either of the two. However, in the

(2) Alice and Bob then have a public discussion whereconjugate basis she has a random outcome. Suppose the
they declare the measurement outcomes for a set of bits usedvesdropping strategy is to resend the Bell state according
for a test of the eavesdropping. After this has been done, thetp the result of his Bell state analysis. In Table Il, we sum-
also declare the measurement bases that were used for thearize the outcomes using this strategy. In order to detect
test bits and the secretly shared bits. This should be done ihe eavesdropper, we should consider what happens if, for
a way that, for the test bits, the person who declared thénstance, the statgl' *) is sent by Trent. In half the cases
outcome first should be the last to declare the basis; the re@&ve chooses the right basis, and resends the Bell state per-
son for this will be explained below. As we will show below, fectly. In the other half of the cases Eve chooses the wrong
in order to stop an eavesdropper, or a dishonest party, it isasis and either sendg™) or |¢~). These states will be
essential that a set of bits are released for befbrethe  correctly detected by Alice and Bob in half the cases. Adding
bases are declared. Naturally, the set of bits used for thep the probability of causing an error becomesxi(2/2
eavesdropping test should be decided by both parties, and1/2+1/2x 1/2)=1/4, which is the same as for four-state
not by one party alone. cryptography. In a manner similar to the four-state cryptog-

(3) After some bits(measurement outcomes and basesraphy, it is also possible to do a more complex eavesdrop-
have been released, Trent reveals to them which of the twping using an ancilla, or measuring in an intermediate basis
bases the state was sent, but not which state. Also, Trent telidmpared to the{0,1} and {0’,1'} bases. However, the
which state was sent for the test bits. In half of all caseseavesdropper is still detectable, and the fundamental security
Alice and Bob must discard their results, but in the other halfremains.
they have useful results, as described in Table I, which
shows the joint correlation properties of the outcomes for 2. A dishonest Bob when the bases are declared first

measurements made by Alice and Bob, given that a certain . . .
y 9 A more serious threat is that of a dishonest BRBob*),

state was sent by Trent. : . . )
When this haz been done. Alice and Bob can indepenr_nentloned briefly earlier. Bdbseeks to learn the full infor-
i ation himself, while fooling Alice and Trent into believing

dently make a test for the presence of an eavesdropper, . ; ) . ;
test whether one of them is dishonest. As will be shown & .he Is not in possession of the ful mformatlon._ln con-
below, an eavesdropper, or a dishonest pésty Bob try- ventional quantum cryptography, the eavesdropper is outside

ing to find out the shared key without Alice and Trent know- th_(tehorltgglql prgtc?[cotl, gng "'esé,é%smo“.“of dand I(ra]arn tf;g 'key
ing it, will introduce a 25% error rate in the bits. If the test withou? beéing detected. nere an Insider, who partici-

shows no errors, however, they can construct the secret shaﬁgtes tm theWprotﬁcol,ﬂ?ntdtr:/_vh(_) trll_es t& utse It to h;s dOV\.m
ing key from the rest of the bits where only Trent’s basis wagidvantage. e show that this Implies that one must design
released, as can be inferred from Table I. However, neithetlhe protocol carefully, and choose the right order of releasing

of them alone may determine|iy*) or |¢~) was sent in the Lhe Fl)IUt\;\ll'Cd'rlforT:at'on'fFfLi'r?}Stal?(;iﬁin:%it'f aBr%busV;zu;gr the
first basis set, or if#*) or |& ) was sent in a second basis > 2'0W€d 0 Choose 1o =€ ch bits

set. Hence, in order to know which bit value was sent byl€St Of €avesdropping, then for those bits he may simply
Trent, they must collaborate. follow the original protocol, and introduce no error rate at
' all. If, however, he is not allowed to choose which bits Alice
will disclose first, he must use a more sophisticated strategy.
Let us here first analyze the case for a “careless” proto-
The present secret sharing scheme is secure against eavesl, which is different from the protocol in Sec. Il A only in
dropping in a manner similar to that in four-state quantumthat the measurement bases are released first, followed by the

1. Intercept and resend by Eve

B. Security against eavesdropping
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measurement outcome of the bits used for the eavesdroppir®p, in principle, he can send an arbitrary “dummy” particle
test. The strategy for Bdhis to capture the original state and to Alice.

send a fake state, sq@ ) to Alice. He then tries to repro- ~ Bob* then measures in thebasis on his original particle,
duce the true correlations by using the information leaked irand in thez basis on Alice’s original particle. Suppose now
the public discussion. Let us go through Bblssstrategy in  that Trent sent a state from thgl *),|® )} set of states. If
detail. When Trent sends the state, Bob* simply captures thB€ obtains the outcomes corresponding to|the ) state he
original state and stores it. He then sends one particle frorfi€clares the same outcome as Alice, but the opposite basis. If
the fake statd¢ ) to Alice. When Alice tells which basis he obtains outcomes corresponding to {de") state, he

she measured, he measures the other particle of in the declares the opposite outcome as Alice and the opposite ba-

same basis, and from this he knows exactly the outcome s (see 'I;1able)L A cheating BO?PEan éh_us oé:)tai_n infohrma—
Alice’'s measurement. This is a crucial point. Next Bob tion on the states sent in thgW™),[® )} basis without

makes the measurement on the original state, choosing f(?:fufln|g any berriors. rThe (t;ariesti vvlrendiTrerrg zenbt in the
Alice’s original particle the same basis as Alice did. For his Y").l¢7)} basis are automatically discarde ecause

ok H H H )
particle, he will follow the original protocol and measure in a Boﬁ Silgvﬁzsbdeeggtr:j :EZtk{[?]iSSISC?]%F;?i?te st'?r Q{Ialce Séannot be
randomly chosen basis. Now, for basis choices that will 9 9y

agree with that sent by Trent, Bblzan use the measurement applied to steal information about states sent in the

. - . _ :
outcomes from his measurements on the original state anﬂlw ):|¢ ")} basis. This is because Bbizannot det_ermme
his knowledge of Alice’s outcome, to tell Alice and Trent a whether the outcomes should be correlated or anticorrelated,

) ; n _
measurement outcome that agrees both with the state sent Bgﬁ? l:l)];/h1?r|;rr]1(lz;vesev¢]algl1ec))ln?rrc])ifstzz;r;aﬁeirz/ ?:gl\ﬁs >ﬂ¥; ?Stoo

Trent and with the outcome observed on the fake particlé
received by Alice. To illustrate, if Bdb makes measure- much use of the above strategy leads to a detectable correla-

; ; - tion between Alice’s and Bob’s choice of basis. But a small

ments compatible with states from the §eb~),| )}, then : :
infers that the statgp ™) was sent, he will tell Alice that he ?BH;E?)LICJ Egsa\cg%ggu be successfully cheated, so protocol
observed the same outcome as she did. If he_lnferﬂ #hat Let us then consider cas®), where Bob releases his
mzf zﬁgért\))é dTrsmAl?f e W"Al\l ;,(ier\r/lﬁglr tgf Srﬁggilfo%itcfg?]?h;%%is first. In this protocol, Bdbcannot use the above strat-
(W), |d ) bagis if éob’s basis cﬁqoice does not agree egy. This is because he will sometimes release a basis which

: ! : : L is the same as that of Alice, when Trent also sent a valid state
with the basis chosen by Trent, the bit is discarded anywayfor that basisi.e., |¢*) or |¢~)). In this case, the combi-
Using this strategy, Bdbis able to exactly reproduce the o : \

correlation that Alice and Trent expect. It does not matter ifnatlon Of. outcomes released by Alice and Botioes not
Alice or Bobt declare their test bits first necessarily correspond to the state sent by Trent, so that the

cheating should be detected. It can be shown that this order
of releasing the outcomes and the basis also prevents a cheat-
3. A dishonest Bob when the measurement outcomes are  ing Alice (Alice*) from obtaining the state without introduc-
declared first, followed by the measurement basis ing errors in the protocol. This is because Alice* must re-
Let us now show that the procedure introduced in seclease her outcome first, so she cannot control whether the
A is indeed secure, namely, first releasing the measure@utcomes should be correlated or anticorrelated for the valid

ment outcome, then the basis, in the order such that the pefhoice of measurement bases used. Hence the order of re-
son who declared the outcome first should be the last t§£@sing information ir(2) can be seen to be a good one.
declare the basis used for the measurement. The reason thisNOW, since we see that caéB is vulnerable to Bob, and
works is that, in contrast to the case in Sec. IlIB2, Bob €ase(2) is secure against Alice* and Bbbthe symmetry
cannot exactly deduce Alice’s basis from her declaration oP€tween Alice and Bob shows that cas is secure and
her outcome, even if he uses an entangled fake state. AsG@Se(4) is vulnerable to Alicg. It should now be clear why
result of this, he will then sometimes declare an outcomé@nly orders(2) and(3) should be used. ,
which is incompatible with the state prepared by Trent. Fur- 10 conclude this somewhat lengthy discussion of eaves-
ther, in order to ensure that this incompatibility is actually 4roPPing, we have shown the importance of choosing a cor-
tested, the order of releasing information must be chosefect order of releasing the bits used for the test for eaves-
carefully. There are four cases to be studién: Alice re-  dropping, or the test of a dishonest party in the protocol. As
veals the outcome followed by Bob, then Alice reveals thesStated initially, we believe the roo.t of this n_eed t_o pe careful
basis followed by Bobf2) Alice reveals the outcome fol- stems from the fact that the cheating party is an insider to the
lowed by Bob, then Bob reveals the basis followed by Alice;Protocol.
(3) Bob reveals the outcome followed by Alice, then Alice
reveals the basis followed by Bob; and fina(§) Bob re-
veals the outcome followed by Alice, then Bob reveals the
basis followed by Alice. Let us now show wh@) and (3)
are good procedures, b(t) and (4) are not. In this section, we discuss how three-particle entangle-
Let us first see what will happen in calg. Suppose that ment can be used for secret sharing, as was first shown in
Bob* has intercepted the original particle. In this case,Bob Ref.[9]. Next we introduce the concept of secret splitting of
is not helped by sending the entangled fake stafe) used quantum information, first by briefly reviewing the scheme
earlier. This is simply because he cannot tell from Alice’sin Ref.[9], followed by some brief comments on the genera-
and his outcome alone which was the basis used by Alicion of the initial state for the secret splitting. Finally, we

IV. QUANTUM SECRET SHARING AND SPLITTING
WITH THREE-PARTICLE ENTANGLED STATES
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TABLE IlI. Correlation between outcomes for Alice and Bob, Bob* measures his particle from the fake state according to
allowing them to decide jointly which outcome was observed byAlice’s choice of basis. He then knows Alice’s outcome as
Trent, given that they know the choice of measurement base ( well. Next he follows the original protocol for the true state,
y direction made by Trent. measuring in the same basis as Alice on her original particle.
Suppose Alice and Bob measured in théirection, and that
Alice obtainedx+. Bob* hears from Alice that she used the
Y+ X+ X — y— y+ x basis, and then measures on the fake state to find out Al-
ice’s outcome. If Bob obtains a correlated result for the

Alice/Bob X+ X— y+ y—

X— X— X+ + -
yr y— yr i_ i+ original particles, he will know that for the valid settings
y— v+ y— Xt Y Trent obtainedk+ as well; see Table Ill. He also declares to

Trent and Alice that he obtained+. If he instead obtained
anticorrelated results, he would know that Trent observed

show how the secret splitting protocol of RE8] can possi- X~ and that he should declase- as well. The remedy

bly be extended using entanglement swappit$;14). against this eavesdropping attack is that Alice and Bob re-
lease the outcomes for the test bits for eavesdropping before

they release the directions of their measurements. It can then
be shown in a similar manner to that of the two-particle

Suppose Trent, Alice, and Bob share one particle eacBntanglement scheme that a dishonest party will introduce
from a three-pal’tlde entangled Greenberger-Horne-Ze|I|ngeérrors in the data, a"owing for his detection.

(GHZ) state[12],

A. A brief review of secret sharing with GHZ states

B. A brief review of secret splitting with GHZ states

1
|‘r/fGHZ>:E(|Z+>T|Z+>A|Z+>B+|z_>T|Z_>A|Z_>B): In Ref. [9], quantum key sharing was also extended to
@.1) quantum information splitting by teleportation, which one of
‘ us also recently studied in the context of teleportation to two
where the first particle is that of Trent, the second that offarties[19]. The basic idea is as follows: Trent has a qubit
Alice, and the third that of Bofin Ref.[9] the partiegTrent,  |Q)=(alz+)+b[z—)), which he wants to send to either
Alice, Bob) were denotedAlice, Bob, Charlie, but here we  Alice or Bob (both cannot generally have it as that would
stick to the common notation of denoting the sender in secrétiolate “no-cloning” theoremg This may be done using a
Sharing by Trerit Now they then make random measure- teleportation procedure, Whereby Trent, Alice, and Bob ini-
ments, either in the or y direction, where the eigenstates tlally share a GHZ state. Next Trent makes a joint Bell-state

were defined above, and tiyesigenstates are defined as ~ measuremen{l7] on the stat§Q) and his particle of the
GHZ state. By communicating the outcorfieo bits) to Al-

1 _ 1 _ ice and Bob, their joint state can be rotated to the split state
|y+)=ﬁ(|z+)+|lz—)), |y—>=ﬁ(|2+)—I|Z—)). |Q)s,=al|z;+,2,+ ) +b|z;—,2z,—); here the notation is that
4.2 of Alice having the first particle and Bob the second patrticle.

From this state, Alice may, for instance, retrig@) if Bob

Now, by reexpressing the GHZ state in thandy eigen- does a measurement in tRebasis, and communicatésne
states, as shown in RgR], Alice and Bob can construct a Dit) which outcome X+ or x—) he obtained. However, as
lock-up table that allows them jointly, but only jointly, to Stressed in Ref49,19], if both receivers do not collaborate,
determine which was the measurement outcome of Trenfach one may still obtain the same amount of information as
Table IIl is the analog of Table I introduced earlier for the that of a single von Neumann measuremg2q, i.e., the
two-particle entanglement. As seen from Table 11, Alice or measurement will give that the state at least has a component
Bob alone cannot determine which measurement outcom@/Ong & given axis. This is different from the classical case,
was observed by Trent, even if they know in which basiswhere no information should be available for the dishonest

(direction) he measured. parties. _ _
It should also be emphasized that the teleportation method

1. A comment on eavesdropping in the GHZ-state secret sharing i not the only way to achieve the quantum information split-
As di d in Refl9] this GHZ Lis i ting. By using quantum-controlled-NOT gatd21], the
s discussed in Refl9], this -state protocol Is N o, antum information in a qubit can also trivially be split to

principle secure against eavesdropping, and may also be gegls\ora) parties, e.g., for instance to three parti@$.s
eralized to involve more thar_1 two partles..L.et us emphgsgez alzy+,2y+,25+ )+ b|z3—2,— 25— ), by the successive
here that the order of declaring the test bit is also crucial Nperation of two quantum-controlled-NOT gates.

the GHZ-state secret sharing protocol. This was not explic-
itly stressed in Ref.9], although it may have been implicitly
assumed. To see why the order is important, supposé Bob
uses the following strategy for finding out what was the out-
come of Trentwithout letting Alice and Trent know that he Let us now show how the quantum splitting scheme can
is cheating. When Trent sends the two particles of the GHZ be extended to a initial version of an-out-of-nprotocol, or
state to Alice and Boh he catches Alice’s patrticle as well as a so-called ,n) threshold scheme. The basic idea is that a
his own. He then sends a fake state™) to Alice. When secret is divided intm pieces or shares; though in such a
Alice declares her measurement basis to Trent and* Bob way that anym group of shares can be used to reconstruct the

C. An m-out-of-n secret splitting protocol using entanglement
swapping
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secret. In the context of quantum secret splitting, that would—(|z+)—|z—))/\/2. Let us here, however, first show the
correspond to spreading a quantum bintparties in such a  simple swapping of the state of the last particle in Q@SS
way that anym parties could reconstruct it. If implementable, state, and théSO) state. Applying a quantum-controlled-
this feature probably could find some use for providing re-NOT gate, followed by the Hadamard transformation, gives
dundancy in quantum computation. The protocol may, also

Lr;azgfgglg;%f\évx:alzsg[g], be used for the secret sharing of ¢ |QS§®|SO)=H,(alzi+, ... Zmt)®|Z+)so
We have not yet realized this full goal of quantum secret +blz;—, ... Zn—)®[Z—)s0)

splitting, namely, the splitting of a qubit e participants in _
a symmetric quantum state so that amyparticipants to- =@z+, ... Za+)®[z+)s0
gether can retrieve the original qubit. However, let us here +blzi—, ... Zmt)®|2-)s0)/\2
describe a partial goal. Suppose a qub@)=(alz+)
+b|z—)) is split amongm “executives” so they each pos- +(alzgt+, ...z )®)z+)s0
sess one particle from the entangled state

—blzi—, ... Zm—)®|Zz= )50/ V2.

|QSS=alz;+, ... Znt)+blzi—, ... Zn—).
' ' 4.3 49

if the |f we now make a measurement of the state of the last par-

original quantum bit is to be reconstructeday) one of the ticle in thez basis, we project the remainimg parFicIes into
locations. As discussed above, in the absence of any one Jf€ desired swapped state. Suppose we ot#ain the re-
the persons, only the amplitude information of the state ignaining state becomes

available[9,19]. However, before leaving, the “executive”

Now, as shown previously, ath persons are needed

sho_uld be requested to transfer his enFangIement to a “sub- |stswap=(a|zl+, e Zme1 ) ®|Z2+H)so
ordinate” using entanglement swappirig3,14, demon-
strated experimentally recent{t5]. Suppose the joint state +blzy—, ... Zn1t)®[2—)sd). (4.6
of the executive$QSS and the subordinatlSO) =|z+ )go _ _ . .
is Now this procedure would require both the particle to disen-
tangle(from the executiveand the subordinate to be input to
|QS9®|SO =(alz;+, ... Znt) the quantum gate network, so, in this case, one may simply
relabel the particles instead. Let us therefore present a more
tblzi—, ... Zm=))@[2+)so- useful scenario. In this case, each subordinate is in posses-

(4.4 sion of a two-particle maximally entangled stat8O2)

_ - =(lza*+.2o+ )sot |Za— 2o~ Yso)/ V2. From this state one
Generally, the entanglement swapping between two part|cle|§artic|e is left at a “swapping center,” and the second par-
from two maximally entangled states requires a Bell-statgicje is kept by the subordinate. Witirm subordinates hav-
measuremAent, as implementable with a unantum-controlleqr-1g left one entangled particle, there are altogethpersons
NOT gateC,,;, a Hadamard transformatidt,, and a two-  that may help in retrieving the qubit. Now, to make the
particle measuremeritl4]. The operation of the quantum- swapping, the executive goes to the swapping center and
controlled-NOT gate is that it takes a two qubit input andmakes a joint Bell measurement on his particle and the one
flips the second qubit|£+)—|z—) and|z—)—|z+)) only  particle left by the subordinate at the swapping center. The
if the first qubit is|z—). The (one bi) Hadamard gate trans- state following the controlled-NOT and Hadamard gates can
forms the input as|z+)—(|z+)+|z—))/V2 and |z—)  be written

H.CrolQS9® (S0 =--(a|z1+, ... Zm+)®|Zat . Zo+)sot blZi—, ... Zm+)®|Zat+,20— )s0)/2
+(@zy+, ... Zn—)®|Zat 2yt )so—blzi—, . Zn— ) ®|Zat 2o ) s0) /2
+(alzy+, ... Znt)®|Za— 2y )sot blza—, .. ZnH)®|Za—,Zp+ )s0) /2
+(alzi+, ... Zm)®|Za—,2p— Yso—blzi—, ... Zm—)®|Za—,Zp+ ) s0) /2. 4.7
|
Now, for instance, the measurement resalt{,z,+), di- entangled state. Effectively this procedure “teleports” the

rectly projects the remaining state into the desired stateentanglement to the subordinate. It should be kept in mind
However, generally, the subordinate must be told the resulhat strictly speaking this protocol is not an{n)-threshold
of the measuremerta two-bit messageand by a simple bit protocol. This is because of the asymmetry between the ex-
flip or sign change he may reconstruct the initiaparticle  ecutives and the subordinates, not allowimgsubordinates
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by themselves to share the split state. However, the protoc@d very interesting question remains concerning quantum se-
still gives some added flexibility as a possible way to transfercret sharing and splitting: What would be the protocol for

a split qubit between various parties. secret splitting for quantum registers? We believe this would
be of even more interest for quantum computation and com-
V. DISCUSSIONS munication than if it is only single quantum bits that are

) . split. One of the most interesting questions in this respect is
We have shown a simple two-particle quantum-tne amount of entanglement needed to construct a secure
entanglement-based protocol for quantum secret sharingyqtocol.

which is implementable by parametric down-conversion an

interferometric Bell state analysis. The interest in using

entapglgment-based prqtocols is initially more of a “proof- ACKNOWLEDGMENTS
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