PHYSICAL REVIEW A VOLUME 57, NUMBER 4 APRIL 1998
Free-space quantum-key distribution
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A working free-space quantum key distributidQKD) system has been developed and tested over a 205-m
indoor optical path at Los Alamos National Laboratory under fluorescent lighting conditions. Results show that
free-space QKD can provide a secure real-time key distribution between parties who have a need to commu-
nicate secretlyfS1050-294708)05404-3

PACS numbes): 03.65.Bz, 42.79.5z

Quantum cryptography was introduced in the mid-1980sher sequence. Bob agrees with Alice to randomly test the
[1] as a new method for generating the shared, secret randopwlarization of each arriving photon in one of two ways: he
number sequences, or cryptographic keys, that are used @ither tests with vertical polarizatiofy), to reveal “1's,” or
cryptosystems to provide communications security. The apleft-circular polarization,/lcp), to reveal “0’'s.” Note that
peal of quantum cryptography is that its security is based of8ob will never detect a photon for which he and Alice have
laws of nature, in contrast to existing methods of key distri-used a preparation-measurement pair that corresponds to dif-
bution that derive their security from the perceived intractaferent bit values, such a#) and|v), which happens for
bility of certain problems in number theory, or from the 20% of the bits in Alice’s sequence. However, for the other
physical security of the distribution process. Since the intro0% Of Alice’s bits where the preparation and measurement
duction of quantum cryptography, several groups have denfrotocols agree, such #s) and|lcp), there is a 50% prob-
onstrated that quantum key distributié@KD) can be per- ability that Bob detects the photon, as shown in Table I. So,

formed over multikilometer distances of optical fid@—9], by detecting photons Bob is able to identify a random 25%

but the utility of the method would be greatly enhanced if it _port|on of.th(.a bits in AI'Ce. N sequen(;e, assuming no blt.|OSS
could also be performed over free-space paths, such as 'Pe trarjsm|55|on or detectioriThis 25% efficiency factor is
' e price that Alice and Bob must pay for secre@ob then

used in laser communications systems. Indeed there are Communicates to Alice over a public channel the locations,

tain key distribution.p.roblems' in this category for which but not the bit values, in the sequence where he detected
QKD would have definite practical advantadésr example, o005 and Alice retains only these detected bits from her

It is |mpract|cal to send a courier fo a sateulte/\/_e are initial sequence. The resulting detected bit sequences are the
developing QKD for use over line-of-sight paths, including ,, key material from which a pure key is distilled using
surface to satellite, and here we report our first results on keXIassical error detection techniques. An eavesdropper

generation over indoor paths of up to 205 m. “Eve,” can neither “tap” the key transmissions, owing to

The feasibility of QKD over free-space paths might b?the indivisibility of a photon[13,14], nor copy them owing

considered problematic because it requires the transmissiqq 4 quantum “no-cloning”[15—1§ theorem. Further-

of slr:jgle photonfs tﬁrOUtha medium W'th var:ylﬂgbprokpertlesa.‘or& the non-orthogonal nature of the quantum states en-
and detection of these photons against a high background, .oq hat if Eve makes her own measurements she will be

However, c()jtrlgrs_ have shovx;_rllt th:(t) tlhe CO?bm"’}[t.'c}r}.l?f SUbaetected through the elevated error rate she causes by the
nanosecond timing, narrow filtef40,11, and spatial filter- irreversible “collapse of the wave function[19].

ing can render both of these problems tractable. Furthermore, The prototype QKD transmittetFig. 1) consisted of a
the atmosphere is essentially nonbirefringent at optical wavey, '

: . " i emperature controlled diode laser, a collimating lens, two
Iengths, .allowmg fa|thfulitransm|SS|on of the Slngle"Ohmondielectric mirrors, a fiber to free-space launch system, a
polarization states used in QKD. ' '

) . single-mode fiber pigtailed polarization neutral beam splitter,
A QKD procedure starts with the sender, “Alice,” gen- 9 P'g b P

i t random bi b E variable optical attenuatdiOA), a ~10-m single-mode
Eirtailr?%hi Ssee(;rjerzig OArﬁce'r;?%gruerg zfnr dsfrgl:]irr]r::ifé aogirfgl tical fiber delay, a 2.5-nm bandwidth interference filter
ok > F), a polarizing beam splittdiPBS), a low-voltage pockels
photon to the recipient, “Bob,” who measures each arrlvmgﬁ ), @ polarizing pliteiPBS w-voltage p

photon and attempts to identify the bit value Alice has trans—CeII (PO, and an & beam expande(BE).

mitted. Alice’s photon state preparations and Bob’s measure- TABLE I. Observation probabilities.

ments are chosen from sets of nonorthogonal possibilities

For example, in the B92 protocfl2] Alice agrees with Bob  Alice’s bit value “Q” “0” wpn “pr
(through public discussigrthat she will transmit a horizon- Bgb tests with wqn “Q” wqn “Q”

tally polarized photon|h), for each “0” in her sequence, opservation probability p=0 p=3 p=3 p=0
and a right-circular-polarized photofrcp), for each “1” in

1050-2947/98/5@)/23794)/$15.00 57 2379 © 1998 The American Physical Society



2380 W. T. BUTTLER et al. 57

POLARIZATION CONTROLLERS

B— k=i

Cooled
Laser

CT

FIG. 1. Free-space QKD transmittgklice).
FIG. 2. Free-space QKD receivéBob).

The diode laser wavelength is temperature selected to 772
nm, and the laser is configured to emit a short, weak coheremendent paths—one paflthe long path(LP)] is approxi-
pulse of ~1-ns length, containing approximately*1pho-  mately 5 ns longer than the other pathe short patiSP].
tons. Each path contains polarization controlling optics that termi-

The free-space QKD receivéFig. 2) was comprised of a nate upon the PBS. We configured our system to operate
3.5-in. Cassegrain telescop€T), a free-space to fiber with a single SPCM, but we have also operated with SPCMs
launch system, a single-mode fiber pigtailed polarizatiorat both of the output ports of the PBS.
neutral beam splitter, two sets of polarization controllers If the dim pulse of~0.7 photon is collected and launched
(each consisting of a quarter-wave retarder and a half-waviato the fiber at the receiver it will be diverted by the beam
retardey, a PBS, and a single photon counting module, orsplitter with equal probability along one of the two possible
SPCM (EG&G part number: SPCM-AQ 142-BLThe pro- optical paths. In the prototype system the polarization con-
totype receiver did not include an interference filter but it istrolling optics were adjusted to behave together as a quarter-
expected that future versions of the receiver will incorporatevave retarder along the SP, and a zero-wave retarder along
this feature to reduce background light levels. the LP. Thus, a dim pulse dfcp) traveling the SP is con-

A computer control system, “Alice,” starts the QKD pro- verted to|v) and reflected away from the SPCM. Con-
tocol by pulsing the diode laser at a rate previously agreedersely, a dim pulse ofh) traveling the SP is converted to
upon between herself and the receiving computer contrdlrcp) and is transmitted toward or reflected away from the
system, “Bob.” Each laser pulse is launched into a single-SPCM with equal probability. Similarly, a dim pulse [df)
mode optical fiber and then split by the beam splitter withtraveling the LP is transmitted away from the SPCM, but a
equal probability between the direct path and the delay pattdim pulse of|rcp) is reflected toward or transmitted away
The direct path produces a coherent “bright pulse™e1®®  from the SPCM with equal probability.
photons, which Bob uses as his system trigger for timing We used the differing path lengths, together with fast tim-
purposes. ing electronics gated with narrow coincidence windowsb(

Light traveling along the direct path passes through thens), to determine dim-pulse polarizations with a single detec-
IF, the PBS, the PC, and is then launched into free-spacwr. Specifically, a coincidence observed 50 ns after the
from the BE. The IF constrains wavelength, and the PBS isright pulse(early coincidenceinforms Bob that the dim
oriented to transmit horizontal polarization. pulse was ofrcp), while a coincidence observed 55 ns after

The fiber delay and OA are used to delay the diverteche bright pulse(late coincidencetells Bob that the dim
pulse by~50 ns as well as attenuate the diverted pulse to apulse was ofh). The detector dead time was35 ns.
average of~1.4 photons per pulse. This attenuated pulse A variety of transmitter and receiver configurations were
then impinges again upon the beam splitter, which transmitased to evaluate the equipment and test the optical elements
a dim pulse with an average of0.7 photon that follows the over optical path lengths of 2, 36, and 205 m, but here we
bright pulse along the direct path through the IF, the PBSdiscuss only the 205-m results. The 205-m experiment was
the PC, and the BEThe attenuated pulse only approximatesperformed with the transmitter and receiver colocated in or-
a “single-photon” state; we tested out the system with ander to simplify data acquisition. The 205-m optical path was
average of~0.7 photon per “dim pulse.” This corresponds achieved by sending the emitted beam up and down a
to a 2-photon probability of-12% and implies that-30%  ~17.1-m laboratory hallway 6 times with the use of 10 mir-
of the detectable dim pulses will contain 2 or more photonsrors, and a corner cube under fluorescent lighting conditions.
e.g., with a Poisson distribution with an average photon The corner cube was used to determine the feasibility of
number of 0.7 there will be-50 empty sets;-35 sets of 1 transmitting single photons from a ground station to a low
photon,~ 12 sets of 2 photons, and3 sets of 3 photons for Earth orbit satellite covered with corner cubé&sich as
every 100 dim-pulsesThe PBS transmits thih) dim pulse LAGEOS-I and LAGEOS-II and back.(Note: the primary
to the PC, which is randomly switched to affect only the property of the corner cube is its ability to return light back
dim-pulse polarization. The random switch setting is deteralong the path it came. However, the corner cube also pos-
mined by discriminating a random voltage generated by @&esses the seldom-noted feature that each of its 6 possible
white noise source and either passes the dim-pulse urpptical paths will transform a given incident polarization dif-
changed agh) (zero-wave retardatioror changes it tgrcp)  ferently[20]. Because of this, a fully illuminated corner cube
(quarter-wave retardation depending on the random bit cannot be used to perform polarization-dependent experi-
value. The bright pulse’s polarization is never altered. ments. Therefore, only one path through the corner cube was

Bob then collects the bright and dim pulses with the Casused during the experimept.
segrain telescope and launches them into single-mode fiber. The coupling efficiencyy, between the transmitter and
The bright pulse is split at the beam splitter along two indereceiver for the 205-m path wag~2%, wherezn accounts
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TABLE II. A 200-bit sample of Alice’s(A) and Bob’s(B) raw  flections (about 3 bit errors per secongrevented us from
key material generated by free-space QKD. effectively operating the prototype system below an average

of ~0.7 photon per dim pulse.

This experiment implemented a two-dimensional parity
check scheme that allowed the generation of error free key
00111101 01101111 11010000 01101111 01011011 5i60ria). The error detection program permitted the isolation
00111101 01101111 11010000 01101111 010110115 oppor free bits from key material with BERs exceeding
11100100 01010001 10110100 10110101 011010113094 A fyrther stage of “privacy amplification” is neces-
sty ey S0 0 1eG2 any el nviedge gane by n ees-

dropper to less than 1 bit of informatig@1]. We have not
00001@1 11010111 1010010 10100111 00010011 implemented this protocol at this time. Our prototype incor-
01000010 00100011 00111001 01101100 OlllOOOlpor‘,ﬂ,[es a “one time péd [22] encryption(also known as
01000010 00100011 00111001 0100@ 01110001 0 v/ernam Cipherthe only provably secure encryption
method, and could also support any other symmetric key
system.

for losses between the transmitter and the power coupled into 1€ original form of the B92 protocdll2] has a weak-
the single-mode fibers preceding the detector at the receivef€SS 10 @ “man-in-the middle,” or opaque, attack by Eve.
This efficiency led to a bit-rate of 50 Hz when the trans- For_lnstance, Eve could measure Alice’s photons in Bob’s
mitter was pulsed at a rate of 20 kHz over the 205-m pathPasis and only send a photon, or coherent photon pulse,
with the system operating at an average~dd.7 photon per when she |<.jent|f|es.a bit. However, if Eve retransmits each
dim pulse. The final bit rate is the product af and the observed bit as a single photdar a weak coherent pulse
probabilities that the weak coherent pulse of photons willshe will noticeably lower Bob's bit rate. To compensate for
reach the detector, and the probabilities that the detector wifhe additional attenuation to Bob’s bit rate Eve could send on
fire when Poisson distributed photons reach the detectog coherent photon pulse of an intensity appropriate to raise
[The detector efficiency is a function of the average photorBob’s bit rate to a level similar to her own bit rate with
number per dim pulse, and accounts for the probability theAlice. [In fact, if Eve sends a bright classical pulgepulse
detector will fire given 1 photofip(1)~0.65], 2 photons of a large average photon numpsehe guarantees that Bob’s
[p(2)~0.878, 3 photong p(3)~0.957, etc., reach the de- bit-rate is equal to her owhOur system protects against this
tector. These probabilities are convolved with the probabili-scenario when operated with two SPCMs. For example, this
ties that 1, 2, 3, or more of those photons actually reach thg/pe of attack would be revealed by an increase in “dual-
detector and then convolved with the Poisson probabilitiesire” errors which occur when both SPCMs fire simulta-
for 1, 2, 3, or more photons per dim pulgp(1)=0.348,  neously.(In a perfect system there would be no “dual-fire”
P(2)~0.123, p(3)~0.0284, etd. These convolutions are errors, regardless of the average photon number per pulse,
then summed to give the detection efficiency as a function opyt in an imperfect experimental system, where bit errors
the Poisson average photon numbeFhe bit error rate ey, dual-fire errors will occurA better protection would

(BER) for the 205-m path was-6%, where the BER iS e 1o yse the BB8#L] protocol, which our system also sup-
defined as the ratio of the bits received in error to the tota orts.

number of bits received. A sample of raw key material from Over the next few months we intend to implement design

the 205-m expenment, with errors, 1S ShOV.V” n T’able ”'. changes to the transmitter and receiver in order to increase
The narrow coincidence time windows in Bob’s receiver o .
system efficiencyy, and increase the total range of the QKD

minimized bit errors due to detector dark noise&0 H2); : - .
; . system. Our calculations show that a narrow filter, the spatial
the ambient background wasl kHz. These low noise rates >~ o e . .
filtering, and the narrow coincidence timing provided by this

amounted to~1 bit error every 9 s. After-pulsing of the . . N )
SPCMs caused by the bright pulses contribute2i% to the s_ystem W'_”_aHOW reliable k_ey distribution under prlght day-
total BER—an average rate of 1 bit error per second. Ir||ght condmons.. Our goal is to exchange key bits outdoors
addition, bright pulse reflections within the transmitter ©V€ S t0 8 km in the planetary boundary layer.

caused the “1” errorglate coincidence erroyso be about 6 Finally, we note that somt_awhat similar results to these
times higher than the “0” errorgearly coincidence After-  Presented here are reported in Ref3]. However, the pro-
pulsing errors could be reduced by increasing the length ofocol of Ref.[23] was implemented with a modulated HeNe
the fiber delay to further separate the bright and dim pulséaser, utilized long pulse lengths-(100 ng, and active po-
and should result in a BER of 4%—an average rate of 2 larization switching at the receiver, whereas we implemented
bit errors per second; reflection errors could be reduce@ur protocol over a line-of-sight path 35% longer than in
through the use of angle polished fiber termination andRef. [23] with a system which incorporates short pulse
should result in a BER of-2%. It is important to eliminate

reflection errors because these are weaknesses that could be

exploited by Eve. The BER might be further reduced to 1gne time pad encryption utilizes a unique random string of key
~1% by elimination of the common PBS at the receiver,pits to encrypt a single plaintext message. In particular, the key bit
and by operating the receiver in a 2 detector configurationstring is exactly the same length as the plaintext string and is used
The poor coupling efficiency f~2%) together with the only one time. Encryptioridecryption is accomplished by XORing
constant average bit errors caused by after-pulsing and réhe message bit@ncrypted bitswith the key bits.

11111010 10100100 00110010 10011011 01010110
1111101 11100000 0011010 10011011 01010110
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lengths (~1 ns, and allows the use of narrow coincidence R. J. H. wishes to extend special thanks to J. G. Rarity for
timing windows to minimize ambient background noise al-the many helpful discussions regarding free-space quantum
lowing daytime applications and passive polarization cryptography, and W. T. B. extends his appreciation to S. K.
switching at the receiveia simpler design than in ReR23], Lamoreaux and A. G. White for their helpful conversations.
which will be critical for the locating of a receiver, Bob, on The work described here was performed with U. S. Govern-
a satellite. ment funding.
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