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Quantum correlations between two particles show nonclassical properties that can be used for providing
secure transmission of information. We present a quantum cryptographic system in which users store particles
in a transmission center, where their quantum states are preserved using quantum memories. Correlations
between the particles stored by two users are created upon request by projecting their product state onto a fully
entangled state. Our system allows for secure communication between any pair of users who have particles in
the same center. Unlike other quantum cryptographic systems, it can work without quantum channels and it is
suitable for building a quantum cryptographic network. We also present a modified system with many centers.
[S1050-294{@6)08009-2

PACS numbsg(s): 03.65.Bz, 32.80.Pj, 89.86h

I. INTRODUCTION AND MOTIVATION able future since it requires combining many one-bit and
two-bit gates. However, a single two-bit gate also has in-
The main goal of cryptography, the secure transmission ofriguing uses in information processing and quantum com-
messages, can be achieved using a secret key known only founication, such as teleporting a quantum sfdi&], and
the sender, Alice, and the receiver, Bob. The only knowrdense coding in quantum cryptogradléy. We shall show in
way that might allow two users to create an unconditionallythis paper that the use of quantum gates together with a
secret key without sharing any common information in ad-quantum memoryin which a quantum state can be main-
vance is quantum cryptographg—6]. In quantum crypto- tained for a long time without loss of coherenogpens new
graphic schemes Alice uses nonorthogonal quantum stateirections in quantum cryptography. Our system may be
(transmitted through a quantum chanrtel transfer the key practical long before quantum computers are, hence provid-
to Bob. Such states cannot be cloned, hence any attempt lyg a short-term application for quantum gates.
an eavesdropper, known as Eve, to get information on the One of the main disadvantages of quantum cryptography
key disturbs the transmitted signals and induces noise. This its restriction to relatively short channels. This is due to
noise will be detected by Alice and Bob during the secondhe fact that, in contrast to classical channels, a quantum
stage of the transmission, which includes discussion over ghannel cannot use repeaters to amplify the signal without
public channel. The alternative to quantum key distributionloss of coherence. Currently, working prototypes allow trans-
schemes, public key cryptography,8], relies on computa- mission to distances of about 10 K9], and up to 23 km
tional complexity assumptions such as the difficulty of fac-for a recent experiment using installed telecom fif@@].
toring. To date, none of the existing public key cryptosys-Commercial systems may become available in the near fu-
tems has been proven secure, even against an attacker withe [21], so that two users will be able to communicate
limited computation power. Moreover, it was recently shownsecurely(if they are not too far However, building quantum
[9] that these complexity assumptions may not hold for acryptographic networks based on the existing scheres
quantum computeffor example, a quantum computer should seems to cause severe difficultigghich may even make it
enable fast factorizationThis implies that many public key impractica): (1) Quantum communication requires any pair
cryptosystems, such as that of Rivest, Shamir, and Adelma@f users to have a common quantum channel, or alternatively
[8], may be broken by quantum computers. a center(or a telephonelike switching netwgrkonnected by
These developments enhanced the interest in quantuguantum channels to all the users, which should match any
cryptography and started a wide surge of interest in the fielghair of channels upon request; enhancing the security of the
of quantum computing. However, building such computingcurrent worldwide telephone netwofwhich contains about
devices is a difficult task, and quantum computimghich ~ N~10° users(telephoned using quantum cryptography re-
was invented a decade aft0]) is only making its first ex- quires huge investments in quantum channels and devices.
perimental steps. The building blocks of future quantum(2) Any user must have the financial and technological abili-
computers are one-bit and two-bit quantum logical gates
[11-14), which are currently under intensive development
[15-17. Building quantum computing devices to factor !For a suggestion of a quantum cryptographic network based on
large numbers does not seem to be practical in the foreseghie existing schemes sg22].
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ties to operate complicated quantum devia@s.The keys  Bob chooses, also at random, whether to meaégm é)(

must be transmittednling or else one would need to trans- When his measurement is along the same axis as Alice’s
mit O(N?) keys in advance to enable any pairs of users tqyeparation(e.g., they both uss,), the measured value
communicate in secrecy4) The network must assure au- ghould be the same as hers, whereas when they use conjugate

thenticity of the users. _ axes, there is no correlation between his result and Alice’s
It is important to have quantum cryptographic networksgriginal choice. In addition to the quantum channel, the le-
not suffering from these problems. gitimate users also use a classical channel, which may be

In this work we suggest a cryptographic scheme in whichmonitored, but cannot be modified by an eavesdroyiis
users store qual’ltum states In quantum memories, kept |n£sumption is discussed Eﬁ], and is not required if Alice
transmission center. Upon request from two users, the centgig Bob have a way to authenticate each other over the clas-
uses two-bit gates to project the product state of two noncorjcal channel By discussing over this channel Alice and
related particlegone from each usgionto a fully entangled Bop agree to discard all the instances where they did not use
state. As a result, the two users can share a secret bit, Whi¢he same axes. The result should be two strings of perfectly
is unknowneven to the centeOur scheme can operate With- correlated bits. As the choice of axis used by Alice is un-
out quantum channels, if the quantum states are “proxnown to Eve, any interaction by her will unavoidably
grammed” at the center. In that case, the scheme does ng{odify the transmission and introduce some errors. In prac-
suffer from the four problems just mentioned, and can opertice, however, the transmission will never be perfect and
ate at any distance. Hence, it is especially appropriate fofhere will be some errors, even in the absence of an eaves-
building a quantum cryptographic network of many usersgropper. Alice and Bob use the classical channel to compare
Such a system actually shows some of the useful propertiegyme portion of their data and calculate the error rate. If it is
of the public key cryptosystems without scattering fromnot too high they can use classical information processing
computation assumptions. _ o _ techniques, such as error correction and privacy amplifica-

In Sec. Il, we introduce our notation by reviewing various tjgp, [5,24), to reduce the error rate to zero, while reducing
schemes for quantum cryptography and specifically describge information obtained by Eve to zero as well. All these
the EPR scheme. We then present a new two-party quantugherations waste many biteenceforth)), so in order to be
cryptographic scheme, which is a time-reversed EPRieft with a key of L bits Alice should send.’>2(L+1)
scheme. In Sec. Ill, we present a quantum network based qqypits. A formal proof of security against an eavesdropper
the scheme presented in Sec. Il with the addition of the quangho is assumed to be limited only by the rules of quantum
tum memories. In Sec. IV, we discuss the possibilities Ofnechanics is, to our knowledge, still missing but may be
implementing our scheme in practice. In Sec. V, we presenjyailable soon. These security aspects are widely discussed
a more advanced network, based on quantum teleportatiofy the |iterature in the case of the BB84 scheme but are
where users can store their states in different centers and thgmmon to all guantum cryptographic schemes and will not
centers teleport states upon request. This network uses quasls discussed here.
tum channels. However, it requires quantum channels only piore recently, another quantum key distribution scheme,
between the centers, so that the problems stated above do ised on Einstein-Podolsky-RoséEPR [25] correlations,

arise. In Sec. VI we summarize our results. was suggested by Ekdr2] and modified by Bennett, Bras-
sard, and Mermirf3]. We describe here the modified ver-
Il. A TIME-REVERSED EPR SCHEME sion, WhiCh we callt_he EPR sc_:heme_!n this s_cheme Alice
FOR QUANTUM CRYPTOGRAPHY creates pairs of spin 1/2 particles in the singlet state, and

sends one particle from each pair to Bob. When the two
Quantum cryptography provides techniques to distributgarticles are measured separately the results obtained for
keys between two users, and its safety depends only on thtaem are correlated. For example, if they are measured along
fundamental rules of quantum mechanics. The legitimate ushe same axis, the results are opposite, regardless of the axis.

ers cannot prevent Eve from listening to their informationajice and Bob use the same sets of axes, $agndS, , and
exchange, but they will know if she doésence, in this case, keep the results only when they used the same axis. It is
will not use this nonsecret informatiﬁ)nThe first quantum noteworthy that, in the EPR scheme, the pairs could be cre-
cryptographic scheme, the Bennett Brass@#84) scheme  ated by any other party, including Eve herself.

[1], was presented a decade ago. We describe it using the As this point will prove crucial in our scheme, let us

terminology of spin 1/2 particles, but it can use any two-discuss it in more detail. The singlet state may be written in
dimensional Hilbert space. A classical two-level systemiyo ways:

such as a bistable device, can only be found in one of the two

possible states, and hence encodes one bit. In contrast, a ‘I’(_):\/I(H le)—|laTe))

guantum system can be prepared in any coherent superposi- ZUIAYE AR

tion of the two basis states, which creates a much richer _\/I(|<_A_>B>_|_>A‘_B>) (1)
=41 ,

structure. Such a system is now known as a “quHi23]

(i.e., qguantum bjt For each qubit, Alice chooses at random ) T

whether to prepare her state along ther thex axis, i.e., in  Where the equality follows from—)=/3(I1)+]1)) and
one of the two eigenstates of eith8 or S,;. This state, |&)=\/E(IT)—|l)), and where the subscrips and B,
denoted by 1), |1), |«) or |—) is then sent to Bob. It is which stand for Alice and for Bob, can be omitted since we
agreed that the two stat¢$) and|<) stand for bit value always write Alice’s particle first. When Alice and Bob use
“0,” and the other two stated,| ) and|—) stand for “1.”  the same axis, either or x, we use the first or the second
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equation, respectively, to see that their measurements always
yield opposite results. The singlet state is the only state that
has that property. Therefore, as Alice and Bob may measure
either of these two options, any deviation from the protocol
by Eve (i.e., any attempt to create another statéll be
detected with nonzero probability. So Eve must create the
required singlet state, from which she cannot extract any
information about Alice’s and Bob’s measuremésee|2,3]
for more details

The first aim of our paper is to suggest another scheme for
guantum cryptography, which we shall ctie time-reversed
EPR schemewhile in the EPR scheme a singlet state is
prepared and later projected on the BB84 states, in our time-
reversed EPR scheme, BB84 states are prepared and later
projected 26] upon a basis that includes the singlet state. Let
both Alice and Bob send one of the four states of BB84,
[1),]1), |[«<), or|—) to a third person, whom we refer to as
the center(the purpose of using this name shall be clarified
in Sec. Ill). The center measures their qubits together to find
whether or not the two particles are in a singlet state. This
can be done by measuring the total-spin operaBg 2. If
the result of the measurementsis 0, then the two particles FIG. 1. Two processes that we use to prove the security of the
are projected onto the singlet state. In that case(Eqen- protocol. In both figures, one particle of each EPR correlated pair
sures that, if the two spins wegreparedalong the same (denoted by dashed lingis sent to the center, who performs a Bell
axis, then they necessarily had opposite valiiee projec- Mmeasurement. We consider only the case where the result of the
tion of the states with identical spins on the singlet state igneasurement is a singlet state. The second particles are sent to
zerg. As a result, Bob knows Alice’s bit and vice versa. Alice and Bob, re_spectively, who pr_oject them onto the BB84
However, from EqJ(1), an honest center, who followed the stat(_es. In(a)_, _the flrst_ measurement is done by the c_enter. The
protocol and projected onto the singlet state, has absolute r.tlcles arriving to Alice and Bob are therefore in the smglet state
no knowledge on these bits. For example, when Alice ands " thé EPR based protocal. (b), the first measurement is per-
Bob both used the vertical axis, the center does not kno rmed by Alice and Bob. Each particle sent to the center is there-
whether Alice had the up state and Bob the down state, Orore in one of the BB84 states. This is similar to our protocol.
vice versa. If the measurement resulsis1, Alice and Bob
cannot infer anything about the value of each other’s bit, and cheating center needs to project onto a different frts-
shall discard the transmission. The probability of obtainingsibly entangled with his own systgmwhich cannot give
the singlet state is zero when Alice and Bob sent the samperfect anticorrelations along bo8) andS, axes. Since the
state(e.g.,77), and is half in case they sent opposite statescenter cannot know in advance which basis was used by
Taking into account the case where Alice and Bob use difAlice and by Bob(the two density matrices corresponding to
ferent axegwhich will also be discardgdwe find that the usingS, or S, are identical, he will unavoidably introduce
overall probability to obtain a usable state is only one-eightherrors, which Alice and Bob shall identify during the discus-

To create a key with many bits, Alice and Bob sendsijon.
strings of quantum stat¢&.'>8(L +1) qubits to the center. In fact, in terms of eavesdropping possibilities, our proto-
The center must be able to keep them for a whilecase the  col and the EPR protocol are equivalent, as we show using
states do not arrive at the same time from Alice and)Bob the scheme presented in Fig. 1. In this scheme, two EPR
and then measure the first pair, the second pair, etc. Thgairs are created, one particle of each pair is sent to the
center tells Alice and Bob all cases in which the result of thecenter, and the second one to Alice and to Bob. In Fig), 1
measurement is a singlet, which happens in one-fourth of thghe center performs a measurement on his two particles first.
cases. Alice and Bob then compare their axes. When thegn honest center, who follows the agreed protocol, projects
used the same axisvhich happens about half of the tile the particles onto the singlet state. The two particles sent to
they know that their spins are necessarily opposite, and thuslice and to Bob are now in the singlet state as well. This is
Bob can calculate Alice’s bits to share a key with her. As intherefore equivalent to the EPR scheme. The only difference
the BB84 scheme and the EPR schemes Alice and Bob use that the projection onto the singlet state performed by the
the classical discussion channel to estimate the error rate. enter succeeds with probability 1/4 only. This means that
it is tolerable they perform error correction and privacy am-the center will ask to discard 3/4 of the transmission, but this
plification to derive a finalL-bit key. does not affect the eavesdropping issue. A cheating center

The security of our protocol derives from the security of can send to Alice and Bob any state he wants, including any
the EPR protocol, and relies on the fact that the singlet statgesired entanglement with his own system, by choosing an
is the only state for which the two spins are anticorrelatedappropriate unitary transformation and the correct state on
both in theS, and in theS, basis. However, as explained which to project his own particles. To show that, we start
previously, if the center projects on the singlet state, he doewith the two singlet pairs and let the center introduce an
not get any information on Alice’s and Bob’s bits. Therefore,ancilla in a statéA;,; . The state of the whole system is
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D=3 (ITD=1LTHUTL =11 @At - 2 into the («),|—)) basis. Consider a case where Alice and
Bob used the same basis. According to the result of the mea-
The first particle of each singlet pair is sent to Alice and tosurement, and to the choice of axes by Alice and Bob, their
Bob, respectively, while the center keeps the second, toprepared states are known to be either correlétegl, if the
gether with his ancilla. The stat®,gc can thus be rear- result is®(~) and they both used the axis), or anticorre-

ranged as lated (e.g., if the result is stilb(™) but they both used the
1 _ X axis).
@pgc=z(111as®lL et L Das®TT)c—111)ae®ll 1)c The protocol goes as followsi) The center retrieves the
~11 1) as®]T1)c) © At (3)  particles from Alice and Bob and measures the Bell operator

on each pair. He gets one of the above four states, and tells
where the indeXAB refers to the particles sent to Alice and his result to Alice and Bolii) Alice and Bob tell each other
Bob, and the indexC refers to the particles kept by the the axis they usedbut not the bit valup When they used
center. The center now applies a unitary transformatlaio  different axes, they discard the transmission. Whenever they
entangle his particles with the ancilla in the following way: used the same axis, they know if their bits are correlated or
. anticorrelated. In this case half of the quantum states are
U®ppc=3(IT1)as®|l )c®Ar+ | )a®|TT)c®A; used to derive the desired key, and>2(L+1) qubits are
_ _ required.
[T1as® L Dec®As =1 Tas®]T1)c@Ad), The proof of security for this case is similar to the proof
4 in the singlet case. An honest center, who projects the states
onto the allowed states, cannot get any information on the
bits. For example, if the center obtains the st&te”), and
Alice and Bob announce later that they used the horizontal
axis, the center only knows that either both Alice and Bob
have the left state, or both have the right state. But he cannot
know which of these two possibilities occurred, and hence
1% * * has no information on the bit values. Moreover, similarly to
Vagc=2(a"[11)ae®Ar+ B[ LL)ae® Azt v (11 )ae®As the singlet caseP (") is the only state for which Alice’s and
+ 5|1 1)as®As), (5) Bob's states have such correlations along bo#ndz axes.
Therefore, for each bit on which a cheating center attempts
which is the most general state the center could create wheg eavesdrop, he needs to create a different state in order to
cheating the EPR scherfig]. This demonstrates the equiva- gain information, which shall be detected with finite prob-
lence between Fig.(& and the EPR scheme. ability. By checking a large number of bits, Alice and Bob

In Fig. 1(b), the first measurement is performed by Alice wil| therefore detect the cheating with probability exponen-
and Bob, who project the particles onto the BB84 statestjally close to 1.

Therefore, the particles arriving at the center are also in the
BB84 states, and this scheme is identical to ours. Since the
relative time of the measurements cannot influence the out- !l A QUANTUM CRYPTOGRAPHIC NETWORK

come, all these schemes are equivalent. Following the same |, this section we combine the reversed EPR scheme and
reasoning, but in two stepdirst letting only Alice measure the use of guantum memories into a classical network to
before the centegiit is also possible to show that the security present ajuantum cryptographic netwarfhe classical pro-
of the BB84 scheme implies the security of our schemescol for a network uses a “hidden file” managed by a com-
Since the security of the EPR scheme implies the security ofyynication center. Any user is allowed to put désacret
the BB84 schem¢], our proof actually shows that the se- keyqg in the file, under his name, but only the center has
curity of the three schemes is equivalent. access to the data. Let thereMausers, and let each of them
~Using only the total spin measurement, less than onesigre manyl -bit strings. Upon request from two users, the
eighth of the qubits could be used. A better choice, althoughenter uses their data and creates a secret key for them,
possibly more difficult to implement in practice, is to mea-\yhich is shared by both of them: the center calculates the
sure the Bell operato(defined in[27]) whose eigenstates yoOR of one string of the first usdsay,a, - - -a, of Alice),
(the Bell state$ are the singlet statef () [Eq. (1)], and the  znd one string of the second ussay,b; - - - b, of Bob); the
three other states: XOR of two strings is calculated bit by bit using=a;
®b; wherea;®b; (a; XOR b;) is the parity of the two
o= \/g(|TT>+|ll>): \/g(|‘—<—>+|—>—>)), (6) bitsJ, a; and bJj. The resultant sjtringC=cl~ ..c_, is trans-
mitted (via a classical unprotected channtd Alice; Alice
P = \/§(|m+|u>): - \/g(|<_<_>—|_>_>)), (7)  rederives Bob’s string by calculating the XOR of her string
with the received string, and can use Bob’s string as their
and common key. Secure transmissions from each user to the
center can be done either by personal delivery, trusted cou-
d)= \/g(|m)—|u>): \/§(|H_>>+|_><_>), (8)  riers, or quantum key distribution. Such a classical key dis-
tribution scheme is perfectly secure if we assume that the
where the second expression for each of the Bell states inter holding them is perfectly safe and trusted. No other
derived by expanding thelas was done for the singlet state person(except the centgrcan have any information on their

with A; any normalized states of the ancilla which dme
general not orthogonal to one another. By projecting his
state ontof=al| |)c+B|11)c— ¥l T)c— 8|11 )c (this pro-
jection succeeds with probability 1/4 on averagbe center
creates the state
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key. Even a powerful eavesdropper who can impersonate thite classical case, using stri@y Alice can calculate Bob’s
center and all the users cannot eavesdrop, since the centdring to derive a final common key af bits. If Alice and

and each of the legitimate users can use some of the seciBbb compare baseafter deriving the data from the center,
bits for authenticating each other. Alice and Bob need tahen, as explained in Sec. Il, any attempt by the center to
trust the center for two different purpos€s) To “forget” obtain the value of these bits will create errors and be dis-
their secret key(and not trying to listen to the messages covered by Alice and Bob. The center therefore does not
transmitted using that keynd(2) to authenticate one to the need to be trusted anymore. Unlike other quantum schemes,
other in case they have no other way of authentication. Thishe actual(online) distribution of the secret keys is per-
is a new possibility of authentication, added to the two op-formed on classical channels. First, the center lets Alice and
tions mentioned in Sec. Il. Thus the assumption of havingBob know the state he got. Then, Alice and Bob continue as
classical channels that cannot be modified can be completel) the other two schemes previously described to obtain the
removed, even if the users have no other way to authenticatthal key. All the quantum communication is done in ad-

each other. o _ _ _vance, when the users “deposit” their quantum strings in the
The main reason this simple scheme is not satisfactory IRenter(preferably in a personal meeting

practice is that it concentrates too much power in the distri- \yhen L -pit strings are stored in a classical hidden file

o users derive -bit strings of correlated bits. Using quan-

communications going through its distribution web, Or CON“y\m states for representing the bits, longer strings of length
nect Alice to an adversary instead of to Bob. Even if we . . . )
L'>L+I are required, since some bits will be used for error

assume that the center is trusted, any eavesdropper who man-

ages to get access to it could decipher all the communicastimation, error correction, and privacy amplification. The

tions exact ratio depends on the expected error rate in the channel.

Using a quantum memory instead of a classical memor)pnly the bits that are encoded in the same basis by both
is the key point in deriving the quantum network, hence welSers can be used, therefdre>2(L+1) bits are actually
present it in more detail. While a classical bit can only rep-required(we assume that the more efficient scheme of mea-
resent a zero or a one, a qupit) = a|0)+ 3| 1) is described ~ Suring the Bell basis is usgd
by two complex numbergup to freedom of overall phase  Letus summarize the protocol as follows:In the prepa-
and normalization requirementUnlike a classical memory, ration step the user sendgives L’ -bit strings to the center;
which keepsn classical independent bits, tlequbits in a  each bit is represented by one of the four states of the BB84
guantum memory can have nonclassical correlations, and thgrotocol. The center keeps these quantum states in a quan-
state of a quantum register is described Byc@mplex num-  tum file without measuring them. It is important that the
bers (up to freedom of overall phase and normalization re-system used for keeping the quantum states will preserve
qguirement. Even the simplest form of a memofwhere the them for a long timeas long as required until the actual key
qubits are never correlateds very important in quantum distribution is performed (ii) When Alice and Bob wish to
cryptography. For example, it allows doubling the efficiencyobtain a common secret key, they ask the center to create
of the BB84 scheme to use only >L +1 qubits: instead of correlations between two strings, one of Alice and one of
measuring the state sent by Alice immediately, Bob keeps iBob. The center performs the Bell operator measurement on
in a quantum memory, waits for Alice to disclose her basisgach pair of photons, which projects them onto one of the
and then measures the state in the correct basis. In this cagell states, and tells Alice and Bob the result he obtained.
the BB84 scheme can be used directly to transmit messagéster Alice gets the results from the cent@nd not before
instead of random keys; Alice decides in advance which quthaf), Alice and Bob compare the basis they used and keep
bits will be used for error estimation, and encodes the mesanly the bits for which they used the same basis. In this case,
sage using the rest of the qubits and using block-coding tectand according to the state obtained, the states of Alice and
nigues to allow for error correction. A quantum memory isBob are either correlated or anticorrelated. So, Alice, for
also a basic tool for eavesdropping attacks, as it allows Evexample, inverts all her bits which should be anticorrelated
to couple the transmitted states to an ancilla, and delay the&ith Bob’s. The remaining string should be identical with
measurement on the ancilla until the public exchange of baBob’s, apart from possible error§ii ) An honest center who
sis. performed the correct projections on the Bell states does not

We now present a quantum key distribution network thatget any information on the stringiv) A cheating centefor
uses aguantum fileinstead of the classical hidden file, and any other eavesdropper who might have had access to the
removesthe requirement of a trusted center. Alternatively, quantum filey who modified the allowed states, unavoidably
we can release the usual assumption of quantum cryptograatroduced errors between the two strings. Alice and Bob
phy[5] — that classical channels cannot be modified by Eveperform error estimation, error correction, and privacy am-
— if we are willing to trust the center for authentication plification to derive a final key.

(without trusting him for “forgetting” their qubits Instead The quantum channel is used only as a preparation step
of storing L classical bits to make a future key, each userbetween each user and the center, and all the online commu-
shall storeL’ quantum stategqubits in specially devised nication is done via a classical channel. Yet, 0BI§N) keys
guantum memories kept in a center. Upon request from tware required to enable secret communication between any
users, the center performs the time reversed EPR schenpair of the N users. Any other quantum key distribution
described in the previous section and creates correlations beeheme require®(N?) keys, or else requires online quan-
tween the bits. The resulting strir@, which holds the cor- tum communication. In fact, our scheme does not require
relation data, is sent to Alice via a classical channel. As inqguantumchannelsat all. As in old implementations of quan-
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tum cryptographyf 28], the four quantum states can be cho-of each of the two users to another ion trap where he can
sen in any two-dimensional Hilbert space. Instead of sendingerform the Bell measurement without disturbing the other
them, each user could arrive once in a while to the centemjuantum states. Recently, the possibility of doing this arose
and “program” his states into the quantum file. If the from the idea of combining ion traggvhere the ions are well
memory can keep the states unperturbed long enough thentrolled and the QED cavity together, and to use the same
each user can put as many strings as he needs until his nerternal degrees of freedom for boff9,31. We shall call
visit to the center. By using personal delivery of the quantunthis combinatiorcavitrap for convenience. In the QED cav-
states we replace the distance limitation of all other schemeisy [15] the internal degrees of freedom are coupled to pho-
by a time limit, and solve the problems of a quantum cryp-tons and not to phonons. Recently, another grglg] has
tographic network, which were described in the Introduction.shown that it is possible to use polarization states of photons
All the technically involved steps, such as storing qubits andnstead of using thé0) and|1) Fock state. If such photon
performing Bell measurements, occur only at the center. states are used in a cavitrap, it may be possible to use them
to transmit a quantum state from one cavitrap to another
[29]. In some sense, this will be an implementation of the
IV. IMPLEMENTATIONS nuclear spins based “quantum gearbox” suggested by

Our scheme requires the possibility to program, store, anf1Vincenzo[12].

manipulate quantum bits rather than to transmit them. There- r’f‘" this dislc(;JssiCJlr; wrc])uld ble nothli.ng .bUt affa?]tasy i.f our
fore any two-dimensional Hilbert space system can be congcneme would yield the only application of these ideas.
owever, as we already said, simil@nd more complicated

sidered and this opens a variety of possible implementationé'.| ) X

Fortunately, almost the same requirements appeared recentffas are required for other usages of quantum gates in both
in quantum computing, and are being thoroughly investi- antum computing and quantum mformatl(_)n, _and a lot of
gated by both theoristil1—14 and experimentalistil5— effort is invested in both the theory and application of quan-

17]. The main difference in the requirements is that the quan'Eum gates. Quantum memory is less discussed in quantum
tum bits in our scheme are subjected only once to a unitary®MPuting, but more in quantum cryptography, and the use

operation of calculation and hence the problem of decoher‘-)f quantum memory to gttack quantum cryptographic
ence is much less severe. schemes is already appreciated. Nevertheless, the use of a

We estimat? that it may be possible to implement a duantum memory by the legitimate users of a quantum cryp-
working prototype of our scheme within a few years, with tographic scheme is not common, due to the desire to present

small modifications of existing technology. Such a prototypeprOtOCOIS that may be ‘rzﬂp"‘?r:“ef‘?d with gxisting technolpgy.
shall be able to keep quantum states for a few minutes and Ilaow_ever, b_ypa_ssm_g_ this at_nt and using a forthcoming
allow one to perform two-bit operations on them. At thetool is certainly justified when it allows one to carry out new
moment, the best candidates for combining these two oper@&"d important tasks that cannot be performed without it. The
tions are ion traps. In ion traps the quantum bits can be ked‘fse of quantum memory in-our network is clearly such a
in internal degrees of freedofsay, spin of the ions, and in case, and we are sure that it will al!ow many other new tasks
phononic degrees of freedom of few ions together. It is al N the future. While we were working on this paper, it was
ready possible to keep quantum states in the spin of the io gges_t_ed to use b.Oth quantum gates and quantum memory
for more than 10 miri30] and in principle it is possible to or purification of singletg32], an idea that is useful for

keep them for years. These ion traps are thus good candfiu@ntum cryptography as well.

dates for implementing quantum memories. Moreover, they

are alsq among the best candidates for quantum manipula- \, \woRLDWIDE NETWORK OF MANY CENTERS

tions, since there are ways to use the phononic degrees of

freedom to perform two-bit operatiorjd4]. Barencoet al. The network of Sec. Il is well suited for communication

[13] realized that a single quantum controlled NOT logicalamong users who are not far away and can arrive to the

gate would be sufficient to perform the Bell measurementcenter. For two users who are far away and cannot come to

Using ion traps it is possible t(partially) perform the Bell the same center our network may not be appropriate. We

measurement as shown both in thepllyt] and in an experi- now show that it can be modified to be useful also in this

ment[17]. Combining together the two experiments to havecase. Let there be many centers, and many users in each

both long lived quantum states and the possibility to manipucenter. Each set of two centers should share many EPR sin-

late them will allow two users to derive a few secure com-glet pairs and upon request of users of the two centers, one

mon bits. center would telepoiftl8] the qubits of his user to the other
The way to establish a real working scheme with a centecenter. This operation can be done with 100% efficiefity

and with many users is still unknown. The main obstacle ismay, however, increase the error patEhe singlet pairs can

that it is currently impossible to transfer a quantum statédbe transmitted using any quantum cryptography scheme or

from one ion trap to another. A real network should alloweven using a teleportation scheme andupercenterwho

each user to program his quantum states in a regiségr, at share EPR pairs with all centers. However, the transmission

least one separated ion trap for each us€hen, upon re- and distribution of singlet pairs require quantum channels

quest of two users, the center should be able to move one bitven if done in advance.

°The following suggestions were investigated with the help of Transporting quantum states to deliver them by a personal meet-
DiVincenzo[29]. ing is similar to transmitting them through channels.
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Do we lose all the benefits we gained before? Certainlya center where each user “programs” his states into a quan-
not. Still, only the centers need to have the ability to performtum memory. We estimate that a working prototype may be
guantum operations. All quantum transmission is done irbuilt in the near future using ion-traps technology. A real
advance, and yet, there is no need @{N?) strings, since network can be built when the problem of transmitting a
the number of centers is much smaller than the number ofjuantum state from one trap to another is solygerhaps
users. Authentication is still simple. One problem of anyusing cavitrap with polarization stajesThe machinery re-
guantum channel is the limit on its length. Our first schemequired for our scheme is also required for much more com-
(with one centerreplaced it by a limit on time. It would be plicated tasks such as purification and quantum computing.
bad to have both problems in a network of many centersln this respect, our scheme may represent a first practical
However, the suggestion of purifying singldt32] enables application for these new devices, which are now being
transmitting signals to longer distances. Our scheme caplanned in various laboratories. We hope that our work will
make excellent use of it, since only the centers need to haveotivate more research for systems that can both keep a
the technological ability of purifying singlets. Moreover, quantum state for a long time and allow for the desired pro-
several transmission stations can be put in between to ingramming and measurements. We did not pay much atten-
prove transmissiofithis idea was suggested by DiVincenzo tion to the delicate problem of programming the states. The
[29]) by performing purification of singlets between any two programming requires simple equipment to make sure that
neighboring stations and then use teleportation from one stahe center does not eavesdrop on the preparation step. While
tion to the next to derive purified singlets shared by the ceneavitraps are very complicated, programming the polariza-
ters. tion state of each of the photons may be quite simple in the

future.
VI. SUMMARY AND DISCUSSION A future system of secure communication based on the
) ] protocol of Sec. V would involve a humber of large trans-
In this paper we introduced a new scheme for quantuninission centers, which can exchange EPR correlated par-

cryptography based on a time-reversed EPR scheme. Wges and store them, together with the qubits deposited at
suggested two new types of networks: a classical one basgfle center by various users. Secure communication between
on hidden files, and one based on quantum files. The securigy pair of users would then imply teleportation of the states

of key distribution protocols in these networks does not relyto the same center, followed by the creation of correlations
on computational complexity assumptions. Both networksyetween the two strings.

can be used to distribute keys in a secure way among any
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