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The advantage distillation (AD) method has proven effective in improving the performance of quantum
key distribution (QKD). In this paper we introduce the AD method into a recently proposed asynchronous
measurement-device-independent (AMDI) QKD protocol, taking finite-key effects into account. Simulation
results show that the AD method significantly enhances AMDI QKD, e.g., extending the transmission distance
by 16 km with a total pulse count of N = 7.24 x 10'?, and enables AMDI QKD, previously unable to generate
keys, to generate keys with a misalignment error rate of 10%. As the AD method can be directly integrated into
the current system through refined postprocessing, our results facilitate the practical implementation of AMDI
QKD in various applications, particularly in scenarios with high channel losses and misalignment errors.
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I. INTRODUCTION

Quantum key distribution (QKD) enables two legitimate
users to share an unconditionally secure key, even in the pres-
ence of eavesdroppers with unlimited computational power
and storage capacity. Since the proposal of the first QKD
by Bennett and Brassard [1], through the extensive efforts
of researchers, QKD has achieved significant milestones both
theoretically and experimentally [2—-11]. It is poised to be-
come a crucial technology ensuring secure communication in
the future.

However, due to the gap between the ideal model and
practical devices, especially at the detector side [12,13],
eavesdroppers can exploit these gaps to steal informa-
tion [14-20]. Fortunately, measurement-device-independent
(MDI) QKD was proposed [21,22], addressing detection loop-
holes by utilizing Bell state measurements. Currently, most
MDI QKD systems [23-31] require strict coincidence detec-
tion for key generation, limiting the key rate and transmission
distance of MDI QKD and preventing it from surpassing the
repeaterless rate-transmittance bound [32,33].

The twin-field (TF) QKD [34], based on the single-photon
interference concept, eliminates the need for coincidence de-
tection, surpassing the Pirandola-Laurenza-Ottaviani-Banchi
(PLOB) bound [33]. Various TF QKD protocol variants have
been proposed [35-38], with experimental demonstrations
reported [39-45]. However, TF QKD necessitates stringent
phase and frequency locking techniques to stabilize the fluc-
tuation between two coherent states, significantly increasing
the system’s cost and complexity.
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To address these challenges, two recent works, namely,
asynchronous MDI (AMDI) QKD [46] or mode-pairing (MP)
QKD [47], were proposed almost simultaneously. Using an
asynchronous coincidence method, both protocols can surpass
the PLOB bound without requiring phase locking and phase
tracking techniques. The practicality of these MDI-type QKD
protocols has been demonstrated [48,49]. In particular, Zhou
et al. [49] achieved a breakthrough in the transmission dis-
tance of MDI QKD, extending it from 404 km [23] to 508 km
over fiber. Furthermore, theoretical developments have been
reported [50-53]. Much effort has been put into further ex-
tending the distance [23,41,45,54], which is highly sought
after in communication.

Advantage distillation (AD), proposed by Maurer [55], is
a classical two-way communication protocol used to enhance
the error tolerance [56-58]. The core step of the AD method
involves dividing raw keys into a few blocks to extract highly
correlated keys from weakly correlated keys, thereby increas-
ing the correlation between the raw keys. The AD method has
been applied to various QKD protocols [53,59-68] to extend
the transmission distance and increase the maximum tolerance
of background noise. Importantly, the AD method has been
shown to improve performance when considering statistical
fluctuations [61-63]. Recently, Liu et al. [53] demonstrated
that the AD method can significantly enhance the perfor-
mance of MP QKD. However, whether AD can improve the
performance of AMDI QKD, especially when accounting for
finite-key effects, remains unknown.

In this paper, building upon the work in Ref. [53], we in-
corporate the AD method into AMDI QKD [49]. Additionally,
we analyze its performance while considering finite-key ef-
fects. Using typical experimental parameters of AMDI QKD,
the simulation results demonstrate a significant improve-
ment in the key rate and transmission distance and enhance

©2024 American Physical Society
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FIG. 1. Schematic diagram of the AMDI QKD protocol by using click filtering operation. Alice and Bob send the prepared state to Charlie

tot

for interference measurement. In the maximum pairing interval 7;, for any successful coincidence, if the total pairing intensity «,’;,) = u as the

tot

Z basis, if the total pairing intensity «,,, = 2v as the X basis, and if the total pairing intensity K;O(lb) > 1+ v, then coincidence is discarded. If
the click events are (v,, tp) or (g, vp), these click events are discarded. If one of or both Alice and Bob do not click in the same time bin, the
corresponding data are discarded. Here BS is the beam splitter and D;, (Dy) represents the left (right) detector.

tolerance to misalignment errors when accounting for finite-
key effects.

The remainder of the article is structured as follows. In
Sec. Il we briefly introduce the original AMDI QKD protocol.
In Sec. III we analyze the postprocessing step using the AD
method. In Sec. IV we present simulation results for a more
practical AMDI QKD model, comparing the performance of
AMDI QKD with and without AD. We discuss and summarize
our findings in Sec. V.

II. AMDI QKD PROTOCOL

Here we provide a brief overview of the AMDI QKD
protocol [46,49], using a three-intensity decoy-state scheme
as an example. The schematic diagram of the scheme is shown
in Fig. 1 and the detailed process is as follows.

Step 1: Preparation and measurement. This step is re-
peated for N rounds to accumulate sufficient data. For each
round or time bin i € {1,2,..., N}, Alice randomly pre-
pares a weak coherent state pulse |e% \/E), with intensities
I{Li € {la, V4, 04} (g > vy > 0, = 0) and the corresponding
probabilities p,,,, py,, and 1 — p,,, — p,,. In this context, the
random phase 60! = 2xM! /M, with M} € {0, 1,..., M — 1}.
Similarly, Bob prepares weak coherent pulses |ei% Kh)s
where IC;; € {up, vp, 0p} using the same operation as Alice.
Next, Alice and Bob send their prepared optical pulses to
Charlie through the quantum channel. Charlie performs the
interference measurement and then announces which detector
(D¢ or Dp) clicked and the corresponding time bin i.

Step 2: Click filtering. For each click, Alice and Bob an-
nounce whether they had sent a decoy-state pulse of intensity
v, (vp). If the click event is (uq|vp) and (v, up), a click
filtering operation is applied to discard this click event. All
other click events are kept. Here we use (k,|kp) to denote a
successful click given that Alice and Bob sent pulse intensities
of k, and «p,.

Step 3: Coincidence pairing. For all kept clicks, Alice
and Bob pair two adjacent clicks within the time interval
T, to form a successful coincidence. If the partner cannot
be found within the maximum pairing interval 7, Alice and
Bob discard the corresponding lone click. For all success-
ful pairing coincidences, Alice and Bob calculate the total
intensity [k¢ + k! = k', kf + « = «*'] and the phase dif-
ference ¢, () = 0! ) — 94 1) between two time bins, where
the superscript e (/) denotes the early (late) time bin and '™
(k") denotes the total intensity of the pairing coincidence, and
the notation [k, ;'] denotes pairing coincidence where the
total intensity in the two time bins of Alice (Bob) is /™" (k}™).

Step 4: Sifting. Alice and Bob publish the computational
results of all successful coincidences and discard the events
if /c;"t(b) > Wa®) + Va ). For [1a, up] coincidence, if Alice
(Bob) sends intensity pu, (0p) in the early time bin and sends
intensity o, (i4p) in the late time bin, they obtain Z basis bit
0; otherwise, bit 1 is obtained. For [2v,, 2v,] coincidence,
Alice and Bob calculate the relative phase difference ¢, =
(pa — pp)mod2r. If ¢, = 0 or ¢, = 7, they extract X basis
bit 0. As an extra step for the X basis, if ¢,, = 0 and both
detectors are clicked or ¢, = 7 and the same detector clicked
twice, Bob flips his bit value. The coincidence with other
phase differences (¢, # 0 or ) is discarded.

Step 5: Postprocessing. Alice and Bob assign their data
to different data sets Sjcw oy and count the corresponding
amount 7y . Then they respectively generate raw keys
Z by using data ny,, ,, from Sy, ;. The secret keys are
obtained through error correction and privacy amplification
with a security bound .

After the above steps, the final key rate of AMDI QKD

with considering finite-key effects can be expressed as

1
R = ﬁ<§6 +s55,[1 - H@il)] — AEC

SCOI‘

2 2 1
—log,— — ZIOgZE — ZIOgZE s (1)
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where N is the total number of pulses, s is the lower bound of
the estimated number of vacuum events, s3, is event number
of single-photon pair, and ¢7, is phase error rate of a single-
photon pair in the Z basis. The underline and overline of the
parameters denote the lower and upper bounds, respectively.
Here Agc = nyy,,u,1fH (E;) represents the maximum amount
of information stolen by Eve during the error correction step;
f is the correction efficiency, E, is the quantum bit error rate
(QBER), and ny,, ,,) is the total successful pairing number in
the Z basis. In addition, &, implies the failure probability in
the error correction, eps denotes the failure probability in the
privacy amplification, and &” and £ are coefficients after using
smooth entropies. The specific calculation of the parameters
is in Appendix A.

II1I. AMDI QKD WITH ADVANTAGE DISTILLATION

As a postprocessing method, AD only changes the step of
the data processing to improve the performance. Thus AMDI

J

QKD with AD is different from the original AMDI QKD only
in step 5. The new step 5 is as follows.

New step 5. After obtaining the raw key, Alice and
Bob divide their raw key into b-bit blocks {xi, xp, ..., xp}
and {yi,y2,...,y»}. Alice chooses a local random bit ¢ €
{0, 1} and sends the messages m = {m;, my, ..., mp} = {x; &
c,xo®c,...,xpDc} to Bob. Alice and Bob only keep
the block if Bob calculates the results of {m; @ y;, m, ®
Vo, ...,mp®y,} ={0,0,...,0}or{l,1,...,1} and then re-
tain the first bits x; and y; as the raw key. It is noteworthy
that if the block size b is 1, it means that the AD step has
not been executed. Finally, the final keys are obtained through
error correction and privacy amplification.

To gain deeper insights into the enhanced key rate achieved
through the AD method, we employ the information security
theoretical analysis method to reassess the key rate of AMDI
QKD. The detailed analysis is provided in Appendix B. The
key rate of AMDI QKD is reformulated as

R> Lo ds o Sily — g womm (=) = a4 a2
min  —n =—|1- —
Mdadahe N° n; n; ! 2 A+ } 4 A3+ Ag
1 2 2 1
—fH(E,)) — —| log, + 210g2 + 2log,— | ¢, 2)
n; cor 2¢ EPA
where Zl A =1and the A; (i =1, 2, 3, 4) satisfy the following relationships with the error rates: qbz <A+ < Ei  and

€5, < Az + A4 < €. After postprocessing using the AD method (new step 5), the key rate of AMDI QKD can be rewritten as

(details can be found in Appendix C)
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where Q” (e%,) and Eil (€%,) denote the lower and upper

bounds of the error rates of ¢7, (ef,) [49,52], which can
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(

be estimated by the decoy state; pece = (A1 + A2)? + (A3 +
Aa)P; and Gsuce and E, represent the successful probability
to perform the AD method and the total error rate after AD
postprocessing in the Z basis, respectively.

Equation (3) can be understood from two perspectives.
First, the quantum channel is manipulated by Eve, who can
select the optimal parameter A; (i = 1, 2, 3, 4) to diminish the
key rate. Second, the AD method is governed by Alice and
Bob, affording them the capability to choose the optimal value
of b to increase the key rate. Furthermore, Alice and Bob can
optimize the value of b in order to enhance the successful
probability gg... Consequently, the error rate in the Z basis

can be changed from E; to E, = (qE " and the number of raw

keys and single-photon bits retained by Alice and Bob are
n:gsucc/b and (an/ n; )bnz%ucc/ b, respectively.

IV. SIMULATION

In this section we present simulation results that detail
the performance of the proposed scheme, taking into account
finite-key effects. The simulations use a standard symmetric
quantum channel model and include practical experimental
parameters. The specific numerical values for the simulations
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TABLE I. Numerical simulation parameters: nf L (nf ®) and pg"
(pf;R ) denote the detection efficiency and dark count rate, respec-
tively; D (Dg) is left (right) detector; « (dB/km) and f are the
loss coefficient of the fiber and the error-correction efficiency, re-
spectively; € is the failure probability; and the insert loss is 1.50 dB
on Charlie’s side.

nyt U P P a € f
781% 7% 3.03x107° 381x10° 016 101 1.1

are outlined in Table I, taken from the experimental data in
Ref. [49]. For each distance, we optimize implementation pa-
rameters using a numerical simulation tool. This includes the
intensities of the signal and decoy states, as well as the prob-
abilities of sending them. The optimization routine resembles
that in Ref. [69]. Furthermore, the variable b is restricted to
the interval [1,4].

First, we evaluate the performance of AMDI QKD with
and without the AD method under the given parameters &5, =
0.5%, Eyom = 4%, and a total pulse count of N = 7.24 x
10"3. As shown in Fig. 2(a), at a transmission distance exceed-
ing 608 km, the key rate of AMDI QKD with AD surpasses
that of AMDI QKD without AD, resulting in a maximum
distance increase of 16 km.

To further explain the essential reasons for the AD method
increasing the key rate over long distances, we present
Fig. 2(b). At 0-372 km, the influence of noise on the corre-
lation between Alice and Bob is minimal. The AD method
cannot significantly increase sj, and reduce the QBER. At
372-608 km, the QBER begins to increase significantly. If the
AD method is applied and the raw key is divided into b = 2
blocks at 500 km, the QBER is reduced, but the finite-key
effect leads to a significant reduction in s%,. The impact of the

a 0 — ‘ 4
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© 13
2
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> ©
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[} o
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wn 10-10 \\\ 11
}.\ d

‘ ‘ ‘ ‘ ‘ 0
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Transmission Distance (km)

reduction in s, is greater and the key rate is lower, There-
fore, AD is not effective at those distances. At 608-628 km,
noise significantly disrupts the correlation of the raw keys
between Alice and Bob and the QBER is already close to
the maximum error tolerated by the original protocol. The
QBER using the AD method will be changed from E, to
(EZ)Z/[(EZ)2 + (1 — Ez)z] and the reduction in QBER will
contribute more to the key rate than the finite-key effect, so
the use of the AD method can obtain a higher key rate.

Now we delve into the finite-key effects and scrutinize the
distinct impact of the AD method on AMDI QKD for varying
pulse counts N = 10'2, 10'3, and 10'3 and in the asymptotic
case. In Fig. 3 it is evident that when the pulse count is 103,
the AD method extends the maximum transmission distance
of AMDI QKD by 28 km. Nevertheless, with a reduced pulse
count of 10'3, the maximum transmission distance improve-
ment for AMDI QKD with AD is limited to 8 km. Further
reducing the pulse count to 102, the optimal value of b is all
1, which means that the AD step is not executed. These results
suggest that AD becomes sensitive to pulse reduction when
subjected to a finite-key analysis.

Furthermore, we investigate the impact of the misalign-
ment error rate on the performance of AMDI QKD with
AD, and the results are illustrated in Fig. 4. For a relatively
small misalignment error rate of ¢ = Epgom = 1% (5%), the
optimal value of b exceeds 1 at 604 km (408 km), leading to
a substantial increase in the maximum transmission distance
of AMDI QKD with AD by 20 km (96 km). However, with a
further increase in the misalignment error rate to 10%, AMDI
QKD without AD is unable to generate a key, whereas AMDI
QKD with AD exhibits a substantial key rate and transmission
distance of up to 504 km.

Finally, we assess the performance for arbitrary combina-
tions of misalignment error rates efj and Eyom. We fix the
misalignment error rate within the range [0, 20%] and set

(b) 12
10 ek
a2 km/i 508 km/i 0.012
0.01
100
0.008
i
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(@)
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FIG. 2. Comparison of AMDI QKD performance with and without AD. (a) Relationship between secret key rate and transmission distance,
and the corresponding optimal value of b. The blue solid line and red dotted line represent the secret key rate of AMDI QKD with AD and
without AD, respectively. The black dashed line is the PLOB bound and the pink scatter represents the optimal b value. (b) Relationship
between s7; and transmission distance, and the corresponding QBER. The black solid and red dotted lines represent the sj, of AMDI QKD
with AD and without AD, respectively. The blue solid and pink dotted lines represent the QBER of AMDI QKD with AD and without AD,
respectively. The red five-pointed star and pink triangles are s¢, and QBER at 500 km and b = 2, respectively. Here we set N = 7.24 x 103,

€5 = 0.5%, and Eyon = 4%.
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FIG. 3. Performance comparison between AMDI QKD with AD
and without AD under different pulses. We simply fix the numbers
of pulses 10'%, 10'*, and 10" and in the asymptotic case, the mis-
alignment error rates are Eyom = 4% and e; = 0.05%. The solid and
dotted colored curves represent the results of AMDI QKD with and
without AD, respectively. The optimal value of b of the overlapping
part by the solid line and the dotted line is 1 and the remaining solid
line partis b > 1.

L =500km and N = 7.24 x 10", The simulation results are
shown in Fig. 5. The comparison reveals that AMDI QKD
with AD exhibits a higher tolerance for misalignment er-
ror rates in the Z basis used for key generation compared
to AMDI QKD without AD. For instance, at ¢; = 6% and
Eyom = 6%, AMDI QKD with AD can generate a key rate
of 1.35 x 107° bits/pulse, while AMDI QKD without AD is
unable to generate a key. Objectively, AMDI QKD with AD
outperforms AMDI QKD without AD, particularly at high
misalignment error rates.

V. CONCLUSION

We have explored the performance of AMDI QKD with
AD, considering a finite-key effect. Simulation results demon-
strated the feasibility and significant impact of the AD method
in enhancing the secure key rate and transmission distance
of AMDI QKD. Meanwhile, with a misalignment error rate
of 10%, AMDI QKD without AD failed to generate the key
at 0 km, whereas AMDI QKD with AD could still generate
secure bits.

In future research it would be interesting to further analyze
the performance of AMDI QKD with AD for a limited number
of modulated phases [70].
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APPENDIX A: SECRET KEY RATE CALCULATION

1. Secrecy analysis

The secrecy analysis follows the idea of Refs. [4,71]. If the
protocol successfully passes the error correction step, then it
is eqor-correct. If the extracted key length of the protocol does
not surpass a certain length, then it is e.-secret. Specifically,
if the protocol fulfills both conditions & -correct and €gec-
secret, and £, = Ecor + Esec » 1t 1S Ero1-SECUTE.

Using a random universal, hash function [72], the com-
munication parties can extract an gy -secret key of length ¢
from the raw key Z [73],

Esec = 26 + % 26-Hy (ZIED (A1)
where E’ denotes all information of Eve learned from the raw
key after error correction and H:. (Z|E’) denotes the smooth
minimum entropy, which quantifies the average probability
that Eve guesses Z correctly using the optimal strategy with
access to E’. According to a chain-rule inequality for smooth
entropies [59], we obtain

Hy(ZIE) 2 Hyy (Z|E) — hgc — 10g,(2/cor),  (A2)
where E denotes the information of Eve before error correc-
tion and Agc 4 10g,(2/&cor) is the amount of bit information
that is leaked during the error correction step. The bits of Z
can be distributed among three different strings Zy, Z;;, and
Zests Where Zg is the bits where Alice sent a vacuum state,
Z11 is the bits where both Alice and Bob sent a single photon,
and Z is the rest of the bits. Using a generalized chain rule
for smooth entropies [74], we have
Hi(ZIE) > HLPeH 02,2, 2, G |E)

min min

> HE. (20|E) + HE

min

(le |ZOZrele)

o 2
+ Hs (Zrestlz()E) -2 10g2

min &8

> s+ H:

min

2
(le |ZOZrestE) -2 10g2£7 (A3)

where ¢ =¢' +2¢, + (8 +28+2") and we have used
the fact that H® (Z.eq|Z20E) >0, since all multipho-
ton events are considered insecure due to the risk of
photon-number-splitting attacks, Hlii,n(ZME) > Hpin(2y) =
log,2% = s5. Here we consider that the bit values of the
vacuum states are uniformly distributed and contain no infor-
mation.

In addition, we use |01) and |10) for the Z basis and

\%(llO) + ¢[10)) for the X basis. We let Alice and Bob use
x11 and xi, of length s%, instead of the raw keys 2, and Z},
if they had measured on the X basis. According to the un-
certainty relation of smooth minimum entropy and maximum
entropy, we can get a lower bound for H* (2|20 Z s E) as

min
H;?H(ZII|ZOZrele) P> ST] - HI%;X(XIID({[)
2 S?l[l _H( fl)]’

where the first inequality is derived from the uncertainty rela-
tion in Ref. [75], the second inequality utilizes Lemma 3 from
Ref. [73], H(¢%,) quantifies the number of bits Bob needs to
reconstruct x;; using bit string x{,, and ¢7, is the phase error

(A4)
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FIG. 4. Performance of AMDI QKD with AD under different misalignment error rates. Here we assume ¢ = Eyom = 1%, 5%, and 10%
and N = 7.24 x 10'3. (a) Relationship between key rate and distance under different misalignment error rates €5, and Eyon. The solid line
indicates AMDI QKD with AD and the dashed line indicates AMDI QKD without AD. (b) Relationship between the optimal b value and

transmission distance.

of a single photon in the Z basis. Combined with Eq. (A1), we
obtain the expression for the key length £ as
1
€= H:(ZIE') — 2logy—, (AS)
2epp
and combining Eqs. (A2)-(AS), the specific expression for
£is
0255+ siu[1 = H(97)] = hec
2 low. 2 o1 1 (A6)
B2 p %2 2eps’

2
— log,

8C01'

where &g = 2(¢ + 26, + & + 28’ + &") 4 epa, We assume

& =&" =0 without compromising security, and epsy =

V2 (ZIED s a security parameter that involves pri-
a L=500 km 108

(a) 05 ‘ x
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°3
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6 &
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2
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vacy amplification. Finally, the parameters s§, s3,, and e},
are estimated by using the failure probabilities &g, &, and
gp, respectively; we have eec = 2(¢' + 26, + &) + &9 + &1 +
&g + Epa.

2. Parameter estimation

By using decoy-state estimation, the key rate can be written
as [49]

1 _
R= (5545l - H@ )] - e
Jog, 2 — 2logs 2 — 2log,— (A7)
—log,— —2log,— — 2log,— ).
5] g28/§ gzzem

8001‘
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N T
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FIG. 5. Relationship between arbitrary ¢ and Ey,n, combinations and key rates. (a) Results of AMDI QKD with AD, with the open circle
for b = 1, the triangle for b = 2, the five-pointed star for b = 3, and the closed circle for b = 4. (b) Results of AMDI QKD without AD. We
assume L = 500 km, N = 7.24 x 10'3, and the misalignment error rate is in the range [0, 20%]. The color depth represents the distribution of

key rates.
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We assume failure parameters &, &', &, and eps to be equal
to €. As described in the protocol, Alice and Bob publish
information about the decoy states when the click filtering
operation is used, so only [u,, ip] can be used to generate
the key. The amount of data consumed during error correction
is

When we take ¢ into account [50], the count of error
detection can be given as

/ ’
Mg ] = eil (n[llmﬂh] - m[m,my]) + (1 - efi)m[/ta,uh]‘ (A9)

The lower bound of single-photon pair events in the Z basis

Aec = iy, ) SH(E:), (A8) estimated by the decoy-state method can be written as
where E, = "« js the QBER in the Z basis. The total error e T p
Mpa.mp) §* &(s — S ) (AIO)
.. , . 7 - . 311 = ; ; 1 2),
pairing numbers My do not consider ¢ in the Z basis, Vavp(/ — v')
which include two click events with (u,|up) and (o,4]0p) to
pair. where
|
* —k —x% *
S, = Mul/«bll«/ <eV”+U” LA — o™ Moy, _ pl My,.00] + Ll[o,,,o;,]>’
Plva.v] Ploa.vs] Plva.os]  Plogos]
—% * * *
n n n n
S, = vavbv/(e“"“"’ [ptarpp] e =loa.ps]l P =l1ta,00] + —[va,ob]>’ (A11)
Plica i) Ploatus) Plua.o)]  Plosos]
[
and expressed as
Dice Prce Pict P! e 224, 5
P = DL )L T RS (A1) i < SRS - S, (Al
5 A

K HKL=KE" ki A1) =1
where pyo o) is the coincidence pairing [« k"] successful
probability, p; = 1 — p,, Py, — Pv,Pu, by using click filtering,
e (I) denotes the early (late) time bin. We set o, = 0, = 0,
Wa = pp = 1/, and v, = v, = V' with symmetric channels.
The lower bound of the vacuum number is given by

—
§F — € "'DPluas]  x
=0 = =loa,us]*

(A13)
Ploa, )

The upper bound on the number of errors of single-photon
pairs in the X basis is given by

o< m —m (A14)

11 XX 20,2051 = D220, 20,]0

where myy,, 2,,] 1S the observed error pairing number in the X
basis and m?zvmhb] is the lower bound of error pairing numbers
when there is at least one sending vacuum state between
communication parties in the X basis,

* *
Zoy, P12ve, 20, 20,] o2 P12va. 205121, 0,1

O
D3y, 20, = € +
{22l 2Pio,.2u) 2p12v,.05)
—%
— 6*21),1*2111, p[zv"’zvb]n[oa:ob] , (AIS)
2P(0,.0)
2 p‘z’ap‘z)h J ..
where ppy, .20, = 37 2 denotes the probability of coinci-

dence [2v,, 2vp] in the X basis. The single-photon pairing
error numbers in the X basis is

;X
e, = 1, (A16)
S
where s}, is the number of single-photon pairing in the X
basis, whose lower bound is estimated by the decoy state,

Haptp(' — V')
The upper bound on the phase error rate of a single-photon
pair in the Z basis is

ot <@ +y(si s e e). (A18)

3. Simulation formula

We assume that Alice and Bob send pulses of intensity &,
and kp, respectively, with phase difference 6. The gain of only
one detector response can be given

Dlny = yﬁfwb)enﬁmcm
X (1= Y0 0 VTETRD) (A1)
and
R R
x (1= yPe, oMi" IR | (A20)
where y(DKi(lZR)) =(1- ng(DR))e*’IZLmR) QW (Dpg) is left

(right) detector, and 7, 5 = 107*L«®/10 By calculating the
phase 6 from O to 2, the total gain of Alice sending «, and
Bob sending «;, can be given as

1 m 0,D 6,D,
Akaliy) = Z/O (‘1<K’a\i,,>+q<éu|ﬁh>)d9

- yﬁt\Kb)IO(ngLV NaKa ﬂbe)
+y([')<lzlkb)[0(ndDR\/ naKaanb)
D, D D D
=250 e Vim0 (0" = 14" ) v/ Makaliohs ]
(A21)
where Ip(x) ~ 1 + )‘72 represents the first kind of zeroth-order

9Dk The

modified Bessel function and q?Kulkh) = qféﬁib) + 960
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Ngiot
1+1/q7.°

where g7 = 1 — (1 — ;)= is the probability of having at
least a click in the time interval 7. if the detector has a
click in a time bin. Thus, an average of 14 1/q7, valid
events is required to form a valid pairing. The average time it
takes to form a valid pairing iS Tipean = W, where
F = 1 GHzis the system’s repetition rate and Ny, = F T is the
total number of time bins in the interval 7.

total number of valid successful pairings is ny =

|
Aot o] = Mot E E (

e I —etot e 1 tot
kg K=K ki, =K

When we use the three-intensity decoy-state protocol, there
are nine independent and random events, which are (u,|uws),
(alvp), (alop), (Valve), (Valis), (Valop), (0q4l0p), (0alitn),
and (o,4|vp). By using click filtering, (14,4|vp) and (v,|up) are
discarded. The probability of having the click event is g =
2oty PPy i) = PitaPvyQaalvy) = PraPuy (vl In addi-
tion, the number of successful pairings Sy (0 (except the set
Si2v,.2v,1) 18 counted as

P Py G i) PK;PK;‘H:«},M))

Gtot qtot (A22)

The set Sp2,, 20,1 Which we need to take into account the phase difference is counted as

M2v,,2v] = M

In the experiment, we encode the quantum states by randomly selecting the phase {0, 27 /M), (4x /M), ...,

0 0
Moy fz” PvPv(n, ;) PraPvidn, vy
ot qtot

)d@. (A23)

[2n (M — 1)]/M}

(M = 16) to fulfill the phase randomization requirement. The total number of errors in the X basis can be given as

6,D; _046,Dg

0,Dg

Mp2v,,2v0] =
Mm 0 qtot

where Eyon, 1S the interference misalignment error rate, § =
Thean (2T Av + wpp) is the light pulse phase drift cause by the
laser frequency difference Av = 10 Hz, and the fiber drift rate
wgp = 5900rad/s.

4. Statistical fluctuation

We use the Chernoff bound [76] to calculate statistical
fluctuation. Assuming a failure probability € and expectation
value x*, we can estimate the upper and lower bounds of the
observed value x by the Chernoff bound

et Dy fope 4 B (A25)

and
x=x"—/2x*, (A26)
where B = Ine~!. Similarly, the variant of the Chernoff bound

can be used to estimate the upper and lower bounds of the
expected value x* from the observed value x:

X =x+pB+V2Bx+B? (A27)
and
| o
x* =max{x — = — 2ﬂx+—0 (A28)

The upper bound of the phase error rate in the Z basis is
estimated by a random sampling theorem, whose specific
expression is [76]

X <A+ yYmk, re), (A29)

I Pvqu, [‘1<ua|vh>q<v"|w,) + 40, 1v) 90,0
(1 - EHom)

0+38.Dy, 0.0, 645D, 6.Dn 0+5.Dr
v v ") valv + M N
] +EHomp Y b[q(Uul 29 (v, b) q( [,\u;,)('I(U” ) ] a6,
‘Itm
(A24)
[
where
(1-2)AG e
U kT \/(n+k)2 +4r(1 - 1)G
y (nk, A €)= AzG ’
2+ 2(n+k)2
k k
A = max{n, k}, G=n+ n n+ .
nk  2mwnki(1—1)e?
(A30)

APPENDIX B: SECURITY OF AMDI QKD BASED ON
QUANTUM INFORMATION THEORY

Now we present a brief description of the security of AMDI
QKD based on quantum information theory; a more detailed
analysis can be found in [45,49,59]. The key rate based on
quantum information theory is [59]

R = min S(X|E) — HX|Y), (B1)

ospel

where I" represents the set of all density operators o45 within
the Hilbert space Hs ® Hp that satisfy the requirements;
S(X|E) represents the uncertainty of the eavesdropper’s auxil-
iary state E for Alice’s measurement outcome X, quantified by
von Neumann entropy; and H (X |Y') represents the uncertainty
of Bob’s measurement outcome Y to Alice’s measurement
outcome X, quantified by classical Shannon entropy.

In a security analysis similar to the entanglement purifica-
tion protocol, Alice and Bob randomly prepare the quantum
states |1,0)"/ and |0, 1)/ as the Z basis and (|1,0)"/ %
|0, 1)/)4/2 as the X basis and send to Charlie for Bell state
measurement. The |1, 0)"/ indicates |1)’ ® |0}/ and is the ten-
sor product of time bins i and j, with quantum states |1) and
|0) indicating single-photon and vacuum states, respectively.
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Before the communication parties’ measurement, the whole
system consisting of Alice, Bob, and Eve can be described by
the quantum state as

4
D)ase = Y v/ hilgidas ® |vi)e, (B2)
i=1
where
1 l i, l l
o) = (11, 0)3 V11,0057 10, D310, 1),
lp2) = 7(|1 L0)3711,0057 — 10, 1)3710, 1)),
. (B3)
lp3) = 7(|1 L0710, 1) + 10, 3711, 007),
1 i,j i,j i,j i,j
lpa) = E(|1,0>,;’|0, 15’ =10, 1)1, 0)57),

and Z?:l A; = 1. The single-photon error rate satisfies the
equations Ay + A4 = ¢}, and A3 + A4 = €,. The subscripts A
and B represent Alice and Bob, respectively, and |v;) g denotes
the orthonormal basis in a Hilbert space Hg.

Because Eve controls the channel, if the measurement out-
comes of communication parties are xy € {00, 11, 01, 10}, the
quantum states that Eve obtains include

1
)0 = — (/M lvr) + VA2 )

V2
1
o) = E(val) —VAalua)

(B4)

1

P! = ﬁ(\/fsw +Valua))
1

)0 = E(Jiw — Valvg))

After disturbance from Eve on the quantum channel, Alice
and Bob gain the density operators for the whole system as

oxre = ) @M@ 6™ (@7 (BS)

xy
Taking all of the above analysis into account, we can get

S(oxg) =1+ H(A; + X2),

A
S(op) =H(Oq 4 A1) + (A “2)H<x1Tlx2)
(B6)

3
A A)H s
+ (A3 +Ay) (A3+)\4>

HX|Y)=H( + A2).

Finally, we obtain the final key rate in the asymptotic case as

R> min SKX|E)—HX]|Y)

AyA2,A3,h

= min H(oxg) — H(og) — HX|Y)

A2, A3, 0
1= (A 4+ A)H al (B7)
1 2 s

A3

= min
A2, h3,0

— (A3 +)»4)H<A > ) — H(Ap 4 Ap).

3 4

Suppose that the single-photon bit error rate and phase
error rate are e, and ¢7,, respectively. We then have

Ay + Ay = ¢y,
A+ s =¢€fy, (B8)
AMtAr+Az+A =1
By simplifying the above formula, we can get
M=1—ej —¢f — A,
Ay = ¢ — Aa, (B9)
A3 =€ — A4

By combining Eqgs. (B9) and (B7), we obtain a new key rate
formula

| — A
R> min 1—(1—e§1)H( n=ent 4)
A1,A2,A3,A4 1— 611
Z A‘4 Z
—éH T —H(1-¢). (B10)
11

With the minimum value of the above key rate formula, by
computing the partial derivative with respect to Eq. (B10), we
can obtain the satisfying condition A4 = e3,¢7,. In order to
find the minimum value of Eq. (B10), A1, A,, A3, and A4 should
satisfy the conditions

b= 11—, —¢f) — hs,

Ay = ¢fy — Aa,

! (B11)
)\.3 :ezn —)\4,
Ay = €},

In the practical AMDI QKD protocol [49], we utilize
discrete phase random modulation to fulfill the phase ran-
domization requirements and the Chernoff bound to calculate
statistical fluctuations. After obtaining the raw key generated
in the Z basis, Alice and Bob perform error correction on the
raw key. So the uncertainty between Alice and Bob H(X|Y) <
fH(E,), where H(E,) is the maximum amount of information
leaked during error correction. The key rate formula of AMDI
QKD is

1
R > min —nz{

A
+ 2 — (v +)H
AAzAzhg N nz|: (1 2) <)»1+)»2)

A3 H(E 1

— (A3 + /\4)H(

2 2 1
X <log2 . +2 log2 + 2 log2 > }, (B12)
cor EPA
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where N is the total number of pulses sent by Alice, n, is the
total number of bits in the Z basis, s is the lower bound of the
vacuum state, 5%, represents the single-photon pair successful
coincidence number, and E, is the QBER in the Z basis.

APPENDIX C: SECURITY OF AMDI QKD WITH AD

Next we analyze the security of AMDI with AD, sim-
ilarly to the analysis in [53,64,68]. In AMDI QKD, Alice
and Bob divide the raw keys that they get into blocks of
size b, that is, {x1,x2,...,xp} and {y1,y2,..., s}, rESpEC-
tively. Then Alice randomly selects a privately generated bit
c € {0, 1} and sends the messages m = {m, my, ..., mp} =
x1®c,xa®c,...,x, P c} to Bob through a public authen-
ticated classical channel. Alice and Bob acquire blocks when
Bob calculates the results {m; ® y;,my @ ys, ..., mp ®yp} =
{0,0,...,0} or {1,1,...,1}; they retain x; and y, as raw
keys. Moreover, if Eve knows arbitrary measurement re-
sults m; (1 < i< b), she has the ability to know all the b
measurement results. Thus, only when all the b pulses are
single-photon states can they be employed for key generation.
The successful probability of advantage distillation can be
calculated as

When performing the AD step, the quantum state of the
whole system composed of Alice, Bob, and Eve can be de-
scribed as [59,68]

4
|D)ase =) \/ﬂwi)AB ® |vi)e, (C2)
i=1

where

Q)+ =2
2pSuCC
~ M+ 22)P = (A — Ap)P
ir=
2pSUCC
Qa2+ s — )
2pSuCC
1, = A3+ Ag)P — (A3 — Ag)?

4 ’
2pSUCC

A

3

(C3)
s

’

and  pgec = (A1 +42)" 4+ (A3 + 44)”. Based on quantum
state |®)4pr and the optimal value of b, Eq. (B7) is

Gsuce = (E)P + (1 — E,)°. (Cl)  amended as
|
R >max min lqm[l — +)22)H<~ M )—(13 +}\4)H(~ rs )-H(i1 +}\2)}. (C4)
b Aoz b A+ A A3+ g

When considering the practical model [49], Alice and Bob divide the raw keys 7, into blocks of size b. After the AD step is
successfully completed, the number of raw keys they retain is n,gsucc/b, the number of single-photon bits is (s{, /1), Gsuce /b,
and the QBER in the Z basis can be changed from E; to (E.)”/gsucc. Therefore, after executing the AD step, Eq. (B12) is amended
as

R> in " 5 b+ i)’ 1 — (1 + A)H h (A3 + ApH A3
> max min  ——¢ggcet | = - — = — | — — =
b arrzie N b a n; n; ! : A+ A : ¢ Mg+ Agq
~ b 2 2 1
— fH(E;) — log, +2log, — + 2log, — | 1, (C5)
Nz{succ Ecor 2 2'((J‘PA

subject to
¢ < A+ A < By
e 1< A3+ A4 <

P (E.)
CE U -EY

<
e

(C6)

where E. represents total error rate after AD postprocessing in the Z basis.
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