PHYSICAL REVIEW A 109, 032621 (2024)

Simultaneous quantum and classical communication via multiparameter modulation

Piao Tan®,! Tao Wang ,2" Huanxi Zhao,> Zicong Tan,? Peng Huang,2 and Guihua Zeng2’3’T
' Northwest University, Xi’an 710127, Shaanxi, China
2State Key Laboratory of Advanced Optical Communication Systems and Networks, Center of Quantum Sensing
and Information Processing, Shanghai Jiao Tong University, Shanghai 200240, China
3College of Information Science and Technology, Northwest University, Xi’an 710127, Shaanxi, China

® (Received 20 November 2023; accepted 4 March 2024; published 25 March 2024)

Classical and quantum communication protocols share similarities in terms of signal modulation, trans-
mission, and reception, providing a basis for their integration. The integration of these protocols can lead to
high-efficiency and low-cost performance by utilizing a single set of communication infrastructures to simultane-
ously achieve continuous-variable quantum key distribution and classical communication on a single wavelength.
In this paper, we propose a simultaneous quantum and classical communication (SQCC) protocol based on
multiparameter modulation, which combines pulse position modulation (PPM) for classical communication
and Gaussian-distributed modulation (GM) for quantum key distribution, named GMCS-PPM-SQCC protocol.
Classical information is transmitted using the arrival time parameter of the coherent state, while quantum key
information is distributed through the two quadrature components of the coherent state. Coherent detection is
used to detect all three parameters, and different data processing schemes are utilized to extract the corresponding
information. We verified the feasibility of the protocol through simulations, discussed its secure transmission
distance, bit error rate, and secret key rate in realistic scenarios. Our protocol has better phase noise tolerance
than traditional SQCC protocol. It can further facilitates the integration of classical and quantum communication,

and contributes to the deployment and application of QKD.
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I. INTRODUCTION

Continuous-variable quantum key distribution (CV-QKD)
is one quantum key distribution (QKD) protocol that utilizes
the quadrature components of the optical field to transmit
quantum key information securely between the sender Alice
and the receiver Bob. The security of CV-QKD is based on the
fundamental principles of quantum physics [1-3]. One of the
most widely studied protocols for CV-QKD is the Gaussian
modulated coherent-state (GMCS) protocol, which is theo-
retically and practically secure [4—13]. GMCS-CV-QKD has
advantages in co-fiber transmission and antibackground light
noise due to its encoding and detection characteristics. Recent
advances in CV-QKD have led to improvements in transmis-
sion distance [14,15], secret key rate (SKR) [16,17], chip
realization [18-20], and networking deployment [21], which
have facilitated the engineering application of this technology.

The integration of QKD with classical communication
can effectively reduce the overall implementation cost of
QKD. Wavelength-division multiplexing (WDM) is a widely
adopted method to achieve this integration. By utilizing WDM
and filters, high-speed classical optical signals and quantum
signals in discrete-variable QKD (DV-QKD) can be trans-
mitted simultaneously, as demonstrated in various studies
(see, e.g., Refs. [22-24]). Similarly, the WDM technique has
also been employed in CV-QKD for achieving integration.
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However, although WDM enables the merging of physical
channels for transmission, the devices at both ends of the
transceiver still remain as two independent sets of devices,
thereby limiting the extent of integration.

Enhancements at the protocol level can overcome the
aforementioned limitations and enable the integration of clas-
sical and quantum communication. To this end, Qi er al.
proposed the simultaneous quantum and classical communi-
cation (SQCC) protocol, which utilizes a single coherent state
to superimpose quantum information onto classical informa-
tion [25]. One of the key advantages of this protocol is that
only one set of transceivers is needed to transmit both types
of information, thereby obviating the need for a dedicated
channel for QKD. This feature makes the SQCC protocol
particularly appealing for achieving CV-QKD in a coherent
optical communication system at a minimal cost [26]. How-
ever, this protocol is subject to limitations arising from phase
noise, which ultimately determines the maximum transmis-
sion distance under the true local oscillator (LO) design. To
address this issue, Qi et al. proposed the use of simultaneously
generated reference pulses to compensate for phase drift and
demonstrated experimentally that this approach could meet
the phase alignment requirement of the SQCC protocol [27].
Nonetheless, the requirement for phase correction remains
high. In addition, it is necessary to accurately calibrate the
channel transmittance, to ensure an accurate separation of
classical and quantum information, which could pose a prac-
tical security issue.

In optical communication, the light wave possesses mul-
tiple parameters, such as amplitude, phase, polarization
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direction, and arrival time, which can be utilized to trans-
mit bit information. For instance, pulse position modulation
(PPM) employs the arrival time of an optical pulse to con-
vey classical information. Specifically, in PPM, each frame
consists of multiple time slots, and the position of the optical
pulse within a slot encodes classical information. Building on
this concept, we can employ one optical pulse to transmit clas-
sical bits, while the remaining slots are utilized for quantum
key information transmission. This multiparameter modula-
tion approach enhances the spectrum utilization efficiency of
PPM and further reduces the implementation complexity of
QKD. In addition, different parameters are used to transmit
information, which can be better separated at the receiver,
and can completely avoid the separation difficulty of classical
information and quantum information on the same parameter.

In this paper, we present an SQCC protocol based on
multiparameter modulation, named GMCS-PPM-SQCC pro-
tocol, which combines PPM for classical communication and
Gaussian-distributed modulation for CV-QKD. In particular,
classical information is transmitted using the arrival time para-
meter of the optical pulse, while CV-QKD employs the two
quadrature component parameters of the coherent state for
distributing quantum key information. We evaluate the practi-
cal feasibility of this protocol through simulations and analyze
its secure transmission distance, bit error rate (BER), and
SKR. With a repetition frequency set at 250 MHz and a signal
power level of 1500 SNUs, this protocol can transmit classical
information over a distance of 50 km with a BER below
1 x 107°. Additionally, the SKR for quantum key information
can be transmitted at a rate of 1.34 Mbps over the same 50 km
distance. In comparison, with a signal power of 1500 SNUs,
the SKR performance of the traditional SQCC protocol is sig-
nificantly lower than that of the GMCS-PPM-SQCC protocol,
reaching only 0.67 Mbps at a distance of 15 km, due to the
impact of phase noise.

This paper is structured as follows: In Sec. II, we review the
conventional CV-QKD protocol and the conventional SQCC
protocol and introduce the GMCS-PPM-SQCC protocol with
emphasis on its unique characteristics. Furthermore, a quali-
tative analysis of the strengths and limitations of this protocol
is presented. In Sec. III, we present the results of a numerical
simulation of the GMCS-PPM-SQCC protocol based on ac-
tual system parameters. Finally, we presented a discussion in
Sec. IV and conducted a conclusion in Sec. V.

II. PROTOCOL DESCRIPTION

A. GMCS-CV-QKD protocol

Among various CV-QKD protocols, the GMCS protocol
has gained the most popularity due to its proven security.
The GMCS protocol has been successfully demonstrated
in real-world CV-QKD networks, and the security distance
can exceed 200 km using this protocol [28,29]. GMCS-CV-
QKD leverages the classical coherent optical communication
framework for QKD. The protocol can employ time division
multiplexing, frequency division multiplexing, and polariza-
tion multiplexing techniques to separate LO and quantum
signals effectively. The specific process for using the GMCS-
CV-QKD protocol is as follows:
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FIG. 1. Phase-space representations and amplitude of vari-
ous modulation formats. (a) GMCS-CV-QKD modulation format.
(b) Traditional SQCC modulation format. (¢) GMCS-PPM-SQCC
modulation format.

(1) Alice first randomly generates two Gaussian random
sequences {X4} and {P,}, with the mean of 0, variance of
V4, and the length of n. Then, she prepares n coherent states
{IX4 + iP4)}. The prepared coherent states are sent to Bob
through the quantum channel. With the channel transmittance
as T and the excess noise as &, the channel noise measured
from the input of Bob is 1 + €7 and the total noise of channel
line is Xiine = (1 +T)/T — 1 =1/T + ¢ — 1 [3], which is
introduced in the transmission process of the coherent state.

(2) After Bob receives the coherent state, two quadrature
components are measured simultaneously by heterodyne de-
tection, and obtain {Xp} and {Pg}. The quantum efficiency in
the heterodyne detector is 7, and the electronic noise of the
detector is V;;. Heterodyne detection requires two detectors, so
the total noise of detection is yper = [1 + (1 — n) + 2Vy]/T.
Alice and Bob then keep all the modulation data and received
data, respectively.

(3) Alice randomly selects part of the data and makes
the data public. Bob precalibrates the quantum efficiency 7,
the electronic noise V., modulation variance V,, the total
channel noise yj,e and the total detection noise xnet can be
obtained, and then eva/lyates the crucial parameters such as
channel transmittance T and the excess noise ¢ according to
the measurement data. Finally, the secure transmission dis-
tance and SKR can be evaluated through the calculation in the
Appendix.

(4) Finally, Alice and Bob conduct data postprocessing
on the remaining data through classic authentication chan-
nels, and finally obtain the security key for subsequent data
encryption.

Figure 1(a) illustrates the phase-space representations
and time-domain pulse sequences in GMCS-CV-QKD. The
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coherent-state signal in the phase space exhibits a Gaussian
probability distribution for both quadrature components, and
its amplitude is proportional to the power of the pulsed light,
which is also directly proportional to the mean photon num-
ber. Each coherent-state pulse occupies a time interval of 7.

B. Traditional SQCC protocol

In this section, we introduce the traditional SQCC pro-
tocol, which concurrently encodes classical information and
quantum information onto quadrature component, employing
a single coherent state for the transmission of both classical
and quantum information [25].

Specifically, Alice first selects the modulation formats
for classical communication and CV-QKD. Assuming binary
phase shift keying (BPSK) modulation is utilized for classical
communication and Gaussian modulation is utilized for CV-
QKD, the specific process of this protocol is

(1) Alice proceeds to assign the quadrants of the coherent
states in the phase space based on her classical bits, fol-
lowed by determining the specific positions of the coherent
states based on the corresponding Gaussian random num-
bers. For example, Alice generates classical bit my (my €
0, 1) and Gaussian distribution random numbers {Xy4, P4}, and
uses them to prepare n coherent states |(X4 + e ™% q) +
i(Py 4+ e™7q)), where « is the amplitude of classical
communication.

(2) Upon receiving the coherent state, Bob first identifies
the classical bit based on the quadrants, then removes the
displacement resulting from the classical modulation, and
subsequently retrieves the superimposed Gaussian data [as
depicted in Fig. 1(b)]. Specifically, at Bob, the two quadra-
ture components Xz and Pi are measured simultaneously
by heterodyne detection. When Bob detects Xg(Pg) > 0, the
classical information mp = 0. Otherwise, the value of mp is
assigned the value one. The measurement result of quantum
key information is

Xp= 2E 10 1
B = mp — 1),
nT
Pr
Py = —X 4+ Qmp— Da. 1)

VT

(3) Through {X4, Xp} and {P4, Pg}, Alice and Bob can un-
dertake further postprocessing to generate a secure key [25].

This scheme enables classical bits and random keys of
QKD to be encoded on the same weak coherent states, and
detected by the same coherent receiver, so that each coherent
state can simultaneously carry the key and classical informa-
tion. However, the implementation of this scheme faces two
primary challenges:

(1) First, it demands high precision in phase correction,
requiring the phase deviation to be at the level of 1073, How-
ever, on the one hand, the randomly generated QKD signal
is regarded as a noise in the classical signal. To reduce the
BER of the classical signal transmission, the amplitude of
the classical modulation needs to be increased. On the other
hand, because the classical signal is superimposed with the
QKD signal, the higher the amplitude of the classical signal
modulation, the greater the excess noise will be generated due

to the phase jitter of the coherent states, thus affecting the
transmission performance of CV-QKD [27].

(2) Separation of classical information and quantum infor-
mation is crucial since both are modulated on the quadrature
components of the physical quantity. While power calibra-
tion can be achieved through parameter estimation with large
datasets, this aspect requires further investigation. Currently,
the classical signal power at the receiver end is set to a con-
stant to facilitate information decomposition. However, this
may lead to inaccuracies in information separation in scenar-
ios involving changes in channel transmittance or the QKD
device’s own losses.

Therefore, when the protocol is implemented, the overall
protocol performance will be degraded due to the performance
of the actual device.

C. GMCS-PPM-SQCC protocol

Herein, we extended the traditional SQCC protocol and
proposed the GMCS-PPM-SQCC protocol, which uses ar-
rival time parameters and quadrature component parameters
to carry different information. Specifically, classical data is
encoded via the time parameter of the highest optical pulse,
while quantum key information is encoded via the quadra-
ture components of the coherent state. Encoding through the
arrival time of optical pulses corresponds to the PPM mod-
ulation format in classical optical communication, which is
a prevalent modulation technique employed in deep-space
optical communications. Quadrature component modulation
corresponds to IQ modulation in classical optical communica-
tion. The corresponding modulation format and pulse position
are shown in Fig. 1(c).

The specific process of using GMCS-PPM-SQCC protocol
is as follows:

(1) In Alice, we employ PPM on the prepared coherent
states and classical optical pulses. Specifically, in PPM, the
interval between symbols is 75, which can be equally de-
composed into L time slot. Here L represents the number of
positions where pulses appear, which satisfies L = 2" with the
encoding bit number n. Therefore, PPM can be represented as
L-PPM based on the number of encoded bits. In Fig. 1(c),
L takes 4, and its encoding bit determines the time interval
position of its highest optical pulse occurrence. In 4-PPM
modulation, when the highest optical pulse occupies the first
to fourth time slot, the classic bit information is 00, 01, 10, 11,
respectively.

(2) Then, Alice performs Gaussian modulation on the re-
maining three time slots, and prepares coherent states {| X4 +
iP4)} within these three time slots. The preparation of these
coherent states aligns with the GMCS protocol. Within the
prepared signal, each frame comprises one classical opti-
cal pulse and three coherent states, which are transmitted
to Bob.

(3) After receiving the signal at Bob, PPM demodulation
and heterodyne detection is performed on the signal. Classical
information is judged according to the arrival time of the high
pulse within a time interval 7;. In one symbol interval, when
the power of one time slot is greater than the power of the
other slots in the time domain, the classic bit information can
be determined. Then, the determined classical bit information
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VOA

PPM + Gaussian Format

Recovery of quantum information

and classical information

FIG. 2. GMCS-PPM-SQCC protocol flow chart. CW: continuous-wave laser; AM: amplitude modulator; VOA: variable optical attenuator;
BS: beam splitter; IQM: 1Q modulator; AWG: Arbitrary waveform generators; PC: polarization controller; ICR: integrated coherent detector;

BHD: balanced homodyne detector; ADC: Analog-to-digital converter.

is removed and the remaining Gaussian data {Xjp, Pg} is
extracted.

(4) Alice and Bob can further calculate the SKR from the
original data {X4, P4} and {Xp, Pg}, which is consistent with
the traditional GMCS-CV-QKD, and ultimately extract the
secure key.

This protocol can be implemented as depicted in Fig. 2.
In particular, at Alice, a continuous-wave (CW) laser is
successively connected to an isolator and an amplitude mod-
ulator (AM), ensuring forward transforming of optical signals
through the isolator and changing to optical pulse signals
via the AM. To control optical power, the optical pulses pass
through a variable optical attenuator (VOA). Subsequently,
the optical pulses are divided into two beams using a 90 : 10
beam splitter (BS), with one beam serving for power mon-
itoring and the other being directed into an 1Q modulator
(IQM). The arbitrary waveform generators (AWG) then per-
forms PPM and IQ modulation on the optical pulse. Notably,
the IQM is connected to a 99 : 1 BS, which is utilized to
extract a portion of the optical pulse for controlling the bias
voltage of the IQM. Finally, the signal is attenuated to achieve
the desired optical power level using a VOA and transmitted
to Bob through an optical fiber channel. At Bob, the received
optical signal undergoes polarization control using a polariza-
tion controller (PC). Simultaneously, a CW laser emits a LO
light under the protection of an isolator, which is attenuated to
the appropriate power level through a VOA. Subsequently, the
optical signal and the LO light are mixed within an integrated
coherent detector (ICR) and realize heterodyne detection, ul-
timately facilitating the recovery of both classical information
and quantum information.

The GMCS-PPM-SQCC protocol offers the following
advantages: First, using different parameters to encode
makes information easy to distinguish, which makes classical

information and quantum information easy to be extracted.
Second, classical information is no longer affected by phase
noise, although the quadrature component of the quantum
signal is still affected by phase deviation. The third point is
that in longer distance transmission, especially in deep-space
communication, the performance of PPM modulation is better
than orthogonal amplitude-phase modulation, so its classical
communication performance will be better.

However, due to bandwidth allocation for classical com-
munication in GMCS-PPM-SQCC protocol, the symbol rate
of CV-QKD is slightly lower than that of traditional SQCC.
All in all, the initial concept behind our proposed protocol
is to encode information by utilizing various parameters of
the coherent state. One can also consider implementing this
protocol by combining the polarization state with quadrature
components. In the following section, we use simulations to
estimate the performance of the proposed scheme.

III. PERFORMANCE ANALYSIS

In GMCS-PPM-SQCC protocol, the noise generated dur-
ing the concurrent transmission of quantum and classical
communication can impact the protocol’s performance. To
assess and evaluate the protocol’s effectiveness, in this sec-
tion, specialized noise analyses are separately conducted for
classical communication and CV-QKD. Subsequently, calcu-
late the BER for classical communication and the SKR for
CV-QKD, utilizing simulated results generated with common
typical parameters.

A. Noise analysis

During the transmission of GMCS-PPM-SQCC protocol,
quantum Gaussian state and classical signal are merged within
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each frame. Our protocol employs the time slots containing
high-pulse signals for the transmission of classical informa-
tion, while utilizing coherent states in the remaining slots
for the transmission of quantum key information. Throughout
the entire transmission process, with regard to the transmis-
sion of classical signals, quantum signals are considered as
Gaussian additive noise due to their occupation of other time
slots, leading to misjudgments in the time slots occupied
by classical signals. Conversely, for quantum signals, the
presence of high-pulse classical signals introduces additional
noise superimposed on the quantum signals, subsequently
impacting the overall performance of QKD. Therefore, we
undertake a separate analysis of the noise associated with
classical communication and the excess noise in quantum key
distribution.

1. Noise analysis in classical communication

In our analysis, we denote N, as the shot noise,
while the coherent-state modulation variance for GMCS
modulation is denoted as V4, with all subsequent noise
variances expressed in shot noise unit (SNU). At the re-
ceiver, our protocol is vulnerable to a series of noise
sources, including detector noise, relative intensity noise
originating from the laser source, phase noise. Conse-
quently, the total noise at the receiver can be formally
characterized as [27]

Nt = Tn[V4 + NriNsig + MrinLo] +2(1 + Vo), (2)

where 2(1 4 V) represents the noise generated by the two
detectors in heterodyne detection, T represents the channel
transmittance, n represents the quantum efficiency.

Due to laser spontaneous emission causing fluctuations in
photon counting, this variability is considered noise in terms
of the laser’s amplitude, which we can characterize as relative
intensity noise. relative intensity noise can be categorized into
the relative noise of the signal and the relative noise of the LO.
In Eq. (2), NriNsig 1s relative intensity noise of signal, it can
be expressed as [3]

NrINsig = Vay/RINgig Avg. 3

At the same time, NN, Lo represents the noise contributed
by the relative intensity noise of LO in Eq. (2), it can be
expressed as [3]

NrinLo = FRIN oAV “4)

In Egs. (3) and (4), V4 represents the modulation variance,
RINgis represents laser relative noise, RINro is the relative
intensity noise of the local oscillator light,and Av, represents
the bandwidth of the detector. Here, since V4, =5 SNUs,
RINg, = RINj o = 107! Hz™!, Avs = 10 kHz, Nrinsig =
5 x 1072 SNUSs, Nrin.Lo = 1.25 x 1076 SNUs.

In the preceding theoretical calculation, we derived the
noise associated with classical communication using standard
parameters. Table I presents the theoretically calculated noise
of the classical communication.

2. Excess noise in CV-QKD

At the Alice, our protocol is vulnerable to an array of
noise sources, including detector noise, the relative noise of

TABLE 1. Noise in classical communication.

Noise Value (in SNUs)
NRIN sig 5x 1073
NrinLO 1.25 x 107
Vel 0]

the laser, the relative noise of the LO, leakage noise, phase
noise, the rest of the excess noise, and analog-to-digital con-
verter (ADC) quantization noise. Concerning the noise at
the receiver, which includes electronic noise and shot noise,
these are noises generated by well-calibrated detectors that
are not under the control of Eve. Hence, we consider them
trusted noises. On the other hand, other noises generated at
the transmitter are more susceptible to Eve’s attacks. There-
fore, we regard the associated noises as untrusted [27]. We
categorize the shot noise and electronic noise as trustwor-
thy noise, while regarding the relative noise of the laser,
the relative noise of the LO, leakage noise, phase noise and
the rest of the excess noise as untrustworthy noise. Con-
sequently, the total excess noise at Alice can be formally
characterized as [3]

EADC
Eot = ERIN,sig T ERIN,LOTELE + €ph + &0 + T_n (®)]

In Eq. (5), erinsig represents the relative intensity noise
of laser, erinLo represents the relative intensity noise of
LO. Their theoretical calculation formulas align with those
of Mrinsig and Nrin,Lo in classical communication. Con-
sequently, ERIN,sig = NRIN,sig =5x 1073 SNUs, ERIN,LO =
NRIN,LO =1.25x 10_6 SNUs.

In Eq. (5), eLg represents the leakage noise. In Ref. [15],
the high-intensity local oscillator light can leak into the
quantum optical signal, introducing additional noise. In com-
parison to the TLO CV-QKD scheme, our proposed protocol
involves only one classical light pulse among the four
pulses. Therefore, the leakage noise in our protocol can be
expressed as [15]

AZ
ELE = R, (6)
where A? represents the optical power of classical signals, R,
is a finite extinction ratio, we estimate &g via commonly em-
ployed parameters: A> = 1500 SNUs, R, = 65 dB, so e g =
4.7 x 10~ SNUs.

In Eq. (5), &pn represents the phase noise. To elaborate,
it originates from the laser’s spontaneous emission, inducing
random frequency fluctuations in the laser pulse signal, result-
ing in phase drift and subsequently giving rise to phase noise.
£ph can be expressed as [20]

8ph = VAO'ph- (7)

In Eq. (7), opn represents the phase drift; it can be expressed
as [30]

oph = 2w (Avs + Avp)r, )

where Avg and Awvyp respectively represent the linewidth
of the signal laser and the LO laser, while T denotes the
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FIG. 3. The phase noise in the GMCS-PPM-SQCC and tradi-
tional SQCC protocol. The blue line is the phase noise &, = 6.28 x
10~* SNUs, the red line represents the relationship between the
phase noise of the traditional SQCC protocol and A?. The black
hexagram represents the coordinate point (1500, 1.34 x 107!), the
green hexagram represents the coordinate point (1500, 6.28 x 107).

time interval between the two pulses. We estimate &y, via
commonly employed parameters: T = 1 ns, Avg = Ay =
10 kHz, so epp = 6.28 x 10~* in SNUs.

However, in the traditional SQCC protocol, since the
quantum signal is superimposed on the classical signal,
as the quantum signal is overlaid upon the classical sig-
nal, greater amplitudes lead to increased excess noise
induced by phase variations. This relationship is expressed as
follows [31]:

AZ
Epn = (E + VA>6ph’9 (9)
where e, represents the phase noise of the traditional SQCC
protocol, A? represents the signal power, op Tepresents the
phase drift. In the Fig. 3, we present the phase noise for both
the conventional SQCC protocol and the GMCS-PPM-SQCC
protocol. Specifically, when A? is set at 1500 SNUs, and when
opn and oy are equal, the phase noise ¢y for the traditional
SQCC protocol equals 1.34 x 10" SNUs.

The last term in Eq. (5), the noise generated by the eapc
can be summarized into two parts, one is the noise generated
by the ADC quantization noise eapc itself, and the other
is the noise generated by the ezpc quantization; it can be
represented as [20]

2t 1 R} A?
eapc = ———— [ [ ==L — + Viapciinn ). (10
e hf(gp)ZPLo/ (12 2y, ARG )> 1o

Among it, n is the quantization precision, A%/V, denotes the
amplitude ratio between classical signals and quantum sig-
nals. In this protocol, increasing the power of classical optical
pulses enhances the transmission performance of classical
signals. However, the increase in power also results in an
elevation of e4pc, necessitating the use of ADC converters that
meet the required n to reduce e4pc. To illustrate the relation-
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FIG. 4. The relationship between espc and A%, The parameters
involved are T = 1 ns, f = 193.4 THz, g =10 k2, p = 0.8 A/W,
PLO =10 l'IlW, RU =0.1 \,, V(ADC,inlr) = 10_8 V2, A2 = 1500 SNUS,
and V4, = 5 SNUs. The green line illustrates the relationship between
A? and expc when the 7 is set at eight, the red line illustrates the
relationship between A” and e5pc when the 7 is set at nine, the black
line illustrates the relationship between A? and eapc when the n is
set at ten, the blue line illustrates the relationship between A2 and
eapc When the n is set at eleven. The green hexagram represents the
coordinate point (200, 1.25 x 1072), the red hexagram represents the
coordinate point (800, 1.25 x 1072), the black hexagram represents
the coordinate point (1500, 5.84 x 1073), the blue hexagram repre-
sents the coordinate point (1500, 1.46 x 1073).

ship between expc and A? under various n, we can calculate
eapc using standard parameters, where T =4 ns, f = 193.4
THz, g =10 k22, p = 0.8 A/W, PLo =8 mW, Ry = 0.1,
V(ADC,intr) =108 V2, V4 =5 SNUs. As shown in F]g 4,
when the 7 is set at eight and nine, eapc dramatically increases
with rising A%. For instance, when 7 is set to eight, at A?
equals 200 SNUs, the eapc has already reached 1.25 x 102
SNUs. When 7 is set to nine, at A2 equals 800 SNUs, the
eapc has also reached 1.25 x 10~2 SNUs. However, when the
n exceeds nine, within a certain range, the impact of A? on
eapc becomes tolerable. For example, with a n of ten, at the
A? of 1500 SNUs, the eapc is 5.84 x 1073 SNUs. Similarly,
with a n of eleven, at the A> of 1500 SNUs, the eapc is
1.46 x 1073 SNUs.

In the preceding theoretical calculation, we derived the
excess noise in QKD using standard parameters. Table II
presents the theoretically calculated excess noise in QKD.

TABLE II. Excess noise in QKD.

Excess noise Power value (in SNUs)
ERIN,sig (untrusted) 5x 1073
eriN.Lo (untrusted) 1.25 x 107
eLe (untrusted) 4.7 x 1074
&pn (untrusted) 6.28 x 107*
&y (untrusted) 1.34 x 107!

&o (untrusted) 0.01
eapc (untrusted) 5.84 x 1073
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B. Performance analysis of classical communication

In GMCS-PPM-SQCC protocol, the BER formula for PPM
can be expressed as [32,33]:

1 1 L
G = —erfc[ ——,/SNR x —1 L], 11
BER = eI 0(2\/5‘/ x 5 log ) (11)

where erfc(-) denotes the complementary error function, de-
fined as erfc(x) = %f;’o e”zdt, and SNR stands for the
signal-to-noise ratio. Here, L represents the number of time
slots in a frame for PPM. The SNR formula can be expressed
as [31]

A2
SNR = P/N = TnN . 12)

tot

Obviously, with an increase in SNR, the performance of
classical communication becomes better. In the classical com-
munication of PPM, the BER will decrease with the increase
of the order. We assume that L = 4, then Egs. (11) and (12)
can be expressed as

n
Cier = erfe TN . (13)

By Egs. (12) and (13), we can express the required A as

_ 2Niilerfe™! (2Cger))?
= ™
where T can be expressed as the transmittance, n can be

expressed as the signal transmission efficiency, where T can
be expressed as

A? , (14)

T = 10119, 15)

As shown in Eq. (15), T is related to the length of optical
fiber [. According to Egs. (2), (14), and (15) and Table I, we
can establish the correlation between / and A as well as the
relationship between [ and the BER. As shown in Fig. 5, it can
be seen that, when the constrained BER is 1 x 1072, a larger
value of A? corresponds to an extended system transmission
distance. Simultaneously, for transmitting the same distance,
a higher V, requires a greater signal power. Within GMCS-
PPM-SQCC protocol, when the A? is set at 1500 SNUS, the
classical information transmission distance can reach 50 km,
maintaining a BER below 1 x 1077, It is noteworthy that, in
the traditional SQCC protocol [27], the classical information
transmission distance also reaches 50 km with BER not ex-
ceeding 1 x 1072 when the A? is set at 1500 SNUs.

C. Performance analysis of CV-QKD

In CV-QKD, the assessment of its performance hinges on
the SKR, as computed in the accompanying Appendix. Under
this noise model, detector noise V,j, shot noise and ADC quan-
tization noise €apc originate from the system itself and can be
regarded as credible noise. In addition, noise contributed by
the relative intensity noise of the signal erin sig, the noise con-
tributed by the relative strength of the local oscillator egiN Lo,
the phase noise &y, and the noise in the channel ¢q that is not
protected or defined are not credible.

110°

2500 : : . |

V,=5SNUs S
St
- - -.V,=10 SNUs
2000 - | V=15 SNUs
= X (52,1508) 110710
= —— GMCS-PPM-SQCC
6 = = = - Traditional SQCC protocol
1500 | XX (51,5.17x1071%)
~
&
£ 11020 =
5 102 2
=
21000
=
=
20
w 4 10—30
500
0 \ L L I 1040
10 20 30 40 50 60 70

Distance / (km)

FIG. 5. The relationship of A% and I, as well as the relationship
between BER and /. Attenuation coefficient » = 0.2 dB/km, quan-
tum efficiency 1 = 0.6. The blue solid and dashed lines depict the
relationship between A? and [ for different values of V, set at 5, 10,
and 15 SNUs. The red solid line illustrates the relationship between
the BER and the parameter / in the traditional SQCC protocol, with
A? set to 1500 SNUs and V, set to 5 SNUs. The red dashed line
illustrates the relationship between the BER and the parameter / in
the GMCS-PPM-SQCC protocol, with A? set to 1500 SNUs and
V4 set to 5 SNUs. The blue hexagram represents the coordinate
point (52, 1508), the red hexagram represents the coordinate point
(51,5.17 x 10719),

To elucidate this further, in accordance with Sec. III A, a
comparative analysis of the theoretical excess noise between
the traditional SQCC protocol and the GMCS-PPM-SQCC
protocol is conducted. As illustrated in Fig. 6, The traditional
SQCC protocol exhibits higher excess noise compared with
the GMCS-PPM-SQCC protocol at a signal power level of
1500 SNUs. To facilitate a more comprehensive performance
comparison between the traditional SQCC protocol and
the GMCS-PPM-SQCC protocol, we further conduct an
analysis of the SKR. The detected noise in the input of Bob’s

0.2 T T

0.18 I
Excess noise in GMCS-PPM-SQCC protocol
Excess noise in traditional SQCC protocol A%=1500 SNUs

0.16 [

Excess noise (SNUs)
e e e
=3 S — o
=] e (] -
: : : :

e

>

X
T
I

0 200 400 600 800 1000
Sampling point

FIG. 6. The excess noise of traditional SQCC protocol and
GMCS-PPM-SQCC protocol. The blue dot represents the excess
noise of the GMCS-PPM-SQCC protocol. The red dot represents the
excess noise of the traditional SQCC protocol.
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10° - - : -
— GMCS-PPM-SQCC protocol
Traditional SQCC protocol A%=1500 SNUs
10° x 6 4
(50, 1.34x10%)
— X (15, 0.67x10%)
2z 7
= L
é 10
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100
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FIG. 7. The SKR at different distances based on GMCS-PPM-
SQCC protocol and the traditional SQCC protocol. The blue
line represents the relationship between SKR and distance in the
GMCS-PPM-SQCC protocol, the red line represents the relationship
between SKR and distance in the traditional SQCC protocol. The red
hexagram represents the coordinate point (50, 1.34 x 10%), the black
hexagram represents the coordinate point (50, 0.67 x 10°).

heterodyne detection process can be expressed as
Xnet = [1+ (1 — 1) + 2V + eapcl/n- (16)
In a channel, the untrusted noise model can be represented as
Xiine = 1/T — 1+ &0 + RN sig + €RIN.LO + Eph, (17)

and the total noise of the channel input can be expressed as

Yoot = Jine + 2. (18)
T

Based on the preceding analysis, we can compute the
SKR achievable by the CV-QKD system employing the PPM-
GMCS-SQCC protocol. In our calculations, we consider
specific parameters, such as the repetition rate f; = 250 MHz,
A% =1500 SNUs, V4 =5 SNUs, reconciliation efficiency
B = 90%, attenuation coefficient R = 0.2 dB/km, and quan-
tum efficiency n = 0.6.

In Fig. 7, we compare the SKR of the GMCS-PPM-SQCC
protocol with that of the traditional SQCC protocol, as com-
puted in the accompanying Appendix. At a distance of 50 km,
the SKR of GMCS-PPM-SQCC protocol reaches 1.34 Mbps.
In comparison, the SKR of the traditional SQCC protocol only
achieves 0.67 Mbps at a distance of 15 km.

IV. DISCUSSION

This paper introduces an SQCC protocol named GMCS-
PPM-SQCC protocol, which integrates PPM for classical
communication and GMCS for CV-QKD. In this protocol,
classical information is conveyed within specific time slots
of a frame using classical light pulses, while the remaining
slots are allocated for quantum information transmission. This
segregation ensures that the transmission of classical signals
has no adverse impact on the performance of quantum signals.
By establishing a comprehensive noise model, we conduct a

performance analysis comparing the traditional SQCC proto-
col with the GMCS-PPM-SQCC protocol.

Simulation results reveal that when the A? is set at 1500
SNUs and the V4 is 5 SNUs, classical signals in the GMCS-
PPM-SQCC protocol can be transmitted over a 50 km distance
with a BER below 1 x 1072, Concurrently, the theoretical
SKR for the GMCS-PPM-SQCC protocol reaches 1.61 Mbps
at 50 km, whereas the SKR of the traditional SQCC protocol
only achieves 0.67 Mbps at a distance of 15 km. It is evident
that the performance of the traditional SQCC protocol is in-
ferior to GMCS-PPM-SQCC. This difference arises because,
in the traditional SQCC protocol, classical and quantum sig-
nals are simultaneously encoded on quadrature components.
Moreover, as the power of classical signals increases, so does
the phase noise. In contrast, in the GMCS-PPM-SQCC pro-
tocol, classical and quantum signals are temporally separated
within a frame, preventing classical signals from interfering
with the phase of quantum signals. In contrast, the GMCS-
PPM-SQCC protocol places classical and quantum signals in
different time slots, preventing classical signals from interfer-
ing with the phase noise of quantum signals. The advantages
of the GMCS-PPM-SQCC protocol not only simplify sys-
tem complexity and enhance key transmission rates but also
fortify the stability of simultaneous quantum and classical
communication.

In the analysis of ADC quantization noise and leakage
noise in Sec. III A 2 of the paper, we conducted simulations
using commercially available analog-to-digital converters
with appropriate quantization precision and optical devi-
ces with common extinction ratios. To effectively suppress
excess noise and ensure the SKR, it is necessary to care-
fully choose the classical signal power for classical signal
transmission. However, this entails sacrificing a portion of the
classical signal transmission performance. Certainly, in sce-
narios without considerations for actual experimental costs,
opting for high-precision analog-to-digital converters and op-
tical devices with high extinction ratios to suppress excess
noise does not necessarily lead to an enhancement in quantum
communication performance while compromising classical
communication. Instead, it is possible to simultaneously re-
duce excess noise and opt for higher classical signal power,
enabling both modes of communication to achieve superior
performance.

The initial concept behind our proposed protocol is to
encode information by utilizing various parameters of the co-
herent state. One can consider implementing this protocol by
combining the polarization state with quadrature components.
In the simultaneous quantum and classical communication,
a polarization-based approach involving the combination of
polarization states and quadrature components can be consid-
ered. Specifically, classical information is transmitted through
the polarization direction of coherent states modulated with a
Gaussian distribution. When the polarization direction is set
to horizontal (H), the classical information is encoded as “17;
when the polarization direction is vertical (V), the classical
information is encoded as “0.” At the receiver, the polarization
direction is employed to discern classical information, while
the quadrature component is utilized for key extraction.

However, challenges arise when quantum signals reach the
receiver, as they are exceedingly weak, making it difficult
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to accurately determine the polarization direction. Simulta-
neously, variations in polarization introduce errors in the
classical signal, and correcting these errors becomes challeng-
ing due to the low SNR of quantum signal.

We can also consider implementing this protocol through
separate modes of a two-mode state. Specifically, in a
two-mode state, where one mode is utilized for classical
communication, while another mode is dedicated to quantum
communication, and signal transmission is facilitated through
multimode optical fibers. Entanglement correlations within
this setup may play a role in noise reduction.

V. CONCLUSION

GMCS-PPM-SQCC is an attractive protocol. It supports
classical communication and CV-QKD can be transmitted in
the same communication infrastructure,which can greatly re-
duce the transmission cost of CV-QKD and promote the wide
application of quantum key distribution. In PPM, the main
difference from classical modulation lies in the fact that in
addition to the light pulses, which represent classical informa-
tion, the remaining time slots carry quantum key information.

Moreover, classical communication typically necessitates
higher optical power, while quantum communication de-
mands the lowest possible transmit power for security
assurance. Therefore, schemes based on pulse position mod-
ulation can be particularly advantageous in scenarios with
stringent power constraints, ultimately extending the lifespan
of the power source. Additionally, because classical signals
and quantum signals are in different time slots, the trans-
mission of classical information has little impact on the
transmission performance of quantum information, making it
well-suited for quantum communication applications.

Although this scheme incurs some bandwidth loss, it offers
several advantages compared with the traditional SQCC pro-
tocol. During transmission, the average optical power is lower,
and the power of classical signals does not induce additional
phase drift. Consequently, there is no need for supplementary
postprocessing for phase recovery. Its security has been ver-
ified, and it offers an improved cost-efficiency ratio, making
it better suited for signal encapsulation in quantum network
applications.
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APPENDIX: CALCULATION OF SECRET KEY RATE

Here we derive the formula for the SKR. First, the mutual
information shared between Alice and Bob denoted I};eé, and
the maximum information available to Eve regarding Bob’s
key, represented as x1, can be expressed as follows due to the
use of heterodyne detection in this paper. Under asymptotic
conditions, the reverse reconciliation relationship of SKR can

be expressed as [34]
R = BI§ — xgt» (A1)

where B represents reverse negotiation efficiency, g € (0, 1),

1% and xJ¢! can be identified as

1 Vv o
]X%t =2 logz ﬂ’
2 1+ Xiot

2 5
A—1 A —1
het L i

= Gl —— ) - Gl — |, A2
di=Yo(r)-Le(ts)  w
where V is the vacuum state variance of the bimodal squeezed
state, V. = V4 + 1, xio represents the total noise of channel
input, G(x) = (x + 1)log,(x + 1) — xlog, x, A; is the sym-
plectic eigenvalue derived from the covariance matrix and can

be defined as
33, = 1A £/A2—4B),
W=tV —ap),
As =1, (A3)
where

A=V2(1 =2T)+ 2T + T*(V + Xiine)*,
B = TZ(VX]ine + 1)2’
1

C=——S[Ay2, +B+1
UW+MW[ht

+ 20t (VV/B + T(V + xiine)) + 2T (V? — 1],
2
D= (V +\/EXhel> )

A4
TV + Xto) (ad)

According to the above calculation formula, the SKR is
eventually evaluated.
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