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Practical security of continuous-variable quantum key distribution with an optical amplifier
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In a practical continuous-variable quantum key distribution (CVQKD) system, the optical amplifier can be
used to improve the performance of the system by compensating for the imperfections of the detectors. However,
the eavesdropper Eve can actively utilize a reverse external magnetic field to deteriorate the performance of the
optical amplifier, which may affect the practical security of the system. In this paper, we investigate the practical
security of a CVQKD system with an optical amplifier under the effect of the reverse external magnetic field.
Based on the investigation of the parameter estimation under the above influence, we find that the evaluation of
the secret key rate may be overestimated, which will open a security loophole for Eve to successfully launch an
intercept-resend attack in the practical CVQKD system with an optical amplifier. In order to close this security
loophole, we can monitor the reverse external magnetic field or change the type of the optical isolator to make
the secret key rate of the system evaluated exactly.
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I. INTRODUCTION

In the field of quantum cryptography [1,2], quantum key
distribution (QKD) allows Alice and Bob, two remote legit-
imate communication parties, to share the symmetric secret
keys over an insecure quantum channel [3,4]. QKD technol-
ogy is based on the fundamental laws of quantum physics,
which ensures its unconditional security [5–8]. Currently,
QKD can be categorized into discrete-variable quantum key
distribution (DVQKD) and continuous-variable quantum key
distribution (CVQKD). Different from DVQKD, CVQKD en-
codes the information in the quadrature variables of the light
field, and has a higher secret key rate [9,10]. Therefore, it is
significant to research CVQKD.

Among the implementations of CVQKD, the scheme based
on Gaussian-modulated coherent states (GMCSs) is well
known, and has made significant progress in both theory and
experiment [11–18]. In theory, the unconditional security of
the GMCS CVQKD scheme against collective and coherent
attacks has been fully demonstrated [19–22]. However, in
a practical CVQKD system, there are some deviations be-
tween the theoretical model and the realistic devices [23–25],
which may open security loopholes for the eavesdropper
Eve. Eve may exploit these security loopholes to launch
some quantum hacking attacks, such as saturation attack [26],
detector blinding attack [27], finite sampling bandwidth ef-
fects [28], jitter in clock synchronization [29], local oscillator
(LO) fluctuation attack [30], LO calibration attack [31], and
polarization attack [32]. In order to resist these attacks,
the researchers have proposed some countermeasures, such
as the continuous-variable measurement-device-independent
quantum key distribution [33–35] protocol that removes all
security loopholes in the detection, and the local LO CVQKD
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scheme [36,37] that resists the LO attacks. However, due to
the complexity of the practical communication environment,
these improved schemes may still have security problems.
Therefore, researchers still focus on the practical security of
the CVQKD system.

At the receiver side of the practical CVQKD system,
the detectors have detection noise and limited detection ef-
ficiency. These imperfections reduce the secret key rate of the
system. Fortunately, optical amplifiers can be used to compen-
sate for the inherent imperfections by amplifying the optical
signal [38,39]. Inside the optical amplifier, the optical isolator
ensures unidirectional transmission of light. In recent years,
rotators based on the Faraday effect play an important role in
the practical operation of the optical isolator and are widely
used in the manufacture of optical isolators. Meanwhile, the
rotation angle of the Faraday rotator is closely related to the
magnetic field intensity [40]. However, Eve can control the
intensity of the external magnetic field and affect the normal
operation of the Faraday rotator, which may threaten the prac-
tical security of a CVQKD system with an optical amplifier.
Therefore, in this paper, we focus on the effect of external
magnetic field on the practical security of a CVQKD system
with an optical amplifier. We first introduce the working prin-
ciple of the optical amplifier and further analyze amplification
performance of the optical amplifier under a reverse external
magnetic field. The result shows that in the CVQKD system
with an optical amplifier, the practical intensity of the signal
light after passing through the amplifier is less than its ideal
value. Subsequently, we discuss the parameter estimation and
analyze the total noise of the system under the above effects.
Based on these analyses, we calculate the secret key rate under
the effect of a reverse external magnetic field. The simulation
results indicate that the practical evaluation of the secret key
rate may be overestimated when the legitimate communicat-
ing parties are not aware of the existence of a reverse external
magnetic field. Therefore, a reverse external magnetic field
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can open a security loophole for Eve to successfully execute
an intercept-resend attack and obtain information about the
secret key. Moreover, if the reverse external magnetic field
intensity is the same, Eve can obtain more key information
when the gain coefficient of the optical amplifier is smaller.
To close the security loophole, we propose different resistance
schemes. On the one hand, we can use a real-time monitoring
module or Hall elements to determine the existence and inten-
sity of a reverse external magnetic field. On the other hand,
we can eliminate the effects of the external magnetic field by
changing the type of optical isolator in the optical amplifier.

This paper is structured as follows. In Sec. II, we mainly
introduce the effect of a reverse external magnetic field on the
optical amplifier. Then, we discuss the parameter estimation
and analyze the secret key rate under the above effect in
Sec. III. And in Sec. IV, we propose different countermea-
sures to close this security loophole opened by the reverse
external magnetic field. Finally, the conclusion is presented
in Sec. V.

II. CVQKD SYSTEM WITH AN OPTICAL AMPLIFIER
UNDER THE EFFECTS OF MAGNETIC FIELD

In this section, we mainly elaborate on a CVQKD system
with an optical amplifier and analyze the effect of external
magnetic fields on an optical amplifier.

A. CVQKD with an optical amplifier

In a practical CVQKD system, the detectors at the re-
ceiver side are imperfect due to the inherent noise and limited
detection efficiency, which degrades the secret key rate of
the system. In order to reduce the impact of the above im-
perfections, an optical amplifier is placed at the output of
the quantum channel to boost the intensity of the signal
light and increase the secret key rate of the system. Be-
cause the erbium-doped fiber amplifier (EDFA) has better
amplification performance in amplifying C-band signal light
(1530–1565 nm) [41,42], we can use the EDFA to amplify the
signal light in a practical CVQKD system.

Figure 1 depicts the practical optical path of a CVQKD
system with an EDFA. At the transmitter side of the sys-
tem, Alice uses a 1550-nm continuous-wave laser to generate
the initial coherent states. Subsequently, Alice uses a beam
splitter to separate the initial coherent states into a sig-
nal optical path and a local oscillator optical path. In the
signal optical path, Alice generates a series of Gaussian-
modulated coherent states and modulates the polarization of
the Gaussian-modulated coherent states by the polarization
beam splitter, delay line, and Faraday mirror. Finally, both
signal light and local oscillation light are attenuated to the
quantum level by a variable optical attenuator and transmitted
in the quantum channel by polarization multiplexing and time-
division multiplexing. At the receiver side of the system, Bob
uses a polarization beam splitter to separate the signal light
and the local oscillation light. Then, the signal light is ampli-
fied by the EDFA in the signal optical path. Subsequently, Bob
uses a heterodyne detector to measure the quadrature vari-
ables of the signal light. The above steps are followed by the
classical data postprocessing phase, which includes parameter

FIG. 1. Practical optical path of the CVQKD system with an op-
tical amplifier. AM, amplitude modulator; PM, phase modulator; BS,
beam splitter; PBS, polarization beam splitter; FM, Faraday mirror;
DL, delay line; VOA, variable optical attenuator; LO, local oscillator;
EDFA, erbium-doped fiber amplifier; Het, heterodyne detector; PD,
photodetector.

estimation, reverse reconciliation, and privacy amplification.
After these steps, both communication parties will share the
final bit string of secret key.

B. The working principle of an erbium-doped fiber amplifier

EDFA is a fiber amplifier that utilizes rare-earth erbium
ions (Er3+) as the gain medium. Figure 2 illustrates that the
EDFA consists mainly of an optical isolator, a pump source,
a coupler, and an erbium-doped fiber. In particular, the optical
isolator is used to ensure the unidirectional transmission of
signal light and prevent reverse light from affecting the am-
plification process of signal light. When the signal light enters
the EDFA, it first passes through the optical isolator. Secondly,
the pump source emits pump light with a wavelength of 980
or 1480 nm, which is coupled with the signal light and enters
the erbium-doped fiber. Subsequently, the Er3+ in the erbium-
doped fiber realizes the transition from low-energy levels to
high-energy levels under the effect of stimulated absorption
of pump light. Finally, under the stimulation of signal light,
Er3+ at high energy levels will jump to low-energy levels.
As a result, the same photons as the signal light are emit-
ted, which enhances the intensity of signal light. However,
when the EDFA amplifies the signal light, it inevitably gen-
erates spontaneous emission noise, resulting in a decrease in
the signal-to-noise ratio of the signal light. Therefore, it is

FIG. 2. Structural diagram of an erbium-doped fiber amplifier.
EDF, erbium-doped fiber.
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FIG. 3. Structure of the Faraday effect-based optical isolator.
(a) Schematic of the forward light propagation. (b) Schematic of the
reverse light propagation. Bin, the internal magnetic field.

necessary to consider the effect of this noise when modeling
and analyzing the EDFA.

Before analyzing the effect of external magnetic fields on
an optical amplifier, we need to know the components and
the working principle of an optical isolator. Optical isolators
are common nonreciprocal devices in optical communication
systems, which are mainly used to achieve unidirectional
transmission of light. Inside the optical amplifier, the optical
isolator is one of the indispensable devices for achieving
stable operation of the optical amplifier. Currently, optical
isolators based on Faraday effect are widely used in scientific
research and commerce due to their mature technology and
low cost. Therefore, this paper focuses on the optical isolator
based on Faraday effect.

Figure 3 shows that the Faraday effect-based optical iso-
lator mainly consists of two polarizers and a Faraday rotator
with a rotation angle of 45◦. It is obvious that the Faraday
rotator is the core device, which is composed of a magneto-
optical crystal and a ring-shaped permanent magnet. And the
working process of the Faraday rotator is that the permanent
magnet provides the internal magnetic field. When signal light
passes through the magneto-optical crystal, the polarization
plane rotates due to the Faraday effect. More importantly, the
rotation direction of the polarization plane is only related to
the direction of the magnetic field.

Figure 3(a) shows that when the forward signal light en-
ters the optical isolator, the signal light will completely pass
through the polarizer P1 because the polarization direction of
the forward signal light is consistent with the polarization
direction of the polarizer P1. Subsequently, the signal light
enters the Faraday rotator. Due to the Faraday effect, the polar-
ization plane of the signal light will rotate 45◦. Next, the signal
light will completely pass through the polarizer P2 because the
angle between transmission axes of polarizer P1 and polarizer
P2 is also 45◦. It is worth noting that after passing through
this polarization-correlated optical isolator, the polarization
direction of the signal light will change, which may affect
the subsequent detection process. Fortunately, in the practical
optical path, we can first use a beam splitter to split a fraction
of the signal light. Afterwards, we measure the polarization
direction of this part of the signal light and calculate the
polarization drift. Finally, we can use a dynamic polarization
controller to correct the polarization drift.

Figure 3(b) shows that after the reverse light passes through
the polarizer P2 and the Faraday rotator, the reverse light
cannot pass through the polarizer P1 because the polarization
direction of the reverse light is perpendicular to the polariza-
tion direction of the polarizer P1. This achieves the isolation
function of the optical isolator for the reverse light.

C. Optical amplifier under the influence
of external magnetic fields

Inside the optical amplifier, the rotator based on the Fara-
day effect is one of the core components of the optical isolator.
Faraday effect is a phenomenon in which the polarization
plane of an optical field undergoes rotation. This rotation is
the result of a change in the refractive index of the medium
caused by the presence of a magnetic field. When light passes
through a medium under the effect of a magnetic field, the
rotation angle θ of the light polarization plane (magnetic rota-
tion angle) is proportional to the length L of the light passing
through the medium and the intensity B of the magnetic field
in the direction of light propagation, which can be expressed
as

θ = V BL, (1)

where V is the Verdet constant, which characterizes the
magneto-optical properties of the medium. Based on Eq. (1),
we know that the rotation angle of the light polarization plane
is proportional to the intensity of the magnetic field when light
passes through the Faraday rotator. As a result, the perfor-
mance of the optical isolator will be affected by the external
magnetic field, which has been shown experimentally [40].
Therefore, in a practical CVQKD system with an optical am-
plifier, the eavesdropper Eve may actively change the intensity
of the external magnetic field to affect the performance of
the optical amplifier by applying a reverse external magnetic
field [see Fig. 4(a)]. According to Ref. [40], we can obtain
the relationship diagram between the insertion loss of the
signal light and the intensity of the reverse external mag-
netic field [see Fig. 4(b)]. Based on Fig. 4(b), it is obvious
that as the intensity of the reverse external magnetic field
increases, the insertion loss of the signal light also increases.
This phenomenon further indicates that the reverse external
magnetic field may have an effect on the performance of
the optical amplifier. Therefore, when Eve applies a reverse
external magnetic field with a sufficiently large magnetic field
intensity, the insertion loss of the signal light will be large,
which results in a reduction in the intensity of the signal
light. As a consequence, under the effect of a reverse external
magnetic field, the practical output optical signal intensity I ′

out
is less than its ideal value Iout when the signal light of input
optical intensity Iin passes through the optical amplifier [see
Fig. 4(c)].

In order to show more clearly the effect of the external
magnetic field on the performance of the optical amplifier, we
further analyze the intensity of the signal light from an optical
perspective. In the ideal situation, according to Malus’s law,
the intensity of the signal light passing through the optical
isolator is represented as

Imid = Iincos2(ρ − θ ), (2)
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FIG. 4. Performance of optical amplifier when a reverse external
magnetic field is applied. (a) Simplified diagram of applying a re-
verse external magnetic field. (b) Relationship diagram between the
insertion loss of signal light and the reverse external magnetic field
intensity. (c) Relationship diagram between the input signal intensity
and the output signal intensity of the optical amplifier when a reverse
external magnetic field is applied. Bout, the external magnetic field.

where Iin is the intensity of the signal light at the input of
the optical isolator, Imid is the intensity of the signal light at
the output of the optical isolator, ρ is the angle between the
transmittance axes of the polarizer P1 and the polarizer P2 in
the optical isolator, and θ is the magnetic rotation angle of the
signal light passing through the Faraday rotator in the optical
isolator. Based on the working principle of the Faraday rotator,
we know that ρ = π/4, θ = π/4. Therefore,

Imid = Iincos2(ρ − θ ) = Iincos2(π/4 − π/4) = Iin. (3)

When a reverse external magnetic field exists, the practical
intensity of the signal light at the output of the optical isolator
is expressed as

I ′
mid = Iincos2[ρ − (θ + �θ )]

= Iincos2(−�θ ) = Iincos2(�θ ), (4)

where �θ is the changed angle of the magnetic rotation angle
of the signal light under the effect of the reverse external
magnetic field.

We usually express the amplification performance of an
optical amplifier using the gain coefficient g, which is given
by

g = Iout

Iin
, (5)

where Iout is the intensity of the signal light at the output of
the optical amplifier. According to Eq. (5), we also obtain that,
when there is a reverse external magnetic field,

g = I ′
out

I ′
mid

, (6)

g′ = I ′
out

Iin
, (7)

FIG. 5. (a) Practical optical path of the optical amplifier in a
CVQKD system with an EDFA. (b) Amplification details of the
signal light in the EDFA when a reverse external magnetic field is
applied.

where I ′
out is the practical intensity of the signal light at the

output of the optical amplifier and g′ is the gain coefficient of
the optical amplifier under the effect of the reverse external
magnetic field. Based on Eqs. (4), (6), and (7), and the deriva-
tions

g = I ′
out

I ′
mid

= I ′
out

Iincos2(�θ )
= g′

cos2(�θ )
, (8)

we can finally get

g′ = gcos2(�θ ). (9)

Therefore, the reverse external magnetic field has an effect
on the amplification performance of the optical amplifier. And
it is evident that the practical intensity I ′

out of the signal light
amplified by the optical amplifier is less than its ideal value
Iout [see Fig. 5(b)].

Based on the phase space, Gaussian-modulated coherent
states |αB〉 received by Bob can be expressed as

|αB〉 = |αB|eiϕ = xB + ipB,

xB = |αB|cosϕ, pB = |αB| sin ϕ, (10)

where |αB| and ϕ are respectively the amplitude and phase
of the received signal light, and xB and pB are the quadrature
variables of the light field.

Furthermore, the intensity IB and amplitude |αB| of the
signal light obey the following relationship:

IB ∝ |αB|2. (11)

According to Eqs. (5), (10), and (11), we can obtain that, when
an optical amplifier is placed at the output of the quantum
channel,

xBamp = √
gxB, pBamp = √

gpB, (12)

where xBamp and pBamp are the quadrature variables of the
amplified signal light. Then we consider the existence of a
reverse external magnetic field, and based on Eqs. (7) and (12)
we can obtain that

x′
Bamp =

√
g′xB, p′

Bamp =
√

g′ pB, (13)
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FIG. 6. Time-domain shape of an output pulse from the het-
erodyne detector. Uori, the original peak voltage of the heterodyne
detector; Uamp, the amplified peak voltage of the heterodyne detector;
U ′

amp, the amplified peak voltage of the heterodyne detector when a
reverse external magnetic field exists; ts, sampling time.

where x′
Bamp and p′

Bamp are the quadrature variables of the
amplified signal light under the effect of a reverse external
magnetic field.

It is noteworthy that the quadrature of the signal field
is linearly proportional to the peak value of the heterodyne
detector [28]. Therefore, in a practical CVQKD system with
an optical amplifier, the peak value of the heterodyne detector
will undergo corresponding changes under the effect of a
reverse external magnetic field, which is revealed in Fig. 6.

In this section, we mainly analyze the effect of a reverse
external magnetic field on the performance of the optical
amplifier and the peak value of the heterodyne detector. In
order to show more clearly the above effect, we will further
discuss the parameter estimation and analyze the secret key
rate of the system under a reverse external magnetic field in
the next section.

III. SECURITY ANALYSIS

A. Modeling the system

EDFA is a member of phase-insensitive amplifiers, which
can be used to simultaneously amplify the quadrature variable
x and the quadrature variable p of the light field. The shaded
portion of Fig. 7 shows the model of a phase-insensitive
amplifier, which consists of an ideal amplifier and a two-
mode squeezed vacuum [Einstein-Podolsky-Rosen (EPR)]
state with variance V0. The numerical model of the phase-
insensitive amplifier is written as

ϒPIA =
[ √

gI2
√

g − 1σz√
g − 1σz

√
gI2

]
, (14)

where g denotes the gain coefficient of the optical amplifier
and I2 = [1 0

0 1], σz = [1 0
0 −1]. Meanwhile, the inherent noise

of the optical amplifier modeled by the EPR state with vari-
ance V0 is expressed as

ϒnoise =
[

V0I2

√
V0

2 − 1σz√
V0

2 − 1σz V0I2

]
. (15)

FIG. 7. EB model of a CVQKD system with an optical amplifier.

When analyzing and calculating the secret key rate of the
system, we mainly use the entanglement-based (EB) model. In
the EB model of a CVQKD system with an optical amplifier
(see Fig. 7), Alice first prepares the EPR state with the vari-
ance V = VA + 1, where VA is Alice’s modulation variance,
and then measures the mode A by a heterodyne detector.
Subsequently, the other mode B0 of the EPR state is sent to
the receiver Bob through the quantum channel with the trans-
missivity T and the excess noise ε. Due to the imperfections
of the quantum channel, the noise at Bob’s input is denoted
as χline = 1/T − 1 + ε. At the receiver, the mode B1 first
enters the optical amplifier, and then after amplification by
the EDFA, the mode B2 is measured by a heterodyne detector
with the detection efficiency η and the electronic noise vel.
Here, we use a beam splitter with transmittance η to model
the detection efficiency of the detector and an EPR state with
variance v to model the electrical noise of the detector. In
addition, the detection-added noise referred to Bob’s input is
represented as χPIA

het = [1 + (1 − η) + 2vel + V0(g − 1)η]/gη,
and the total noise of the CVQKD system with an optical
amplifier is expressed as χtot = χline + χPIA

het /T .

B. Parameter estimation under a reverse external magnetic field

After transmission and detection of the quantum
state, Alice and Bob share two correlated vectors X =
{(xAi , xBampi

)|i = 1, 2, . . . , N} and P = {(pAi , pBampi
)|i =

1, 2, . . . , N}, where N is the total number of pulses received
by Bob. The quantum channel involved in a CVQKD system
conforms to a normal linear model, characterized by the
following relation:

xBamp = √
gtxA + z, (16)

where t = √
ηT , and vector z follows a centered normal dis-

tribution with variance σ 2 = gηT ξ + N0 + Vel. Here, N0 is the
variance of shot noise and ξ = εN0,Vel = velN0. According to
Eq. (16), we can obtain that xA and xBamp meet the following
relations: 〈

x2
A

〉 = VxA , 〈xAxBamp〉 =
√

gηTVxA ,〈
x2

Bamp

〉 = gηTVxA + gηT ξ + N0 + Vel, (17)

where VxA = VAN0 and there is no doubt that pA and pBamp also
satisfy Eqs. (16) and (17).

In order to estimate the parameters T and ξ , Alice and Bob
randomly select m (m < N ) pairs of data from the vector X
or P. The maximum-likelihood estimators t̂ and σ̂ 2 are known
with the normal linear model [43], i.e.,

t̂ =
∑m

i=1 xAixBi∑m
i=1 x2

Ai

, σ̂ 2 = 1

m

m∑
i=1

(xBi − t̂ xAi )
2, (18)
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where t̂ and σ̂ 2 are independent estimators with the following
distributions:

t̂ ∼ N
(

t,
σ 2∑m

i=1 x2
Ai

)
,

mσ̂ 2

σ 2
∼ χ2(m − 1), (19)

where t and σ 2 are the true values of the parameters. The
χ2 distributions will converge to a normal distribution when
m is large enough (e.g., m > 106). Therefore, the confidence
intervals for these estimators are t ∈ [t̂ − �t, t̂ + �t] and
σ 2 ∈ [σ̂ 2 − �σ 2, σ̂ 2 + �σ 2]. Here,

�t = zεPE/2

√
σ̂ 2

mVxA

, �σ 2 = zεPE/2
σ̂ 2

√
2√

m
, (20)

where εPE is the probability that the true value of the parameter
is not in the confidence interval during the parameter estima-
tion process. And erf(·) is the error function which can be
expressed as

erf(x) = 2π− 1
2

∫ x

0
e−t2

dt . (21)

By utilizing the above estimators, the quantum channel trans-
missivity T and excess noise ε can be estimated by

T = t̂2

η
, ε = σ̂ 2 − N0 − velN0

N0t̂2
. (22)

Based on the analysis in Sec. II C, the reverse external
magnetic field affects the transmitted Gaussian-modulated co-
herent states, which causes the relations between vectors kept
by Alice and Bob to become〈

x2
A

〉 = VxA, 〈xAx′
Bamp〉 =

√
g′ηTVxA ,

〈(x′
Bamp)2〉 = g′ηTVxA + g′ηT ξ + N0 + Vel. (23)

If Alice and Bob are not aware of the existence of the reverse
external magnetic field and still use Eq. (17) to estimate the
parameters, they will obtain the following relations:√

gηT ′VxA =
√

g′ηTVxA , gηT ′VxA + gηT ′ξ ′ + N0 + Vel

= g′ηTVxA + g′ηT ξ + N0 + Vel. (24)

According to Eqs. (9) and (24), we can get that

T ′ = cos2(�θ )T, ξ ′ = ξ . (25)

Expressed in shot-noise units, the estimated excess noise be-
comes

ε′ = ε. (26)

Based on the analysis in Sec. III A and Eqs. (9), (25),
and (26), when a reverse external magnetic field exists, the
total noise of the CVQKD system with an optical amplifier
can be expressed as

χPIA
tot = 1

T ′ − 1 + ε′ + 1 + (1 − η) + 2vel + V0(g′ − 1)η

g′ηT ′

= 1

cos2(�θ )T
− 1 + ε

+ 1 + (1 − η) + 2vel + V0[gcos2(�θ ) − 1]η

gcos2(�θ )ηcos2(�θ )T
. (27)

FIG. 8. Total noise vs changed angle of the magnetic rotation
angle under different gain coefficients. The blue dotted line denotes
the total noise of the CVQKD system without an optical amplifier.

However, when calculating the total noise of the system, if
Alice and Bob are not aware of the existence of a reverse ex-
ternal magnetic field, they will calculate under the assumption
that the optical amplifiers still perfectly amplify the received
optical signal. Consequently, the total noise of the system
calculated by Alice and Bob can be written as

χ ′PIA
tot = 1

cos2(�θ )T
− 1 + ε

+ 1 + (1 − η) + 2vel + V0(g − 1)η

gηcos2(�θ )T
. (28)

In order to show the total noise more clearly, we simulate
the total noise (χ ′PIA

tot ) versus the changed angle of the mag-
netic rotation angle (�θ ) under different gain coefficients of
the optical amplifier (i.e., g = 3, 20). The fixed parameters for
this simulation are set as η = 0.5, vel = 0.01,V0 = 1.5, T =
10−αL/10, α = 0.2 dB/km, L = 10 km, and ε = 0.01.

Figure 8 depicts the relationship between the total noise
(χ ′PIA

tot ) and the changed angle of the magnetic rotation angle
(�θ ) under different gain coefficients (i.e., g = 3, 20). It is
evident that in the absence of a reverse external magnetic
field, i.e., �θ = 0◦, the total noise in the CVQKD system
with an optical amplifier is lower than that in the CVQKD
system without an optical amplifier. This explains why optical
amplifiers can improve the performance of CVQKD systems.
In addition, the simulation results also indicate that Eve can
utilize a reverse external magnetic field to completely control
the total noise calculated by Alice and Bob. These analy-
sis results suggest that the application of a reverse external
magnetic field could establish conditions for Eve to conceal
her attacks in a practical CVQKD system. Subsequently, we
employ the classical partial intercept-resend (PIR) attack as
an illustrative example to analyze the security of a practical
CVQKD system with an optical amplifier in the presence of a
reverse external magnetic field.

In the PIR attack, the probability distribution of Bob’s
measurements is the weighted sum of two Gaussian
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distributions [31]. The first distribution corresponds to the
intercepted resend data with a weight of μ, while the second
distribution corresponds to the transmitted data with a weight
of 1 − μ. In theory, the excess noise estimated by Alice and
Bob under the effects of the PIR attack should be expressed as

ξPIR = ξ + 2μN0, (29)

where ξ = εN0 is the technical excess noise of the system
and 2μN0 is the extra excess noise induced by the PIR attack.
Expressed in shot-noise units, the estimated excess noise εPIR

can be written as

εPIR = ε + 2μ. (30)

Here, we use μ = 0.2 as an example to analyze the PIR attack
in a general situation. Correspondingly, the estimated excess
noise εPIR becomes

εPIR = ε + 0.4. (31)

According to Eqs. (28) and (31), when Eve launches the PIR
attack, the total noise of the system calculated by Alice and
Bob can be expressed as

χ ′PIA
totPIR

= χ ′PIA
tot + 0.4. (32)

Next, we introduce a possible attack scheme. First, we
assume that the gain coefficient of the optical amplifier equals
to 20 and the value of �θ is set to 20◦. Then, when executing
the PIR attack, Eve can change the value of �θ from 20◦ to
10◦ in order to reduce the increased total noise of the system.
As a result, based on Eqs. (28) and (32), we can obtain that

χ ′PIA
totPIR

(�θ = 10◦) = χ ′PIA
tot (�θ = 10◦) + 0.4

< χ ′PIA
tot (�θ = 20◦). (33)

According to Eq. (33), the noise value of 0.4 induced by the
PIR attack will be concealed by Eve through manipulating
the value of �θ . Subsequently, we will further illustrate this
security loophole by calculating the secret key rate of the
system in the following section.

C. Calculation of the secret key rate

Considering the reverse reconciliation and finite-size ef-
fect, the theoretical secret key rate of the GMCS CVQKD
system against collective attacks can be expressed as

K = n

N

[
βIAB − SεPE

BE − �(n)
]
, (34)

where n = N − m, β is the reverse reconciliation efficiency,
IAB represents the mutual information between Alice and Bob,
SεPE

BE represents the maximal value of the Holevo information
compatible with the statistics except with probability εPE, and
�(n) is related to the security of the privacy amplification.

Subsequently, we calculate the mutual information be-
tween Alice and Bob IAB in the case of heterodyne detection.
And it is derived from Bob’s measured variance VB and con-
ditional variance VB|A as

IAB = log2
VB

VB|A
= log2

V + χtot

1 + χtot
, (35)

where V = VA + 1 and χtot is mentioned in Sec. III A.

Then, to get the mutual information between Eve and Bob
SεPE

BE , we need to calculate the covariance matrix between Alice
and Bob:

ϒAB =
[
ϒA σ T

AB
σAB ϒB

]

=
⎡
⎣ (VA+1)I2

√
Tmin

(
V 2

A +2VA
)
σz√

Tmin
(
V 2

A +2VA
)
σz [Tmin(VA+εmax)+1]I2

⎤
⎦,

(36)

where I2 = [1 0
0 1] and σz = [

1 0
0 −1].Tmin and εmax are the

lower limit of the channel transmissivity T and the upper limit
of the excess noise ε, respectively. According to Ref. [43],
when m is large enough (e.g., m > 106), Tmin and εmax can be
calculated by

Tmin = (t̂ − �t )2

η
,

εmax = σ̂ 2 + �σ 2 − N0 − velN0

t̂2N0
, (37)

where �t and �σ 2 are defined in Eq. (20). Then, the mutual
information SεPE

BE between Eve and Bob can be acquired by

SεPE
BE =

2∑
i=1

G

(
λi − 1

2

)
−

5∑
i=3

G

(
λi − 1

2

)
, (38)

where G(x) = (x + 1) log2(x + 1) − x log2 x and λi are the
symplectic eigenvalues of the covariance matrix, which are
given by

λ2
1,2 = 1

2 (A ±
√

A2 − 4B), λ2
3,4 = 1

2 (C ±
√

C2 − 4D),

λ5 = 1. (39)

Here,

A = detϒA + detϒB + 2detσAB,

B = detϒAB,

C = 1[
Tmin(VA + εmax) + 1 + χPIA

het

]2

{
AχPIA

het
2 + B + 1

+ 2χPIA
het

2
[(VA + 1)

√
B + Tmin(VA + εmax) + 1]

+ 2Tmin
(
VA

2 + 2VA
)}

,

D =
[

VA + 1 + √
BχPIA

het

Tmin(VA + εmax) + 1 + χPIA
het

]2

. (40)

Finally, the term �(n) related to the security of the privacy
amplification is expressed as

�(n) = 7

√
log2(1/ε̄)

n
+ 2

n
log2

1

εPA
, (41)

where ε̄ is the smoothing parameter and εPA is the failure
probability of privacy amplification.
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FIG. 9. Secret key rate vs transmission distance under no ex-
ternal reverse magnetic field. The K(ideal) curve corresponds to a
perfect heterodyne detector (η = 1, vel = 0) and no amplifier.

D. Simulation and analysis

Based on the above Eqs. (34)–(41), Alice and Bob can
calculate the secret key rate of the GMCS CVQKD system
with an optical amplifier against collective attacks when
considering reverse reconciliation and finite-size effect. In
order to demonstrate clearly the effectiveness of the optical
amplifier, we first simulate the relationship between the
secret key rate and the transmission distance in the case
of using optical amplifiers with different gain coefficients.
And the fixed parameters for the simulation are set as
VA = 4, η = 0.5, vel = 0.01,V0 = 1.5, T = 10−αL/10, α =
0.2 dB/km, ε = 0.01, β = 0.95, N = 109, n = 0.5N , and
ε̄ = εPA = 10−10.

Figure 9 depicts the relationship between the secret key
rate and the transmission distance for the practical CVQKD
system with an optical amplifier under no reverse external
magnetic field. The blue curve represents that the gain coef-
ficient g of the optical amplifier is equal to 1, which is also
the secret key rate curve when the optical amplifier is not
placed. The green curve and the red curve are the secret key
rate curves when placing an optical amplifier with the gain
coefficient g equal to 3 and 20 in the optical path, respectively.
Furthermore, the black curve represents the detection effi-
ciency η = 1 and the electrical noise vel = 0 of the detector,
which is also the secret key rate curve when the ideal detector
is placed in the optical path. It is obvious that using optical
amplifiers with different gain coefficients can compensate the
imperfections of the detectors and improve the secret key rate
of the system.

Subsequently, in order to demonstrate clearly the differ-
ence between the theoretical and practical evaluation of the
secret key rate of the system, we also simulate the rela-
tionship between the secret key rate and the transmission
distance under different intensities of the reverse external
magnetic field. It is worth noting that when calculating the
secret key rate under the effect of a reverse external magnetic
field, the parameters g′, T ′, and ε′ defined in Eqs. (9), (25),

and (26) should replace the parameters g, T , and ε involved in
Eqs. (34)–(41), respectively. In particular, the larger value of
�θ indicates a stronger reverse external magnetic field.

Figures 10(a) and 10(b) show the relationship between the
secret key rate and the transmission distance for a practi-
cal CVQKD system under different intensity of the reverse
external magnetic field (i.e., �θ = 0◦, 10◦, 20◦) when the
gain coefficient g of the optical amplifier is equal to 3. Fig-
ure 10(c) describes the relationship between the secret key
rate and the transmission distance for a practical CVQKD
system under different intensity of the reverse external mag-
netic field (i.e., �θ = 0◦, 20◦) when the gain coefficient g
of the optical amplifier is equal to 20. For the secret key rate
of the system under the effect of a reverse external magnetic
field, these simulation results illustrate that the practical eval-
uation Kpra is overestimated compared with the theoretical
evaluation Kthe. It also indicates that in a practical CVQKD
system with an optical amplifier, the reverse external magnetic
field can open a security loophole for Eve to obtain the key
information.

By comparing Figs. 10(a) and 10(b), it is observed that as
the intensity of the reverse external magnetic field increases,
the secret key rate of the system correspondingly decreases.
In particular, the difference between Kpra and Kthe reflects
the information about the secret key that can be obtained
by Eve. From the comparison of Figs. 10(b) and 10(c), it
is evident that the smaller the gain coefficient of an optical
amplifier is, the more secret key information Eve can acquire
when the same intensity of the reverse external magnetic
field is applied to a practical CVQKD system with an optical
amplifier.

IV. COUNTERMEASURES

The above analysis shows that in a practical CVQKD sys-
tem with an optical amplifier, Eve can use a reverse external
magnetic field to acquire the information about the secret key.
Therefore, it is necessary to monitor the external magnetic
field around the system.

Figure 11 shows that we can place a real-time monitoring
module in the practical optical path to monitor the polarization
direction of the signal light. Specifically, when signal light
enters or exits the optical amplifier, we first use a beam splitter
to separate a small portion of the signal light. Then, a polar-
ization analyzer is used to accurately measure the polarization
direction of this portion and to calculate the changed value in
polarization direction of the signal light after passing through
the optical amplifier. Finally, we compare the changed value
in the polarization direction of the signal light to the threshold.
If the changed value in the polarization direction exceeds
the threshold, we can determine that there may be a reverse
external magnetic field affecting the normal communication.

Furthermore, in a practical CVQKD system with an optical
amplifier, we can also use Hall elements to monitor the exter-
nal magnetic field. And the Hall element is a magnetic sensor
based on the Hall effect. When the current perpendicular to
the magnetic field passes through the Hall element, a stable
voltage difference (known as the Hall voltage) is generated
in the direction perpendicular to both the magnetic field and
the current. Because the Hall voltage is proportional to the
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FIG. 10. Secret key rate vs transmission distance under a reverse
external magnetic field when the gain coefficient g of an optical
amplifier is equal to 3 and 20. Kpra, the practical evaluation of the
secret key rate; Kthe, the theoretical evaluation of the secret key rate.

intensity of the magnetic field, the Hall element can also
be used to detect the existence and intensity of the external
magnetic field.

FIG. 11. Optical path of a real-time monitoring module for a
practical CVQKD system with an optical amplifier.

Due to the fact that the magneto-optical isolator of a
CVQKD system with an optical amplifier operates based on
the Faraday effect, a reverse external magnetic field can have
an impact on the amplification performance of the optical
amplifier, which will threaten the practical security of the sys-
tem. Therefore, we propose to compensate this imperfection
by replacing the magneto-optical isolator with a nonmagnetic
optical isolator.

V. CONCLUSION

We have investigated the effect of a reverse external mag-
netic field on a practical CVQKD system with an optical
amplifier. We reveal that using an optical amplifier to com-
pensate the imperfection of the detectors cannot achieve the
preset effect when a reverse external magnetic field exists. In
addition, we find that if the legitimate communicating parties
are not aware of the existence of the reverse external magnetic
field, the evaluation of the secret key rate of the system will
be overestimated, which will open a security loophole for Eve
in a practical CVQKD system with an optical amplifier. The
simulation results indicate that, in a practical CVQKD system
with an optical amplifier, the smaller the gain coefficient of
the optical amplifier is, the more secret key information Eve
can acquire when the same intensity of the reverse external
magnetic field is applied. Moreover, as the intensity of the
reverse external magnetic field further increases, the secret
key rate of the system correspondingly decreases. In order
to close the security loophole caused by the reverse exter-
nal magnetic field, we propose three countermeasures. First,
we can place a real-time monitoring module for the value
of change in polarization direction of the signal light. And
through the comparison and analysis of the value of change
in the polarization direction, we can judge whether there is a
reverse external magnetic field around the system. Secondly,
we can also determine the existence and intensity of a reverse
external magnetic field in a practical CVQKD system with an
optical amplifier by using Hall elements. Lastly, we propose
that a nonmagnetic optical isolator can be used to replace
the magneto-optical isolator in the optical amplifier. These
countermeasures can help us to monitor the reverse external
magnetic fields and change the type of optical isolator, which
will effectively close the security loophole caused by the re-
verse external magnetic field.
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