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Phase-error-rate analysis for quantum key distribution with phase postselection
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Quantum key distribution (QKD) stands as a pioneering method for establishing information-theoretically
secure communication channels by utilizing the principles of quantum mechanics. In the security proof of QKD,
the phase error rate serves as a critical indicator of information leakage and directly influences the security of
the shared key bits between communicating parties, Alice and Bob. In estimating the upper bound of the phase
error rate, phase randomization and subsequent postselection mechanisms serve pivotal roles across numerous
QKD protocols. However, the nonzero interval of phase postselection will introduce intrinsic errors, leading to
an overestimation of phase error rate. Here we make a precise phase-error-rate analysis for QKD protocols with
phase postselection, which eliminates error rate associated with nonzero interval and helps us to accurately bound
the amount of information an eavesdropper may obtain. We further apply our analysis in sending-or-not-sending
twin-field quantum key distribution (SNS-TFQKD) and mode-pairing quantum key distribution (MP-QKD). The
simulation results confirm that our precise phase error analysis can noticeably improve the key rate performance
especially over long distances in practice. Note that our method does not require alterations to the existing
experimental hardware or protocol steps. It can be readily applied within current SNS-TF-QKD and MP-QKD

for higher key rate generation.
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I. INTRODUCTION

Quantum key distribution (QKD) [1,2] provides the un-
conditional secure keys, which can not be broken even if
the eavesdropper Eve has unlimited computing resources,
between two remote parties by exploiting the fundamen-
tal properties of quantum physics. During the past four
decades, QKD has achieved great development in terms of
security [3—-13] and practicality [14-39]. The decoy-state
method [14-16] allows QKD systems to utilize coherent
optical sources, diverging from the standard single-photon
source BB84 protocol. This adaptation renders practical
QKD systems resilient against photon-number splitting (PNS)
attacks, significantly enhancing both the secure key rate
and the achievable communication distance. Measurement-
device-independent (MDI) QKD protocol [17] (see also [18])
designates the measurement party as an untrusted intermedi-
ary situated within the channel, thereby making the key bits
shared between two communication parties immune to all de-
tector side attacks. However, due to the inherent transmission
loss in the channel, the key rate performance in previous QKD
is naturally constrained by the Pirandola-Laurenza-Ottaviani-
Banchi (PLOB) rate-transmittance bound [40] [see also the
Takeoka-Guha-Wilde (TGW) bound [41]]. The pursuit of
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longer communication distance and higher secure key rate
is the central issue of practical QKD. Based on the simple
and promising MDI-QKD structure, twin-field quantum key
distribution (TF-QKD) [20] and mode-pairing quantum key
distribution (MP-QKD) [31] (also named asynchronous-MDI-
QKD [32]) were proposed to break the PLOB bound without
quantum repeaters in recent years. Currently, these special
variants substantially extend the point-to-point transmission
distance, significantly advancing the practicality of QKD for
longer-distance applications.

Roughly speaking, most QKD protocols consist of code
mode and decoy mode. The communicating parties Alice and
Bob generate the raw keys in the code mode and disclose
a part of raw keys to estimate the bit error rate for error-
correction step. The key information leakage of QKD can
be bounded by the so-called phase error rate [4,5,7], which
can be estimated in the decoy mode. We find that in certain
QKD protocols with phase postselection, the phase error rate
relies on interference measurements within nonzero phase
interval which will lead to intrinsic errors unrelated to eaves-
dropping and consequently overestimating phase error rate.
From the perspective of the equivalent entanglement-based
scheme for the actual QKD protocol, the key is obtained
by measuring the bipartite auxiliary qubits AB in the Z =
{10y, |1)} basis. The phase error rate is usually defined as the

bit error rate of qubits AB in the X = {|+) = L2(|0) + 1)),

|—) = \/Li(|0) — |1))} basis. Nevertheless, the nonzero inter-
val in the phase postselection step implies that phase error
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FIG. 1. The equivalent entanglement-based scheme of certain MDI-QKD variants. Alice and Bob first prepare the ancillary qubits A, B
and signal states a, b. The signal states a, b are sent to untrusted node Charlie for measurement. After Charlie announces the measurement
outputs m; (i =1,2,...,s,s+ 1 and s > 2), Alice and Bob choose the measurement outcome m; (j = 1,2, ..., s) to generate the key. Note
that the measurement outcome m,,; denotes an invalid event, which is not used to generate keys. In the key generation step, Alice and Bob
measure the ancillary bipartite qubits pZ’é (j=1,2,...,s) in the Zs and Zg basis. The phase error rate is usually defined as the bit error
rate of qubits p:lé in the X5 and Xg (X = {|+) = %(IO) + 1), |—) = %(lO) — |1))}) basis. In fact, it can also be defined in the X, and X; 5

X5 = (I+8) = 5(10) + (1)), |=8) = J5(10) — e7[1))}) basis.

rate is not defined in the X basis but rather in the conju-
gate basis X; = {|+8) = —5(10) + ¢7*|1)),|=8) = 5 (10) —
e BI1))} (8 € [0, 277)). The distinct definitions of phase error
rate across various conjugate bases commonly yield differing
values, which prompts us to make a precise phase error rate
analysis.

Based on the above idea, we propose a precise phase-
error-rate analysis in this paper to further reduce the lower
bound of phase error rate. Our method demonstrates notice-
able enhancements in key rate performance for several QKD
protocols with phase postselection, such as sending-or-not-
sending twin-field quantum key distribution (SNS-TFQKD)
[22] and MP-QKD.

We structure the remainder of this paper as follows. In
Sec. II, we introduce a general equivalent entanglement-based
scheme applicable to certain MDI-QKD variants and perform
the precise phase-error-rate analysis. In Sec. III, we give
the security proof for SNS-TF-QKD based on the equivalent
entanglement-based scheme and obtain a precise phase error
rate from the previously established formula. Our simulations
demonstrate the noticeable enhancement achieved by our
method in practical actively odd-parity pairing (AOPP) SNS-
TFQKD protocol. Additionally, we provide a brief overview
of MP-QKD and showcase the improvements facilitated by
our approach. Finally, a conclusion is given and we expect
our method can be used in current AOPP-SNS-TFQKD and
MP-QKD protocols.

II. PRECISE PHASE ERROR ANALYSIS

We first consider the following equivalent entanglement-
based scheme for certain MDI-QKD variants in Fig. 1.

The communicating parties Alice and Bob prepare the
ancillary qubit particles A, B and the signal particles a, b in
a joint quantum state papap. The signal particles a and b are

sent to untrusted party Charlie through an untrusted channel.
Charlie measures the received signal states and announces
the measurement outputs m; i = 1,2, ...,s, s+ 1 and s > 2).
Without loss of generality, we can introduce a positive
operator-valued measure (POVM), which is a set of positive-
semidefinite Hermitian matrices {M, M>, ..., M, My} act-
ing on state p,, = Trag(paBap) associated with the outcomes
{my, my, ..., ms, mgi1}, to denote the Charlie’s measurement
and channel transmission effects. So the probability p(m;)
of the outcome m; is p(m;) = Tr(pabM;'M,-). After Charlie’s
measurement and announcing the outcome m;, the ancillary
bipartite qubits collapse into the normalized quantum state
,o/'f]"3 = Trab(pABaleTMi))/ p(m;). Note that the measurement
outcome my, denotes an invalid event, which is not used
to generate keys. For the ancillary bipartite qubits ,0;"{3 (=
1,2,...,s), Alice and Bob both measure them in the Z =
{|0), |1)} basis to obtain the key bits or measure them in the
X={+)= '05%‘”, =) = %} basis for phase error test. If
Alice still measures her ancillary qubit in the X basis but Bob

measures his ancillary qubit in the X; = {|+§) = L2(|0> +

e 01)), |-8) = Jii(|0) — e71]1))} basis, it can still be used
for phase error test. In fact, we can introduce a unitary op-
erator Uy for Bob’s qubit B to convert the ancillary bipartite
qubits p) 3 to o4 where U3|0)g = [0)g and U|1)g = €°|1)p.
As discussed in Ref. [33], this unitary operator has no physical
effects on the key bits generation and Eve’s potential system.
It is obvious that the measurement output for 0/:"]; in the X
and X basis can be defined as the phase error. So we conclude
that the phase error rate can be obtained by measuring the
pf\l]’g in the X and X; basis due to the fact that such measure-
ment output is equivalent to measuring a;"é in the X and X
basis.

In fact, we can separately define the phase error rates of the

key bits under every effective announcement by Charlie. That
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means we can classify the key bits into s classes according to
the announced outputs by Charlie. We denote the phase error

rate of pj3 under the X and X basis as elJ)h and under the X
and X; basis as ef”h]. We will estimate the upper bound on ),
given ef)’}'l’ below.

For the given ancillary bipartite qubits pfg, Alice first
measures her local qubit in the X basis and obtains the
state |+) with probability p, and |—) with probability
p— (p+ + p— =1). Bob also measures his local qubit in
the X basis. Given Alice’s output |+), we can assume
that Bob obtains the state |4) with probability 1 — e, and
|—) with probability e,. Given Alice’s output |—), we as-
sume that Bob obtains the state |—) with probability 1 —
e_ and |+) with probability e_. Here, we have the phase
error rate

el =pies+p e (1)

Given Alice’s output |+), Bob’s density matrix is
og = — e H)(H +ep| =) (= +xp[H) (=] + X} =) (+,
(2)

where x; is a complex number, x7, is the complex conjugate of
x4. If Bob measures pj} in the X; basis and defines the output
|—48) as the error event, the error rate is

& = (=8lpg|—8)

_a —e+)1 —cos$ +e+l+cos§ x+1+e_i‘3 1—¢'
2 2 2 2
*1_efi81+ei6
TR 2
1 —cosé . .
=e;cosé + — + Re[—ixy sin 6], 3)

where Re[x] is the real part of the complex number x. Given
Alice’s output |—), Bob’s density matrix is

pg = e—[H)(+]1+ (1 — e )| =) (=] +x_[+) (=] +xZ]=)(+],
“4)

where x_ is a complex number, x* is the complex conjugate of
x_. If Bob measures py in the X; basis and defines the output
|+38) as the error event, the error rate is

¢ = (+8]pg |+3)

=e,] +cosé +a _ei)l—COS(s _inl—i—ei‘S 1 —e 1
2 2 2 2
L
+x7 5 5
1 —cosé . .
=e_cos§ + —— + Re[ix_siné]. 5

2
So the phase error rate ei’hj under the X and X basis is

S _ ) s
€h = P+€y + p_e’

: 1 —cosé

= e], cos 8 + + piRe[—ix, sin ]

+ p_Re[ix_ sin §]

1—coss
SO0 L AL sing, 6)

= ¢}, cos 8 +
where A}, = p,Re[—ix, ]+ p_Re[ix_]. Note that A, is inde-
pendent of §.

In most practical MDI-QKD variants, we do not consider
the phase error rates under different Charlie’s announcements
but define only one phase error rate for all key bits. We
assume that the probability of effective events m; announced
by Charlie in an effective round is p; (Z;:O pj =1). So the
total phase error rate under the X and X basis is

N
eph = ijeéh, (7
=0

and the total phase error rate under the X and X; basis is
N
s _ 3.J
€ph = ZP J€ph
J=0

: ; 1 —cosé ;
= ij (eéh cos§ + — + Ay sin 8)
Jj=0

1 —cosé
= epp oSS + — +

N
> piA% | sins. (®)
j=0
We find that the phase error rate in some certain QKD vari-
ants with phase postselection is defined as eﬁh = ﬁ f_AA eghd 8
(0 < A < %), which is easily estimated by the decoy-state
analysis. In fact, ep, and eﬁl have the following correlation:

A
A _ 5
eph = Z . ephdS
1 A 1—cosé al : .
=5x » €ph COS 8 + — + ;ij§( sinéd |dé§
1 — sincA .
=— + epnSincA, )]

where sinc(x) = %(") So, we can estimate the precise phase
. . A .
error rate by the previous given phase error rate e, :

I | 1
éoh = sincAeph + 5(1 B sincA)
< ;éA + l(1 - ) (10)
= sineA PP 2 sincA )’

where élfh is the upper bound of previous loose phase error rate
estimated by the decoy-state analysis. Note that our analysis
is applicable to the finite-key regime as long as the previous
loose phase error rate is also for the finite-key case.

III. SOME QKD WITH PHASE POSTSELECTION
APPLICABLE TO OUR METHOD

We find some QKD protocols with phase postselection
applicable to our precise phase-error-rate analysis. We aim
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to implement our method within SNS-TFQKD and MP-QKD
protocols, simulating its potential enhancements.

A. Apply our method to SNS-TFQKD

The SNS-TFQKD protocol, introduced by Wang et al.
in 2018, has emerged as a prominent TF-QKD protocol in
current practice. In code mode, Alice (Bob) generates a key
bit 1 (0) with a probability of p while sending a phase-
randomized coherent state. Conversely, she (he) generates a
key bit O (1) with a probability of 1 — p and does not send
anything. We give the equivalent entanglement-based scheme
as follows:

pasab = v/1 = plO)Al0), + /BI1) ol /7€),
® /PlO)gl/me?), + /T pl1)g|0),

= /p(1 = p)I00)xp|0), D V/Prue™|m),
m=0

+V/p(L = p)1)sg Y /P |n), [0},
n=0

J

A/ P(1 = p)|00) o510},

[o.¢]
+ (1 = p)I01) 45100, + pl10) a5 Y V/Pre™ ),

n=0

o0
X Z\/Eei'"ﬂ|m)b, (11)
m=0

where |0) ) and |1)5p, denote the local auxiliary qubits
which are used to generate the key between Alice and Bob,
0),) denotes the vacuum state, |ﬁei“(5))a(b) denotes the
phase-randomized coherent state sent by Alice (Bob), P, =
e *u"/n! is the Poisson distribution with mean photon num-
ber u, and « (B) is the random phase.

In a round of code mode in SNS-TFQKD, the key bit
shared between Alice and Bob when one side sends nothing
and the other side happens to send out the single-photon
pulse is defined as the untagged bit [22]. Only the untagged
bits are deemed as genuinely valid coded bits, originating
from the partial quantum state pagap Within the corresponding
entanglement-based scheme:

Pie? 1)y + /P = p)I11) agv/Pre[1),]0)y

PABab =

A/2p(1 = p)Py

_ 100)45[0),€ P 1)y + [11)5p[1)4 [0

V2

) 12)

where 1), is the single-photon state when Alice (Bob) sends the coherent state. In fact, the relative phase between [00) 45|01)
and [11),5/10),, plays no role in the results of the measurement for generating the secure key and Eve’s potential system. As
the method proposed in Ref. [33], we can introduce a unitary operation U:ﬁ to the bipartite auxiliary qubits AB before the
measurement on them, where Uzg |00) \5 = €'@#)]00) 5 and U, op 5111)ap = |11) sp. This unitary operation can be achieved by
constructing a hypothetical private channel through which Alice and Bob can share phase information « and 8. So the quantum
state o4, can take the following equivalent form:

100) Ag |01} + |11) Ag[10)
OABab = (13)
ABab = ﬁ
We can reformulate o, in the X and X basis as
. |+>Aj§\—)A |+3) +| 3)p |01> + |+) AJ% Ya |+8) Be|,55 |10>
o =
ABab ﬁ
[+)al 485 +1—)al—8)p 101)4p+€? (10}, + [+)al=8)p+|=)al+8)p [01)p—€?[10),
_ V2 V2 V2 V2 (14)
V2

(

When the phase difference between Alice and Bob is |65 —
0| =68 or |05 — 6 — | =4, they can estimate the phase
error rate egh as depicted in (8). So our precise phase error
analysis is adapted to SNS-TFQKD protocol. In the decoy
mode, Ref. [42] uses the round that Alice and Bob both send
the coherent state with intensity p; to estimate the phase error
rate in (9) as

This indicates that the phase error rate defined in the X and X;
i8
basis is related to the yields of the quantum states M

and 1Wa=¢"110)

In the decoy mode of SNS-TFQKD, Alice and Bob prepare
and send the phase-randomized coherent state with intensity
w1 to Charlie. After Charlie’s measurement and announce-
ment, Alice and Bob disclose the phases 65 and 6 of
each pulse and postselect the instances that |64 — 0| < % A < ghh _
and |0 — 0 — | < % for phase-error-rate estimation [42]. A

Th — %6‘_2“' Soo

, 15
2pie st (1
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FIG. 2. The key rate per round and the phase error rate in AOPP-

SNS-TFQKD, comparing the original protocol with the outcomes of
our precise analysis. The PLOB bound is also displayed in the figure.

where T, is the error-click ratio of the instances that Alice
and Bob both send the coherent pulse with intensity p; and
their phase difference meets the postselection condition |5 —
gl < % or [0 — g — | < % [42], Soo is the counting rate
of vacuum state, and g% is the lower bound of the counting rate
of single-photon state. So the precise phase error rate is

1 Th—le2msy,, 1 1
L o< 2 +_(1__). 16
oh = sinc(4)  2pmie st 2 sinc($) (16)

We use this precise phase error analysis in the prac-
tical AOPP-SNS-TFQKD protocol [28,29,43] and simulate
the original AOPP-SNS-TFQKD and our improved protocol
in Fig. 2.

We use the same finite-key analysis and linear simulation
model mentioned in Ref. [29]. The simulation parameters can
be obtained from the experiments in Refs. [44—47]. Some
crucial parameters are specifically listed in Table I. We set
the total sending pulse as 1x10'2, the misalignment error
as 5%, the dark count rate as 1x107%, the fiber loss co-
efficient as 0.2 dB/km, the photon detection efficiency as
30%, the error-correction inefficiency as 1.1, and the failure
probability when calculating the effect of statistical fluctua-
tion as 1x 1072, Furthermore, we achieve a security level of

TABLEI. The numerical simulations utilize a set of experimental
parameters detailed in the table. These parameters encompass p, as
the dark count rate for Charlie’s detectors, e; representing the mis-
alignment error probability, 1, denoting the detection efficiency of
Charlie’s detectors, f indicating the error-correction inefficiency, o
serving as the fiber loss coefficient in decibels per kilometer (dB/km),
and &, representing the failure probability during the computation of
the statistical fluctuation effect.

Dd eq Na f of &

1.0x1078 5% 30% 1.1 0.2 10-%

4.66x 107 in the sense of composable security against coher-
ent attacks. The simulation results indicate that, for distances
surpassing 380 km, there is a 4%-5% reduction in phase
error rates, accompanied by a key-rate improvement of 10%
or more. Additionally, the maximum achievable distance has
been extended by 3 km. These findings affirm the practical
effectiveness of our precise phase error analysis in noticeably
enhancing the key-rate performance.

B. Apply our method to MP-QKD

The specific process of MP-QKD protocol and the secu-
rity proof in the finite-key regime based on the equivalent
entanglement-based scheme have been thoroughly discussed
in Ref. [33]. Here, we provide a brief overview of the coded
quantum states sent by Alice and Bob and directly show the
equivalent entanglement-based scheme.

In each round of MP-QKD, Alice (Bob) randomly sends
the phase-randomized coherent pulses with intensity ft4,) and
Vav) and the vacuum state with probabilities p,., . » Py, and
P, to untrusted node Charlie for interference measurement.
Only the rounds where only detector L or R clicks are kept
for subsequent step. In the postprocessing step, Alice and Bob
choose two rounds in the maximal pairing interval to form
the effective event pair. We denote the intensity in the first
and second rounds of the effective event pair as ki(b) and kf(b).
Only those pairs in which vacuum states are paired with weak
coherent states are used for key generation. Alice sets her key
bit to 0 if k2 # k! = 0 or 1 if k! # k? = 0. Bob sets her key
bit to 0 if ki # k2 =0 or 1 if k? # k! = 0. Similar to SNS-
TFQKD, only the key bit when Alice and Bob decide to send a
coherent state but happen to send out the single-photon state is
considered genuinely valid coded bit. We give the equivalent
entanglement-based scheme as follows:

T [0)A101) 54, + [1)A110) 4,
V2
10)g110)p,p, + [1)g101)y p,
7 .
We can reformulate papaabb, 1IN the X5 = {|+8.)4 =
J%(IOA e 1)), |—8u)a = $(|0>A —e 1))}
and Xs, = (I+0)p = 751005 + ¢ 7™ [1)p), [=bv)p =
%qmB — ¢ % |1)p)} basis as

a7

pABa1a2b1b2
[+8a)a+1=84) [+8a)a—1=8a)
%'01)211&2 + %'10%11212

V2e—i%a
V2

o) t=d 4 8) |8
| b)B\/% b)B|10)b|bg+| b)g—| h>B|01>b|b2

® ﬁe—iéb
V2
01),,,,+€%2[10), , [01)4,0, —€2110),, 4
|+8a>A ajag 12+|_8) 142 142
_ 72 alA N
V2
110}y, 1, +€%0 [01)y, 1, 110}y, —€%0 [01)y,
|+3b>B% _|_ |_5b>BM
2 V2
®

V2
(18)
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Note that we further consider the definition of phase er-
ror rate. After Charlie’s measurement and announcement,
Alice and Bob can also measure the ancillary bipar-
tite qubits pap in the Zj = Zy = {|0), e7%|1)} basis to
generate key bit or measure pap in the Xy = Xg = {|+) =
J%("” + 1)), |-) = J%U()) — e71%|1))} basis for phase
error test. Similar to before, phase error rate can also be de-
fined in the Xa = {|+) = LI(IO) + e’ls“ll)), |-) = \/%(|0> -

e™[1))) and Xsp = (|+8) = J5(10) + e @+D|1)), |-6) =
75( |0) — e~ %+9|1))} basis and there is the same correlation
between the two definitions as shown in (8). In order to facil-
itate understanding of the definition of phase error rate, here

we imagine the following scenario according to (18).

Alice generates a key bit «, € {0,1} and prepares
1014, +e %47 10)

the quantum state ‘%2 Bob also gener-

ates a key bit «;, € {0, 1} and2 prepares the quantum state
10y e SN0

7 . Note that §, € [0, 27) and §, € [0, 27)
are predetermined. They both send the quantum states to Char-
lie for interference measurement to share key bit. According
to complementarity [7], the phase error rate of genuinely
valid coded bits in MP-QKD is the bit error rate in such a
scenario. Note that achieving the prepared quantum states in
the imagined scenario poses challenges. Consequently, Alice
and Bob send phase-randomized coherent states with identi-
cal intensity, which allows them to estimate the phase error
rate using the decoy-state method. The phase postselection
condition in the original MP-QKD protocol corresponds to
the case that |6, — 8p| < A or |6, — 8y — | < A here. We
define § = &, — 8,. Note that § and § + 7 are equivalent in
phase error test. The original MP-QKD protocol provides an
estimation of the following loose phase error rate:

2 SatA 6 5
— v d8,d S,
€ph AT A /_ b

2
Sa,6a+6
== / s ds, (19)

where e‘s“h"s" is the bit error rate in the imagined scenario for

the given 8, and 8, as well as the phase error rate in the X,
and X;, basis.
Similar to (8), we can also get the following equality:

1- 8
ghs o — esha cosé + — o8 < E pjA ) sin 8.
(20)

By integrating § in the interval [—A, A] and §, in the interval
[0, 27r] in both sides of (20), we can obtain the following
precise phase error rate:

1 2 5 5,
€ph:Z/(; ph 'd8

1
sincA

< I oa + ! 1 ! 1)
e = - 5
= sincA PP 2 sincA

A
A1
sincA * 2 (

T T T 0.21
= = =Original MP-QKD
Improved MP-QKD

PLOB bound
_ _ _Original phase error ra(ee; —0.205

Precise phase error rate ¢

oh

0.2

Key rate (bits/round)
)
o
phase error rate

10710 F - 0.185

0.175

1012 L L L L L I I
360 370 380 390 400 410 420 430 440 450

Distance (measured in kilometers) between Alice and Bob

FIG. 3. The key rate per round and the phase error rate in MP-
QKD with original method and our precise analysis. The PLOB
bound is also displayed in the figure.

where e/}, is defined in (19) and &} is the upper bound of e7}..

We use this precise phase error analysis in the practical
MP-QKD protocol [33] and simulate the original MP-QKD
and our improved protocol in Fig. 3.

We use the same finite-key analysis and simulation model
mentioned in Ref. [33]. The simulation parameters can be
obtained from the experiments in Refs. [48,49]. Some cru-
cial parameters are specifically listed in Table II. We set the
total sending pulse as 1x10'3, the maximal pairing interval
as 1x10°, the misalignment error in Z basis as 0.5%, the
misalignment error in X basis as 5%, the dark count rate as
1x1073, the fiber loss coefficient as 0.2 dB/km, the photon
detection efficiency as 70%, the error-correction inefficiency
as 1.1 and the failure probability when calculating the ef-
fect of statistical fluctuation as 1x10~23. Furthermore, we
achieve a security level of 1x107!% in the sense of com-
posable security against coherent attacks. The simulation
results indicate that, for distances surpassing 360 km, there
is a 4%—-5% reduction in phase error rates, accompanied
by a key-rate improvement of 10% or more. Additionally,
the maximum achievable distance has been extended by
2 km, which once again confirms that our precise phase er-
ror analysis noticeably improves the key-rate performance in
practice.

TABLE II. The numerical simulations utilize a set of experimen-
tal parameters detailed in the table. These parameters encompass
pa as the dark count rate for Charlie’s detectors, n,; denoting the
detection efficiency of Charlie’s detectors, o serving as the fiber loss
coefficient in decibels per kilometer (dB/km), f indicating the error-
correction inefficiency, &, representing the total secure coefficient,
and €% and e} are the misalignment errors of the Z and X bases,
respectively.

VA X
Pd Nd a f Eol e e

1x1078 70% 0.2 1.1 1x1071° 0.5% 5%

022416-6



PHASE-ERROR-RATE ANALYSIS FOR QUANTUM KEY ...

PHYSICAL REVIEW A 109, 022416 (2024)

IV. CONCLUSION

In conclusion, our precise phase-error-rate analysis pro-
vides a comprehensive and accurate comprehension of phase
error rate for QKD with phase postselection. The versatility
of our method enables its direct integration into AOPP-
SNS-TFQKD and MP-QKD protocols, facilitating notable
enhancements in key-rate performance without necessitating
alterations to the existing experimental hardware or protocol
steps. Given its adaptable nature, we anticipate its appli-
cability to extend beyond these specific protocols, offering
potential improvements in various other QKD with phase
postselection.
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APPENDIX: A MORE INTUITIVE PHASE ERROR
ANALYSIS FOR SNS-TFQKD

In the equivalent entanglement-based scheme of
SNS-TFQKD protocol, we can reformulate ojg, in

(13) under the X; = {|+8) = 55(|00) + e [11)),|—8) =

J5(100) — e~ |11))} basis (0 < 8 < 3) as

+8) ap =3 +8) ag—|—8
| >AB\/§| >AB|01>ab+| dag—l- >AB|10>ab

A = N
OABab = 7
- . (AD)
V2

Here we follow the idea proposed in [22] that the genuinely
valid coded quantum state and the conjugated quantum state
used for phase error estimation in SNS-TFQKD are similar
to that in a BB84 protocol [1]. This indicates that the phase
error rate defined in the X; basis is related to the yields of the
quantum states ‘01)1"’“;‘10)“" and '0”“"7;“0)“".

To estimate the phase error rate in the practical SNS-
TFQKD protocol, Charlie should measure the bipartite signal

oo 101 +e?[10) i
qubits 7 (6 € [0, 27)) sent from Alice and Bob on

the measuring device M. Since Charlie does not know the
phase difference & when measuring the signal qubits a and
b, we can assume without loss of generality that Charlie’s
measurement device M can perfectly discriminate the quan-
tum state between ‘01)2"’\210)“" and '01)2“’72“%" , 1.e., the click of

101) 5 +110) and the

[01)a, —110)ap

the L port must indicate the quantum state

click of the R port must indicate the quantum state
Naturally, Charlie can not perfectly discriminate whether the

i 101)op+€2110)y, 101) oo =€ [10) 4 : .
state is 7 or 7 (6 #0orm),i.e., the click

i
of the L port partially indicates the quantum state 100y te 110

and the click of the R port partially indicates the quantum state
—ei .
M. For the L port click events, we define the events

101)yp—*]10)
2

caused by the quantum state i as the error events,

which enlightens us to define the quantum state |—§) o5 as an
error in the X; basis. Correspondingly, we define the events

|01>ab_e;|lo)ab as

caused by the quantum state the error events

for the R port click events, which enlightens us to define the
quantum state |[+8) 45 as an error in the X; basis.

We first consider the L port click events announced by
Charlie. Alice and Bob prepare the joint quantum state
PABab = O g, N (13) and send the signal qubits a and b to

Charlie for measuring. We define the phase error rate ei’hL as

o = (—81pa|—3)

({00] — €” (11])paB(100) — e[11))

[{00]pB|00) + (11]paB|11) — e (00| pag|11)
— ¢ (11]pa|00)]

= 3 — Re[e” (11| pag|00)],

e

1
2
1
2

(A2)

where Re[z] is the real part of the complex number z and pap
is the quantum state of local auxiliary qubits A and B after
Charlie’s measurement on signal states a and b.

In the decoy mode of SNS-TFQKD, Alice and Bob send
the coherent states to Charlie for interference on the beam
splitter, followed by two photon detectors L and R. This
allows us to estimate the yield of the quantum state pp =

2 e —e ]10), C s
& [ [(P(ERacte s - p(ta=e 1)) /2145 which in-

dicates the phase error rate epAh’L for the L port click events:
1 r2
AL S,L
ey = A /_ €on ds

! / ! Re[e® (11]pag|00)] )ds
= — —~ —Re[e

Al ) PAB

1

A
=5 sin6<3>Re[(lllpAB|00>],

pI> o>

(A3)

where sinc(x) = %(x) In fact, eﬁh’L is not the optimal phase-
error-rate definition. We can use the current measurement data
to estimate the precise phase error rate ef’h inthe Xp = {|+) =

—5(100) + 1)), |=) = —5(100) — |11))} basis as follows:

ety = (—lpasl-)

({00] — (11])paB(100) — [11))
[(00]pagl00) + (11|pag|11) — (00| pag|11)
— (11]paB|00)]
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Combining (A3) and (A4), we have

1 1 1
L AL
ep=—¢€. +-{1l-——F7).
" sinc($) ™ 2( sinc(%>>
Similarly, we define the phase error rate ei’f for the R port

click events as

o = (+6]0a|+3)

((00] 4 € (11])pa(|00) + e ¥|11))
[(00]paB|00) + (11]pag|11) 4 e (00| pag|11)
+ (11| pa|00)]

= 5 +Re[e” (11| pap|00)]. (AG)
Alice and Bob also use the sent quantum state pp =
% ‘/‘EA [(P{ |01)uh‘t;f|10)uh} +P{ |01>ahi/ef‘10>ub})/2]d8 to estimate

(A5)

e

1
2
1
2

the phase error rate e hR for the R port click events as follows:

1 3
AR _ L
s _A/

1
=3 + sinc(E)Re[(11|pAB|OO)].

6Rd8

> ~U>

( + Re[e? (11]p3]00)] )

(AT)

. R .
The precise phase error rate ey, is

R

ey = (+lpasl+) = 3((00] + (11])pas(100) + [11))
= 5[(00]paB|00) + (11|pap|11) + (00| pag|11)
+ (11]paB|00)] = 3 + Re[{11]|pap|00)]. (A8)
Combining (A7) and (A8), we also have
1 1 1

R AR

=——e "+ -(1-——5. A9
h sinc(%)eph 2( sinc(%)) (&9

In the current SNS-TFQKD system, we usually consider
the click events of the L and R ports together to calculate the
total phase error rate

o I L)+ —F e (R), (A10)
R

“ph = ng + ng np+n
where n; and np are the number of click events from
A n
ports L and R. The loose phase error rate €n =7 jnR ph Ly
nL’_’:nR ph . The precise phase error rate egh . +nR ph +
nR ph Combining (AS) and (A9), we can get the precise
pilase error rate from the loose phase error rate given the

measurement data
12 (1 ncl A )
si ( 2 ) '
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