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Quantum steering is an asymmetric form of quantum nonlocality where one can trust the measurements of
one of the parties. In this work, inspired by practical considerations, we investigate the scenario in which one
cannot fully trust their measurement devices, just up to some level of precision. We first find the effect of such
an imprecision on standard device-dependent quantum tomography. We then utilize this result to compute the
variation in the local bound of any general steering inequality depending on the amount of trust one puts in one
of the party’s measurement devices. This is particularly important as we show that even a small distrust on Alice
might cause the parties to observe steerability even if the quantum state is unsteerable. Furthermore, this effect
becomes more relevant when observing higher-dimensional quantum steering.
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Introduction. The existence of nonlocal correlations is
one of the most fascinating aspects of quantum theory. An
asymmetric form of quantum nonlocality is termed quantum
steering, where one observes the change of a local quan-
tum state depending on the operations carried out by another
spacelike separated observer and the classical information
shared between the parties. The idea of quantum steering was
conceived by Schrodinger in 1935 but was mathematically
formalized almost 70 years later [1,2]. Contrary to the stan-
dard Bell scenario [3], in a steering scenario, Alice on one
side has complete knowledge about her measurement device,
thus known as the trusted side; however, for Bob, it is still a
black box (see Refs. [4,5] for a review on quantum steering).

The trust in one of the parties makes quantum steering
more robust to noise and detector inefficiencies when com-
pared to Bell nonlocality [6-9]. Consequently, it is much
simpler to observe quantum steering than Bell nonlocality
in higher-dimensional systems. Several steering witnesses
have been proposed for higher-dimensional systems [10-14].
Higher-dimensional quantum steering has also been observed
in experiments [7,15,16].

To observe quantum steerability in experiments, one needs
to completely trust at least one of the measurement devices.
However, one cannot be completely confident that the mea-
surements that are implemented are exactly the expected
ones. This is not just limited by technical advancements, but
also some intrinsic properties of the device. For instance,
in a photon-counting device, one of the significant issues is
the dark count, that is, the firing of the detector based on
the thermal noise of the environment [17,18]. Furthermore,
the detectors might not register a photon, referred to as no-
click events. Thus, one can only trust their measurement
device up to some degree of error. Consequently, it might
well happen that Alice’s imprecise measurement allows her
to observe quantum steerability even if the quantum state

is unsteerable. This would be catastrophic for applications
of quantum steering, for instance, in one-sided quantum key
distribution [19-21] or one-sided device-independent certifi-
cation [13,14,22-26].

In this work, we investigate the effect of not completely
trusting Alice in the quantum steering scenario. We consider a
general steering functional and compute the variation of its
local bound with respect to the trust in Alice. Note that a
similar problem was considered in [27,28] for entanglement
witnesses where all the measurement devices are trusted. We
observe that the effect of trust on the local bound becomes
more significant for higher-dimensional systems. For our pur-
pose, we first compute the effect of trusting the measurement
devices for standard quantum tomography. Unsurprisingly, we
observe that identifying higher-dimensional quantum states
using tomography is much more difficult. However, we ob-
serve that the error in identifying the state varies almost
linearly with respect to the trust one puts in their device.
Thus, reducing the error in measurement devices consider-
ably improves quantum state tomography. We then consider a
specific example of a family of steering inequalities for arbi-
trary dimensional systems and show that to observe quantum
steerability, even for 10-dimensional systems, would require
trusting Alice close to 99 percent.

Preliminaries. Before proceeding towards the main result
of this work, let us introduce the notion of quantum steering.

Quantum steering. In this work, we consider the simplest
scenario exhibiting quantum steerability, which consists of
two parties, namely, Alice and Bob, who are in two different
separated laboratories and perform some operations on an un-
known system which they receive from a preparation device.
Bob can choose among n measurements denoted by B, where
y e {l,2,...,n}, each of which results in d outcomes labeled
by be0,1,...,d — 1. The measurement performed by Bob
steers the received system with Alice. The steered states are
positive operators denoted by oy, € H4 and the collection

of these steered states, 0 = {0y, such that b =0,1,...,d —
“shubhayan.sarkar @ulb.be 1,y=1,2,...,n}, is called assemblages. If the assemblage
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FIG. 1. Quantum steering scenario. Alice and Bob are spatially
separated and receive subsystems from the source S. Alice is trusted
here. Alice then sends input y to Bob based on which he performs
a measurement on his subsystem and obtains an outcome b which is
then sent back to Alice. Since Alice is trusted, she then performs a
tomography on her subsystem to recover the local assemblage.

has a quantum realization, then every steered state can be
written as o), = Trg[(1 ® Nyjy)peasl, where psp € Ha @ Hp
denotes the shared state generated by the preparation device.
Bob’s measurements have a quantum realization that guar-
antees that Ny, are positive operators and ), Ny, = 1 (see
Fig. D).

Alice has complete knowledge about her laboratory, which
guarantees that there is no external intruder, and her measure-
ment statistics are generated only by the received system. This
allows her to simply do a tomography of the received subsys-
tem. If the shared state is not steerable, then the assemblage
has a local hidden state (LHS) model defined as

oy = Y @pr(bY)os, )
A

where Y, ¢i = 1, p;(bly) are the probability distributions
over A, and o; are density matrices over Hp.

As Alice can perform topographically complete measure-
ments on oy, in general, quantum steering is witnessed by
the so-called steering functional, a map from the assemblage
{op)y} to a real number which is defined by a set of matrices
Fy, that maps the assemblage to a real number as

W =" Tr(Fyjyou)- )
by

The maximum value B; of W that is achievable if the assem-
blage {04y} can be described using a LHS model (1) is referred
to as the local bound. Let us now consider the scenario if Alice
is not completely trusted.

Distrustful quantum steering. Consider again the scenario
depicted in Fig. 1 without completely trusting Alice. From
a practical perspective, this represents the case when even
trusted devices can become noisy based on different uncon-
trollable factors. Then, the “imprecise tomography” of the
trusted party cannot reveal the ideal assemblage {o}),} gen-
erated by Bob’s measurement. We show later that this would
change the local bound depending on the trust in Alice’s
devices.

Let us now quantify the amount of trust Alice can make
about her devices. For this purpose, consider that the local
quantum state belongs to C? and a set of tomographically
complete observables {o;}, where i = 1,...,d?* such that
o; = 1, that Alice expects her measurement device to per-

form. Consider again a set of observables {z;} that are actually
being performed by the measurement device. Without loss of
generality, we assume all the above-described observables are
unitary. Then the amount of trust of Alice on her measurement
device I'y is quantified as

1

FA:I—mmaXZIIGi—TiH, 3

where ||A|| = Tr(AAT) and 0 < T4 < 1, and & is the number
of measurements with Alice. It is simple to observe from the
above formula that if Alice completely trusts her device, then
o; = t1; for all i, which gives us the value 'y = 1. If Alice
completely distrusts her device and knows nothing about her
device, then this value can reach a value of I'y = 0. For
instance, when d = 2, instead of performing {Z, X, Y}, the
measurement device performs {X, Y, Z}. Furthermore, from
one of the state-of-the-art experiments for higher-dimensional
systems [29], one can naively deduce that the average fidelity
(favg) of the implemented measurements to the ideal ones
is 0.96,0.87,0.81 for d = 2, 4, 8, respectively. Consequently,
using the formula

1
2 2 lloi = 7ill =2d(1 = fuve), )

we get the “trustness” parameter of I'y = fuye. Thus, it is ev-
ident that as the dimension of the system grows, the trustness
in the device significantly reduces.

Consider now that Alice can almost trust her devices, that
is, [lo; — ;]| < e foralliand 'y =1 — ¢/2d. Then, we es-
tablish the following fact:

Fact 1. Suppose that a source prepares a state py € C?
and sends it to Alice. If Alice cannot completely trust her
measurement device, that is, ||o; — t;|| < € for all i, then

. 2
o5 = pall <@ = 1)(5+v2de) . )
where o™ is the inferred state from Alice’s imprecise tomog-
raphy.

Proof. Since {o;} forms a complete basis for matrices acting
on C?, we can express any p4 as ps = >, rio; and pj\“f =
> :4i0i. As ps is Hermitian, r;, g; are real and less than or
equal to 1. Computing the distance between the states p4, pit
gives us

inf

Lot —m|=\

> (g — ri)oi

Thus, we now focus on finding an upper bound on the quantity
|g; — r;| for all i. As Alice now performs the measurements
{r;} instead of {o;}, we obtain that

=d) (gi—r). (6

1
g = gTru)Arf), (7)

which, on expanding p4, gives us

1 )
gi=~ > riTe(oyt)), (8)

J

L040401-2



DISTRUSTFUL QUANTUM STEERING

PHYSICAL REVIEW A 108, L040401 (2023)

which, on rearranging and then taking the real part, gives us
1 1
r—q; = ri<1 — ERGTI'(O’,"L’;)) — 3 Z I’jRCTI‘(O’j'L'iT).
JF#
©)
Now, taking the absolute value on both sides and using the

triangle inequality gives us

[ri — qil < |ril

1 s 1 i
L= SReTr(or))| + ~ > IrReTr(oyt))].
JF#
(10
Now, recalling that ||o; — ;|| < € and expanding the left-hand
side gives us

2d — 2Re Tr(o;7]) < €, (11)

which can be rearranged to obtain

Re Tr(o;r)) > d — % (12)
As ||o; — ;|| = 0, we also obtain that
Re Tr(o;7]) < d. (13)
Thus, we can safely conclude that
0<1— tReTr(oi) < £ (14)
d ! 2d

Furthermore, we also find an upper bound to Tr(ojt;") (G #
i) for which we expand the term ||o; — 7;|| and use triangle
inequality to obtain

1 1 1
lloj —oill> = lloi — wll> < lloj —oi +0i — Tl |2
1 1
< lloj —aill> + lloi — w2
5)

Using the fact that Tr(a,-o]T) = 0, we obtain ||o; — o;|| = 2d
and, consequently, we have that

V2d = e < lloj —wll* <V2d+ 6. (16)
Expanding the above formula gives us
Re Tr(rio)) + 5| < v2de. a7
which, on further simplification, gives us
ReTr(no)| < 5 +2de, j#i (18)

Finally, considering Eq. (10) and then using Eqgs. (12) and (18)
gives us

Iri— il < d(5 +V2dz). (19)

where we also used the fact that |r;| < 1 for all i. Thus, we
obtain from Eq. (6) that
2

L &
16§ = pall < @ = (5 +2de) . @0)

This completes the proof. |

It is not surprising to observe from the above result that
as the dimension of the state grows, the distance between the
actual state and the inferred state grows. However, the interest-
ing fact is that the growth scales up extremely fast with respect
to the dimension. It is important to note here that we use
triangle inequalities to arrive at the above bound and it might
be possible to tighten the bounds using numerical methods.
It might also be possible to analytically find better bounds
using some different inequalities or better quantifiers of the
error in the measurements. Note that the effect of imprecise
tomography for quantum states that are locally qubits was
considered in Ref. [27].

Let us now compute the correction to the local bound
if one cannot completely trust Alice. For this purpose, we
consider the general steering functional W (2) and recall that
the assemblage {0y} is reconstructed by Alice using local to-
mography. We now denote {5y, } as the actual assemblage and
{ali)"‘yf} as the assemblage inferred by Alice. Let us establish the
following fact:

Fact 2. Consider the quantum steering scenario (Fig. 1)
such that Bob sends an assemblage {G,} to Alice. If Al-
ice cannot completely trust her measurement device, that is,
[loi — || < ¢ for all i, then the local bound B;°" of W due to
Alice’s imprecise tomography is upper bounded as

zorr g /3L +Nd2ﬁ<§ + A/ 2d8>, (21)

where B, is the local bound of W if Alice can completely trust
her device. Here N = Zb’y p(bly)V Tr(FhLVF,jl‘,) and p(bly) is
the probability of obtaining outcome b given input y of Bob.

Proof. The idea of the proof is as follows. Consider that
Bob prepares an assemblage that attains the local bound of the
steering functional W. Now, due to the imprecise tomography
of Alice, the value of the steering functional might become
higher than the local bound B;. This would lead Alice to
conclude that the assemblage is steerable even if it is not.
Thus, we find the upper bound of the steering functional if
Alice cannot exactly recover the assemblage prepared by Bob.
To guarantee the steerability of Bob to Alice, one needs to
observe the value higher than the corrected local value, B;°".

Consider the steering functional W (2) such that the assem-
blage prepared by Bob {63, } attains the local bound of W, thus
giving us

ZTF(Fb\y5b\y) =B (22)
b,y

Now, Alice infers from her tomography that the assemblage is
{oé‘fyf}, thus evaluating W to be

W= ZTr(Fh‘ya,i“g). (23)
b,y
The above expression can be rewritten using Eq. (22) as
W =B+ Y Tr[Fyy(opn — 6mp)]. (24)
by

Recall that any assemblage can be written as oy, = p(bly)op|y.
where p(bly) is the probability of obtaining outcome b by
Bob when he gives an input y. Now, the imprecise tomogra-
phy of Alice will not change p(b|y). Consequently, utilizing
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Fact 1 and Holder’s inequality for matrix norms given by
ITr(AB)| < [|Al|£|Bl|F, where ||A||r = +/TIA]] for any two
matrices A, B, gives us

W < ﬁL+Nd2f< +¢2dg) (25)

where N' =37, | p(b|y)v Tr(be,FbTIV ). For simplicity, we used
the fact that > — 1 < d? in the above expression. This should
be considered as the corrected local bound B;°" as no assem-
blage that can be described using an LHS model can cross this
bound even if Alice is not completely trusted. This completes
the proof. ]

Due to the imprecise measurement, one cannot conclude
that obtaining a value higher than f§; is sufficient to witness
quantum steering. Thus, to be confident that the assemblage
prepared by Bob is steerable, one needs to obtain a value
higher than B;°. It is interesting to note that for any general
steering inequality, the corrected local bound scales almost
as the square root of the trust parameter I'y. However, as
the dimension of the trusted party grows, the correction term
grows more substantially, suggesting that observing steering
in higher dimensions would require extremely precise mea-
surements by the trusted party. Furthermore, the correction
term increases linearly with the number of inputs or outputs
of Bob’s measurement, suggesting that the correction is min-
imum when the number of inputs and outputs of Bob is two.
Again, let us remark that this bound is not tight and can be
improved via numerical approaches.

In [30], we provide a Mathematica program for finding the
bound-corrected LHS bound in the simplest scenario corre-
sponding to the case when Alice’s system is of dimension
two and Bob has two inputs and outputs, that is, b =y =
0, 1. We then follow exactly the same steps as in the proofs
of Fact 1 and Fact 2. We first find the maximum error in
bounding the distance between the ideal state and the in-
ferred state. The program [30] is extremely simple and one
just needs to input the error ¢ in tomography and the pa-
rameters of the ideal state. To find the corrected steering
bound, one first needs to input the matrices Fp, and the
assemblage oy, that attain the maximum ideal LHS bound.
Then, given the error ¢, the program returns the corrected
local bound. The algorithm can straightaway be general-
ized to arbitrary dimensions. As an example, we consider
the simplest steering inequality where Fyo = |0Y0], Fijo =
|1X1|, FOH = |+X+|, F1\1 = |—X—| with LHS bound ,BL =1+
1/+/2. The LHS bound is attained by the assemblage o0j0 =
|6X6|, 0110 = O, oo|1 = |6X6|, o1 = 0. Here, |O), |1> denotes
the computational basis and |£) = 1/+/2(0) £ |1)) and |0) =
cos (1t /8)|0) + sin (7 /8)|1). Given the arbitrary error in the
measurements, the program [30] returns the tight-corrected
LHS bound.

Let us now consider a specific family of steering inequali-
ties first constructed in [10] where the trusted party performs
two measurements Z;, X; that are mutually unbiased. Mutu-
ally unbiased bases for higher-dimensional systems have been
experimentally implemented [31]. Unlike the general case,
here Alice does not need to do a full tomography of her assem-
blage, but only perform two measurements on it. Furthermore,
the operators Fy,, in this case are the measurement operators of

Alice. As the number of measurements is lower, so would be
the correction to the local bound. To find a better upper bound,
we evaluate it again without referring to the previous general
result; however, the ideas used to find the bound are similar.
Here we consider the form of the inequality in the observable
picture [see [13] for a way to express steering inequality of the
form (2) in terms of generalized observables] and compute its
corrected local value. The steering inequality is given as

d—1
Bi=Y (z" ® B{") + (x{¥ @ BY"), (26)
k=1

where
d—1 d—1
Zg=) olifil. Xe=) li+1Nil. @)
i=0 i=0

Let us now assume that ||A(1k) —Z§|| < & and ||A§k) —
Xj|| < ¢, where Ay, A, are the observables representing the
actual measurements of Alice. The trust parameter I"4 for this
case is, again, 'y = 1 — ¢/2d. As proven in [13], for any
inequality of the form

d—1
=) WeBl)+ 0B, o8)
k=1

corT
B d

the local bound is given by

d—1
Pr<mn Y+, e
k=1

As Alice actually measures A, A;, the above bound represents
the corrected local bound B;°". Using triangle inequality, we
obtain

d—1
zorr < m;lxz |<A11c —Zg)p‘ + |(A§ —X;)p‘
k=1

ol + 1(X3), | (30)

+ maxZ|

The term appearing in the second line of the above formula is,
in fact, the local bound of 5; and can be inferred from [10]
to be ~/2(d — 1). Evaluating the correction term again using
Holder’s inequality gives us

d—1
P < max Y (A = Z| |, + [|AS7 = XE ] )lollr
k=1
+V2(d — 1), G

Using the fact that ||p||r <
o < (d — D(V2 + Ve). (32)

To compare the variation of the corrected local bound
for different dimensions, we normalize it using the quantum
bound of the steering functional (26), which is By = 2(d —
1) [10,13]. In Fig. 2, we plot the ratio of classical to quantum
bound and show that even 99 percent trust with Alice is not
convincing to witness any steerability for dimensions greater

1 finally gives us
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FIG. 2. (a) Variation of the upper bound to the ratio of corrected local bound and quantum bound for the steering inequality B, with respect
to the trust parameter I'4. One can observe that to observe steerability for d > 20, one has trust Alice for at least 99 percent. (b) Variation of
the upper bound to the ratio of corrected local bound and quantum bound for the steering inequality B, (26) with respect to the local dimension
d of Alice. One can clearly observe that even trusting Alice 98 percent is not enough to witness steerability when d = 10.

than 20; that is, the corrected local value becomes equal to the
quantum bound. We also find that even for d = 5, one needs
to trust Alice more than 95 percent.

Conclusions. In this work, we investigate the significance
of trust with one of the parties to observe quantum steering.
We found analytical upper bounds to the corrected local bound
using simple mathematical techniques and found that for any
general steering inequality, the corrected LHS bound varies
almost as the square root with respect to the trust, but scales
up extremely fast with dimension. Thus, observing higher-
dimensional quantum steering might be much more difficult
compared to lower dimensions. In order to find this bound,
we also computed the effect of trust in standard quantum
tomography. We remark that it is possible to detect quan-
tum steering where the trust in one party’s measurements is
replaced by the trust in that party’s dimension [32,33]. This
makes it more robust against the errors in the tomography of
the assemblages.

Several follow-up problems arise from this work. First, it
will be interesting to find other techniques to find the upper
bound to the local bound with partially trusted Alice which
might be tighter. We believe that for different classes of steer-
ing inequalities, one might also find numerical techniques that

give much tighter bounds. Second, the above techniques might
be generalizable to multipartite quantum steering inequalities.
Since the problem that is introduced in this work is concerned
with the trust one puts in their devices, one can consider
similar problems in any semi-device-independent scheme,
for instance, in prepare-and-measure scenarios or source-
independent scenarios. One could also consider the scenario
to detect nonlocality using trusted quantum inputs [34,35] and
follow the same steps as described above to relax the trustness
on the inputs. Furthermore, it will be interesting to observe
the effects of trust in one-sided device-independent key distri-
bution schemes. Finally, a difficult problem in this regard will
be to find steering inequalities for higher-dimension systems
where the amount of trust is within the current experimental
limits.

Note added. See, also, a related work [28] that investigates
the effect of imprecise measurements by the trusted party on
steering inequalities.
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